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Abstract
An increasing number of information security breaches in organisations presents a
serious threat to the security of personal and commercially sensitive information.
Recent research shows that humans are the weakest link in the security chain and the
root cause of a great portion of security breaches. This dissertation draws on the
General Deterrence Theory and prior research on organisational and national culture
and examines how procedural security countermeasures, including security
education and an information security policy, and cultural factors affect employee
security behaviour in organisational settings. In particular, this research project
answers the following questions:
•

How do security countermeasures affect employee security behaviour in
organisational settings?

•

How does perceived organisational culture affect employee security
behaviour in organisational settings?

•

How does perceived national culture affect employee security behaviour in
organisational settings?

Data for this research project were collected from 19 individuals, nine from
organisations located in the United States and ten in Ireland, through qualitative
interviews. Organisations and study participants were purposely selected. The
principle of theoretical sampling guided data collection. Study’s findings
demonstrate that procedural security countermeasures, including security education
and an information security policy, tend to lead to compliant behaviour. Furthermore,
organisational culture values of solidarity and people-orientation incline to promote
compliance with information security requirements, while sociability and taskorientation lean towards non-compliant behaviour. Additionally, flat structure is
associated with the improved information security in organisations because
employees are empowered to bring up various issues related to information security.
Finally, comparative analysis suggests differences in two data sets. In particular,
employees in observed organisations located in the United States tend to be more
compliant with information security rules than their counterparts from observed
organisations located in Ireland. Further, group non-compliance is a more prevalent
vii

occurrence in observed organisations located in Ireland as opposed to observed cases
located in the United States. Finally, it appears that employees in observed
organisations located in the United States tend to put higher emphasis on information
security value than employees in observed cases located in Ireland.
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Chapter 1 Introduction

Chapter 1: Introduction
1.1

BACKGROUND AND MOTIVATION

The topic of Information Security (InfoSec) has received a sharp focus from
academic community and practitioners since the late 1990s. The widespread
adoption of the Internet, the growth in the number of computing devices, the
appearance of cloud and ambient computing, and the proliferation of information for
business use are the factors that changed the face of InfoSec eternally. Unfortunately,
since the arrival of the aforementioned trends, the nature and purpose of security
attacks has changed radically. Attackers have evolved from computer enthusiasts,
who wrote malware for fun or to show off, to professional hackers, who are
continuously breaching systems for financial gains. New security threats have
arrived, such as identity theft, social engineering, and phishing. Viruses and worms
became more sophisticated and, therefore, harder to detect and eliminate.
Accordingly, new security measures have emerged, and old security measures have
evolved. However, advances in computer security have been unable to keep apace
with advances in computing in general. Unfortunately, the risk of becoming a victim
of a computer abuse is not expected to decrease in the coming years; on the contrary,
it will continue to rise. Since the commencement of this dissertation in 2011, each
consecutive year has been heralded by professionals and academics alike as the
worst year for security breaches. The security incidents that shocked the world in
2011 occurred at Sony PlayStation, where personal information of 102 million
registered users was stolen, and Citygroup, affecting 21 million card holders
(Gonsalves, 2011). Armed with viruses, Trojans, and worms, hackers breached the
security systems of Citygroup and brought down Sony’s PlayStation Network.
In 2012, a lot of ‘big names’ were hit with security breaches, including Google,
Apple, NASA, Hotmail, Yahoo!, and LinkedIn. The biggest incident occurred at
Zappos, an online retailer, where personal information of 24 million customers was
compromised due to a network breach (Presti, 2012).
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The most significant incident of 2013 was Snowden’s security breach, referred to as
one of the most substantial leaks in the US political history. Edward Snowden was a
government contractor who leaked information on the National Security Agency’s
surveillance programs. He used account credentials of other employees to gain
access to critical systems and sensitive information, stealing hundreds of thousands
of files. Snowden’s breach attracted a lot of academic attention on the topic of
insider threat prevention (Westervelt, 2013). A breach at Target has also made
headlines in the papers. This incident led to devastating consequences: 40 million
credit and debit cards numbers and 70 million customers’ personal records were
stolen, costing the company $162 million to date (Prince, 2015). Target is still
recovering from the incident.
2014 became famous because of the breach of Sony Pictures Entertainment referred
to as among the most devastating to any corporation ever. Attackers broke into
Sony’s systems and stole a large amount of data, including personal information of
employees, emails, and entire movies. The stolen data was posted on the web on a
public display and caused a public relations scandal for the company. Ironically, in
2007, Sony’s executive director Jason Spaltro revealed in his interview with CIO
that he was not willing to invest 10 million into information security to save 1
million in the long term. Considering the impact of the breach, experts commented
that the investment of 10 million would have been a real bargain for Sony (Santus,
2014).
To date, the two separate but related security breaches at the Office of Personnel
Management (OPM) were referred as the biggest security incident of 2015. OPM is
an independent agency of the United States government that manages civil service of
the federal government. The first incident, which happened in early 2015, resulted in
4.2 million personal records of current and former federal government employees
being stolen, including their names, dates of birth, addresses and Social Security
Numbers (SSN). The second incident occurred in June 2015. As a result of this
breach, 21.5 million background investigation records of current, former, and
prospective federal employees and contractors were stolen, including their SSNs,
fingerprints, and findings from interviews conducted by background investigators
(OPM, 2015).
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Recent research shows that human beings are the weakest link in the security chain
and the root cause of a great portion of security breaches (Hedström et al., 2011;
Karlsson and Hedström, 2014). For example, Ponemon Institute (2012, p.7) reports
that as many as 39 percent of security breaches happen in organisations due to
‘human error’. Historically, organisations emphasised a technological approach in
managing information security breaches. However, technical controls do not
guarantee a universal solution to all human blunders (Karlsson et al., 2015). For
instance, technology cannot prohibit an employee from writing passwords down on a
piece of paper or sharing them with a colleague. Furthermore, empirical research
shows that while organisations invest more in technology-based solutions, the
number of information security breaches is increasing (Bulgurcu et al., 2010a). For
instance, NATO informs that after spending millions on technology, they found that
approximately 60 to 70 percent of their information security violations came from
the human level (Moag et al., 2011). Therefore, addressing security problems
holistically requires interdisciplinary efforts (Siponen and Oinas-Kukkonen, 2007).
Behavioural InfoSec, which is a sub-field of the broader InfoSec field, is a research
field that addresses issues related to ‘human error’. Crossler et al. (2013, p.91)
elucidate that this research stream focuses on the “behaviours of individuals, which
relate to protecting information and information systems (IS) assets, including
computer hardware, networking infrastructure, and organisational information”.
Behavioural InfoSec research searches for the approaches, alternative to
technological, to improve individuals’ behaviour in organisational settings as regards
to information security, concentrating on antecedents of both compliant and noncompliant behaviour. “Compliant behaviour” refers to employee actions that are
aligned with organisational information security requirements. In contrast, “noncompliant behaviour” indicates violations of these requirements. Since 2009,
Behavioural InfoSec research has experienced a sharp rise in the number of
publications. The published studies generally fall into two broad categories. The first
category focuses on how human cognitive processes affect employee security
behaviour, while the second concentrates on the effects of social controls.
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1.2

INFORMATION SECURITY DEFINED

The aforementioned information security breaches put the issue of protecting
organisational valuable information assets into a sharp focus. Information Security is
a central concept in this study and therefore, needs to be defined. In a search for the
definition appropriate for the context of this study, a number of definitions were
reviewed. A literature search demonstrated that there is not one generally accepted
definition of InfoSec. Peltier (2001, p. 266) proposes the following definition of
information security:
“Information security encompasses the use of physical and logical data
access controls to ensure the proper use of data and prohibit
unauthorised or accidental modification, destruction, disclosure, loss or
access to automated or manual records and files as well as loss, damage
or misuse of information assets”
Various measures are employed in organisations to protect valuable information. A
holistic approach is required for the effective protection, including technical and
physical controls as well measures like security policies and education. However,
Peltier’s definition of information security covers more narrow perspective and only
focuses on physical and technical controls. Anderson (2003, p. 310) suggests the
definition of enterprise information security:
“A well-informed sense of assurance that information risks and controls
are in balance”.
In contrast to Peltier’s definition, Anderson (2003, p.311) does not specify any
particular security controls but rather implies a broad list of implemented
information controls “cross-referenced against the assets they protect”, which are
best practices and are in place to reduce specific vulnerabilities. However, according
to Anderson (2003), this definition also implies that security analysts share their
expertise with senior executives to ensure that management is well-informed as
regards to organisation’s vision about information security and this vision is
reflected in their managerial responsibilities and obligations. This aspect is more
appropriate for large organisations as small businesses typically do not hire security
analysts and often do not have a formal security vision in place but rather follow an
5
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ad hoc approach, by implementing fewer (if any) security controls and informally
distributing information security rules among employees.
The international standard, ISO/IEC 27002 (2005, p.3), defines information security
as:
“The preservation of the confidentiality, integrity and availability of
information”.
This study is concerned with the protection of information and the means to ensure
its security rather than confidentiality, integrity and availability. In order to
understand organisational commitment towards information security, questions on
security controls employed in organisations were included in the interview guide.
Therefore, a practical definition that focuses on the protection of information is most
appropriate for the purpose of this research project.
Sharma and Yadav’s (2015) practical definition appears to fit the purpose of this
study. They (2015, p. 669) define information security as:
“The practice of defending information from unauthorised access, use,
disclosure, disruption, modification, perusal, inspection, recording or
destruction”.
This definition is applicable for small as well as for large organisations and does not
focus on any specific security measures. It refers to information security as practice
of protecting information implying that various controls can be used to prevent
unauthorised access, use, disclosure, disruption, modification, perusal, inspection,
recording or destruction of information and it is an organisation’s decision which
measures are most applicable.
Information systems security is another terms commonly used in this study and
therefore, also needs to be defined. Organisational information systems include
operating systems, networks, and various applications and data management systems
such as customer relationships management, enterprise resource planning, decision
management systems etc. Although ‘information security’ and ‘information systems
security’ serve the same purpose of protecting information, ‘information systems
security’ is a narrower term that focuses on the protection of information kept within
information systems. Therefore, in order to define information systems security,
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Sharma and Yadav’s (2015) definition of information security can be extended as
follows:
“The practice of defending information systems from unauthorised
access, use, disclosure, disruption, modification, perusal, inspection,
recording or destruction of information”.

1.3

CONTRIBUTION OF THE RESEARCH

The endeavour of this research project is to investigate how social controls affect
employee security behaviour in organisational settings. This area of Behavioural
InfoSec research is particularly under researched. Social controls are mechanisms
that regulate individual and group behaviour, leading to conformity and compliance
with the rules of a given society or a social group and are the subject of this study.
The two basic forms of social controls are formal and informal (Ross, 1896). Formal
social controls refer to rules and regulations against deviant behaviours, while
informal social controls include customs, traditions, norms, morality and other social
values (Cheng et al., 2013). This research project unites both formal (information
security policy and security education) and informal controls (perceived
organisational culture and perceived national culture) in one study with the aim of
investigating their impact on employee security behaviour.
Information security policy and security education are referred in the extant literature
and in this research project as procedural security countermeasures. In line with the
General Deterrence Theory (GDT), procedural security countermeasures deter illicit
actions of individuals. However, research on how procedural security
countermeasures affect employee security behaviour is limited and some findings are
contradictory. For example, although Straub (1990) found that the information
security policy and security education are effective mechanisms for preventing IS
misuse behaviour, Lee et al. (2004) concluded that the information security policy
and security awareness programs had no impact on IS misuse behaviour.
Furthermore, most of studies examined a direct effect of procedural security
countermeasures on security behaviour, while the role of information security
awareness was neglected. Several IS researchers suggested that the ultimate purpose
of security education and security policies is to increase employee information
7
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security awareness (Barlow et al., 2013). However, empirical evidence to support
this claim was not found. Moreover, while some studies report that awareness has a
positive effect on behaviour (Bulgurcu et al., 2010), others claim that awareness has
no effect on behaviour (Lee et al., 2004). Therefore, not only the number of studies
that investigate the effect of procedural security countermeasures on behaviour is
scarce but findings are inconclusive. Additionally, the role of information security
awareness is unclear.
Furthermore, studies that investigate the impact of organisational culture (OC) on
employee actions as regards to information security are extremely limited. Hu et al.
(2012, p.617) argued that the effect of OC, “one of the key constructs in
organisational and individual behaviour literature”, on information security has not
been rigorously examined, while prior research demonstrates a link between OC and
individual’s behaviour (Baker, 1980; Kilmann, 1985; Phillips, 1984). Further, Hu et
al. (2012) pointed out that existing studies on the topic fail to illustrate a strong
theoretical foundation for linking OC to information security outcomes. Within the
established body of literature, only two conceptual papers that investigated the effect
of OC on behaviour were found. Both papers argued that OC culture is a strong
predictor of employee security behaviour (Vroom and von Solms, 2004, and von
Solms and von Solms, 2004).
Finally, cross-cultural studies are particularly rare in Behavioural InfoSec research,
even though previous research confirms that differences exist in cross-national
organisational behaviour and there are calls for research on this topic (Pavlou and
Chai, 2002; Dinev et al., 2009; Bandyopadhyay and Bandyopadhyay, 2010). In the
empirical vein, Dinev et al. (2009) reported differences in user behaviour toward
protective information technologies in the United States and South Korea. Further,
Hovav and D’Arcy (2012) uncovered that while the effect of procedural security
countermeasures on organisational sanctions was significant for both South Korean
and the US samples, perceived certainty of sanctions had a stronger influence on IS
misuse for South Korean computer users and the impact of perceived severity of
sanctions was stronger for the US sample.
To conclude, prior research shows that procedural security countermeasures, OC and
NC are strong determinants of behaviour (D’Arcy et al.,2009; Schein, 1985;
Hofstede, 1980), while the number of papers that investigate this area of research is
8
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particularly alarming and the research gaps are apparent. This study aims to fill up
the aforementioned research gaps.

1.4

RESEARCH OBJECTIVES

The objectives of this study are as follows:
1. Investigate how procedural security countermeasures affect employee
security behaviour in organisational settings.
2. Investigate how perceived organisational culture affects employee security
behaviour in organisational settings.
3. Investigate how perceived national culture affects employee security
behaviour in organisational settings.

1.5

STRUCTURE OF THESIS

This thesis is structured as follows:
Chapter 1 introduces the study, details the background and outlines research
objectives.
Chapter 2 presents a literature review. It starts with the analysis of Behavioural
InfoSec research, reviewing studies dated back to early 1990’s. The literature has
been systematically organised and presented according to topics. Consequently,
literature gaps have been identified, which guided research questions/objectives of
this study. Furthermore, a theoretical framework that supports this research project
has been developed.
Chapter 3 presents the examination of theoretical lenses that underpin this study. It
begins with the demonstration of the evolution of GDT in Behavioural InfoSec
research and the overview of studies that employed GDT. This followed by a
procedural security countermeasures taxonomy that assisted in selection of
procedural security countermeasures for this research project (e.g. information
security policy and security education). Next, an overview of the most predominant
OC frameworks used in IS research is presented. A thorough analysis of these
9
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frameworks led to the observation of obvious similarities in their characteristics.
Therefore, instead of selecting one framework to further guide this study, all OC
taxonomies were blended together, producing a common list of distinctive
organisational culture values. Finally, a synthesis of studies that employed national
culture taxonomies is presented, specifying national culture values used in this study.
The analysis of literature and theories supporting this research project provided
foundation for the development of the data collection instrument (interview guide).
Chapter 4 demonstrates a methodological approach applied in this research project. It
commences by restating the research questions for this study. It then discusses the
philosophical assumptions underpinning this research. Next, the details of the
research methodology and a data collection method selected for this study are
provided. Further, the design of the analytical grounded theory approach is
presented, which incorporates a detailed explanation of the development of an
interview guide, including a contribution from an Expert Panel to further improve
the instrument. Each question is then linked to related topics to explain the origins of
the questions. Furthermore, Chapter 4 includes details about the selection of study
participants and justification as regards the selected countries (Ireland and US). The
chapter proceeds with a description of the processes used to collect and analyse data
and concludes with methods that ensure the trustworthiness of the research findings.
Chapter 5 presents the findings and analysis of the empirical data collected in both
countries, followed by the detailed discussion of results in the context of the existing
literature. The chapter concludes with a summary of the main findings, including
results of comparative analysis revealing the differences in two data sets.
Finally, Chapter 6 concludes the research and discusses contributions for theory and
practice. Limitations of the research are identified and recommendations for future
work are presented.
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Chapter 2: Literature Review
2.1

INTRODUCTION

An increasing number of information security breaches in organisations presents a
serious threat to the security of personal and commercially sensitive data. Recent
research shows that humans are the weakest link in the security chain and the root
cause of a great portion of security breaches. The aim of Behavioural Information
Security (InfoSec) research is to address the issues related to human behaviour.
Although the number of the studies in this research stream has increased since 2009,
a literature review conducted in the course of this research project revealed that
research in the area of Behavioural InfoSec is still scarce and the amount of studies
do not mirror the significance of the issue. This chapter presents the background
against which this research project is set. It contains the overview of perspectives in
Behavioural InfoSec research, ultimately, leading to literature gaps and,
subsequently, to research questions.

2.2

OVERVIEW OF BEHAVIOURAL

INFORMATION SECURITY RESEARCH
In order to identify literature gaps for this research project, a systematic literature
review approach was followed (see Appendix A). Behavioural InfoSec research
focuses on the behaviours of individuals, which relate to protecting information and
information systems (IS) assets, including computer hardware, networking
infrastructure, and organisational information (Crossler et al., 2013). While
Behavioural InfoSec research investigates behavioural patterns of both home users
and employee actions, this research project focuses on security behaviour of
employees in organisational settings. Generally, studies in Behavioural InfoSec
research fall into two broad categories: those that focus on the effects of employee
cognitive processes on their security behaviour as well as social controls and their
role in shaping employee behaviour. Since the subject of this study is to examine
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associations between various social controls and employee security behaviour, this
chapter presents the overview of appropriate literature from Behavioural InfoSec
research. It must be noted that a comprehensive literature review conducted in the
course of this research project revealed that although Behavioural InfoSec research
expanded since 2009, the amount of studies is inadequate taking in consideration the
significance of the topic. The map of the literature examined for this research project
is presented in Figure 2-1.

Figure 2-1.

Map of examined literature

Social controls are mechanisms that regulate individual and group behaviour, leading
to conformity and compliance with the rules of a given society or a social group and
are the subject of this study. The two basic forms of social controls are formal and
informal (Ross, 1896). The next section (2.2.1) offers a detailed characterisation of
formal controls and subsequent two sections (2.2.1.1 and 2.2.1.1) present literature
that demonstrates how formal controls affect behaviour.

2.2.1

Formal Controls

Formal social controls refer to rules and regulations against deviant behaviour
(Cheng et al., 2013). Organisational sanctions, rewards, security education and
training, and information security policies are all forms of formal organisational
controls. Sanctions are penalties incurred by an employee for non-compliance with
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Chapter 2 Literature Review
security policy requirements. Examples of sanctions include demotions, loss of
reputation, reprimands, monetary or non-monetary penalties, and unfavourable
personal mention in oral or written assessment reports (Bulgurcu et al., 2010a).
Sanctions are believed to be an effective measure in dealing with crime (Chen et al.,
2012).
Rewards are tangible or intangible compensations that an organisation gives to an
employee in return for compliance with organisational security requirements.
Example of rewards are pay raises, monetary or non-monetary rewards, personal
mention and appreciation in oral or written assessment reports, promotions, and
reputation (Bulgurcu et al., 2010a). Literature shows that rewards can serve as
incentives that encourage desired behaviour (Hu et al., 2011).
Security education and the information security policy are referred in the extant
literature and in this project as procedural security countermeasures (D’Arcy et al.,
2009). The purpose of information security policies is to state security requirements
of an organisation, including organisational information security rules, potential
security threats that the organisation may be exposed to, risks associated with these
threats, and finally, appropriate employee actions to avoid possible security hazards.
Security education aims to convey organisational security requirements outlined in
the policies in order to increase information security awareness among employees.
In Behavioural InfoSec research, IS scholars investigated how various formal
controls affect employee security behaviour. Sections 2.2.1.1 and 2.2.1.2 present the
overview of literature that examines the effect of sanctions and rewards, as well as
procedural security countermeasures on security actions of employees, respectively.
The purpose of these sections is to demonstrate the link between formal controls and
employee security behaviour.

2.2.1.1

Sanctions, Rewards and Employee Security Behaviour

Drawing on the classic General Deterrence Theory (GDT) (Blumstein et al., 1978), a
vast number of Behavioural InfoSec studies investigated the effect of punishment or
sanctions on employee security behaviour. Based on the rational choice view of
human behaviour, the GDT predicts that illicit behaviour can be controlled by the
threat of sanctions. Therefore, GDT focuses on disincentives against committing a
13
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criminal act and the effect of these disincentives on deterring others from committing
deviant acts (Blumstein, et al. 1978). In the literature, disincentives or penalties are
represented by three constructs, in particular certainty, severity, and celerity of
sanctions. The original theory assumes that when the risk of punishment is high
(certainty of deterrent) and sanctions for violation are severe (severity of deterrent)
and swift (celerity of deterrent), potential offenders will be inhibited from
committing a crime.
A study by Chen et al. (2012) found that punishment severity and punishment
certainty have a positive impact on compliance intention, suggesting that imposing
these controls is particularly vital because members of staff should be conscious that
illicit actions will lead to unfavourable consequences. D’Arcy et al. (2014) reported
that formal sanctions have a positive effect on employees’ intention to comply with
rules. In their conceptual study, Straub and Nance (1990) asserted that organisations
should punish perpetrators to the full extent in order to deter illicit actions. Colwill
(2009), however, warned, that if an employee has ill feelings about their
organisation, they may seek revenge.
In the empirical vein, Liang et al. (2013) applied the Organisational Control Theory
(Eisenhardt, 1989a; 1989b) and the Regulatory Focus Theory (Higgins, 1997; 1998)
and concluded that both punishment and rewards are important incentives to control
behaviour. However, promotion-focused employees (i.e. individuals who attempt to
accomplish success and aspirations and tend to notice positive outcomes, including
success, gain, and reward) are more responsive to rewards, while prevention-focused
employees (i.e. individuals who recognise duties, responsibilities, and obligations
and typically notice negative outcomes such as failure, loss, and punishment) are
more sensitive to punishment.
Herath and Rao (2009b) reported that certainty of detection (but not severity of
punishment) was found to be a significant predictor of employee compliance with
security policies, suggesting that the presence of penalties does motivate employees
to comply with security rules, while enforcing more severe penalties does not deter
IS abuse. Consequently, Chen et al. (2012) concluded that the information about
punishment should be conveyed through security policies and security education and
training therefore, emphasising the vital role of procedural security countermeasures
in managing employee security behaviour. Furthermore, D’Arcy et al. (2014)
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emphasised the important role of user awareness about organisational security
requirements and consequences of breaking the rules, which can be achieved through
clearly-written security policies and periodic security education and training. Next
section 2.2.1.2 presents an overview of research on organisational procedural
security countermeasures, which is another form of a social control.

2.2.1.2

Procedural Security Countermeasures

The GDT posits that “people respond to policing and the punishment that is
associated with effective policing” (Straub, 1990, p. 258). Within the IS security
context, GDT was extended and policing is being associated with various security
controls, including procedural countermeasures such as information security policies
(Straub, 1990; Lee et al., 2004) and security education (Siponen et al., 2009; Barlow
et al., 2013), under presumption that these controls deter illicit actions of individuals.
With the rising incidence of computer abuse, organisations are searching for better
ways to deter it and encourage compliance with information security policies. In line
with the GDT, organisations can reduce IS misuse by implementing information
security policies, and fostering employee information security awareness through
effective security education programs. The next two sections (2.2.1.2.1 and
2.2.1.2.2) present the overview of literature that examines the link between
procedural security countermeasures and employee security behaviour.
Subsequently, section 2.2.1.2.3 emphasises the important role user information
security awareness plays in the relationships between procedural security
countermeasures and employee security behaviour.

2.2.1.2.1

Security Education

Security education is defined in this study as “instructions that provide users with
general knowledge of the information security environment, along with the skills
necessary to perform any required security procedures” (D’Arcy et al., 2009, p. 5).
The vital role of security education as a factor that encourages employee secure
practices has been emphasised in a number of studies. For example, Albrechtsen and
Hovden (2010) and Straub and Welke (1998) highlighted the importance of security
education and awareness in organisations. Barlow et al. (2013) suggested that
managing employee security behaviour through negatively-framed security training
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focused on punishment is as important as through positively-framed security training
designed to alleviate neutralisation behaviours (i.e. psychological permission to
commit crime by applying neutralisation techniques). Moreover, D’Arcy and Hovav
(2007), D’Arcy et al. (2009) and Hovav and D’Arcy (2012) concluded that SETA
programs reduced IS misuse. However, while some empirical evidence suggests that
security education reduces employee IS misuse (Straub, 1990), Lee et al. (2004)
concluded that security awareness programs have no impact on behaviour in
organisations. Therefore, empirical evidence on how security education affects
employee security behaviour is contradictory.

2.2.1.2.2

Information Security Policy

An information security policy is defined in this research project as “written
statement that defines the requirements for the organisational security management,
the employees’ responsibility and obligations, sanctions and countermeasures for
non-compliance” (Cheng et al., 2013, p.448). Chan et al. (2005) asserted that the
development of the information security policy in an organisation is a primary
resource of the IS security management practices. Hedström et al. (2013) and
Karlsson et al. (2015) further confirmed that establishment of information security
policies in organisations is vital to encourage security compliant behaviour. Prior
research, however, offers contradicting results with regard to the effect of the
information security policy on employee security behaviour. While Straub (1990)
found that the information security policy is an effective measure for preventing IS
misuse behaviour, Lee et al. (2004) concluded that the information security policy
has no impact on IS misuse behaviour. Extant literature contends that the
inconsistent findings are due to the employees’ lack of awareness of security policies
(Siponen, 2000). Although the presence of the information security policy in an
organisation has been highlighted as one of the most important instruments to ensure
the effective working of information security (Höne and Eloff, 2002; Villarroel et al.,
2005), Bulgurcu et al. (2010a), however, pointed out that the simple existence of this
document does not automatically translate into desirable behaviours. Herath and Rao
(2009a) stressed that while an organisation may have an information security policy
in place, the policy could be viewed as mere guidelines rather than strict rules.
Therefore, policies must be enforced through the active SETA programs (Siponen,
16

Chapter 2 Literature Review
2000). Albrechtsen (2007) further confirmed that the presence of the information
security policy does not lead to desirable actions. If employees are unfamiliar with
the content of information security policies and generally do not understand why
certain security controls are in place, they tend to circumvent organisational
information security rules. Moreover, D’Arcy and Hovav (2007), D’Arcy et al.
(2009) and Hovav and D’Arcy (2012) confirmed that employee awareness about the
information security policy presence reduces IS misuse. Bulgurcu et al. (2010b)
concluded that information security policy fairness and information security policy
quality are predictors of desired security behaviour.
Furthermore, the information security policy normally outlines sanctions utilised by
an organisation in instances when an employee deliberately violates rules set by the
policy. In a sense, information security policies are organisational laws and prior
research suggests that laws can discourage individuals from engaging in illicit acts
(von Hirsch et al., 1999; Tittle, 1980). The term ‘law’ includes prescribed actions
and their enforcement by controlling authority (D’Arcy et al., 2009). Security
policies can be viewed as organisational laws because they contain prescribed
actions for employees and the enforcement of these actions through sanctions.
While sections 2.2.1.2.1 and 2.2.1.2.2 present studies that investigate a direct link
between procedural security countermeasures and employee security behaviour,
there is also research that emphasises the vital role of user information security
awareness (e.g. Bulgurcu et al., 2010a), which is viewed as an outcome of procedural
security countermeasures. More specifically, if employees read an information
security policy or attend security education and training, they become aware of
potential security issues and their consequences. Consequently, this awareness has a
positive impact on employee security behaviour. Section 2.2.1.2.3 describes the vital
role of the user information security awareness in managing employee security
behaviour.

2.2.1.2.3

The Role of User Information Security Awareness

User information security awareness is defined as “an employee’s overall knowledge
and understanding of potential information security-related issues and their
ramifications, and what needs to be done in order to deal with security-related
issues” (Bulgurcu et al., 2010b, p. 2). Information security awareness is a state of
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mind and is viewed in this research project as an outcome of procedural security
countermeasures. The purpose of the information security policy and security
education is to increase employee awareness regarding existing security threats,
including their harmful effects. Procedural security controls aim to encourage safe
security practices by enhancing the level of the employee information security
awareness.
Siponen et al. (2009) and Straub and Welke (1998) asserted that security education
helps employees to become aware of security issues. They (2009) also argued that
security education raises employees’ consciousness about the vulnerability of their
organisation as regards to IS security threats, and, consequently, encourages
compliance with information security policies.
Whitman et al. (2001) alleged that an information security policy increases
information security awareness, while Siponen (2000) asserted that information
security awareness is one of the most important antecedents of behaviour. In the
empirical vein, Bulgurcu et al. (2010a) concluded that general information security
awareness has a positive effect on employee security behaviour. Moreover, Dinev
and Hu (2007) found that user awareness of the issues and threats from harmful
technologies is a strong predictor of user behavioural intention toward the use of
anti-spyware technologies. Herath and Rao (2009a) concluded that employee
awareness of security threats encourages compliant behaviour. Finally, D’Arcy et al.
(2009) and D’Arcy and Hovav (2007) reported that when users are aware that
information security policies and security education, they are less likely to engage in
IS misuse. However, Lee et al. (2004) concluded that security awareness has no
impact on employee behaviour in organisations.
The aforementioned studies report contradicting findings in terms of the impact of
security awareness on employee security behaviour. Furthermore, empirical evidence
supporting the positive effect of procedural security countermeasures on information
security awareness is lacking.
The purpose of section 2.2.1 was to demonstrate that formal controls influence
behaviour in organisational settings. Table 2-1 illustrates a summary of studies that
investigate the effect of formal controls on employee security behaviour.
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Table 2-1. Summary of formal control studies
Formal control type

References (within established territory of literature)

Rewards and sanctions

Chen et al. (2012); D’Arcy et al. (2014); Herath and Rao
(2009b); Liang et al. (2013); Straub and Nance (1990)

Security education

Barlow et al. (2013); D’Arcy et al. (2009); Lee et al. (2004);
Siponen et al. (2009); Straub (1990)

Information security policy

Chan et al. (2005); Lee et al. (2004); Straub (1990)

Next section (2.2.2) offers a description of informal controls, while subsequent
sections (2.2.2.1-2.2.2.4) present an overview of the literature on informal controls,
highlighting the important role they play in managing employee security actions.

2.2.2

Informal Controls

Informal social controls include customs, traditions, norms, morality and other social
values and are implemented by unofficial controlling groups or individuals (Cheng et
al., 2013). Cheng et al. (2013) asserted that criminal behaviours can be prevented by
informal controls, that is using morals and social institutions to encourage compliant
behaviour. In Behavioural InfoSec literature, IS researchers have examined how
social bonds, social pressure, top management, and various cultural factors affect
employee security behaviour. The purpose of this section is to demonstrate the link
between organisational informal controls and individuals’ behaviour. To begin with,
section 2.2.2.1 illustrates the effect of social bonds and social pressure on securityrelated actions of employees.

2.2.2.1

Social Bonds, Pressure and Employee Security

Behaviour
Guo and Yuan (2012) examined how workgroup sanctions (i.e. social pressure from
members of a group, - perceived social pressure to perform behaviour in question),
and personal self-sanctions (i.e. social bonds, - the degree of social ties possessed by
an individual, e.g. employees’ attachment, involvement, and commitment to their
organisation) affect employee security violations in organisations. Results indicated
that both personal self-sanctions and workgroup sanctions had a significant negative
effect on employee intentions to violate security policies, while the impact of
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organisational sanctions was not significant. This suggests that when employees feel
responsible for their actions and are committed to their organisation (personal selfsanctions), they will be less likely to engage in illicit actions. Furthermore,
disapproval of workgroup members (workgroup sanctions) will discourage
employees from violating security rules. In terms of organisational sanctions, it
seems that their effect diminishes when informal controls come into play. Son (2011)
made similar conclusions, suggesting that security education and training programs
should be designed with the purpose to influence employee intrinsic motivations
(e.g. employees values and feelings of accountability towards their organisation) in
order to encourage desired behaviour.
Furthermore, Loch and Conger (1996) revealed that deindividuation (i.e. an
employee feeling of being estranged or separated from others) has a negative impact
on employee security behaviour, while social pressure is a significant predictor of
employee intentions to perform desired behaviour. Moreover, a study by Ifinedo
(2014) disclosed that social bonds have a positive indirect effect on employee
security behaviour through social pressure. Drawing on the notion of social control
and the Social Bond Theory (Hirschi, 1969), Cheng et al. (2013) investigated the
influence of informal controls on security policy violations and concluded that social
pressure has a significant impact on employees’ intention to violate security policy,
suggesting that expectations of immediate supervisors and peers appear to be
important determinants of employee security behaviour. Further, although social
bonds, including attachment, commitment, involvement and belief, are found to have
a mixed influence on security policy violation intention, Cheng et al. (2013) stressed
that managers should aim to strengthen the relationships between employees and an
organisation through a number of actions, including offering employees a sense of
achievement and satisfaction to enhance their loyalty to the organisation. Section
2.2.2.2 presents studies that examine the effect of top management on employee
security behaviour.

2.2.2.2

Top Management and Employee Security Behaviour

A number of additional studies emphasise the important role of top management in
encouraging security-conscious behaviour of employees. For example, in their action
research, Puhakainen and Siponen (2010) investigated the effect of security training
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programs on e-mail policy compliance and suggested that passiveness of the CEO in
promoting and following the established organisational policies leads to employee
non-compliance with organisational policies. In their case study, Kolkowska and
Dhillon (2013) made similar conclusions - non-compliance with information security
rules often occurs in organisations because management fails to understand their role
in the process of implementation and enforcement of information security policies.
Similarly, Hsu (2009) underlined the important role of top management during the
implementation of security certification. Posey et al. (2011) examined the effect of a
management style and an organisational structure on computer abuse incidents and
revealed that both employees’ uncertainty about management’s style and a rigid
mechanistic organisational structure significantly increase computer abuse incidents.
Next section 2.2.2.3 presents the overview of studies that examine the association
between yet another informal control, - organisational culture (OC), - and employee
security behaviour.

2.2.2.3

Organisational Culture

Deal and Kennedy (1983, p.14) simply define OC as “the way we do things around
here”. According to Schein (1985), there are three levels of culture, that is artifacts
and creations, values, and basic assumptions (see Figure 2-2).
Artifacts and creations are the most visible manifestations of culture. Written and
spoken language of a group, artistic products, and evident behaviour are all examples
of artifacts and creations. Although they are the most observable representations of
culture, cultural artifacts are the hardest to interpret because they are driven by
underlying beliefs and values of the group.
At the next level are organisation’s values – espoused beliefs and rules of behaviour
of a particular cultural group. Values are often expressed in organisation’s official
statements. They explain why people behave the way they do. Values that prove to
be successful over time, become taken-for-granted and unconscious, and then
gradually transform into beliefs and ultimately into assumptions.
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Figure 2-2. Levels of Culture and Their Interaction (adopted from Schein, 1985,
p.14)
Basic underlying assumptions represent the last level of culture. These are deeply
embedded and taken-for-granted belief systems that individuals develop toward
human behaviour, relationships, reality, and truth (Leidner and Kayworth, 2006).
Basic assumptions are shared perceptions of members of a group that have been
developed over time as successful solutions to various problems and became
automatic responses and reactions to events. They are tacit manifestations of culture.
Prior research demonstrates that OC affects individuals’ behaviour (Baker, 1980;
Phillips, 1994; Kilmann, 1985). For example, DeLong and Fahey (2000) stressed
that culture is reflected in values, norms, and practices. Values are at the deepest
level of culture. These are tacit preferences about what organisations should do to
succeed. For example, “the consumer is important”. Values are implicit and
therefore, “often difficult to articulate and even more difficult to change” (DeLong
and Fahey 2000). Norms are drawn from values but they are more visible and
therefore, easier to change. For example, a norm of sharing information will be
guided by an employee’s belief of personal risk involved if information is shared.
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Practices are the most visible artifacts of culture and therefore, easiest to change, i.e.
answering phone or weekly staff meetings. Values, norms, and practices influence
employee behaviour, while practices are found the most direct levers for changing
behaviours.
Jermier et al. (1991, p.170) define culture as “the basic, taken-for-granted
assumptions and deep patterns of meaning shared by organisational participants and
manifestations of these assumptions and patterns”. Culture consists of tacit aspects
such as shared beliefs and more explicit manifestations of those beliefs such as
patterns of behaviour and physical objects. Implicit components of culture are
ideational, i.e. assumptions, while explicit – are material, i.e. formal dress, punching
a time clock. These components are interrelated and their relationship is logical, for
example shared beliefs are symbolised by patterns of conduct.
Pettigrew (1979) argued that culture gives a continuing sense of what the reality is in
order to be acted upon. He (1979, p.574) compares culture to “the less rational and
instrumental, the more expressive social tissue around us”. Language, ideology,
rituals, and myths as observable manifestations of culture that illustrate the way the
culture is enacted. Pettigrew (1979) stressed that culture shapes people.
Several other scholars recognised the link between OC and employee behaviour. For
example, Philips (1984) stated that culture is a set of tacit assumptions that guide
thoughts, feelings, and behaviour among members of the group. Baker (1980)
emphasised the importance of OC as a power that can lead a company to success or
weaken its vitality because OC directly affects employee behaviour in an
organisation. Kilmann (1985) identified culture as a separate and hidden force that
controls behaviours and attitudes in organisations.
OC has been conceptualised in terms of values that distinguish one organisation
from another. OC research has experienced a wide range of values (Leidner and
Kayworth, 2006). This research project focuses on a smaller set of OC values,
including people-orientation, solidarity, sociability, flat structure, hierarchy, taskorientation, and rule-orientation, and their impact on individuals’ behaviour. Next
seven sections (2.2.2.3.1 through 2.2.2.3.7) describe the effect of the aforementioned
OC values on individuals’ behaviour.
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2.2.2.3.1

People-Orientation

The organisational value of people-orientation refers to organisations that are
“concerned with people issues” (Cooke and Lafferty, 1987, p. 52). Factors that
reflect the people-orientation dimension include concern for employees’ personal
problems and concern for their personal and professional development. Peopleoriented firms focus on the needs and feelings of their members and aim to provide
them with a comfortable living and opportunities to do meaningful and enjoyable
work. This approach is based on the principle that as long as members of a group are
happy, they will work hard to accomplish organisational goals. Organisations that
value their members typically aim to provide good working conditions, a fair reward
system (e.g. bonus), various benefits like health insurance, and possibilities to grow
professionally (e.g. promotions).
Current research shows that organisations that take care of their members, benefit
from motivated, reliable, and obedient workforce. For example, Danish and Usman
(2010) concluded that rewards and recognition are important predictors of employee
motivation, while Probst and Brubaker (2001) stressed that job insecurity leads to
employee non-compliance with company’s safety procedures. Hence, organisations
should strive to increase employee satisfaction with their job in order to encourage
compliance with information security rules. IS researchers have drawn analogous
conclusions. For example, Cheng et al. (2013) emphasised that managers should aim
to strengthen the relationships between employees and organisations through a
number of actions, including offering employees a sense of achievement and
satisfaction. This, in turn, will enhance their loyalty to the organisation and
encourage employees’ involvement in organisational activities. Furthermore, Xue et
al. (2011) reported that employee satisfaction has a positive impact on their
compliance with organisational information security requirements.

2.2.2.3.2

Solidarity

Goffee and Jones (1996, p.134) define solidarity as “a measure of community’s
ability to pursue shared objectives quickly and effectively regardless of personal
ties”. In the context of this study, ‘community’ is referred to an organisation. Since
the unit of analysis is an individual, this definition was slightly rephrased to fit the
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purpose of this project and therefore, solidarity is defined as “the degree to which an
organisation’s members pursue shared objectives quickly and effectively regardless
of personal ties”. Solidarity is exhibited through “common tasks, mutual interests, or
shared goals that will benefit all involved parties” (Goffee and Jones, p.134). In an
organisation, where the degree of solidarity is high, organisational goals are realised
by its members. Employees support each other in accomplishing the common
purpose and this shared experience builds the sense of community and translates into
commitment and loyalty to the organisational goals and purpose.
Extant literature suggests that high solidarity in an organisation has a positive impact
upon employee behaviour, that is employees act in the interests of the organisation
(Long, 1978). For example, Long (1978) demonstrated a link between employee
ownership and behaviour that supports the organisation. Furthermore, Van Dyne and
Pierce (2004) suggested that there is a correlation between employee ownership and
their commitment to an organisation. IS researchers have come to similar
conclusions. For example, in their empirical study, Guo and Yuan (2012) reported
that when employees are committed to their organisations, they will be less likely to
engage in illicit actions. Finally, Herath and Rao (2009a) stated that employee
commitment to organisational well-being is a strong predictor of security compliant
behaviour. French (1987) asserted that one of the ways to promote solidarity in an
organisation is to increase employee job satisfaction.

2.2.2.3.3

Sociability

Goffee and Jones (1996, p.134) define sociability as “the measure of sincere
friendliness among members of a community”. Sociability is the measure of
emotional relations among individuals who consider one another as friends. In highsociability organisations, employees are very friendly with each other and it is
demonstrated by joint lunches, chats in corridors, evening outings, birthday and
wedding celebrations, and even a common language developed through shared
experience. Hierarchy is merely a formality: working relationships are identified by
the level of friendship rather than a rank or position. Goffee and Jones (1996)
cautioned that while high sociability has a number of advantages, in organisations
with low solidarity it can be damaging. In this type of organisation (i.e. referred as
‘networked’ by Goffee and Jones, 1996), soft information is spread through network
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of friends instead of typical top-down route. Networked companies are highly
political, that is members spend considerable amount of time pursuing their personal
goals. Managers of networked organisations often have trouble “getting functions or
operating companies to cooperate” (Goffee and Jones 1996, p.135). Colleagues have
different priorities and therefore, management struggles to implement them.
On the other hand, organisations with high sociability and high solidarity (i.e.
referred as ‘communal’ Goffee and Jones, 1996) are characterised by close
relationships between employees, e.g. working together long hours and spending
considerable amount of time outside work. Social events in a company with
communal culture become rituals. Often, employees possess a high consciousness of
organisational identity and membership. Risks and rewards are equally shared
among employees; fairness and justice are highly appreciated. Company’s values
and goals are followed with enthusiasm. Employees are also very clear about their
competitors; they know company’s weaknesses and how to overcome them.
While friendliness among employees has a lot of benefits (e.g. openness to new
ideas, teamwork), there are also drawbacks. For example, the prevalence of
friendships may allow poor performance to be accepted, as no one wants to rebuke
or fire a friend. As a result, when rules get broken, it can be deliberately overlooked.
Rashid et al. (2004) added that a friendly environment can breed mediocrity among
employees. Normally, friends are reluctant to disagree with or challenge one another,
which can lead to an exaggerated concern for consensus and subsequently, to a loss
of focus on a company’s mission and goals. In their empirical study, Guo et al.
(2011) further confirmed that social pressure from peers and management is a strong
predictor of employee security behaviour. They stressed that people in the same
workgroup, including supervisors and peers, have more influence on security actions
than others in the organisation. In a high sociability environment, where disagreemet
is not a norm, this influence becomes even more powerful.

2.2.2.3.4

Flat Structure

Kettley (1995, p.1) defines flat structure as an organisational structure that aims to
reduce “the number of layers of management hierarchy”. This structure is associated
with the trends such as “bureaucracy busting, faster decision making, shorter
communication paths, stimulating local innovation and a high involvement style of
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management” (Kettley, 1995, p.1). In organisations that have flatter structures,
communication is clear and quick due to fewer hierarchical levels, job satisfaction
and employee morale is higher, and decision-making is easier.
Pearson (1987) asserted that flattening the management structure serves as a catalyst
for behavioural change by exposing poor performers. In flatter organisations,
employees and the leader share common set of values and feel personal ownership
for the success of their organisation. Responsible and empowered employees protect
organisational interests. Therefore, if an organisational goal is to protect information,
employees in flatter organisations will pursue this objective by bringing up issues
and following information security rules.
In flatter organisations, management is easy to approach and therefore, employees
freely address concerns. Chipperfield and Furnell (2010) emphasised that effective
communication between management and employees is vital to ensure a secure
environment within an organisation. They further reported that horizontal
communication, that assumes a continuous discussion of issues and ideas between
employees at all levels, is a strong predictor of compliant behaviour. Brown (1985)
revealed that democracy in organisations, where a decision-making process is
decentralised and employees are involved in the decision-making process, is
positively related to employee participation. Furthermore, Lim et al. (2009) asserted
that in organisations where management is opened to discussions and all members
are involved in security affairs, employees tend to feel responsible to adhere to
organisational security procedures and guides. Lee et al. (2004) pointed out that a
high level of user involvement in company affairs has a positive effect on employee
security behaviour. Dalton et al. (1980) reported a negative impact of the centralised
decision-making process on the overall level of organisational performance.

2.2.2.3.5

Hierarchy

Hierarchy is defined in this research project as the “control over individuals through
authority relationships” (Ouchi, 1981, p.23). In hierarchical organisations,
relationships between members are role-based, that is people deal with one another
in segmented ways. As a result of such formal relationships, employees are expected
to follow policies and procedures without raising concerns (Wallach, 1983).
However, authoritarian regime inevitably alienates the subordinate from the superior
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and often from the company. This may lead to high goal incongruence between
subordinates and superiors (Ouchi, 1981). Therefore, if one of the values in an
organisation is information security, employees may not support the organisational
goal to protect information and, as a result, may not follow information security
rules. O’Reilly and Chatman (1986) reported that internalisation (i.e. involvement
resulting from congruence between individual and organisational values) has a
positive impact on employee prosocial behaviour or desire to help.
In hierarchy, workers lack any sense of the value of their services because one’s
salary depends on their role not on productivity. Basically, to evaluate performance,
companies rely upon the hierarchy, which results in high performance ambiguity.
Therefore, hierarchy produces alienation, anomie, a lowered sense of autonomy, and,
as a result, the lack of enthusiasm and trust. The lack of enthusiasm, in turn, weakens
employee motivation to act in the interests of an organisation and hence, can drive
wrong behaviours (Raz, 2007).
While hierarchy may have a negative effect on behaviour, research shows that in
societies, where members accept hierarchy, this type of organisational structure may
encourage compliance with organisational rules and procedures (Hofstede, 2001). In
particular, hierarchy is based on power and control, and commonly fear is used as a
mechanism to enforce compliance. In the empirical vein, Johnson and Warkentin
(2010) demonstrated that mechanisms that induce fear (e.g. sanctions) persuade
employees to comply with information security rules. Further, Boss et al. (2009)
suggested that mandatoriness encourages employees to take security precautions.
Hence, the effect of hierarchy may depend on the level of acceptance of a
hierarchical structure by members of society.

2.2.2.3.6

Task-Orientation

Task-orientation is defined as “concern for efficiency” (Cooke and Lafferty, 1987,
p.54). High task-oriented organisations are concerned with getting the job done.
Normally, employees have to meet tight deadlines and therefore, work extra time if
required. In order to stimulate employee motivation, high task-oriented organisations
typically promote a competitive environment, where employees get benefits for
working hard. For instance, some organisations implement an evaluation system
with the aim to assess employees’ progress and reward them accordingly. In the
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results-oriented cultures, employees expect to conquer challenges and unfamiliar
situations on a daily basis. Additionally, employees are encouraged to take certain
risks to achieve required goals, for example, in some organisations customer
satisfaction has to be achieved by any means possible.
Extant research demonstrates that high task-orientation has a negative impact on
compliance with rules. For example, in their case study, Albrechtsen (2007) revealed
that although employees in the participated organisations were aware of information
security requirements, they did not perform many information security actions
because it would have a negative effect on their productivity. Bulgurcu et al. (2010a)
indicated that employees often perceive compliance with the information security
policy as a barrier to productivity because compliant behaviour requires extra time
and effort. In organisations that put high emphasis on results, employees may feel
oppressed due to continuous stress and pressure, which may result in negative
feelings about an organisation. In turn, ill feelings can have a negative effect on
employee compliance with information security rules (Cavallari, 2012).

2.2.2.3.7

Rule-Orientation

Rule-oriented companies place a high value on stability, and are predictable and
bureaucratic in nature. Hofstede (1991) asserts that high rule-oriented organisations
put emphasis on correctly following organisational procedures. In this type of
organisation, rules are more important than results. Therefore, rule-orientation is
defined as “emphasis on correctly following procedures” (Hofstede, 1991, p.91). In
organisations that put accent on following rules and procedures, work is organised
and systematic and these cultures are usually based on control and power (Wallach,
1983). Employees’ behaviour is controlled through procedures, rules, and close
supervision. In contrast, low rule-oriented organisations have little structure and
fewer rules. Members are encouraged to be creative, original and audacious.
In rule-oriented organisations, members are required to follow procedures despite of
circumstances. Wallach (1983) stressed that bureaucratic culture is unlikely to attract
and retain creative and ambitious people because the ordered and procedural nature
of bureaucratic organisations is opposed to the boundless character of an inventive
individual. Lok and Crawford (2001) emphasised that bureaucratic practices in
organisations have a negative impact on the employee level of commitment towards
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their organisation, while Guo and Yuan (2012) reported that the high level of
employee commitment encourages desired behaviour.
Next section 2.2.2.4 presents literature on an additional informal control - national
culture (NC), highlighting the effect NC has on individuals’ behaviour.

2.2.2.4

National Culture

Prior research demonstrates that NC, - also an informal control, - impacts upon
individuals’ behaviour. For example, Hofstede (2001, p.9) defines national culture
as “the collective programming of the mind that distinguishes the members of one
group or category of people from another”. The mind stands for thinking, feeling,
and acting. Hofstede (2001, p.11) compared culture with an onion (see Figure 2.2.31). Values are the core element of culture and are invisible until they become evident
in behaviour (inner layer). However, culture is revealed in visible elements –
practices, i.e. symbols, heroes, and rituals – outer layers of the onion (Hofstede
2001).

Figure 2-3. The Onion Diagram: Manifestations of Culture at Different Levels
of Depth (Hofstede, 2001, p.11)
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Trompenaars (1996) like Hofstede (2001) also compared culture with the layers of
an onion. The outer layer is observable and includes artefacts and products, i.e.
clothes, food, language, housing. The middle layer is less observable and encloses
norms and values of society, i.e. what is right or wrong, what is good or bad. Finally,
at the core of the onion are basic assumptions, implicit layer, – the key of
understanding other cultures. Basic assumptions are rules and methods, which
society has adopted in order to deal with regular problems.
Hall (1976, p.17) describes culture as a tacit and taken-for-granted concept, which
affects people’s behaviour in the “deepest and most subtle ways”. Hall (1976, p.16)
stressed that “culture is man’s medium; there is not one aspect of human life that is
not touched and altered by culture”, including personality, how people express
themselves, the way they think, move, solve their problems, how they build their
cities, and even how economic and government systems are organised. Therefore, it
is significant to understand cultural differences in business relationships in order to
avoid misunderstandings.
Hall and Hall (1990, p.183) refer culture as a shared “system for creating, sending,
storing, and processing information developed by human beings, which differentiates
them from other life forms. The terms mores, tradition, custom, and habit are
subsumed under the cultural umbrella”. Culture is based on unstated rules and
therefore, these hidden cultural artifacts can make communication and cooperation
difficult. They (1990, p.xiv) describe culture as a “program for behaviour”.
As with OC, NC research focuses on defining values that distinguish one country
from another. Hofstede’s (1980) original NC taxonomy is employed in this research
project. His (1980) conceptualisation of NC is the most common NC taxonomy used
in IS research. Hofstede (1980) describes culture in terms of four NC characteristics,
including power distance, uncertainty avoidance, individualism and collectivism, and
masculinity and femininity. Various empirical studies illustrate that Hofstede’s NC
values affect individuals’ behaviour in organisations. Next four sections (2.2.2.4.1
through 2.2.2.4.4) demonstrate how NC values affect individuals’ behaviour.
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2.2.2.4.1

Power Distance

Power distance (PDI) is defined as “the degree to which status inequality among
workers are pronounced in society” (Hofstede, 2001, p.29). High power distance
indicates that status differences among workers is very pronounced as opposed to
low power distance, which indicates that society follows more egalitarian philosophy
when making decisions. Inequality in society may occur in areas such as prestige,
wealth, and power. Inequality is expressed in dominant behaviour. Some societies
put the accent on formal systems of dominance, while others attempt to deemphasise the dominance.
Hofstede (2001) argued that there is a correlation between country’s PDI and nature
of hierarchies in organisations located in this country. He (2001, p. 102) asserted that
low-PDI countries establish hierarchies in their organisations for convenience, while
in high-PDI countries hierarchy emphasises “the existential inequality between
higher-ups and lower-downs”. Using Hofstede’s taxonomy of NC, Wong and
Birnbaum-More (1994) examined 39 multinational banks from 14 different mother
countries located in Hong Kong (PDI score is 68) and concluded that cultural
variable of power distance is strongly associated with authority in organisations
(Hofstede, 2001, p.87).
Hierarchy is based on power, control and authoritarian relationships between
management and employees. Employees are expected to follow organisational
policies and procedures (Wallach, 1983). Leader’s authority in hierarchical
organisations is highly proclaimed. This type of affiliation leads to employee’s
alienation and a lack of trust. Quite commonly fear is used as a motivating factor in
such organisations. Therefore, employees do not tend to break rules or disobey
orders. Prior research demonstrates a relationship between fear and drive (Hovland et
al. 1953), fear and motivation (Janis, 1967), and fear and attitude change (McGuire,
1968, 1969). Johnston and Warkentin (2010) revealed that fear-inducing arguments
impact end-user behavioural intentions to comply with recommended individual acts
of security. Boss et al. (2009) concluded that perception of mandatoriness is effective
in motivating individuals to take security precautions. Furthermore, hierarchical
organisations tend to be bureaucratic in nature and therefore, highly rely on policies
and procedures (Wallach, 1983).
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While a hierarchical structure is accepted in countries that score high on PDI, in lowPDI countries, highly hierarchical organisations may not have the same success. For
example, hierarchy in organisations reflects the existential inequality between
higher-ups and lower-downs. While members of high-PDI societies normally accept
this relationship, in low-PDI countries employees are likely to either leave the
organisation or develop a feeling of resentment. Probst and Brubaker (2001) stressed
that employees’ dissatisfaction has a negative impact upon their compliance with
company’s safety procedures.
In the United States, PDI is 40 and in Ireland it is 28 (Hofstede, 2001, p.87). These
scores indicate that in these countries hierarchy in organisations is established for
convenience and superiors are always accessible (Hofstede, 2001). However, PDI in
the United States is higher than in Ireland. A higher level of hierarchy may suggest
that employees in the US organisations may be more tolerant towards formal
organisational controls.

2.2.2.4.2

Uncertainty Avoidance

Uncertainty avoidance (UAI) is defined as “the degree to which people in a country
feel comfortable with uncertainty and ambiguity” (Hofstede, 2001, p.145). People in
high uncertainty avoidance societies prefer less ambiguity than members of low
uncertainty avoidance societies. The basic fact of life is that all humans live with
uncertainty about their future of which they are conscious. Human society has
developed ways to cope with this uncertainty through the domains of technology,
law and religion. Technology includes all human artifacts and helps to protect from
uncertainties caused by nature. Law is all formal and informal rules that guide
human social behaviour and protect against uncertainties in the behaviour of others.
Finally, religion contains all revealed knowledge of the unknown and protects, for
example, against uncertainty of what happens after death. UAI demonstrates how a
society deals with the fact that the future can never be known. High uncertainty
avoidance countries exhibit low tolerance towards uncertainty and ambiguity and
therefore, are tend to be very rule-oriented and follow well-established laws,
regulations and controls. Societies that score low on UAI are less concerned about
ambiguity and uncertainty and, as a result, are less rule-oriented and tend to accept
changes and take risks.
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House et al. (2004) offered a cultural model consisting of nine dimensions, including
uncertainty avoidance. They (2004) noted that most individuals in high uncertainty
avoidance countries tend to be more formal, orderly and meticulous, and rely on
policies, procedures and rules. On the contrary, most of the individuals in low
uncertainty avoidance cultures tend to favour informality in interactions and norms
and rely on words rather than on documents.
In the empirical vein, Shane et al. (1995) conducted a survey with 1,200 employees
from 30 countries and reported that in higher-UAI countries, innovations are more
constrained in organisations due to their attachment to rules and regulations. As a
result of this attachment, countries that score higher on UAI have a need for a
detailed planning (Horovitz, 1980).
Hofstede (2001) added that people in societies characterised by high UAI, look for a
structure in their organisations in order to make events predictable. In order to avoid
uncertainty, organisations use technology (replacing people with computers), rules
and rituals (e.g. writing and filing of memos and reports, accounting, planning and
control systems). On a national scale, agreement with rule-orientation by employees
is an indicator of intolerance for uncertainty, while disagreement with the ruleorientation shows tolerance for uncertainty. Hofstede (2001, p.147) asserted that in
countries with higher UAI, organisations tend to have a greater need for rules and
employees strongly believe that company’s rules should not be broken even in the
company’s best interests.
Several literature sources associate the level of uncertainty avoidance with the rules’
conformity. For example, Cohen et al. (1993, p. 4) stated that “the willingness to
tolerate the ambiguity of outcomes when going beyond rules is related to the
country’s level of uncertainty avoidance”. Bik (2010) further pointed out that people
from countries that score high on uncertainty avoidance have a greater preference for
rules to reduce ambiguity and strong values against breaking rules. They attached
importance to “conformity with rules, guidelines and procedures, and discourage
deviation from the rules” (Bik, 2010, p. 106). Moreover, House et al. (2004, p. 609)
noted that cultures intolerant of uncertainty use laws to cope with the inherent
uncertainties and typically members of these cultures are inclined to comply with
rules.
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Empirical evidence suggests that companies in high uncertainty avoidance cultures
tend to avoid risky situations and reduce uncertainty (Ryan et al., 1999; Raghuram et
al., 2001; Rothaermel et al., 2005). For example, Ryan et al. (1999) reported that
when hiring new employees, organisations in high uncertainty avoidance cultures are
inclined to use a larger number of tests, conduct a larger number of interviews, and
use a fixed list of interview questions. Employment contracts is a more common
occurrence in cultures higher in uncertainty avoidance (Raghuram et al., 2001).
Organisations operating in high uncertainty avoidance cultures are likely to avoid
risky endeavours such as entering foreign target markets unless the target market is
very big (Rothaermel et al., 2005). Brodbeck et al. (2004) concluded that Germany is
an example of a high uncertainty avoidance culture where people prefer structure and
organisations rely on rules and procedures to avoid uncertainty.
United States scores 46 on UAI, while Ireland – 35, indicating that both societies do
not require a lot of rules (Hofstede, 2001, p. 151). However, the difference in scores
indicates that in the United States employees may rely on rules and procedures more
than in Ireland. Additionally, Hofstede (2015) noted that the 9/11 attack has created
a lot of anxiety in the American society. Anxiety or fear is a predictor of cautious
behaviour (Johnson and Warkentin, 2010; Lee, 2011).

2.2.2.4.3

Individualism and Collectivism

Hofstede (2001, p.) defines individualism-collectivism (IDV) as “the degree to which
people prefer to emphasise individual as opposed to group interests”. Human species
are classified as gregarious animals as opposed to, for example, tigers who are
solitary. However, different human societies show different degree of
gregariousness. Hofstede (1980) uses IDV to demonstrate how societies differ in
terms of degree of gregariousness – they differ in societal norms and ways of living
together. For instance, in societies that score low on IDV, people prefer to live in
extended families and tribes; while in societies that score high on IDV, people prefer
to live in nuclear families and often single relatives lead solitary lives. In
individualistic societies, members expect to take care of themselves as opposed to
collectivism, where individuals expect a group to take care of them.
Several studies showed that IDV can be influential in working environments. For
example, Earley (1989) reported that Chinese management trainees, coming from
35

Chapter 2 Literature Review
collectivist culture, perform better when their performance is measured as a group as
opposed to the US management trainees who perform better when evaluated
individually (United States scores 91 on IDV, Hofstede, 2001, p. 215). In the
empirical vein, Veiga and Yanouzas (1991) compared Greek (IDV 35) and US
managers and describe Greeks in out-group situations as very competitive and even
hostile, but in in-group situations as cooperative and self-sacrificing. Hofstede
(2001) concluded that in the collectivist societies, personal relationship prevails over
the task and the company. On the contrary, in the individualistic societies, the task
and the company come before the personal relationship. Therefore, in collectivist
societies, employees tend to demonstrate greater emotional dependence of their
organisations and expect organisations to take care of them. Hofstede (2001, p.212)
asserted that “the level of individualism or collectivism in society will affect the
employees’ reasons for complying with organisational requirements. More
specifically, in collectivist societies, if the group they belong to generally exercises
safe security practices, employees are more likely to follow the same standards. On
the contrary, in individualistic societies, external incentives will have a stronger
effect on employee compliance than group culture. Thus, loyalty to the group in
collectivist societies is paramount and may override other societal rules and
regulations. Therefore, a pressure from a group has a greater influence on behaviour
in collectivist than in individualistic societies (Hofstede, 1980; Dinev et al., 2009).
A pressure from a group has been referred in the extant literature as ‘social pressure’
or ‘subjective norm’ and defined as “perceived social pressure to perform or not to
perform the act” (Banerjee et al., 1998). Social pressure reflects the person’s
perceptions of whether certain behaviour is accepted and encouraged by social
circles consisting of people who are important to them. Various IS studies report a
positive relationship between subjective norm and behaviour (Karahanna et al., 1999
and Venkatesh et al., 2003). Furthermore, IS researchers demonstrated that the
impact of subjective norm is greater in collectivist cultures than in individualistic
(Dinev et al., 2009; Tan et al., 2004). For example, Dinev et al. (2009) reported that
subjective norm has a greater influence on behavioural intention to use protective
technologies in highly collectivist South Korea than in the United States (according
to Hofstede, 1980, p. 215, South Korea scores 18 on IDV). Furthermore, Tan et al.
(2004) revealed that social influence has a stronger impact on consumer online
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behaviour in collectivist cultures than in individualistic societies. Consequently, as
members of more collectivist society, Irish employees may exhibit greater influence
of group norms on their behaviour. For example, if an employee observes peers
being non-compliant with information security rules, they are likely to exercise the
same poor practices despite of organisational rules and regulations. On the other
hand, individualists prefer self-sufficiency and perceive that they are relatively free
to follow their own wishes, without regard for the opinions of others (Hofstede,
1980).
United States scores the highest on IVD – 91, while Ireland scores 70 (Hofstede,
2001, p.262). Although these figures demonstrate that both cultures are
individualistic, the noticeable difference in scores indicates that the United States is a
more individualistic country than Ireland. Therefore, in the United States, group
norms may not have the same strong effect on behaviour as they would in Ireland.

2.2.2.4.4

Masculinity and Femininity

Masculinity-femininity (MAS) is defined as “a preference in society for achievement,
heroism, assertiveness and material rewards for success” (Hofstede, 2001, p. 279).
Members of societies with high masculinity index are characterised by a preference
for achievement, heroism, assertiveness, and material success; whereas members of
societies with high femininity index are inclined to favour relationships, modesty,
caring for the weak, and the quality of life.
Masculinity-femininity “refers to what, in a given environment, is deemed socially
suitable for members on one gender rather than the other” (Hofstede 2001, p.284).
Some societies demonstrate more masculine features including achievement,
heroism, assertiveness and material reward for success. Gender roles are clearly
distinct in masculine society, where men are supposed to be assertive, tough, and
focused on material success and women are supposed to be more modest, tender, and
concerned with the quality of life. Other societies show more feminine patterns such
as cooperation, modesty, caring for the weak and the quality of life. Social gender
roles overlap in such societies: both men and women are supposed to be modest,
tender and concerned with the quality of life. Masculine societies are more
competitive and gender role differentiation between women and men is highly
pronounced in such societies; while feminine societies are more consensus-oriented
37

Chapter 2 Literature Review
and gender role differentiation between women and men is smaller than in masculine
societies.
Hofstede (2001) argued that country’s MAS has an impact on organisations of this
country. In societies that score low on MAS, employees prefer cooperation, friendly
atmosphere and good relationships with management, while high MAS societies
emphasise earnings and advancement in their work environments. In the United
States MAS is 62 and it is 68 in Ireland, which indicates rather similar societies
driven by competition and success, where decisions on hiring and promotions are
based on achievements.
The purpose of section 2.2.2 was to illustrate that informal controls have an impact
on employee actions in organisational settings. Table 2-2 illustrates a summary of
studies that investigate the effect of informal controls on employee security
behaviour.
Table 2-2. Summary of informal control studies
Formal control type

References

Social bonds and social
pressure

Cheng et al. (2013); Guo and Yuan (2012); Ifinedo (2014);
Loch and Conger (1996); Son (2011)

Top management

Kolkowska and Dhillon (2013); Posey et al. (2011); Puhakainen
and Siponen (2010)

Organisational culture

Vroom and von Solms (2004); von Solms and von Solms (2004)

National culture

Dinev et al. (2009); Hovav and D’Arcy (2012)

The next section (2.2.3) outlines literature gaps, subsequently, forming research
questions and theoretical framework that will guide this study.

2.2.3 Literature Gaps
Based on the literature review conducted for this research project and outlined in this
chapter, three literature gaps were identified and guided the formation of research
objectives and, subsequently, research questions. First, although the aforementioned
studies on formal controls underline the important role of procedural security
countermeasures in managing employee security behaviour, the amount of studies
that examine the effect of procedural security countermeasures on employee security
behaviour is scarce. Within the established territory of literature reviewed for this
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research project, only five studies were found to investigate the impact of the
information security policy and security education on security-related behaviours in
organisations. Furthermore, findings of these studies are contradictory. For example,
while Straub (1990) and Chan et al. (2005) found that security policies have a
positive impact on employee security behaviour, Lee et al. (2004) concluded that
security policies have no effect on behaviour in organisations. Furthermore, Barlow
et al. (2013) and Siponen (2009) reported the positive influence of security education
on behaviour. However, Lee et al. (2004) suggested that security awareness
programs do not reduce IS misuse.
Besides, the aforementioned studies investigated the direct effect of procedural
security countermeasures on security actions of employees, neglecting the important
role of information security awareness in this relationship. In particular, a simple
presence of the information security policy may not have a desired effect on
employee security behaviour. The purpose of the information security policy, as is
security education, is to increase information security awareness, which, in turn, will
promote security-cautions behaviour. While some empirical evidence exists to
support the link between information security awareness and compliant behaviour
(Bulgurcu et al., 2010), the literature search revealed that the relationship between
procedural security countermeasures and information security awareness has not
been empirically confirmed. Furthermore, there are calls in the literature to “identify
factors that lead to information security awareness as it would be an important
contribution to academics, since there is a gap in the literature in this direction”
(Bulgurcu et al., 2010a, p.543).
Second, although the link between OC values and behaviour is apparent, studies
dedicated to this field are scarce in Behavioural InfoSec research. Within the 28
publications identified as suitable for this literature search, only two conceptual
papers investigated the effect of OC on security-related behaviours. In particular,
Vroom and von Solms (2004) argued that in order to encourage security-conscious
behaviour, management should assess OC layers, including artifacts, exposed values,
and basic assumptions, in order to detect required changes. Further, von Solms and
von Solms (2004) stressed that it is vital to cultivate appropriate culture to ensure
that actions of employees satisfy the sentiment of management. Besides, Hu et al.
(2012) called for more studies that examine the effect of OC on employee security
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behaviour and stressed that existing studies fail to illustrate strong theoretical
foundations for linking OC and behaviour.
Third, prior research shows that NC has an impact upon individuals’ behaviour.
Within the established territory of publications, only two studies were conducted in
cross-cultural environments. For example, Dinev et al. (2009) applied Hofstede’s
(2001) cultural taxonomy to examine how various cognitive factors affect user
behaviour towards protective technologies in two countries - South Korea and the
United States. Findings showed that the affect of social pressure on employee
security behaviour of South Korean computer users was much stronger than
computer uses in the United States, and awareness of negative consequences of
potential threat has a much stronger impact on the US as opposed to South Korean
employees.
Similarly, Hovav and D’Arcy (2012) applied Hofstede’s (2001) taxonomy of NC in
order to examine relationships between organisational formal controls and employee
security behaviour in two different cultural environments - South Korea and the
United States. Results revealed that while the effect of procedural security
countermeasures (e.g. information security policy and security education) on
organisational sanctions (e.g. perceived certainty of sanctions and perceived severity
of sanctions) was significant for both samples, perceived certainty of sanctions had
stronger influence on IS misuse for South Korean computer users and the impact of
perceived severity of sanctions was stronger for the US sample. Additionally,
procedural security countermeasures seem to deter IS misuse through perceived
severity of sanctions in the United States and through perceived certainty of
sanctions for Korean users.
While only two cross-cultural studies were found within the established literature
territory, Crossler et al. (2013) pointed out that one of the biggest limitations of
Behavioural InfoSec research is the lack of cross-cultural studies. Cross-cultural
studies conducted in other IT contexts (e.g. Srite and Karahanna, 2006; Lowry et al.,
2010, 2011; Posey et al., 2010) demonstrated that national cultural values such as
uncertainty avoidance, individualism-collectivism, and power distance have a strong
and salient impact. The need to conduct cross-cultural studies is further exacerbated
in the global economy where organisations tend to have offices in different countries
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and employ people from different cultures to work together physically and virtually
(Dinev et al., 2009).
Therefore, the summary of literature gaps is as follows:
1. Much of the focus on extant security research is on technical issues: Ponemon
Institute (2012, p.7) reports that 39 % of security breaches in organisations
happen due to ‘human error’. “Although a predominant weakness in properly
securing information assets is the individual user within an organization, much
of the focus of extant security research is on technical issues” (Crossler et al.,
2013, p. 90).
2. Procedural security countermeasures: The number of studies that examine the
effect of procedural security countermeasures on security-related behaviours
is scarce. Furthermore, findings are contradictory and therefore, inconclusive
(e.g. Lee et al., 2004 vs. Straub, 1990; Siponen et al., 2009; Barlow et al.,
2013). Moreover, the role of information security awareness has not been
rigorously examined. Bulgurcu et al. (2010a, p. 543) noted that “since
information security awareness plays a key role in employees’ compliance
behavior, research that identifies factors that lead to information security
awareness would be an important contribution to academics and practitioners”.
Studies that provide such evidence were not found. Additionally, results that
show the effect of information security awareness on behaviour are
contradictory (e.g. Lee et al., 2004 vs. Bulgurcu et al., 2010a).
3. Organisational Culture: The number of studies that examine the effect of
organisational culture on employee security behaviour is limited. Additionally,
empirical evidence is lacking.
4. National Culture: The amount of papers that focus on the influence of national
culture on employee security behaviour is also limited. The need to conduct
cross-cultural research is further exacerbated in the global economy, where
organisations have offices in different countries and employ people from
different cultures. Therefore, globalisation calls for more cross-cultural
studies.
Taking in consideration the aforementioned literature gaps and calls in the literature,
the following research questions have been developed:
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•

How do security countermeasures affect employee security behaviour in
organisational settings?

•

How does perceived organisational culture affect employee security
behaviour in organisational settings?

•

How does perceived national culture affect employee security behaviour in
organisational settings?

Subsequently, a theoretical framework has been formed that guides the course of this
research project (see Figure 2-4).

Figure 2-4.

2.3

Theoretical framework

SUMMARY

This chapter presents an overview of literature from Behavioural InfoSec research,
ultimately leading to research gaps and therefore, to research questions. To begin
with, a territory of suitable publications was established using sources like Journal
Analyzer in Scopus and Harzing’s Journal Quality List. A comprehensive review of
existing literature demonstrated that social controls, including formal and informal,
have an impact on employee security behaviour. However, overall, research on the
topic of social controls in the context of information security is scarce. In particular,
the amount of studies that investigate the effect of procedural security
countermeasures, OC, and NC on employee security behaviour is extremely limited
and there are calls in the literature to extend these areas of Behavioural InfoSec
research. Table 2-3 summarises identified literature gaps and corresponding research
questions.
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Table 2-3. Summary of literature gaps and corresponding research questions
Literature gap

Corresponding research
question

The link between procedural security countermeasures and
employee security behaviour has not been rigorously examined.
In particular, the amount of studies is scarce and some results
are contradictory. Further, some studies examine the direct link
between procedural security countermeasures and securityrelated behaviour neglecting to demonstrate the important role
of information security awareness in this connection.

How do procedural security
countermeasure affect employee
security behaviour in
organisational settings?

The relationship between organisational culture and employee
security behaviour have not received adequate academic
attention – only two conceptual articles were found within the
established literature territory. Therefore, the lack of empirical
evidence is alarming.

How does perceived
organisational culture affect
employee security behaviour in
organisational settings?

The link between NC and security-related actions in
organisational settings has not been thoroughly investigated –
only two studies were found within the established literature
territory. The need to conduct cross-cultural research is further
exacerbated in the global economy, where organisations have
offices in different countries and employ people from different
cultures.

How does perceived national
culture affect employee security
behaviour in organisational
settings?

Subsequent chapters proceed as follows:
Chapter 3 will demonstrate a theoretical underpinning of this research project,
followed by Chapter 4 that will outline a research approach of this study. Next,
Chapter 5 will present the results and discussion and elaborate how the findings
answer research questions. As a final point, Chapter 6 will present study conclusions
and limitations.
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Chapter 3: Theoretical Framework
3.1

INTRODUCTION

This section presents theoretical foundation that underpins the theoretical framework
of this study. The theoretical framework has four components, including Procedural
Security Countermeasures, Perceived Organisational Culture Values, Perceived
National Culture Values, and Employee Security Behaviour. Further, each
component is broken down into sub-components. This chapter describes a theoretical
underpinning of each component and explains in a great detail the origins of its subcomponents. The chapter concludes with the brief summary of its content.

3.2

PROCEDURAL SECURITY

COUNTERMEASURES
The purpose of this section is to present theoretical foundation of the first component
of the theoretical framework, initially demonstrated in Chapter 2 (see Figure 3-1).

Figure 3-1.

Theoretical framework - first component

In the Information Systems (IS) security literature, the effect of security
countermeasures on security-related behaviour has been examined through the lens
of Organisational Control Theory (Eisenhardt, 1989a), Protection Motivation Theory
(Rogers, 1975), and General Deterrence Theory (GDT) (Blumstein, et al. 1978),
GDT being the most predominant. From the point of view of these theories,
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procedural security countermeasures are regarded as a form of organisational formal
controls that prevent non-compliant behaviour. In particular, it is assumed that an
information security policy and security training contain information about some
form of punishment, which is enforced if individuals break rules outlined in policies
or presented during training. This form of punishment serves as a motivator for
compliance with outlined rules. This research project is underpinned by the General
Deterrence Theory as it is the most commonly used theory in Behavioural InfoSec
research for studying the effect of procedural security countermeasures on
organisational behaviour.

3.2.1

General Deterrence Theory

Proponents of deterrence believe that individuals make conscious decisions to obey
or violate the law after calculating the gains and consequences of their actions
(Bosworth, 2004). Individuals choose to behave appropriately under the threat of
punishment. There are two types of deterrence – general and specific. The purpose of
general deterrence is to prevent crime among general population. State’s punishment
of perpetrators is an example for others in general population who have not yet
committed crime, e.g. death penalty. The aim of specific deterrence is to punish an
offender for committing a certain crime and therefore, deter this individual from
committing the same crime in the future. For example, a drunk driver may not drink
and drive again because of the unpleasant experience they suffered after getting
caught, e.g. paying fine, losing licence.

3.2.1.1

Early Classical Philosophers of Deterrence Theory

The deterrence theory of punishment can be traced back to the early works of
classical philosophers, including Thomas Hobbes, Cesare Beccaria, and Jeremy
Bentham (Bosworth, 2004). Thomas Hobbes (1588-1678) published Leviathan in
1651, where he shared his view on deterrence theory. Hobbes assumed that “people
generally pursue their self-interests, including material gain, personal safety, and
social reputation, and make enemies without caring if they harm others in the
process” (Bosworth, 2004, p. 234). Typically, individuals are determined to realise
their self-interests and therefore, the result is conflict and resistance to follow laws
stated by governments. However, humans are rational and hence, understand that
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their egocentricity will inevitably lead to some form of conflict and possibly,
imprisonment. As a result, people agree to give up self-interests assuming that
everyone does the same thing. Hobbes termed this phenomenon as the social
contract. To avoid any form of conflict (e.g. war, crime), individuals enter into a
social contract with the government in return for their protection from human
predicaments. Subsequently, the state must enforce the social contract. However,
crimes may still occur and therefore, punishment for crime must be greater than the
benefit of committing the crime. Deterrence is the reason people are punished for
breaching the social contract, and its purpose is to preserve the contract between the
government and the people in the form of a workable social contract.
Drawing on the ideas of the social contract, in 1764, Cesare Beccaria published On
Crimes and Punishment, in which the author challenged the rights of the government
to punish crimes. Beccaria suggested that since humans are rationally self-interested,
they will not commit crimes if the costs of committing crimes is greater than the
benefits of participating in offences. If the idea of punishment is to prevent crime in
society, then penalties are unjust when their severity exceeds what is necessary to
achieve deterrence. Beccaria argued that excessive severity will only increase crime.
Swiftness and certainty of penalties, on the other hand, will prevent and control
crime.
In 1780, Jeremy Bentham published An Introduction of the Principles of Morals and
Legislation, where he argued that nature has placed humans under the governance of
two masters, including pain and pleasure. He believed that it is state’s responsibility
to promote happiness among members of society. Punishment is mischief and all
penalties are evil unless a penalty is used to overcome greater evil or to control
behaviour of perpetrators. Therefore, the object of the law is to increase happiness
among members of society, while excessive punishment is unjust.

3.2.1.2

The Theory of Deterrence

The theory of deterrence that has developed from works of Hobbes, Beccaria, and
Bentham, relies on three individual components: severity, certainty, and celerity of
sanctions. Based on the rational choice view of human behaviour, GDT predicts that
illicit behaviour can be controlled by the threat of sanctions. Therefore, GDT focuses
on disincentives against committing a criminal act and the effect of these
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disincentives on deterring others from committing deviant acts (Blumstein, et al.
1978). The original theory assumes that if punishment is severe, certain and swift, a
rationally calculating human being will measure the gains and losses before
engaging in crime and will desist from a criminal act if the loss is greater than the
gain. The theory posits that the more severe the punishment, the more likely that
rational humans will desist from criminal actions. Therefore, in order to prevent
crime, criminal law must emphasise the nature of penalties. Punishment that is too
severe is unjust, while the punishment that is not severe enough, will not deter
undesired actions. Certainty of punishment assumes that the punishment will occur
whenever crime is executed. Hence, if individuals believe that the punishment will
take place as a result of undesirable actions, they will refrain from criminal activities.
Celerity of penalties means that punishment must be swift – it has to take place
immediately after the crime has been committed. On the whole, GDT posits that
“people respond to policing and the punishment that is associated with the effective
policing” (Straub, 1990, p. 258).

3.2.1.3

General Deterrence Theory in IS research

Classic GDT has been widely employed in the IS security context under presumption
that employees choose to engage in inappropriate behaviour and therefore,
organisational sanctions will prevent deviant actions of employees and deter
computer abuse. Building on the classic GDT, Chen et al. (2012); Cheng et al.
(2013); D’Arcy et al. (2014); Guo and Yuan (2012); Herath and Rao (2009a; 2009b);
Hu et al. (2011); Siponen and Vance (2010); Son (2011) examined how sanctions’
severity, certainty, and celerity affect employee security behaviour (see Table 3-1).
Several IS security studies extended classic GDT and included additional
components in their research models. For example, drawing on IS security literature
and GDT, Herath and Rao (2009a; 2009b) investigated how detection certainty
impacts upon employee compliance with security policy (see Table 3-1). GDT was
further extended and policing is being associated with security countermeasures,
including information security policies (Straub, 1990; Lee et al., 2004), security
education (D’Arcy and Hovav, 2007; D’Arcy et al., 2009), and technical controls
(Lee et al., 2004; D’Arcy and Hovav, 2007), under presumption that these controls
also deter illicit actions of individuals (see Table 3-1). D’Arcy et al. (2009) and
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Table 3-1.

GDT Evolution

Reference

Constructs

GDT classic vs.
extended

Chen et al. (2012)

Certainty of control

Classic

Severity of punishment

Classic

Sanction severity

Classic

Sanction certainty

Classic

D’Arcy et al. (2014)

Sanctions

Classic

Guo and Yuan (2012)

Organisational sanctions

Classic

Hu et al. (2011)

Sanction severity

Classic

Sanction certainty

Classic

Sanction celerity

Classic

Siponen and Vance (2010)

Formal sanctions

Classic

Son (2011)

Sanction severity

Classic

Sanction certainty

Classic

Punishment severity

Classic

Detection certainty

Extended

Penalty severity

Classic

Detection certainty

Extended

Sanction severity

Classic

Sanction certainty

Classic

User awareness of security policy

Extended

User awareness of SETA programs

Extended

User awareness of monitoring software

Extended

Harrington (1996)

Code of ethics

Extended

Straub (1990)

Security policy

Extended

Security education

Extended

IS security efforts

Extended

Security policy

Extended

Security awareness

Extended

Security system

Extended

User awareness of security policies

Extended

User awareness of security awareness
programs

Extended

Cheng et al. (2013)

Herath and Rao (2009a)

Herath and Rao (2009b)

D’Arcy et al. (2009);
Hovav and D’Arcy (2012)

Lee et al. (2004)

D’Arcy and Hovav (2007)

User awareness of computer monitoring
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Hovav and D’Arcy (2012) investigated how security countermeasures affect
security-related behaviour indirectly through organisational sanctions. D’Arcy and
Hovav (2007), Lee et al. (2004) and Straub (1990) examined the direct link between
security controls and employee security behaviour (see Table 3-1).
Therefore, in line with the GDT, researchers assume that organisations can reduce IS
misuse by implementing anti-virus software, using password protection systems,
enforcing information security policies, and fostering employee information security
awareness through effective security education programs.

3.2.2

Identifying

Procedural

Security

Countermeasures for this Study
The vital role of security countermeasures has been highlighted by numerous studies.
D’Arcy et al. (2014) suggested that clearly-written security policies and periodic
security education and training help employees to overcome the complexity of
security requirements and hence, reduce security-related stress that employees
experience due to complicated security requisites. Furthermore, Vance et al. (2012)
stressed that the implementation of Security Education, Training and Awareness
(SETA) programs is vital to bring awareness among employees around security
threats and risks. Johnson and Warkentin (2010) encouraged organisations to educate
employees about security threats, risks associated with these treats, and actions that
users are required to take if faced with the threat.
Organisational mechanisms for reducing systems risk generally fall into four
subsequent phases, including deterrence, prevention, detection, and recovery (Straub
and Welke 1998). Straub and Welke (1998) referred to these phases as the Security
Action Cycle (SAC). This study focuses on the first phase of the SAC, - that is
deterrent mechanisms. This phase refers to the use of procedural security
countermeasures such as information security policies and security education by
organisations to encourage desirable behaviour.
In order to identify a list of suitable procedural security countermeasures for this
research project, prior studies that used security countermeasures were examined
within the established literature territory (see Table 3-2).
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Table 3-2.

Security Countermeasures in Behavioural InfoSec Research
Reference

Straub (1990)

Constructs
Security policy
Security education

Lee et al. (2004)

Security policy
Security awareness programs
General degree of awareness
Security systems

Barlow et al. (2013)

Negatively-framed security training
Positively-framed security training

Siponen et al. (2009)

Security policies

Overall, the aforementioned security countermeasures can be grouped as follows:
•

Security education

•

Information security policy

•

Technical controls

D’Arcy et al. (2009) examined the effect of awareness of security policies and
awareness of security education on employee security behaviour. It must be noted
that user awareness is not a security control but rather a state of mind and an
outcome of the information security policy and security education.
According to Straub and Welke (1998), technical controls are preventive measures
rather than deterrent and this view is adopted in this research project. Therefore,
technical controls are not included in the theoretical model as a sub-category of
procedural security countermeasures. Hence, information security policy and security
education are the sub-components of procedural security countermeasures (see
Figure 3-1).
Straub and Welke (1998) argued that deterrent techniques allay a certain portion of
potential system abuse. By implementing security countermeasures, an organisation
positively impacts on the interaction of employees with information assets. As a
result, employees “exhibit certain behaviour referred to as information security
behaviour” (da Veiga and Eloff 2010, p. 199), that is security cautious actions
aligned with organisational goals. Drawing on general deterrence theory, Straub
(1990) further stressed that procedural security countermeasures deter IS misuse.
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The next two sections (3.2.1 and 3.2.2) present definitions of procedural security
countermeasures studied in the research project and their effect on employee security
behaviour.

3.2.2.1

Security Education

In the extant literature, security education (also, interchangeably referred in the
project as security training) is considered to be part of SETA programs. While there
are many forms of SETA programs, including security awareness e-mails and
newsletters and briefings on the consequences of IS misuse, this research project
concentrates on security education as it is the most commonly used form of SETA
programs in organisations (D’Arcy et al., 2009, p.5). In this project, security
education is defined as “instructions that provide users with general knowledge of
the information security environment, along with the skills necessary to perform any
required security procedures” (D’Arcy et al., 2009, p. 5).
The purpose of security education is to ensure the viability of an information security
policy and bring awareness as regards to organisational security requirements,
potential security threats, and sanctions in the case of security policy violations
(D’Arcy et al., 2009). Various IS security researchers argued that security education
is important to control IS misuse (D’Arcy et al., 2009; Straub, 1990). Hovav and
D’Arcy (2012) stressed that, in general, education reduces bad behaviour by raising
the level of morality of the individual and his/her social network. Therefore, security
education may be able to promote security-conscious behaviour of employees.

3.2.2.2

Information Security Policy

In this research project, an information security policy (also, interchangeably referred
in the project as a security policy) is defined as a “written statement that defines the
requirements for the organisational security management, the employees’
responsibility and obligations, sanctions and countermeasures for non-compliance”
(Cheng et al., 2013, p.448). A security policy defines rules and guidelines for the
proper use of organisational IS resources (D’Arcy et al., 2009). D’Arcy et al. (2009)
and Straub (1990) stressed that security policies deter IS misuse.
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Prior research suggests that laws can discourage individuals from engaging in illicit
acts (von Hirsch et al., 1999; Tittle, 1980). The term ‘law’ includes prescribed
actions and their enforcement by a controlling authority (D’Arcy et al., 2009).
Security policies can be viewed as organisational laws because they contain
prescribed actions for employees and the enforcement of these actions through
sanctions. Therefore, security policies may be able to prevent employees from
prohibited actions. Next section 3.2.3 explains the vital role of information security
awareness in promoting security-cautious behaviour.

3.2.2.3

Information Security Awareness

Bulgurcu et al. (2010a, p. 532) define information security awareness as “an
employee’s overall knowledge and understanding of potential information securityrelated issues and their ramifications, and what needs to be done in order to deal with
security-related issues”. Security-aware employees are familiar with the security
practices and rules of an organisation as well as their responsibilities regarding
organisational information resources and the consequences of abusing them.
Prior research confirms that public awareness can reduce certain illicit acts like
drunk driving (Ferguson et al., 1999; Nienstedt, 1985), shoplifting (McNees et al.,
1976; Sacco, 1985), and workplace drug use (Quazi, 1993). Furthermore, Bulgurcu
et al. (2010a) and D’Arcy et al. (2009) emphasised the important role of user security
awareness as regards to compliance with organisational security requirement.
Therefore, user information security awareness may have a positive effect of their
security behaviour.

3.3

CULTURE

The focus of this study is to examine the link between cultural factors and employee
security behaviour. Therefore, this section describes the complex concept of culture.
The study of culture is rooted in sociology, social psychology, and anthropology (Ali
and Brooks, 2008). The term “culture” was first recorded by anthropologist Edward
Tylor in 1871 in his radical work “Primitive Culture: Research into the development
of mythology, philosophy, religion, art, and custom”. He (1871) defines culture as
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“that complex whole which includes knowledge, beliefs, art, morals, laws, customs
and any other capabilities and habits acquired by man as a member of society”
(Tylor 1871, p.1). Essentially, Taylor’s understanding of culture was the name of all
things and events peculiar to the human species (White, 1959).
Culture has been studied for over hundred years in various disciplines. As a result,
numerous definitions, conceptualisations, and dimensions of culture were produced
by researchers. For example, Kroeber and Kluckhohn (1952) identified 164
definitions of culture. Since then the number of definitions has increased to
approximately 400 (Kovačić 2005). They range from simple to complex, incorporate
and extend previous definitions, and even contradict prior definitions. Furthermore,
some researchers offer more than one definition of culture. Therefore, studying
culture can be foreseen as a delicate assignment. As Straub et al. (2002) put it,
“culture has always been a thorny concept and an even thornier research construct”.
Taking in consideration the complex nature of this concept, the aim of the next three
sections (3.3.1 - 3.3.3) is to present diverse views of culture and specify the
viewpoint adopted in this study.

3.3.1

Culture: Perceived vs. Actual

Culture is a very difficult concept to pin down and to get a closer sense of. In
interpretivist philosophy, culture only exists to the extent that it is perceived to exist
by an observer. It is not some external objective reality; it is very much subjective
and in the eyes of the beholder. Culture is a symbolic construction of shared
meaning, which members use to interpret the world around them (Geertz, 1973).
Culture is unconscious and embedded in values and behaviour and therefore,
difficult to tease out (Hannerz, 1992). Triandis (1972, p. 4) defines culture as “an
individual’s characteristic way of perceiving the man-made part of one’s
environment”. It involves the individual’s perception of rules, norms, roles, and
values in a given environment, which is influenced by different levels of culture such
as language, gender, race, religion, place of residence and occupation, and it
influences individual’s behaviour (Ali and Brook, 2009). This definition suggests
two implications. The first one is that “analysing the behaviour of an individual of
society would not provide a specific identification of the rules, roles, norms and
values of that society, but rather shows the perception of that individual of the shared
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cultures he/she belongs to” (Ali and Brooks, 2009, p. 550). The second implication is
that individual’s behaviour is affected by the shared culture, which is influenced by
different levels of culture. Therefore, from interpretivist perspective (i.e. emic
approach), in order to study culture and its influence on behaviour, one must study
individual’s perceptions of shared culture they belong to. Researchers try to learn
and understand people’s values and beliefs, letting cultural patterns emerge from
investigators themselves (Askehave, 2005).
On the other hand, functionalists (e.g. Hall, 1976) tend to assume that culture is a
real physical entity and it exists ‘out-there’ imposing patterns of behaviour on its
members. Culture is an independent unit and is assumed to exist separate from an
individual who observes it. Culture is perceived as phenomenon that can be
objectively observed and measured (Askehave, 2005). Functionalists try to predict
people’s behaviour by posing causal relationships between cultural characteristics
(e.g. values) and certain behaviour patterns (e.g. ‘being late for a meeting’). In using
the etic perspective, researchers examine the actual culture on the basis of
predefined categories (e.g. high/low context) and look for ‘universal truth’.
This research project adopts interpretivist philosophy and therefore, culture is
viewed as phenomenon perceived by individuals. In the context of this study,
interviewees play the role of the observers of culture and therefore, their perceptions
will be studied in order to examine interactions between culture and employee
security behaviour in observed organisations.
Hence, the subject of this research project is perceived culture (as opposed to actual
culture).

3.3.2

Culture: Explicit vs. Implicit

Some researchers view culture as a hidden or partly hidden force; therefore, culture
is problematic to assess as it is not directly observable. These scholars suggested that
culture includes unspoken and invisible cultural artifacts, such as ideologies
(Harrison, 1972), coherent sets of beliefs (Baker, 1980; Sapienza, 1985), basic
assumptions (Wilkins, 1983; Phillips, 1994; Schein, 1985), shared set of core values
(Peters and Waterman, 1982; Deal and Kennedy, 1982), important understandings
(Sathe 1983), and the collective will (Kilmann, 1985).
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Perceiving culture as an implicit concept, Wilkins (1983, p.37) defines culture as
“basic assumptions that are buried in an organization's rich collection of
observations, stories, language, and customs”. These assumptions are hidden, and
therefore, hard to discover because people rarely expose them. Culture is most
usefully thought of as the taken-for-granted and shared meanings that people assign
to their social surroundings.
The contrary point of view is that, apart from implicit characteristics, culture also
includes more explicit and observable cultural artifacts, such as norms and practices
(DeLong and Fahey 2000), patterns of conduct/behaviour (Jermier et al. 1991,
Groeschl and Doherty 2000), as well as language, ideology, rituals, and myths
(Pettigrew 1979). Following this standpoint, culture can be explained by terms such
as behaviour, values, norms, and practices (Groeschl and Doherty (2000).
In this research project, culture is viewed as an implicit phenomenon, which is
hidden in individuals’ minds but can be brought up to the surface by studying
individuals’ perceptions of culture.

3.3.3

Culture: Group vs. Individual

Some researchers assert that culture contains common manifestations shared by a
group (Useem et al. 1963; Hofstede 2001). For example, Useem et al. (1963, p.169)
define culture as “the learned and shared behaviour of a community of interacting
human beings”. Hofstede (2001, p.9) describes culture as “the collective
programming of the mind that distinguishes the members of one group or category of
people from another”. Others assume that culture is subjective and therefore, it is an
individual’s characteristic way of perceiving the man-made part of one’s
environment (Triandis, 1972).
In this project, although culture is viewed as a subjective phenomenon, group
members tend to share some common perceptions of culture. Therefore, culture
includes some common characteristics shared in a group of people.

3.3.4

Culture in Information Systems Discipline

This section defines the two levels of culture studied in this research project (e.g.
national and organisational), unfolding the important link between organisational
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culture (OC), national culture (NC), and behaviour. The concept of culture has been
studied by IS researchers since the early days of the discipline (Gallivan and Srite
2005). Recent research in IS discipline shows increased interest in cultural studies
across different topics (Myers and Tan 2002, Leidner and Kayworth 2006, Ali and
Brooks 2008). Culture has been studied at different levels, including national (i.e.
culture shared by people in a society or a country), organisational (i.e. culture shared
between people working in an organisation), professional (i.e. culture shared
between people with a similar profession or occupation), and group (i.e. political
party or a social class) (Ali and Brooks, 2009, pp. 550-551).
This research endeavours to investigate culture at national and organisational levels.
NC research and OC research have emerged as largely independent research streams
and concentrated on defining values that distinguish one nation/group from another
(Leidner and Kayworth 2006). In early 1980’s interest in cultural differences, both
between nations and between organisations, was rapidly rising and therefore, since
1980 many researchers have published important studies on the subject.
Prior research shows that both OC and NC have an impact on individuals’
behaviour. For example, Kilmann (1985) describes OC as a separate and hidden
force that controls behaviours and attitudes in organisations. A study conducted by
Porter and McLaughlin (2006) further demonstrated the significant role that
organisational climate plays in shaping employee behaviour. Philips (1984) portrays
culture as a set of tacit assumptions that guide acceptable perceptions, thoughts,
feelings, and behaviour among members of the group. Baker (1980) emphasised the
importance of OC as power that can lead a company to success or weaken its vitality
because organisational culture directly affects employee behaviour in an
organisation.
In terms of NC, various academic works show that it influences organisational
behaviour. In particular, Hofstede (1980) argued that organisations are bound by NC
and underlines the cross-national differences in the functioning of organisations and
people in them. He compared culture with an onion consisting of multiple layers,
values being the inner layer of the onion, which are invisible until they become
evident in behaviour. Furthermore, Ali and Brooks (2009) define NC as a shared set
of core values, norms and practices in a society that shapes individuals’ behaviour
within that society. Finally, Hall (1976, p.17) describes culture as a tacit and taken56
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for-granted concept, which affects people’s behaviour in the “deepest and most
subtle ways”.
Therefore, understanding how OC and NC affect employee behaviour in the security
context is particularly important. The next four sections will focus on the most
predominant OC and NC frameworks employed in IS research and the theoretical
base that will further guide this research project.
The subsequent two sections (3.3.4.1 and 3.3.4.2) focus on the second component of
the theoretical framework underpinning this research study, which is perceived
organisational culture values (see Figure 3-2).

3.3.4.1

Organisational Culture Frameworks Employed in IS

Discipline

Figure 3-2.

Theoretical framework – second component

Following Stahl (2003, p. 6), OC in this research project is defined as culture that is
“shared between people working in an organisation”. OC taxonomies differentiate
organisations in terms of values. For example, Goffee and Jones (1996) describe OC
in terms of values of sociability and solidarity. Hofstede (1991) proposes a
framework of OC consisting of six dimensions such as process vs. result oriented,
employee vs. job oriented, parochial vs. professional, open vs. closed, loose vs. tight
control, and normative vs. pragmatic. The purpose of these frameworks is to
describe OC in terms of its prevalent characteristics. The value-based approach is the
most common method to characterise OC (Leidner and Kayworth, 2006) and is
employed in this research project.
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The vast number of OC frameworks has been employed in IS research. While it is
beyond the scope of this work to identify an exhaustive list of organisational culture
theories, some of the most predominant frameworks are presented in Table 3-3.
Table 3-3. Most predominant OC frameworks used in IS research (adopted
from Leidner and Kayworth, 2006).
Reference
Goffee and Jones (2000)

Value Dimensions
Sociability (Low vs. High)
Solidarity (Low vs. High)

Denison and Mishra (1995)

Mission
Involvement
Adaptability
Consistency

Wallach (1983)

Supportiveness
Innovation
Bureaucracy

Cooke and Lafferty (1987)

People Orientation vs. Task Orientation
Satisfaction Needs vs. Security Needs

Hofstede (1991)

Employee Orientation vs. Job Orientation
Process Orientation vs. Result Orientation
Parochial Values vs. Professionalism
Open System vs. Closed System
Loose Control vs. Tight Control
Normative Values vs. Pragmatic Values

Ouchi (1981)

Hierarchy
Markets
Clans

Blake and Mouton (1964)

3.3.4.2

Concern for Task vs. Concern for People

Organisational Culture Values in this Research Project

OC frameworks presented in Leidner and Kayworth’s (2006) work were rigorously
examined in order to select a suitable OC framework to further conduct this study.
An evident similarity of OC values in the outlined frameworks urged to group all the
values into broader categories, producing the following six distinct OC
characteristics:
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•

People-orientation

•

Solidarity

•

Sociability

•

Hierarchy

•

Task-orientation

•

Bureaucracy (referred as rule-orientation in this project)

3.3.4.3

National Culture Frameworks Employed in IS

Discipline
Sections 3.3.4.3 and 3.3.4.4 describe theoretical foundation of the third component
of the theoretical framework underpinning this study, which is perceived national
culture values (see Figure 3-3).

Figure 3-3.

Theoretical framework – third component

In this research project, NC is defined as the “culture shared between people in a
society or in a country” (Hofstede, 1984, p. 6). Hofstede (2001) stressed that NC
becomes evident in behaviour of society members. Therefore, culture can be
assessed by studying human actions. A similar but more expanded definition is
offered by Adler and Gundersen (2008). They (2008, p. 19) describe culture as
“something shared by all or almost all members of society of a given social group;
something older members of a group pass to younger members; something (as in the
case of morals, laws, and customs) that shapes behaviour, or...structures one’s
perception of the world”.
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Table 3-4.
Taxonomy of most commonly used NC frameworks cited within
IS discipline (adopted from Myers and Tan, 2002; Ali and Brooks, 2008;
Leidner and Kayworth, 2006)
Reference
Hofstede (1980)

Value Dimensions
Power Distance
Uncertainty Avoidance
Masculinity vs. Femininity
Individualism vs. Collectivism

Trompenaars (1996)

External vs. Internal
Individualism vs. Collectivism
Universalism vs. Particularism
Diffuseness vs. Specificity
Time Orientation
Achievement vs. Ascription
Neutral vs. Affective

Lewis (1992)

Monochronism vs. Polychronism

Triandis (1995)

Idiocentrism vs. Allocentrism

Schwartz (1994)

Autonomy vs. Conservatism
Hierarchy vs. Egalitarian
Compromise
Mastery vs. Harmony

Fukuyama (1995)

Trust (Low vs. High)

Hall (1976)

Context (Low vs. High)

Most of NC research focused on defining values that distinguish one nation from
another. The most popular conceptualisation of NC used in IS discipline is
Hofstede’s (1980) original taxonomy of NC. Hofstede (1980) describes culture along
four dimensions, including power distance (PDI), uncertainty avoidance (UAI),
masculinity-femininity (MAS), and individualism-collectivism (IDV). Trompenaars
(1996) also describes NC in terms of values such as universalism-particularism,
individualism-collectivism, achievement-ascription, internal-external control,
affective-neutral relationships, specificity-diffuseness, and time orientation. Other
researchers have classified NC in terms of dimensions such as context (Hall, 1976),
trust (Fukuyama, 1995), monochronism-polychronism (Lewis, 1992), and
pragmatism-idealism (Lessem and Neubauer, 1994). According to these
conceptualisations, certain groups of values will prevail in all countries, yet will
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differ in their magnitude across geographical regions (Leidner and Kayworth, 2006).
Based on the literature search conducted for this research project, 18 models of NC
that have been cited within IS research were found, producing over 50 societal
values. The most common NC frameworks are presented in Table 3-4.

3.3.4.4

Hofstede’s (1980) Original Taxonomy of Culture

Hofstede’s (1980) original framework has been the most recognised
conceptualisation of NC among academic community. His (1980) study is the largest
study of cultural values ever undertaken both in terms of number of countries and
number of respondents (Shane et al., 1995). Therefore, Hofstede’s (1980) original
taxonomy of cultural values is employed in this research project (refer to sections
2.2.2.4.1-2.2.2.4.2 for a detailed description of Hofstede’s NC values).
According to Hofstede (2001), the difference between the US and Ireland’s
individualism vs. collectivism dimension is 21, power distance - 12, and uncertainty
avoidance – 11. The difference in these scores may explain results of comparative
analysis of this study. However, the difference in masculinity vs. femininity is too
small to be able to make reasonable conclusions.

3.4

EMPLOYEE SECURITY BEHAVIOUR

Section 3.4 presents the fourth and last component of the theoretical framework that
guides this research project, which is employee security behaviour (see Figure 3-4).

Figure 3-4.

Theoretical framework – fourth component
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The subject of this research project is employee security behaviour (interchangeably
referred as security-related behaviour), which is defined as “the behaviour of
employees in using organisational information systems (including hardware,
software, and network systems etc.), and such behaviour may have security
implications” (Guo, 2013, p. 243). Examples of employee security behaviour include
how members of staff handle their passwords, how they deal with organisational
data, and how they use network resources (Guo, 2013). This behaviour may either
pose or moderate organisational IS security threats.
A literature review conducted for this project revealed divergent conceptualisations
of security behaviour ranging from very broad classifications like information
security behaviour (Albrechtsen, 2007; Albrechtsen and Hovden, 2010; da Veiga et
al., 2010; Kolkowska and Dhillon, 2013; von Solms and von Solms, 2004; Vroom
and von Solms, 2004), where researcher do not indicate whether the behaviour in
question is positive (e.g. compliance with organisational security requirements) or
negative (e.g. non-compliance) to the ones that narrowly focus on specific aspects of
behaviour, such as compliance with Internet usage policy (Li et al., 2010; Li et al.,
2014), compliance with e-mail policy (Puhakainen and Siponen (2010), privacy
policy compliance (Warkentin et al., 2011), IT policy compliance (Liang et al.,
2013), online safety behaviour (LaRose et al. 2008), adoption of anti-spyware system
(Lee and Kozar, 2005; Johnson and Warkentin, 2010), adoption of anti-malware
software (Lee and Larson, 2009), adoption of anti-plagiarism software (Lee et al.,
2011), user behaviour toward protective technologies (Dinev and Hu, 2007; Dinev et
al., 2009), cyberloafing (Lim and Teo, 2005), and password policy violation (Myyry
et al., 2009; Barlow et al., 2013).
This study does not focus on any specific type of behaviour but at the same time
aims to distinguish between positive and negative behaviours because factors that
influence these actions may vary. As a result of the literature review conducted for
this research project, the following types of security behaviours were identified:
security policy compliance (Boss et al., 2009; Bulgurcu et al., 2010a; Chen et al.,
2012; Hearth and Rao, 2009a; Hearth and Rao, 2009b; Ifinedo, 2012; Ifinedo, 2014;
Siponen et al., 2014; Son, 2011; Vance et al., 2012), non-malicious security violation
(Guo et al., 2011) computer abuse (Lee et al., 2004; Posey et al., 2011; Straub, 1990;
Straub and Nance, 1990), IS misuse (Dhillon, 2001; D’Arcy and Hovav, 2007;
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D’Arcy et al., 2009; Hovav and D’Arcy, 2012); IS security policy violation (Cheng
et al., 2013; D’Arcy et al., 2014; Guo and Yuan, 2012; Hu et al., 2011; Kolkowska
and Dhillon, 2013; Siponen and Vance, 2010), security practice behavior (Rhee et
al., 2009), and unethical behaviour (Banerjee et al., 1998; Harrington, 1996; Leonard
and Cronan, 2001; Loch and Conger, 1996) (see Table 3-5).
Such diversity of conceptualisations of security-related behaviours which often
overlap, urges to adopt a suitable behavioural framework, which will help to design a
research instrument and carry out data analysis.
In the IS security literature, there have been many ways of defining and classifying
security-related behaviour. Warkentin et al. (2012) simply divided Behavioural
InfoSec research into two main streams:
1. The area that examines positive behaviour is defined as “individuals’
intention to comply with security policies” (Warkentin et al., 2012, p. 2).
Examples from the extant literature include security policy compliance
(Herath and Rao, 2009a; Herath and Rao, 2009b) and security practice
behaviour (Rhee et al., 2009).
2. Studies that concentrate of negative behaviour are defined as “behavioural
intentions such as insider abuse or violation of security policies” (Warkentin
et al., 2012, p. 2), including examples such as computer abuse (Lee et al.,
2004) and IS misuse (D’Arcy and Hovav, 2007).
Although this classification is useful, negative behaviours require further
decomposition, since factors that affect these actions vary. For instance, malicious
acts could take place with a purpose of financial gain, while non-malicious
behaviour can be a result of the employees’ lack of awareness as regards to
information security rules. Perhaps the most common way of classifying negative
security behaviours is through the lens of taxonomies of security threats. One such
approach is an information systems threat taxonomy developed by Warkentin et al.
(2012). This model consists of three dimensions, including (1) threats, which could
be internal and external; (2) perpetrators, which could be human or non-human; (3)
intents, which could be intentional and unintentional.
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Table 3-5.

Conceptualisations of security behaviour

Behaviour

Definition

Examples

References

Security policy
compliance

Protect the information
and technology resources
of the organisation from
potential security breaches

Following rules outlined
in an organisational
security policy

Boss et al., 2009;
Herath and Rao,
2009a; Herath and
Rao, 2009b;
Bulgurcu et al.,
2010a; Son, 2011;
Chen et al., 2012;
Vance et al., 2012;
Ifinedo, 2014;
Siponen, 2014

Security practice
behaviour

An individual’s
information security
management behaviour
that involves two
practices such as users’
tendency to adopt security
technologies and security
cautious care behaviour in
using a computer and the
Internet

Using anti-virus software,
anti-spyware, and a popup blocking function;
making backups and good
password etiquette.

Rhee et al., 2009

Computer abuse

Unauthorised, deliberate,
and intentionally
recognisable misuse of IS
assets

Data theft; unauthorised
use; software piracy;
stealing information;
cracking passwords

Straub, 1990;
Straub and Nance,
1990; Lee et al.,
2004; Posey et al.,
2011

IS misuse

Intentional insider misuse
of IS resources

Sending inappropriate emails; using unlicensed
software; unauthorised
access to computerised
data; unauthorised
modification of
computerised data

D’Arcy and Hovav,
2007; D’Arcy et al.,
2009; Hovav and
D’Arcy (2012)

Unethical
Behaviour

Inappropriate actions that
conflict with
organisations’ information
security policies

Illegal copying of
software and data

Harrington, 1996;
Loch and Conger,
1996; Banerjee,
1998; Leonard and
Cronan, 2001

IS security policy
violation

Employees’ ignorance or
negligence or
organisational IS security
policies

Copying sensitive data to
USB drives; revealing
confidential information
to outsiders

Siponen and Vance,
2010; Hu et al.,
2011; Ifinedo,
2012; Guo and
Yuan, 2012; Cheng
et al., 2013; D’Arcy
et al., 2014

Non-malicious
security violation

The behaviour by
employees who
knowingly violate
organisational IS security
policies without malicious
intents to cause damage

Password write-down;
copying sensitive data to
mobile devices

Guo et al., 2011
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(Some definitions are adopted directly from Guo, 2013)
According to this taxonomy, there are three types of human security violations in
organisations:
1. Passive non-volitional non-compliance (examples include: unintentional
actions such as accidental data entry, forgetful oversights, uninformed
violations);
2. Volitional non-malicious non-compliance (examples include: failing to log
off when leaving PC, delayed backups, not changing passwords regularly);
3. Intentional malicious non-compliance (examples include: sabotage, data theft
and corruption, embezzlement, fraud, deliberate policy violations).
Passive non-volitional non-compliance generally covers users’ genuine mistakes and
errors and employees may not even be aware of breaking security rules. Focusing on
this type of behaviour will not shed light on factors that influence employees’
decisions to break rules. Initially, this project set its course to examine both noncompliant behaviour (equivalent to volitional non-malicious non-compliance) and
intentional malicious non-compliance (i.e. intentional behaviours that can cause
direct damage to organisational IS security (Guo 2013, p. 249)). However, as the
study unfolded, it soon became apparent that it would be impossible to gather
sufficient data to make reasonable conclusions about the latter because of the
inherent difficulties in eliciting that type of information. Subsequently, this study
concentrates on two types of employee security behaviour, including compliant
behaviour and non-compliant behaviour (equivalent to volitional non-malicious noncompliance). Compliant behaviour is referred to “adhering to the policies,
procedures, and norms of an organisation in relation to information security”. Noncompliant behaviour, on the other hand, is referred to “intentional but non-malicious
behaviours of employees that may put organisational information systems at risk and
entail non-compliance to the policies, procedures, and norms of an organisation in
relation to information security”.

3.5

SUMMARY

The focus of this chapter was to present theoretical foundation underpinning this
research project. It began with the thorough description of the first component of the
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theoretical framework - procedural security countermeasures. In accordance with
GDT, procedural security countermeasures have an impact upon individuals’
behaviour. Using Straub and Welke’s (1998) Security Action Cycle, procedural
security countermeasures studied in this research project were identified.
Next, the chapter proceeded with the detailed explanation of the second and third
components of the theoretical framework (perceived OC values and perceived NC
values). First, the complexity of the concept of culture was presented and the link
between OC and behaviour, and NC and behaviour were verified in the extant
literature. Following Leidner and Kayworth’s (2006) work, OC values studied in this
project were defined. Next, Hofstede’s (1980) original taxonomy of NC was adapted,
unfolding the NC values examined in this research.
Finally, the chapter presented theoretical foundation of the fourth component of the
theoretical framework (employee security behaviour). Following a thorough review
of Behavioural InfoSec literature, the sub-components of employee security
behaviour were obtained.
Subsequent chapters proceed as follows:
Chapter 4 will outline a research approach of this study. Next, Chapter 5 will present
the results and discussion and elaborate how the findings answer research questions.
As a final point, Chapter 6 will present study conclusions and limitations.
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Chapter 4: Methodology
4.1

INTRODUCTION

This chapter begins with the focus of enquiry that re-introduces the research
objectives and questions, which forms the basis for the selected research method and
data collection method. This is followed by the discussion of the philosophical
assumptions underpinning this research. Next, the selected research mode,
methodology, and data collection technique, are presented. The study design is then
introduced that consists of unit of analysis, country selection, organisation and
interviewee selection, interview guide design, data collection procedure, interview
procedure, and data analysis procedure. This chapter then proceeds with the section
that describes techniques employed in this study to ensure the trustworthiness of the
research findings. Next, the formation of expert panel and their role in the
development of the interview guide are described. Finally, this chapter wraps up with
the summary section.

4.2

FOCUS OF INQUIRY

With the increasing amount of information security breaches that happen due to
‘human error’, it is important to investigate factors that encourage employee
security-cautious behaviour and deter computer abuse. At the time of rapid business
globalisation, it is also necessary to understand employee security behaviour within
diverse cultural settings. Although Behavioural Information Security (InfoSec)
research has been expanding since 2009, there are still a great deal of areas that
requires researchers’ attention. The focus of this study is to fill the literature blanks
and examine how procedural security countermeasures and perceived culture (e.g.
organisational and national culture) affect employee security behaviour in
organisational settings.
In particular, this research project aims to answer the following questions:
1. How do security countermeasures affect employee security behaviour?
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2. How does perceived organisational culture affect employee security
behaviour?
3. How does perceived national culture affect employee security behaviour?

4.3

RESEARCH PHILOSOPHICAL BELIEFS –

INTERPRETIVE APPROACH
For eternity, philosophers of science have been concerned with two fundamental
issues: what is the nature of reality? (ontology) and how is human knowledge
constructed? (epistemology). Within IS research, the two prevailing but alternative
viewpoints, “positivism” and “interpretivism”, offer explanations to the posed
inquiries. The differences between interpretive and positivist paradigms can be
described by considering their epistemological and ontological stance.
With regards to ontology, interpretivists assert that reality and a researcher are
inseparable and researchers’ perceptions about the world are bound to their personal
experiences (Weber, 2004). Realities “are apprehendable in the form of multiple,
intangible mental constructions, socially and experientially based, local and specific
in nature…and dependent for their form and content on the individual persons or
groups holding the constructions” (Guba and Lincoln, 1994, p. 110). In contrast,
positivists suggest that reality is separate from the individual who observes it, and
there does exist a physical external world, which can be objectively observed and
measured (Weber, 2004). Reality exists “independently of our construction of it”
(Walsham, 1995, p. 75).
In terms of epistemology, interpretivists share a view that knowledge that a
researcher builds essentially reflects their goals, culture, experience, history, and so
on; researchers “intentionally constitute knowledge” (Weber, 2004, p. vi).
Knowledge of reality is itself a social construction by human subjects; meanings are
dynamic and socially constructed (Oates, 2006). In contrast, positivists argue that
objective knowledge of reality exists beyond the human mind and assume that
investigator and investigated are independent entities. Therefore, when the prospect
that one might influence the other is identified, strategies are employed to reduce or
eliminate this influence (Guba and Lincoln, 1994).
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Whereas the aim of positivism is to “seek to explain and predict what happens in the
social world by searching for regularities and causal relationships between its
constituent elements” (Hirschheim, 1985, p. 13), the aim of interpretivism is to gain
understanding (Schwandt, 1994). It is the endeavour of this project to understand its
study participants’ perceptions through social interaction with the participants.
Interpretive research seeks to develop a richer
understanding of the complex world of lived experience
from the point of view of those who live in it. This goal
is variously spoken of as an abiding concern for the life
world, for the emic point of view, for understanding
meaning, for grasping the actor’s definition of a
situation, for verstehen.
(Schwandt, 1994, p. 118)
The purpose of this project is to understand how various factors impact upon
employee security behaviour from the perspective of study participants. Thus, in the
pursuit of verstehen, the project derives its mandate to adopt an interpretive
paradigm. Although scholars that conduct research in the area of Behavioural
InfoSec have predominantly used a positivist approach (Crossler et al., 2013), it is
much less appropriate to study human activity (Walsham, 1995), and there are calls
in the literature to adopt alternative positions (Crossler et al., 2013). The viewpoint
adopted for this study, which is shared by Walsham (1995) and Lee (1999) amongst
others, is that an interpretive approach is a more suitable method to study human
behaviour.

4.4

QUALITATIVE MODE

Culture is a very hard concept to study. Indeed, within an organisation, different
employees would have different perceptions of culture. In interpretivist philosophy,
culture is viewed as subjective reality and only exists to the extent that it is perceived
to exist by an observer. The subject of this research project is perceived culture. In
order to study perceived culture, qualitative methodology is adapted in the reseach
project.
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Furthermore, while existing studies that focus on employee security behaviour make
a valuable contribution to the overall pool of Behavioural InfoSec research,
quantitative methodologies prevail in this research stream. There are calls to expand
on studies that employ qualitative techniques in order to overcome methodological
challenges associated with quantitative research (Crossler et al., 2013). This research
project employs qualitative methodology in order to generate rich and detailed
findings and develop in-depth understanding of the social interactions between
procedural security countermeasures, perceived culture, and employee security
behaviour.
Qualitative research is based on an interpretivist position and takes into account
context (i.e. words, actions), within which human experiences occur. The purpose of
qualitative research is to discover the inner world of perceptions and meaningmaking in order to understand, describe, and explain a certain social phenomenon
from the perspective of study participants (Maykut and Morehouse, 1994). Since the
purpose of this research study is to examine individual perceptions of culture and
how these perceptions influence employees at an individual level, a qualitative
approach is adapted to answer research questions.
While a quantitative approach begins with a prior hypothesis to be tested and proved,
qualitative research begins with a focus of inquiry and leads toward theory building
by taking an inductive approach to data analysis. The research outcomes of a
qualitative approach are contextual findings and not broad generalisations. As
Maykut and Morehouse (1994, p.18) point out: "words are the way that most people
come to understand their situations; we create our world with words; we explain
ourselves with words; we defend and hide ourselves with words". In qualitative
studies, researchers are looking for patterns within those words. The endeavour of
this project to access the domain of study participants’ perceptions and meanings
provides the rational to adapt a qualitative methodological technique.
While qualitative methodology is most suitable for this study, this decision does not
intend to undermine the value of quantitative research techniques within social
sciences. This study supports the view that both qualitative and quantitative
approaches (individually and combined) are equally valuable methods in
investigating the social world. Whereas qualitative research brings the experiences of
participants into sharp focus and reveals rich details about their personal experiences
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that quantitative research is unlikely to capture (Maykut and Morehouse, 1994),
quantitative studies are oriented toward verifying something that has been already
discovered, e.g. testing a theory as opposed to buidling it. In quantitative research,
the need to apply values to variables “often leads to the elimination of factors that,
although they may have relevance, are difficult to value” (Galliers and Land, 1987,
p. 900). Qualitative approach, on the other hand, is oriented toward “discovery of
salient propostitions” (Maykut and Morehouse, 1994, p. 13) and concerned with rich
contextual findings.

4.5

ANALYTICAL GROUNDED THEORY

APPROACH
The methodology adapted for this study draws on the analytical grounded theory
(AGT) approach (Matavire and Brown, 2013), employing a constant comparative
method (CCM) by Maykut and Morehouse (1994). This methodological framework
draws on the work of Glaser and Strauss (1967) and Lincoln and Guba (1985). While
only one principle of the grounded theory (GT) was employed, e.g. theoretical
sampling (see Table 4-1), nevertheless this project adapts the grounded theory
approach insofar as the findings of this study are entirely rooted in the data. The
method used in this study is characterised by a mix of description and interpretation
of data. The outcome of this method is an interpretive-explanatory framework
supported by participants’ quotes. This approach is most suitable for this study as it
allows to gain insights into a relatively under-researched topic of employee
behaviour as well as to explore relationships between security behaviour and factors
that tend to influence it.
Other qualitative research methods that could fit the purpose of this project were
considered, including ethnography, field studies, and case studies. Ethnography is
fundamentally committed to a deep understanding through participation and
observation (Van Maanen, 1979). Ethnography, however, requires a researcher to
spend a considerable amount of time studying subjects in their natural environment.
The topic of this study is sensitive and therefore, it was predicted that access to
organisations with a purpose to collect data would be difficult. Crossler et al. (2013)
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note that collecting data for projects that examine information security issues is one
of the biggest challenges researchers experience. Additionally, ethnography heavily
relies on observation. One of the aims of this project is to understand what factors
impel employees to break rules. However, the presence of a researcher may disturb
the natural setting and employees may follow the rules only because someone is
watching them. Therefore, ethnography was ruled out as a possible research method
for this study.
A field study is another research method that was initially considered for this project.
However, as the name suggests, field studies are carried out in natural settings
(Parsons, 2012) and heavily rely on participant observations. Therefore, as with
ethnography, a field study method was ruled out as a possible approach to proceed
with the objectives of this study.
Finally, a case study, one of the most common research methods in qualitative
research (Stake, 2005), was considered as a possible approach. Case studies are
typically conducted in natural settings (Benbasat et al., 1987) and the strength of
case studies is in employment of multiple methods of data collection and their ability
to deal with a full variety of evidence (Yin, 1994). Since observations were already
ruled out as a possible method of data collection, it was considered to examine
organisational documents, including security policies and reports on previous
information security breaches. However, information in this documentation is
confidential and therefore, it was predicted that organisations would be very
reluctant to share it.
On the other hand, the AGT approach offers a researcher a lot more flexibility (see,
for example, a study by Baskerville and Pries-Heje, 2004). Matavire and Brown
(2013) identified four GT approaches used in IS research, including classic, evolved,
mixed method, and the AGT approach. They (2013) report that the AGT is the most
commonly used GT approach in IS research and earned its recognition due to
flexibility in selecting GT principles, coding techniques, priori theory, and paradigm
model (see Table 4-1). Classic and evolved GT methods are solely used to develop
theory. Additionally, these are the least commonly used GT techniques because they
are very difficult to follow due to a number of principles. For example, Matavire and
Brown (2013) examined top Information Systems (IS) journals for the period of
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1985-2008 and reported that only 6 articles employed classic GT. As name suggests,
the mixed method GT approach is employed in mixed method studies.
The AGT approach, however, is not as restricted as classic and evolved and, at the
same time, enables to answer research questions of this project. For example, in the
AGT, a researcher is flexible as regards to selecting data collection methods
appropriate for a study. The most common data collection method in GT approaches
is interviews (Matavire and Brown, 2013). Next, the AGT (as opposed to classic
and evolved GT methods) can be employed for purposes other than developing a
theory. For example, a researcher may start with a prior theory, then go on to collect
empirical data, and analyse it using GT coding techniques. The intent may be to use
the intitial theoretical framework as a guide before applying GT techniques to
analyse data (Matavire and Brown, 2013). The aforementioned procedure fits well
within the course of this study. In particular, for this research project, a thorough
examination of the literature was conducted in order to identify literature gaps and
form research questions. Furthermore, a theoretical framework was formed that
guided the development of the data collection instrument (interview guide). Once the
empirical data was collected, it was analysed using a grounded theory technique for
data analysis, in particular, CCM. In addition, in the AGT approach, a researcher is
unrestricted in terms of coding techniques. In particular, a selection of a coding
technique depends on a purpose of a study (see section 4.7.6). The final outcome of
the method employed in this study is an interpretive-explanatory framework
supported by participants’ quotes, which permits, based on perceptions of
participants, to reveal what factors affect employee security behaviour.
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Table 4-1.
Grounded theory approaches (adopted from Matavire and Brown
(2013, p.124)
Approach

GT
principles

Coding

A priori
theory

Paradigm
model

Classic

Required

Open,
selective,
theoretical

Should not
be used

Viewed as one
of a family of 18
theoretical codes

Glaser & Strauss
(1967), Glaser

Required
(Glaser
disputes
adherence)

Open, Axial,
Selective,
coding for
process

May be
used as a
sensitising
device

Recommended

Strauss & Corbin
(1990, 1998). There
could be

Analytical

Not
necessarily

Any or all
used

Often used

Sometimes used

Variety, but often
Strauss’s

Mixed
method

Not
necessarily

Any or all
used

May be
used

Sometimes used

Mingers (2001),
Eisenhardt (1989c),
Baskerville &
Pries-Heje (1999)
or any work
claiming the
creation of a

Evolved

References

(1992), and other
works authored by
Glaser

references to
Glaser’s works

Grounded Theory
derived
methodology.

4.6

DATA COLLECTION TECHNIQUE –

INTERVIEWS
Grounded theory is qualitative methodology that normally utilises interviews to
collect data, which is then deconstructed into thematic elements for analytical
purposes (Al-Kahtani et al., 2005/2006). However, data can also be collected in a
form of observations, documents, and literature (Jones and Alony, 2011).
While this project heavily relied on prior literature in order to identify research gaps,
develop a theoretical framework, and construct a research instrument, participant
observations were found unsuitable. The aim of this research is to reveal what factors
may lead to compliant and non-compliant behaviour. While observations may be
suitable to examine employee compliant behaviour, it is very unlikely that
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employees would break rules while knowing that they are being observed. Therefore,
observation as a data collection technique was ruled out for this research project.
Although this project could benefit from a review of appropriate documents (e.g.
information on past security breaches) as a secondary source of data collection,
access to these documents was denied. Nonetheless, the qualitative interview is one
of the fundamental data collection tools in qualitative research (Marshall and
Rossman, 1999) and most commonly used in GT approaches (Matavire and Brown,
2013).
Delamont (2004) stresses that the vast majority of qualitative studies conducted in
the past twenty years outside of anthropology have been based on interviews. “It is
through this method that the researcher can best access the interpretations that
participants have regarding the actions and events which have or are taking place,
and the views and aspirations of themselves and other participants” (Walsham, 1995,
p. 78). Moreover, interviews are commonly used as an exclusive data collection
technique in studies that employ GT approaches (Matavire and Brown, 2013).
Therefore, supremacy of interviews cannot be underestimated.
The use of interviews was considered appropriate in this study for a number of
reasons. An interview is a suitable data gathering technique to study behaviour
(Maykut and Morehouse, 1994) because interview participants are given an
opportunity to describe their past experiences. The purpose of this study is to further
uncover the mystery of human behaviour and interviews afford the researcher an
opportunity to “probe deeply to uncover new clues, open up new dimensions of a
problem and to secure vivid, accurate inclusive accounts that are based on personal
experience” (Burgess, 1982, p. 107). Furthermore, this research project aims to
understand the central phenomenon from the perspective of study participants whilst
interviews are an important means of allowing a researcher to access the
interpretations of informants.
Interviews can take place in person, over the phone, via the Internet, as well as using
emails or Voice over IP (VOIP) technologies like Skype. This study employed
individual in-person interviews in order to collect thorough, deep, and personally
meaningful information from the participants. Myers and Newman (2007),
describing the challenges in using qualitative interviews, pointed out to the issue of
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“minimising social dissonance” or simply establishing trust between an interviewer
and an interviewee (Maykut and Morehouse, 1994). Taking in consideration rather
delicate subject of this study, interviewer-interviewee trust is essential for this
project. Face-to-face interviews allow to establish this trust by a means like a strong
hand shake, an eye contact and gestures. Myers and Newman (2007) also pointed out
to the importance of dressing appropriately and managing first impressions, the
challenges that are easier and faster to overcome in person. Since establishing trust is
a gradual process, sensitive questions are best asked after general questions and
demographic information is left until the very end of the interview (Myers and
Newman, 2007). In addition, Internet technologies are susceptible to information
security breaches, i.e. “man-in-the-middle-attack”, while confidentiality of
interviewees is particularly prioritised due to the sensitive information they are
expected to share.
The three common types of interviews include unstructured, semi-structured, and
structured (Maykut and Morehouse, 2004). Unstructured interviews allow study
participants to speak their minds but require a lot of time and experience in order to
probe. A skillful researcher is able to make an extraordinary use of the unstructured
interviews by elaborating and extending the contents of each interview (Maykut and
Morehouse, 1994). Unstructured interviews are suitable for a situation when a
researcher wants to explore one key question, e.g. developing theory. Therefore,
unstructured interviews were ruled out as possible data gathering techniques.
Structured interviews, on the other hand, are similar to quantitative questionnairs as
they require participants to answer the same set of questions and do not allow
probing. However, taking in consideration the exploratory nature of this research
project, probing is rather vital to understand the complex social interactions between
employee security behaviour and various factors. Therefore, structured interviews
were deemed to be unsuitable to use in this study.
Semi-structured interviews, on the other hand, permit a researcher to probe in order
to get a deeper understanding of these complex social interactions, while at the same
time have a structure to follow. Additionally, semi-structured interviews are more
appropriate when there is more than one question to investigate (as opposed to
focusing on one phenomenon when developing theory) (Maykut and Morehouse,
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1994). Therefore, semi-structured interviews were conducted to collect data for this
research project.

4.7

RESEARCH DESIGN

Sections 4.7.1 through 4.7.6 offer a detailed description of a research design
employed in this study, including unit of analysis, country selection, organisation
and interviewee selection, data collection procedure, interview guide design,
interview procedure, and data analysis procedure.

4.7.1

Unit of Analysis

The “key issue in selecting and making decisions about the appropriate unit of
analysis is to decide what it is you want to be able to say something about at the end
of the study” (Patton, 1990, p. 168). The objective of this study is to investigate
individuals’ perceptions about complex social interactions between security
countermeasures, perceived culture, and employee security behaviour. Therefore, an
individual is a unit of analysis in this research project.

4.7.2

Country Selection

Using personal and professional connections, 15 companies were interviewed for
this research project, - seven in the United States from September to November
2012, and eight in Ireland from June to August 2013. The initial choice of
companies’ locations was more opportunistic than deliberate, arising as it did out of
the research exchange programme, which necessitated spending extended periods of
time in both countries. Details about US and Irish organisations are given in Tables
4-1 and 4-2.
The US organisations were purposely selected - in selecting organisations, it was
important to include companies of various sizes and from diverse industries.
Subsequently, comparable organisations in terms of industry type, size, and an
interviewee role (Executive vs. Regular Employee) were selected in Ireland (see
Table 4-3) with the ultimate purpose to isolate the effects of OC.
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Table 4-1

Facts about US organisations and interviewees

Organisations’
aliases

Industry type. When
founded, size.

Number of people
interviewed and their
organisational roles

CloudSerUS

IT; 1998; large

One person – Software Developer

RetCoUS

Finance; 1932; large

One person – Security
Executive

CivEngCoUS

Civil Engineering; 1945; SME

One person – Civil Engineer

TechCorpUS

IT; 1968; large

Two Security Researchers

EducInstUS

Education; 1868; large

Two people – Administrator and
Professor with substantial
industry experience in the security
field

FinCoUS

Finance; 1982; large

One person – Security Consultant

PublCoUS

Publishing; 2005; SME

One person – Business Owner

Table 4-2.

Facts about Irish organisations and interviewees

Organisations’
aliases

Industry type. When founded,
size.

Number of people
interviewed and their
organisational roles

TechCorpIrl

IT; 1968; large

Two people – Product Manager
and IT Executive

CharOrgIrl

Charity; 1883; large

One person – Data Protection
Officer

BevCorpIrl

Food and Beverage Manufacturing;
1944; large

One person – IT Executive

PublOrgIrl

Publishing; 2000; SME

One person – Chief Editor

EducOrgIrl

Education; 1845; large

Two people – Administrator and
Lecturer with substantial
experience in information security
research

TelCommCorpIrl

IT; 1984; large

One person – Software Developer

ResRegIrl

Energy Regulation; 1999; SME

One person – Policy Analyst

BankOrgIrl

Finance; 1982; large

One person – Security Executive

While it was possible to select organisations from a variety of industries,
approximately 75 percent of organisations were large and 25 percent were small and
medium enterprises (SME). Access issues did not allow to reach a quantity balance
between SMEs and large organisations. The size of each company was defined using
criteria offered by the United States International Trade Commission: less than 500
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employees – SME, 500 or more – large (Okun et al., 2010). Data on ‘number of
employees’ (see Table 4-4) was collected from study participants during interviews
as part of demographic information and therefore, accurate to the time when
interviews were conducted.
Table 4-3.

Comparability of US versus Irish organisations

Organisations
US

Organisations
Ireland

CloudSerUS

TelCommCorpIrl

Basis of comparability
Industry: IT
Size: Large
Interviewees’ role: Regular Employees

TechCorpUS

TechCorpIrl

Industry: IT
Size: Large
Interviewees’ role: Executives in the Irish branch and
Security Researchers in the US. This was considered a
match because security researchers typically have
extensive knowledge in the field of information security

FinCoUS

BankOrgIrl

RetCoUS

CharOrgIrl

Industry: 3 from Finance (FinCoUS, RetCoUS,
BankOrgIrl) and CharOrgIrl provides services for people
with disabilities. Information security is a big concern
for this organisation, therefore, it was appropriate to put
it into a Finance group
Size: Large
Interviewees’ role: Executives

EducInstUS

EducOrgIrl

Industry: Education
Size: Large
Interviewees’ role: Executives (academics with extensive
experience in the field of information security) and
Regular Employees

PublCoUS

PublOrgIrl

Industry: Publishing
Size: SME
Interviewees’ role: Executives

CivEngCoUS

ResRegIrl
BevCorpIrl

Industry: Civil Engineering, Energy Regulator, and Food
and Beverages. Although the nature of business of these
companies is very different, the important similarity that
these industries do not fall into Finance or IT groups,
where information security is normally a top priority
Size: SME (CivEngCoUS and ResRegIrl) and Large
(BevCorpIrl)
Interviewees’ role: Executives
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Table 4-4.

Defining organisations’ size

Organisations’ aliases

Number of employees

Size

CloudSerUS

Over 60,000

Large

RetCoUS

3,300

Large

CivEngCoUS

Around 450

SME

TechCorpUS and TechCorpIrl

Over 80,000

Large

EducInstUS

Around 2,000

Large

FinCoUS

1,400

Large

PublCoUS

4

SME

CharOrgIrl

Over 1,000

Large

BevCorpIrl

Over 100,000

Large

PublOrgIrl

6

SME

EducOrgIrl

Up to 2,000

Large

TelCommCorpIrl

Over 72,000

Large

ResRegIrl

70

SME

BankOrgIrl

2,070

Large

4.7.3

Organisation and Interviewee Selection

For this study, organisations and participants were purposely selected. In this
particular study, it was important to interview organisations from a broad range of
industries in order to capture data from organisations with various levels of security.
For example, companies from finance/banking industry are bound by regulations like
Sarbanes-Oxley Act, Gramm-Leach Bliley Act, and EuroSox, which mandate
financial organisations to employ certain protection controls to safeguard sensitive
information. Therefore, an assumption was made that financial organisations (e.g.
BankOrgIrl, FinCoUS, RetCoUS) would have more stringent security rules and
controls in place than, for example, charity or publishing organisations. TechCorpUS
is an IT company and has in place a ‘military-like’ environment in terms of
information security – there are a lot of security controls to protect sensitive
information and employees must follow the rules. CloudSerUS would fall
somewhere in the middle in terms of the level of information security – while the
organisation has many controls to prevent security breaches, employees are given a
lot of flexibility in terms of following information security rules. For instance, if an
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employee believes that a certain rule would damage company’s competitive edge,
management encourages these employees to address this issue. EducInstUS is an
organisation that does not take information security seriously – although there is a
formal information security policy in place, employees are not aware of its content
and break rules on a daily basis. Overall, organisations from industries such as IT,
Finance, Education, Charity, Food and Beverage, Publishing, Civil Engineering, and
Energy Regulator were interviewed.
In total, nine individual interviews were conducted in the United States and ten in
Ireland. While some guidelines exist on the number of interviews required in
qualitative studies (e.g. Bernard, 2000, p. 178; Bertaux, 1981, p. 35; Creswell, 1998,
p. 64; Morse, 1994, p.225), the “authors do not tend to present empirical arguments
as to why these numbers and not others for example” (Mason, 2010). Lincoln and
Guba (1985, p.202) suggest that “sampling is terminated when no new information is
forthcoming from new sampled units”. Eisenhardt (1989c) argue that theoretical
saturation is reached when a researcher is observing phenomena that have been seen
before and therefore, incremental learning becomes minimal. In this study, it was
determined that the point of theoretical saturation has been reached once 19
interviews were conducted. This decision was based upon the analysis and continual
review of collected data. In particular, interviewees were providing with predictable
answers. Additionally, after 19 interviews were conducted and analysed, there was
enough sufficient data to make reasonable conclusions and answer research
questions.
The initial intent was to interview two people in each organisation: one person in a
managerial position and one regular employee in order to grasp a holistic view of the
research problem (e.g. views of both - an experienced user and someone with little if
any experience and/or understanding about issues regarding information security).
However, this proved to be difficult for the reasons explained below.
Due to the sensitivity of the subject, typically interviewees preferred to meet outside
of their organisations and refused to help to find a second interviewee from their
organisation. Approximately half of the interviewees requested complete anonymity
and preferred if their organisations did not know that they were interviewed.
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To overcome the issue of access, it was attempted to follow the rule of ‘level of
entry’ in order to access a broader range of subjects (Myers and Newman, 2007).
The ‘rule of entry’ refers to entering an organisation at a higher position, e.g.
interviewing someone in a managerial position first. Although the ‘rule of entry’ was
applied where possible, finding a second participant still proved to be extremely
difficult. Crossler et al. (2013) cautioned that one of the greatest problems in
conducting research in the area of information security is finding study participants.
Firstly, organisations are reluctant to share information on previous security breaches
to avoid potential liability. Secondly, organisations are not willingly sharing
information on their security measures because if this information is leaked, the
organisation can be at risk of a cyber attack. An IT Manager from one Irish
organisation sent the following reply in an attempt to arrange an interview:
“Unfortunately policy does not actually permit me to participate in your interview. I
am sorry for this and wish you luck with the rest of the study”. After arranging two
interviews with employees from a multinational company located in the United
States, it was attempted to arrange interviews with the ‘sister’ organisation located in
Ireland. However, not only did this organisation reject the request, but also
demanded names of interviewees that were interviewed in the United States. Finally,
employees do not readily share information on non-compliant behaviour to avoid
potential problems with an organisation that employs them.
Table 4-5.
Level of interviewees’ knowledge in information security in US
organisations
Organisations’
aliases

Interviewee pseudonym and their
position

Level of
expertise

CloudSerUS

John – Software Developer

Very good

RetCoUS

Karen – Security Executive

Expert

CivEngCoUS

Grace – Civil Engineer

Basic

TechCorpUS

Bob – Security Researcher 1

Very good

TechCorpUS

Robin – Security Researcher 2

Very good

EducInstUS

Ian – Professor with substantial industry experience
in the field of information security

Expert

EducInstUS

Trish - Administrator

Basic

FinCoUS

Victor – Security Consultant

Expert

PublCoUS

Frank – Business Owner

Very good
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Through tremendous efforts, nine people were interviewed in seven organisations in
the United States, including 1 software developer, 2 security executives, 1 lecturer
with substantial industry experience in the field of information , 2 security
researchers, 1 business owner, 1 civil engineer, and 1 administrator. In summary, out
of 9 people interviewed, 3 had expert knowledge on the topic of information
security, 4 – a very good understanding, and 2 – basic, achieving a good balance in
terms of interviewees’ knowledge on the topic of information security (see Table 45). Therefore, following the principles of theoretcial sampling, it was decided to stop
interviewing in the United States.
Additionally, 10 employees were interviewed in eight organisations in Ireland,
including 4 security executives, 2 managers with some experience in information
security, 1 lecturer with substantial experience in information security research, 1
software developer, 1 policy analyst, and 1 administrator. Overall, eight interviewees
had expert knowledge on the topic of information security, six were defined as ‘very
good’, and the remaining five had basic knowledge regarding information security
(see Table 4-6). Taking in consideration the interviewees’ variety of the levels of
knowledge on the subject of information security, it can be concluded that the initial
purpose of gasping a holistic view of the problem was reached. Therefore, it was
decided that there is enough data collected to answer research questions and make
reasonable conclusions.
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Table 4-6.
Level of interviewees’ knowledge in information security in Irish
organisations
Organisations’
aliases

Interviewee pseudonym and their
position

Level of
knowledge

TechCorpIrl

Noel- IT Executive

Expert

TechCorpIrl

Eoin – Product Manager

Very good

CharOrgIrl

Jackie – Data Protection Officer

Expert

BevCorpIrl

Larry – IT Executive

Expert

PublOrgIrl

Alice – Chief Editor

Very good

EducOrgIrl

David - Lecturer with substantial experience in
information security research

Expert

EducOrgIrl

Liz - Administrator

Basic

TelCommCorpIrl

George – Software Developer

Basic

ResRegIrl

Terry – Policy Analyst

Basic

BankOrgIrl

Peter – Security Executive

Expert

4.7.4

Interview Guide Design

Interview guide was constructed following a thorough analysis of the literature. The
guide can be broken down into three parts and includes questions about procedural
security countermeasures, organisational culture values and national culture values
(including their effect on employee security behaviour). The General Deterrence
Theory was used as a lens to gather data about procedural security countermeasures.
The theory posits that people respond to policing and the punishment that is
associated with effective policing (Blumstein, et al., 1978). Within IS literature,
classic General Deterrence Theory was extended and policing is being associated
with security policies and security education. Various IS scholars investigated the
effect of procedural security countermeasures on behaviour in organisational settings
(e.g. Straub, 1990; Siponen et al., 2009; Barlow et al., 2013). Therefore, questions
were constructed to determine whether procedural security countermeasures are
present or not in organisations, and how their presence/absence affect behaviour.
Organisational culture scholars (e.g. Philips, 1984; Kilmann, 1985) and national
culture scholars (e.g. Hofstede, 2001; Hall, 1976) assert that culture impacts
behaviour. Therefore, interview guide contains questions on how organisational
culture and national culture values affect behaviour.
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In order to determine a set of organisational culture values for the interview guide,
OC frameworks used in IS research were consulted. Due to their evident similarity, it
was decided to blend all OC frameworks together and derive distinctive OC values,
including people-orientation, solidarity, sociability, hierarchy, task-orientation, and
rule-orientation. In terms of NC, Hofstede’s (2001) taxonomy of NC, the most
commonly used framework of NC, was used to design questions. The purpose of the
questions in the interview guide was to determine how national culture values of
power distance, uncertainty avoidance, and individualism vs. collectivism tend to
influence employee security behaviour.
Two interview guides were developed: one to interview regular employees and
another – employees in managerial positions. The structure of questions in both
interview guides slightly differed. For example, while a regular employee was asked,
“Is it common to have non-work related chats with your colleagues during work
hours?”, the question was slightly rephrased for a manager, “Do you allow your
employees to have non-work related chats during work hours?”. Table 4-7
demonstrates the link between interview questions and the topics associated with the
questions. Appendices B and C contain both interview guides – one for regular
employees and another for managers.
Table 4-7.

Interview guide questions linked with topics
Questions

Related topics

Can you tell me a little bit about your company please?

General question

Can you name values of your organisation?

OC and NC values

What common beliefs and assumptions exist in your
organisation?

OC and NC values

What is the common purpose of your organisation?

General question; OC and NC values

Is it acceptable to break rules in your organisation?
(followed by probing – Can you expand please
possible with an example?; What consequences did
follow?; What problems did this incident entail?; How
it was resolved?; Can an employee get fired for a
work-related slip-up?)

Rule-orientation (OC) (Wallach, 1983)

What information security rules and practices are used
in your organisation? Do you think these rules are
working? Why do you think they are working/not
working? Do you think these rules are useful? Why do
you think they are useful/useless?

Security behaviour (Albrechtsen, 2007)

Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)

Information security awareness
(Bulgurcu et al., 2010b)
Procedural security countermeasures
(Straub and Welke, 1998)
Rule-orientation (OC) (Wallach, 1983)
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Uncertainty Avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Can you name information security values of your
organisation? Do you think information security values
affect your behaviour with regards to information
security? If yes/no, then how?
Is there information security policy in your
organisation? If yes, are you familiar with its content?
Do you think the information security policy affects
your behaviour with regards to information systems
security? If yes/no, the how?
Did you ever violate information security rule? What
problems did this incident entail? How your
organisation was affected by this incident? How this
incident was resolved? Did this incident influence
information security practices and rules in your
organisation? If yes, then how? Did this incident affect
your behaviour with regards to information systems
security? If yes, then how?
Did your organisation ever experience an information
security breach? Did this incident affect your
organisation? If yes, then how? Did this incident affect
your behaviour with regards to information security? If
yes, then how?

Information security awareness
(Bulgurcu et al., 2010b)
Organisational values
Information security policy (Cheng et al.,
2013)
Information security awareness
(Bulgurcu et al., 2010b)
Security behaviour (Albrechtsen, 2007)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Security behaviour (Albrechtsen, 2007)

Do you ever have joint lunches with your colleagues
including management? Is it a common practice in
your company to attend evening outings with your
colleagues including management? What is the
purpose of these outings? Is it common to have nonwork-related chats with your colleagues during work
hours? Do you think the perception of friendly or strict
atmosphere in your organisation affects information
security practices and rules in your organisation? If
yes/no, then how? Do you think the perception of
friendly or strict atmosphere affects your behaviour
with regards to information systems security? If
yes/no, then how?
Is it easy to approach your immediate manager? Do
you think the perception of whether or not your
immediate manager is approachable affects your
behaviour with regards to information security? If
yes/no, then how? Do you think the perception of
whether or not your immediate manager is
approachable affects information security practices and
rules of your organisation? If yes/no, then how?

Is it common in your organisation to disagree with
your superior’s opinion or decision? Did you ever
challenge your superior’s decision? Do you think the
perception of whether or not you can challenge

86

Sociability (OC) (Goffee and Jones,
1996)
Hierarchy (OC) (Ouchi, 1981)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Security behaviour (Albrechtsen, 2007)

Hierarchy (OC) (Ouchi, 1981)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Security behaviour

Hierarchy (OC) (Ouchi, 1981)
Rule-orientation (OC) (Wallach, 1983)
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organisational decisions affects information security
practices and rules of your organisation? If yes/no,
then how? Do you think the perception of whether or
not you can challenge organisational decisions affects
your behaviour with regards to information systems
security? If yes/no, then how?

Is competition between colleagues promoted in your
organisation? Do you think competitive/noncompetitive atmosphere affects information security
practices and rules promoted by your organisation? If
yes/no, then how? Do you think competitive/noncompetitive atmosphere affects your behaviour with
regards to information systems security? If yes/no,
then how?

Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Security behaviour (Albrechtsen, 2007)

Task-orientation (OC) (Cooke and
Lafferty, 1987)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Security behaviour (Albrechtsen, 2007)

Do you think an organisation should have a
responsibility of its employees’ health and welfare?
How satisfying is the company you are working for in
this respect? Do you think your
satisfaction/dissatisfaction affects information security
practices and rules promoted by your organisation? If
yes/no, then how? Do you think your
satisfaction/dissatisfaction affects your behaviour with
regards to information systems security? If yes/no,
then how?

People-orientation (OC) (Cooke and
Lafferty, 1987)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)
Security behaviour (Albrechtsen, 2007)

Do you ever attend any information security training
courses in your organisation? How frequently do you
attend these training sessions?

Security education (D’Arcy et al., 2009)

In your opinion, how well is confidential information
protected in your organisation?

Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)
Power distance (NC) (Hofstede, 2001)

Do you ever voluntarily work overtime in order to
finish some important task? Do you ever put your
company goals before your personal goals? Do you
think management expects you to put company goals
before your personal goals?
Do you need access card to enter the building where
your company is located?

4.7.5

Solidarity (OC) (Goffee and Jones, 1996)
Individualism (NC) (Hofstede, 2001)
Task-orientation (OC) (Cooke and
Lafferty, 1987)
Rule-orientation (OC) (Wallach, 1983)
Uncertainty avoidance (NC) (Hofstede,
2001)

Data Collection Procedure

The principle of theoretical sampling is employed in this research project in order to
guide data collection. Theoretical sampling is the “process of data collection for
generating theory whereby the analyst jointly collects, codes, and analyses his data
and decides what data to collect next and where to find them, in order to develop
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theory as it emerges” (Glaser and Strauss, 1967, p. 45). This sampling method can be
employed with all grounded theory approaches, including classic, evolved, mixed
and analytical. Within the analytical grounded theory approach, theoretical sampling
is used with the purpose of selecting samples until research questions are answered.
Although within the analytical grounded theory approach it is not required to follow
any grounded theory principles, including theoretical sampling, it was decided to
employ the theoretical sampling principle to guide data collection in order to collect
sufficient data to achieve research goals. It is particularly important for this research
project as data were collected in two countries, United States and Ireland. Since the
duration of the visits to the United States was fixed, it was vital to have a clear data
collection strategy in order to collect sufficient data to answer the research questions.
Guided by the principle of theoretical sampling, data collection consisted of four
stages.
Stage1: Data collection has started in the United States. Initially, decisions were
made regarding the selection of organisations that would fit the purpose of the study.
Organisations of various sizes and with different levels of security were selected –
RetCoUS, FinCoUS, PublCoUS, and CivEngCoUS. RetCoUS and FinCoUS are
large financial organisations bound by the US government regulations (e.g. GrammLeach Bliley Act and Sarbanes-Oxley) to retain a certain level of security. Therefore,
it was assumed that these organisations would have a high level of security.
CivEngCoUS is a medium size organisation and its nature of business is civil
engineering. Although this organisation is not bound by the US government
regulations, it would still need to protect commercially sensitive information.
Therefore, the assumption was made that CivEngCoUS would have a medium level
of security. PublCoUS is a small publishing organisation, where the only piece of
sensitive information is clients’ credit cards, which is paper-based and kept in a
physical safe. Prior the interview, the business owner has revealed that they keep
security to a minimum.
Four interviews were conducted in RetCoUS, FinCoUS, PublCoUS, and
CivEngCoUS (one in each organisation). Next, these four interviews were analysed
(phases 1 and 2 of data analysis, see Appendix D) until categories and associations
between these categories started to emerge. While the results that emerged were
preliminary, it was nevertheless clear that there were no insights on how hierarchy
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and rule-orientation affect employee security behaviour. However, due to the short
duration of the first trip to the United States, it was decided to focus on the initially
emerged findings and discontinue the search for the relationships between hierarchy
and employee security behaviour as well as rule-orientation and employee security
behaviour with the view to come back again and collect more data if required.
Nonetheless, the emerged associations have proved to be rather interesting (see
Table 4-8) and still would answer research questions.
Table 4-8.
States

Emerged associations after initial data analysis in the United
Emerged Associations

Information Security Policy and Information Security Awareness
Security Education and Information Security Awareness
Information Security Awareness and Compliant Behaviour
People-Orientation and Compliant Behaviour
Solidarity and Compliant Behaviour
Sociability and Non-Compliant Behaviour
Task-Orientation and Non-Compliant Behaviour
Flat Structure and Improved Information Security

Stage 2: Therefore, the next step was to find organisations where:
1. The organisational culture traits identified in Stage 1 would be present (e.g.
high/low people-orientation, high/low solidarity etc.)
2. Procedural security countermeasures would be either present or absent
It was predicted that it would be difficult to find organisations that would completely
match the aforementioned criteria. Therefore, it was decided to focus also on
organisations that partly fit the selection conditions. Three organisations were
selected, including CloudSerUS, TechCorpUS, and EducInstUS, for further
questioning. Table 4-9 demonstrates these organisations and corresponding
characteristics, for which they were chosen. In order to select these organisations, a
short questionnaire was conducted over the phone with potential study participants to
ensure suitability.
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Table 4-9.

US organisations and corresponding characteristics

Organisations
CloudSerUS

Characteristics
High People-Orientation
High Solidarity
High Task-Orientation
High Sociability
Flat Structure
Information Security Policy Presence
Security Education Presence

TechCorpUS

High People-Orientation
High Solidarity
High Task-Orientation
High Sociability
Flat Structure
Information Security Policy Presence
Security Education Presence

EducInstUS

High People-Orientation
High Solidarity
High Task-Orientation
High Sociability
Flat Structure
Information Security Policy Presence
Security Education Presence

Five more interviews were conducted in these three organisations (CloudSerUS,
TechCorpUS, and EducInstUS). The body of data was analysed (phases 1 and 2 of
data analysis, see Appendix D) and provisional results have confirmed the
associations emerged in Stage 1 (Table 4-8). However, it must be noted that the
study’s findings related to the effect of procedural security countermeasures and
organisational culture values on employee security behaviour (phases 1-4 of data
analysis, see Appendix D) are not based on the US data only. The intent of the first
four phases of data analysis was to make conclusions based on the data collected in
both locations - United States and Ireland. Due to time constraints, it was necessary
to halt the data collection in the United States and return to Ireland (with the view to
return to the United States if required).
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Stage 3: In Ireland, the same process was repeated. At first, comparable
organisations in terms of size and levels of security were selected, including
BankOrgIrl, CharOrgIrl, ResRegIrl, BevCorpIrl, and PublOrgIrl (see Table 4-3).
Five interviews were conducted in these organisations (one in each organisation) and
subsequently analysed (phases 1 and 2 of data analysis, see Appendix D). Concepts
and associations between these concepts started to emerge and were similar to the
US preliminary findings in Stage 1 (see Table 4-8). Therefore, the selection criteria
for Stage 4 was similar to the criteria used to choose organisations in the United
States for Stage 2.
Stage 4: Three organisations (TechCorpIrl, TelCommCorpIrl, and EducOrgIrl),
comparable with the US organisations selected in Stage 2 in terms of size and a level
of security, were selected for further interviewing. Table 4-10 presents the
organisations and their corresponding characteristics.
Table 4-10.

Irish organisations and corresponding characteristics

Organisations
TechCorpIrl

Characteristics
High People-Orientation
High Solidarity
High Task-Orientation
High Sociability
Flat Structure
Information Security Policy Presence
Security Education Presence

TelCommCorpIrl

High People-Orientation
High Solidarity
High Task-Orientation
Flat Structure
Information Security Policy Presence
Security Education Presence

EducOrgIrl

Low Solidarity
High Task-Orientation
Information Security Policy Presence
Security Education Absence

Five more interviews were conducted in these three organisations located in Ireland
(TechCorpIrl, TelCommCorpIrl, and EducOrgIrl). The interviews were transcribed
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and analysed (phases 1 and 2 of data analysis, see Appendix D) and results have
confirmed the associations emerged in Stages 1 and 3 (Table 4-8). It is important to
note that the study’s findings are based on the data combined from both data sets.
After completing Stage 4, it was decided to halt interviewing as preliminary review
of data revealed that there was enough data obtained to make reasonable conclusions
and answer research questions.

4.7.6

Interview Procedure

In the US, interviews were conducted in September-November 2012 as part of a
student exchange programme, resulted in a 3-months trip to the United States. In
Ireland, interviews were carried out in July – September, 2013. Each interview lasted
between thirty minutes and one hour and forty minutes, the average time for US
interviews being forty-four minutes, and for Irish sixty-six minutes, resulting in 543
pages of transcribed text.
Despite the access difficulties outlined in section 4.8.3, nine interviews were
conducted in seven companies in US and ten interviews in eight companies in
Ireland. Most of interviews took place outside organisations. Prior to each interview,
the purpose of the study and why a particular interviewee was selected was
explained to study informants. Study participants from CloudSerUS, RetCoUS, and
TechCorpUS asserted that they will agree to conduct interviews under a condition
that they will not be expected to provide detailed information about technical
controls employed by their organisations to protect sensitive information. However,
since obtaining this sort of information was not a focus of this research, this
restriction did not affect the course of this study. Next, participant’s anonymity and
confidentiality were guaranteed and explained how it would be achieved.
Afterwards, the permission to record an interview was requested and further
explained that after the interview is transcribed, it will be sent to the interviewee for
a final inspection to assure the accuracy of facts. Interviewees were also informed
that interviews are voluntary and if an interviewee feels that a certain question is
inappropriate, they are allowed to leave it out. Finally, participants were advised to
feel free to interrupt, ask questions, and criticise a line of questioning as well as to
withdraw from the study at any time. At the end of each interview, participants were
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asked to provide demographic information. Information about the participants, such
as age, religion, their role in a company, years of experience, ethnicity, nationality,
gender, and a level of education was collected through the questionnaire. The
interviewees were informed that some demographic questions were sensitive (i.e.
age) and therefore participation was voluntary. However, each interviewee readily
shared this information.

4.7.7

Data Analysis Procedure

CCM is the data anlysis method employed in GT approaches (Matavire and Brown,
2013). Maykut and Morehouse (1994) pointed out that there are three
methodological approaches within the CCM. These approaches vary from a low to
high level of interpretation and abstraction from the data. The most basic approach
(low level of interpretation and abstraction) is purely descriptive and the “goal is to
let the research participants speak for themselves as much as possible, to tell thier
stories without interpretation” (Maykut and Morehouse, 1994, p. 122). The
researcher focuses on identifying salient themes without necessarily analysing
implications of these themes. The final outcome of this approach could be a
collection of personal journal entries or autobiographical stories, organised for a
coherent reading but not systematically analysed (Maykut and Morehouse, 1994). On
the other end, CCM that is typically employed to build a theory, requires high levels
of interpretation and abstraction from the data in order to develop concepts and
tenets of a theory with the aim to explain the phenomenon of interest.
In between these approaches is the method used in this study, which is characterised
by a mix of description and interpretation of data. The outcome of this method is an
interpretive-explanatory framework supported by participants’ quotes. In the context
of this study, the aim of the framework is to demonstrate how various factors may
influence employee security behaviour. The choice of this analytical procedure was
guided by the theoretical underpinning of this research study. In particular, the
extended General Deterrence Theory posits that procedural security countermeasures
deter computer abuse (Straub, 1990). Organisational culture scholars (e.g. Philips,
1984; Kilmann, 1985) and national culture scholars (e.g. Hofstede, 2001; Hall, 1976)
assert that culture affect behaviour. Therefore, the puspose of the analytical
procedure employed in this study was to discover associations between procedural
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security countermeasures and employee security behaviour as well as perceived
culture and employee security behaviour.
The CCM of data analysis is adapted with the aim to access and analyse individual
perceptions and integrate them into a theoretical model that seeks to explain social
processes operative in the world under study. It must be emphasised that whether
procedural operations are performed manually or electronically, the analytical
practice and its underlying principles remain the same. Taking in consideration this
prerequisite, this project supports the view that computer assisted qualitative data
analysis software can enhance efficiency of operations and facilitate transparency of
these operations. NVivo 10 was used in this project to analyse data.
A data analysis procedure consisted of nine phases (see Appendix D). Although the
data has been already analysed during its collection (phases 1 and 2), the analysis
were performed manually using pen and paper. Hence, it was decided to perform
phases 1 and 2 again in Nvivo to ensure that the body data is arranged in a structured
and systematic way. In the opening stage of the analytical process (Phase 1), the
body of data was segmented into discrete ‘incidents’ (Glaser and Strauss, 1967) or
‘units’ (Lincoln and Guba, 1985). A data unit is defined as the “smallest piece of
information about something that can stand by itself, that is, it must be interpretable
in the absence of any additional information other than a broad understanding of the
context in which the inquiry is carried out” (Lincoln and Guba, 1985, p. 345). The
goal of open coding is to systematically organise the data and uncover the essential
ideas found in the data (Baskerville and Pries-Heje, 2004). Each discrete unit of data
received a label that represented a phenomenon. This task refers to a nonhierarchical participant-driven deconstruction of data and resulted in two to some
extent distinctive sets of codes, 53 from the United States data and 53 from Irish (see
Appendices E and F for the full list of codes). An example of open coding is
presented in Table 4-11.
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Table 4-11.

Example of open coding (Phase 1)

Example excerpt from interview at CloudSerUS
Talking about information security rules...
In terms of the rules nobody has tried to violate the
[information security] rules.
Talking about how easy it is to approach management...

Open Coding/Labelling
Information security rules are
followed

Approachable management

Yes, absolutely [managers are easy to approach]. It could
not be easier...we talk several times a day...and it is veryvery easy. And it is not just for me. I think everybody in the
organisation is fairly easy to talk to...and it does not matter
whether they immediate managers or a few levels up.

Next, a set of first-round provisional categories was generated (Phase 2), to which
the segmented data would be coded (both positive and negative incidents that related
to a category were coded). These categories, which are broad descriptions of themes
and concepts, took two forms, in particular, participant-driven and researcher-driven
categories. The former were derived from familiarity with the participants’ customs
and language, while the latter were derived from a theoretical framework
underpinning this study. Hammersley and Atkinson (1983, p.153) explained the
analytical importance of participant-driven categories: “the actual words people use
can be of considerable analytic importance as the ‘situated vocabularies’ employed
provide valuable information about the way in which members of a particular culture
organize their perceptions of the world, and so engage in the social construction of
reality”.
While first-round categories are but broad descriptions of themes and concepts, and
categories will be undergoing content and definition change in the course of the
analytical process, generating these two forms of category offers a framework for
moving back and forth between ‘natural’ and ‘theoretical’ discourses. Araujo (1995,
p.68) elaborates that “codes should be viewed in two ways: as part of the analyst’s
wider theoretical framework and as grounded in the data; the process of coding data
should be regarded as an important intermediary step in translating social actors’
frames of meaning into the frame of theoretical discourse; coding frames therefore,
mediate between the ‘natural’ everyday discourses of the actors and theoretical
discourses in social science”.
Having segmented and labelled the body of data and generated a set of first-round
provisional categories, one-third of incidents or units were examined and placed into
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one or more of these categories, and, analysis of their content gave rise to the
formation of additional provisional categories (the final outcome was 30 categories
in the US data set and 30 in the Irish; see example in Table 4-12 and Appendices G
and H for a full list of the categories for both countries).
Table 4-12.

Example of data categorisation (Phase 2)

Open Coding/Labelling

Category

Approachable management

Flat structure

Opinionated environment
Socialising with management
Concern for people

High people-orientation

Everybody matters
Satisfied employees

The next phase of data analysis (Phase 3 - Coding on) involved further breaking
down incidents or units of data identified in the first phase in order to offer more indepth understanding of the highly qualitative aspects and offer clearer insights into
the meaning embedded therein. It must be noted that only a few units of data could
be decomposed further. Therefore, this task was performed only as required (see
example in Table 4-13 and Appendix I for Codes Hierarchy, which is the outcome of
Phases 1-3).
Table 4-13.

Example of coding on (Phase 3)

Open Coding/Labelling

Coding on

Opinionated environment

Addressing issues
Avoiding too restrictive
User input is important

Information security rules are followed

Could not be broken down further

The next stage of data analysis (Phase 4) involved analysing the provisional
categories identified in the second phase for their characteristics and properties – this
is a preparatory process for drafting up a propositional statement for each category.
Drafting propositional statements shifts the process beyond identification and
description of broad categories to that of analysing and cohering meanings
embedded in the data coded under each category, and then drawing up a theoretical
96

Chapter 4 Methodology
statement that endeavours to convey the collective meaning of the data segments
coded to each category. Maykut and Morehouse (1994, p. 140) defines a
propositional statement as “a statement of fact the researcher tentatively proposes,
based on the data”.
Each provisional category was then refined by developing a rule for inclusion in the
form of a propositional statement, coupled with sample data. For example, in the
emergent category labelled as flat structure, its rule for inclusion as a propositional
statement was developed as follows:
Flat structure: An organisational culture trait that has the following characteristics:
approachable management (“My manager is very easy to approach, it could not be easier. We
talk several times a day”; Software Developer, CloudSerUS), opinionated environment (“Yes,
I disagree with my manager a lot, sometimes multiple times a day”; Software Developer,
CloudSerUS), and socialising with management (“I go to lunch with my manager all the time.
I like him”; Security Researcher, TechCorpUS).

As a rule of inclusion was developed for each relevant category, the remaining two
thirds of the data segments were analysed, compared and coded. As the constant
comparative procedure progressed, data units that fitted with a rule for inclusion,
validated that category and emerging theoretical insights. Furthermore, data units
that failed to fit with existing categories already generated leads to the formation of
additional categories. Over the course of this analytical process, categories
underwent various changes: while some of them were substantiated quickly, others
were eliminated as irrelevant to the focus of inquiry; some were merged due to
overlap or needed to be re-defined, and new categories emerged. Throughout this
reiterative process, propositional statements of categories underwent modifications
as the theoretical insights were developed and refined into the phenomenon under
study. As the process drew to a conclusion, substantiated propositional statements
constituted the roughly formed outcomes of this research project. Some of these
propositions stood alone, while other propositions were inter-related, forming a first
draft of a conceptual framework of this study. Ultimately, the stand-alone as well as
inter-related propositions constituted the study’s outcome propositions or findings.
Overall, this phase of data analysis produced 29 stand-alone propositional statements
(see Appendix J) and 17 inter-related propositions (see Appendix K). An illustration
of an inter-related proposition is as follows:
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Security Training Presence and High User Information Security Awareness: Study
participants shared their point of view that security education increases user information
security awareness (“When a new member of staff starts, they have to do a generic training to
increase their understanding [about security], so that they do not compromise the company...
things like do not connect your device to company’s network, do not walk into the factory with
a wireless device”; IT Executive, TechCorpIrl)

The first four phases of data analysis were first completed with the US data, and then
with the Irish data set.
In the next phase (Phase 5), common and unique codes from both data sets were
merged into a common framework in order to facilitate a comparative analysis
between Ireland and the US. The outcome of this process was led to preliminary
conclusions as regards to differences between the two data sets and aspired to answer
third research question of this study. As a result of the comparative analysis, several
codes showed differences. The process of merging common and unique codes
consisted of a few segments. Initially, the two data sets were combined in NVivo
(see Figure 4-1)
Next, a query was run in NVivo with the aim to compare categories generated in
Phase 2 from both countries by the amount of participants. Query results showed
that five categories, including group non-compliance, high information security
value, low information security value, compliant behaviour, and non-compliant
behaviour, demonstrated notable differences (variation in at least 3 participants was
considered significant) (see Appendix L).
Subsequently, in Phase 6, the conceptual framework was refined as data reduction
took place: categories identified in the previous phase were further re-examined and
compared to research questions. As a result, outcome propositions irrelevant to the
focus of inquiry were eliminated, forming a framework that aims to answer first two
questions of this research project. In particular, three propositions, high peopleorientation has a negative effect on productivity, high rule-orientation has a negative
impact on productivity, and low sociability creates a feeling of isolation, were
dropped due to their irrelevance to the first two research questions. Furthermore,
results of comparative analysis were examined and findings irrelevant to the third
question were eliminated, too. A detailed outcome of comparative analysis is
available in Findings/Discussion Chapter in section 4.4.
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Figure 4-1.

Phase 5 - merge of two data sets in NVivo

The next three phases, including (i) writing analytical memos, (ii) validation of data,
and (iii) synthesising the memos into a coherent, cohesive and well supported
outcome statement or findings report, were executed simultaneously.
Writing analytical memos against the higher level codes (e.g. procedural security
countermeasures, OC, and NC) involved accurately summarising the content of each
category and its codes and empirical findings against such categories. Analytical
memos became part of Findings and Discussion Chapter. These memos considered 5
key areas:
1. The content of the cluster of codes, on which it was reporting.
2. The patterns where relevant.
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3. Considering background information recorded against participants and
considering any patterns that may exist in relation to participants’ profiles.
4. Considering the relatedness of codes to each other, and their importance to
addressing the research question and sequencing disparate codes and clusters
of codes into a story or narrative, which is structured and can be expressed in
the form of a coherent and cohesive chapter.
5. Considering primary sources in the context of relationships with the literature
as well as identifying gaps in the literature.
Validation involved testing, validating and revisiting analytical memos in order to
self-audit findings by seeking evidence in the data to support the stated findings and
seeking to expand on deeper meanings embedded in the data. This process involved
interrogation of data and resulted in evidence based findings as each finding must be
validated by being rooted in the data itself.
Finally, analytical memos were synthesised into a coherent, cohesive and well
supported outcome statement or findings report, partly producing a draft of
Findings/Discussion Chapter.

4.8

ENSURING THE TRUSTWORTHINESS OF

THE RESEARCH FINDINGS
In conducting research, scholars are faced with the challenge of creating a research
design that ensures the trustworthiness of the findings. However, without rigour,
“research is worthless, becomes fiction, and loses its utility” (Morse et al., 2002,
p.14). In the qualitative research, the soundness of research is evaluated by four
criteria, including credibility, transferability, dependability, and confirmability
(Shenton, 2004).
The concept of ‘credibility’ refers to the degree of confidence in the ‘truth’ study’s
findings have for a particular context (Lincoln and Guba, 1985). Erlandson (1993, p.
30) explains that credibility in qualitative research relates to the extent to which the
“constructed realities that exist in the minds of the inquiry’s respondents are
compatible with those that are attributed to them”. Lincoln and Guba (1985) argue
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that ensuring credibility is one of most important factors in establishing
trustworthiness of research.
The concept of ‘transferability’ relates to the extent to which study’s findings “can
be applied to other contexts or with other respondents” (Lincoln and Guba, 1985, p.
290). In positivist research, the concern often lies in demonstrating that the research
findings can be applied to a wider population. Shenton (2004, p.69) argues that since
results of qualitative inquiries are specific to a small number of environments and
individuals, it is impossible to demonstrate that the findings and conclusions are
applicable to other situations and populations. In contrast, Stake (1994) and
Denscombe (1998) suggest that although each case may be unique, it is also an
example within a broader group. Therefore, the possibility of transferability should
not be immediately discarded. However, Shenton (2004, p.69) point out that such an
approach can be only pursued with caution as it can “belittle the significance of the
contextual factors which impinge on the case”. Erlandson (1993) argue that
transferability of study’s findings can be evaluated through the use of thick
description and the detailed explanation of context of a study. Thick description
refers to detailed description of data, including the descriptions with sufficient detail
and precision in order to ensure transferability.
The concept of ‘dependability’ refers to the extent to which the study’s results are
considered stable over time and over conditions and assumes that if the work was
repeated in the same context, with the same methods and with the same participants,
similar findings would be acquired (Shenton, 2004). However, Marshall and
Rossman (1999) caution that the changing nature of the phenomena scrutinised by
qualitative investigators makes such provisions difficult to achieve. In particular,
Florio-Ruane (1991) emphasises how the researcher’s observations are tied to the
situation of the study. Lincoln and Guba (1985) argue that there is a link between
credibility and dependability, suggesting that a demonstration of the former
somewhat ensures the latter. Shenton (2004) proposes to address the issue of
dependability by reporting the process within the study in detail, enabling a different
researcher to repeat the study. Therefore, the research design may be considered a
‘prototype model’ and a reader can assess the extent to which proper research
practices have been employed.
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Finally, the concept of ‘confirmability’ refers to the extent to which study’s findings
are the product of systematic methodology and analysis and are the result of the
experiences and ideas of study participants rather than the characteristics and
preferences of the investigator (Shenton, 2004).
The research design employed in this research project was purposely designed to
maximise the credibility, transferability, dependability, and confirmability of the
study’s results. Table 4-14 demonstrates techniques utilised in this study to ensure
the trustworthiness of this study’s findings.

Table 4-14.

Ensuring the trustworthiness of the study’s findings

Technique
Member checks

Qualitative Criteria
Credibility

Transferability

Authors
Dependability

ü

Confirmability

Shenton (2004)
Lincoln and
Guba (1985)

Peer debriefing

ü

Lincoln and
Guba (1985)
Erlandson et al.
(1993)

Well established
research method

ü

Shenton (2004)

Tactics to ensure
honesty in
informants

ü

Shenton (2004)

Frequent meetings
with supervisors

ü

Shenton (2004)

Thick description

ü

Shenton (2004)

Detailed explanation
of study context

ü

Shenton (2004)

Detailed report of
processes within
study

ü

Shenton (2004)

Review of completed
project by
experienced
researcher

ü

Shenton (2004)

Validation of
findings

ü

Maykut and
Morehouse
(1994)
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In qualitative research, member checks is the most important method for establishing
credibility (Lincoln and Guba, 1985). Nonetheless, there are risks associated with
this technique. In particular, Erlandson et al. (1993, p.143) argue that “member
checks can be misleading if all members share some common myth or conspire to
mislead”. In the context of this study, this was not an issue as most of study
participants had diverse backgrounds and did not know each other. In this study,
member checking was conducted during interviews by verifying interpretations (e.g.
re-confirming assumptions/statements). Furthermore, after interviews were
transcribed, transcripts were sent to interviewees for verification purposes. Finally,
the study was published and presented at the number of conferences.
With peer debriefing, the researcher seeks advice from peers that will “refine and,
frequently, redirect the inquiry process” (Erlandson et al., 1993, p. 31). In this study,
peer debriefing was achieved from regular doctoral colloquiums attended at the
University of California in Berkeley organised by the School of Information with the
aim to assist PhD students in the course of their dissertations. A number of fruitful
discussions were also curried out with experienced academics that conduct research
in similar areas during conference visits.
In the course of establishing credibility, a well established research method was
selected for this study (Shenton, 2004). AGT is well-established, widely recognised,
credible and rigorous methodology (Glaser, 2001).
Tactics to help ensure honesty in informants were used to foster credibility (Shenton,
2004). In particular, each potential interviewee was given an opportunity to refuse to
participate in the project to ensure that data collection sessions involve those who are
willing to offer data freely. Participants were informed that there are no right or
wrong answers and the researcher does not aim to judge or criticise their views but
rather to produce an impartial report of individual perceptions on the study’s subject.
Interviewees were encouraged to interrupt the sessions at any time with any
questions/concerns, criticise a line of questioning and were notified that they are free
to withdraw from the study at any point. Sessions were recorded with the permission
of study participants. Finally, interviewees were reassured in complete anonymity
and confidentiality and informed of methods that ensured their confidentiality.
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Frequent meetings with supervisors is another means to ensure credibility of
research (Shenton, 2004). Shenton (2004) argue that through discussion, the view of
the researcher may be widened as others bring their experiences and perceptions. In
the course of this project, frequent meetings were held in person, over Skype and a
mobile phone with the first supervisor. The meetings were continued with the same
frequency even during two long-term trips abroad (total duration one year and three
months). Although fewer meetings were held with the second supervisor Prof.
Dough Tygar, his contribution was still imperative. Additionally, much of
communication with both supervisors occurred over emails. Frequent
communication with the supervisors played the key role in shaping and ultimately
producing this research project.
Thick description is an additional technique that was utilised to increase this study’s
transferability (Erlandson, 1993). Thick description involves collecting and reporting
sufficiently detailed descriptions of data in order to allow judgments about
transferability (Erlandson, 1993). In this project, thick description is evident in
Appendices E through L. Additionally, all findings are supported by direct
quotations, which are provided in Findings and Discussion Chapter.
In providing the detailed explanation of the context of a study to enable the reader to
make a transfer, Shenton (2004, p.70) advises to include the following information
about fieldwork:
1. The number of organisations taking part in the study and where they are
based (available in the section 4.7.2)
2. Any restrictions in the type of people who contributed data (restrictions that
could affect the course of the study were not reported)
3. The number of participants involved in the fieldwork (available in section
4.7.3)
4. The data collection methods that were employed (available in section 4.6);
5. The number and length of the data collection sessions (available in section
4.7.5);
6. The time period over which the data was collected (available in the section
4.6).
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Shenton (2004, p.71) argues that in order to address the dependability issue, the
investigator ought to report processes within the study in detail, “thereby enabling a
future researcher to repeat the work, if not necessarily to gain the same results”. In
particular, Shenton (2004, pp. 71-72) recommends to include the following
information into a research report:
1. The research design and its implementation, including what was planned and
executed on a strategic level (available in section 4.7);
2. The operational detail of data gathering, addressing the minutiae of what was
done in the field (available in section 4.7.5);
3. Reflective appraisal of the project, evaluating the effectiveness of the process
of inquiry undertaken (the project was rigorously supervised by two
experienced academics and an NVivo consultant).
In terms of confirmability, it can be ensured by validating findings (Shenton, 2004).
Data validation was performed in Phase 8 of data analysis and involved confirming
emerged findings with direct quotations from at least three participants.

4.9

EXPERT PANEL

After an interview guide was designed, experts in the area of information security
were consulted to ensure a reliable data collection instrument.
Expert panel for this study was comprised of three professionals:
•

A security executive with 25 years of experience in industry.

•

An academic with over 30 years of experience in the field of information
security, including teaching, research, and industrial experience.

•

An academic with 20 years of experience in the field of information security,
including teaching and research.

After consulting the aforementioned experts, some questions were rephrased to
refine their meaning, some were dropped as inappropriate, and some were shortened.
The following modifications were applied to the interview guide:
1. In the initial phase of designing a research instrument, to access the level of
hierarchy in organisations, the following question was included, “Is the door
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of your manager’s office closed most of the time?” However, one of the
members of the Expert Panel pointed out that many companies enjoy cubicle
environments and therefore, the problem of ‘closed doors’ has been already
solved for these organisations. Hence, this question was changed to: “Is it
easy to approach your manager?”
2. The series of questions were asked in an attempt to define the level of
friendliness in organisations (i.e. organisational value of sociability). These
questions are, “Do you ever have joint lunches with your colleagues
including management?”; “Is it a common practice in your organisation to
attend evening outings with colleagues including management?”; “Is it
common to have non-work related chats with your colleagues during work
hours?” The follow up question about a possible link between sociability and
employee security behaviour was phrased as follows: “Do you think friendly
atmosphere affects your behaviour with regards to information security?”
However, it was pointed out that this question makes an assumption that
atmosphere in an organisation is friendly. Therefore, a clearer phrasing was
suggested: “Do you think the perception of friendly or strict atmosphere
affects your behaviour with regards to information security?” This comment
was applied to all questions that tried to assess individuals’ perceptions of
OC.
3. Wallach (1983) describes bureaucratic culture as the environment where
responsibilities and authorities are clearly defined; work is highly organised
and detailed planning dominate. Therefore, a question on a detailed planning
was included, “Do you have to prepare frequent and through planning
related to your work activity?” However, one of the members of the Expert
Panel pointed out that not every regular employees has to do a lot of planning
in bureaucratic organisations. Therefore, this question was scraped.
4. Finally, it was suggested to include questions on reporting hierarchy within a
security team. One of the members of Expert Panel recommended that if a
middle-layer manager would have to report to a low level IT professional,
this would assume that this organisation does not take security seriously. On
the other hand, if the manager would have to report to CEO, then this
organisation takes security seriously. However, this question was dropped
because it is only suitable for large organisations.
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The big advantage of semi-structured interviews is the possibility to probe.
Therefore, although it was important to have a reliable research instrument,
questions still could be altered, corrected, or asked again during interviews. Semistructured interviews offer a researcher a great deal of flexibility.

4.10

SUMMARY

This study adopted an interpretive approach due to its exploratory nature. This is a
cross-cultural study conducted in the United States and Ireland and the initial choice
of countries was more opportunistic than deliberate. Following considerations of the
various research methods and data collection approaches available and their
strengths and weaknesses, the study adapted the following research design:
1. An analytical grounded theory approach was employed as research
methodology;
2. Unit of analysis is an individual;
3. Interview guide was constructed following a thorough analysis of the
literature;
4. Data were collected through qualitative interviews; the principle of
theoretical sampling guided data collection;
5. 19 interviews were conducted in the course of data gathering, 9 in the United
States and 10 in Ireland; the decision to halt interviewing was made because
theoretical saturation was reached; this decision was based upon the analysis
and continual review of collected data.
6. Constant comparative is the data anlysis method employed in this research
project. It consists of nine phases.
Next, Chapter 5 will present the results and discussion of this analysis and how the
findings answer research questions. As a final point, Chapter 6 will present study
conclusions and limitations.
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Chapter 5: Findings and Discussion
5.1

INTRODUCTION

In this chapter findings of this research study are presented with the aim of
answering research questions. It uses the conceptual framework (see Figure 5-1) to
demonstrate how procedural security countermeasures, perceived organisational
culture and perceived national culture affect employee security behaviour in
organisations. Since the unit of analysis of this study is individual, nine individual
interviews were conducted in the United States and ten in Ireland. Individual
interviews were conducted with the aim to grasp an individual perspective on how
various factors may affect employee security behaviour.

Figure 5-1. Conceptual framework used for this study
The structure of this chapter is as follows. First, findings on how procedural security
countermeasures tend to affect employee security behaviour are presented (section
5.2). Second, results on how perceived OC values tend to influence employee
security behaviour are demonstrated (section 5.3). Finally, findings are compared
between the two data sets (data from organisations located in the United States vs.
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data from organisations located in Ireland), and the evidence of differences is
documented in section 5.4. Each arrow in the conceptual framework is illustrated
with supporting evidence from the empirical data gathered through the use of
qualitative interviews. Where quotes are used, each quote is attributed to an
interviewee and their organisation by using organisational aliases and interviewee’s
profession (e.g. Software Developer, CloudSerUS; Security Executive RetCoUS as
outlined in Tables 5-1 and 5-2). The chapter concludes with a summary of findings
and the key contributions.
Table 5-1.

Facts about US organisations and interviewees

Organisations’
aliases

Industry type. When
founded, size.

Number of people
interviewed and their
organisational roles

CloudSerUS

IT; 1998; large

One person – Software Developer

RetCoUS

Finance; 1932; large

One person – Security Executive

CivEngCoUS

Civil Engineering; 1945; SME

One person – Civil Engineer

TechCorpUS

IT; 1968; large

Two Security Researchers

EducInstUS

Education; 1868; large

Two people – Administrator and
Professor with substantial industry
experience in the security field

FinCoUS

Finance; 1982; large

One person – Security Consultant

PublCoUS

Publishing; 2005; SME

One person – Business Owner
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Table 5-2.

Facts about Irish organisations and interviewees

Organisations’
aliases

Industry type. When
founded, size.

Number of people
interviewed and their
organisational roles

TechCorpIrl

IT; 1968; large

Two people – Product Manager and
IT Executive

CharOrgIrl

Charity; 1883; large

One person – Data Protection
Officer

BevCorpIrl

Food and Beverage Manufacturing;
1944; large

One person – IT Executive

PublOrgIrl

Publishing; 2000; SME

One person – Chief Editor

EducOrgIrl

Education; 1845; large

Two people – Administrator and
Lecturer with substantial
experience in information security
research

TelCommCorpIrl

IT; 1984; large

One person – Software Developer

ResRegIrl

Energy Regulation; 1999; SME

One person – Policy Analyst

BankOrgIrl

Finance; 1982; large

One person – Security Executive

5.2 PROCEDURAL SECURITY COUNTERMEASURES
AND EMPLOYEE SECURITY BEHAVIOUR
This section demonstrates findings that confirm the effect of procedural security
countermeasures on information security awareness and, ultimately, on employee
security behaviour (highlighted in Figure 5-2) and are presented in sections 5.2.1
through 5.2.3. In particular, findings reveal that study participants from both
countries believe that procedural security countermeasures, including information
security policies and security training, tend to encourage compliant behaviour.
However, procedural security countermeasures affect behaviour indirectly, through
information security awareness. In particular, information security awareness is an
outcome of procedural security countermeasures, while, in turn, employee security
awareness is the factor that has a tendency to encourage security-cautious actions.
Section 5.2.1 demonstrates evidence that supports the link between security
education, information security awareness, and compliant behaviour.

110

Chapter 5 Findings and Discussion

Figure 5-2. Results presented in sections 5.2.1-5.2.3

5.2.1 Security Education
In section 2.2.1.2.1, security education was defined as “instructions that provide
users with general knowledge of the information security environment, along with
the skills necessary to perform any required security procedures” (D’Arcy et al.,
2009, p. 5). Overall, out of 19 interviewees participated in this research project,
seven (from six organisations) report an absence of security training, while nine
(from seven organisations) report its existence (see Table 5-3). Two organisations,
PublCoUS and PublOrgIrl, are not included in this analysis because they are too
small to have security education in place. PublCoUS has four employees (including
Business Owner), two of which are working on a part-time basis. The Business
Owner reports that the only confidential information PublCoUS possesses is credit
card details of their clients, which are paper-based and stored in a physical safe in the
office. The office administrator is the only employee who has access to the safe and
she is aware that it has to be locked at all times. The owner of PublCoUS explains:
“Of course, there is no security training in PublCoUS – we are too little”

PublOrgIrl is a small voluntary organisation within an educational institution and is
responsible for issuing a local newspaper for students. Five journalists, who are
writing for the newspaper, are students of the same educational institution and are
111

Chapter 5 Findings and Discussion
managed by Chief Editor. Additionally, the Chief Editor reports that only one
journalist has an access to confidential information. She explains that clear
instructions on how to keep this information safe were given to this student. It is
unnecessary to implement security education in this organisation.
Out of seven organisations that provide security education, six consider information
security as their top priority and offer comprehensive security training as reported by
study participants (Table 5-3). Although security training is implemented in
TelCommCorpIrl, a Software Developer shares that the training is rather a ‘token’
and information security is not taken seriously in TelCommCorpIrl.
“Security training is a token, to be honest... Information security is not taken too
seriously”.

Next, this section proceeds with results reported in three sub-sections. Sub-section
5.2.1.1 is dedicated to findings that show how security education tends to affect
employee security behaviour, followed by sub-section 5.2.1.2 demonstrating how
security education tends to impact upon information security awareness.
Subsequently, sub-section 5.2.1.3 shows how information security awareness tends
to influence employee security behaviour. Finally, sub-section 5.2.1.4 outlines a
summary of findings of section 5.2.1.
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Table 5-3.

Security training in interviewees’ organisations in both countries

Interviewees

Security Training

Level of Comprehensiveness

Software Developer
(ClousSerUS)

Present

Comprehensive

Security Executive (RetCoUS)

Present

Comprehensive

Civil Engineer (CivEngCoUS)

Absent

Security Researchers
(TechCorpUS)

Present

Administrator (EducInstUS)

Absent

Security Consultant (FinCoUS)

Present

Comprehensive

IT Executive and Product
Manager (TechCorpIrl)

Present

Comprehensive

Data Protection Officer
(CharOrgIrl)

Present

Comprehensive

IT Executive (BevCorpIrl)

Absent

Lecturer and Administrator
(EducOrgIrl)

Absent

Software Developer
(TelCommCorpIrl)

Present

Policy Analyst (ResRegIrl)

Absent

Security Executive
(BankOrgIrl)

Absent

5.2.1.1

Comprehensive

Inefficient

Security Education and Employee Security Behaviour

Study participants from both countries from organisations like ClousSerUS,
RetCoUS, and TechCorpIrl suggest that security education tends to lead to
compliance with information security rules. For example, ClousSerUS provides
comprehensive security training to their employees, consequently, employees
comply with information security rules. A Software Developer from ClousSerUS
believes that security education tends to encourage information security compliance:
“Educating employees to make the right choices is very important...It is better to
educate people as to why some rule is there...or why you should not go to certain
sites... or why you should not do something within the corporate firewall...and this
approach, where you educate the employee, is seen as more conducive by me.”
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A Security Executive from RetCoUS, a company that highly appreciates information
security and therefore, provides high quality security education, stresses:
“Employee security training speaks directly to changing behaviour of employees”.

Further, information security is an important value in TechCorpIrl and employees
receive comprehensive security training. A Security Executive of TechCorpIrl
believes that the lack of security education tends to lead to non-compliant behaviour
due to the lack of knowledge:
“A lot of security issues are associated with human ignorance. I think there is an
aspect of what people do not know, they do not know, and then this causes the gaps
and exposures”.

BevCorpIrl and EducOrgIrl are organisations, where information security is not
taken seriously. An IT Executive from BevCorpIrl shares that employees
continuously break information security rules in his organisation. He believes that
the lack of security education tends to lead to non-compliant behaviour recorded in
BevCorpIrl. When the IT Executive was asked what would he do to change the
situation, he replied that the organisation should implement security training:
“I would put very simple policies in place and give clear business reasons of why we
need to do that... I think people need to be educated a little bit more”.

A Lecturer from EducOrgIrl also believes that the absence of security education
leads towards non-compliant behaviour in his organisation:
“Sensitive data has been accidently emailed to students or to people who have no right
to see it. And that often goes down to ignorance, in terms of not being aware that
there is a potential issue here... I believe that there has to be a security education
training and awareness program across the EducOrgIrl to increase awareness among
employees...”

5.2.1.2

Security Education and Information Security

Awareness
In both countries, study participants from ClousSerUS, TechCorpUS, TechCorpIrl,
and CharOrgIrl reveal that security education tends to increase employee
information security awareness. In section 2.2.1.2.3, user information security
awareness is defined as “an employee’s overall knowledge and understanding of
114

Chapter 5 Findings and Discussion
potential information security-related issues and their ramifications, and what needs
to be done in order to deal with security-related issues” (Bulgurcu et al., 2010b, p.2).
A Software Developer from ClousSerUS shares that his organisation does a fairly
good job educating employees, which reflects on their level of awareness as regards
to information security rules:
“My organisation does a fairly good job of educating employees... as to what we need
to do, what we do not need to do...It is possibly better to educate people as to why we
should not go to certain sites or why we should not do something within the corporate
firewall...”

TechCorpUS is another organisation that prioritises information security and
provides continuous security training. A Security Researcher demonstrates an
excellent level of awareness in terms of organisational security requirements:
“There are a lot of security rules in TechCorpUS... whenever we access TechCorpUS
confidential information, we should be very cautious... whenever we get any
document, we should be very cautious... think about it twice, ‘Is it OK to print a
document at home? Is it OK to store this document on my laptop?’ We need to
conform with the TechCorpUS’s rules... because security rules are a very effective
way to protect TechCorpUS’s priority assets....”

An IT Executive from TechCorpIrl further confirms that security education is an
effective way to increase employee information security awareness:
“...When a new member of staff starts, they have to do a generic training to increase
their understanding [about security], so that they do not compromise the company...
things like do not connect your device to company’s network, do not walk into the
factory with a wireless device...”

CharOrgIrl stores a lot of client’s private information, while client’s privacy is the
top priority in this organisation. CharOrgIrl provides security training in order to
bring awareness about their values regarding privacy. As a result, employees are
aware of how to protect privacy of their customers. A Data Protection Officer
reveals:
“Sometimes employees share with me during training that they feel that information is
kept from them... but if I explain why there is such a need... both in terms of people’s
rights but also in terms of law... I find once people understand the reason, they are
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generally okay with it then. So I think it is important to explain why a certain decision
is the way it is.”
“We have a canteen here... and we go to lunches together... but if anybody starts
talking work in the canteen, people would say ‘No work in the canteen’... because
people may start talking about things in a place that is inappropriate...”

In contrast, study participants from both countries, including organisations such as
BankOrgIrl, EducOrgIrl, TelCommCorpIrl, and CivEngCoUS, share that the lack of
security education tends to lead to the lack of information security awareness. For
example, BankOrgIrl is a financial institution that has comprehensive security
policies as protecting confidential information is the top priority. However, security
training in this organisation has not been implemented. A Security Executive from
BankOrgIrl points out:
“Information security rules work for me. But not for the users...I think they cannot
understand why they cannot do certain things...”

EducOrgIrl is an educational institution that holds a lot of confidential information.
An interviewee conveys that some of this information is stored on their information
systems, which are reasonably protected. Furthermore, individual members of staff
store a large portion of this information on their desks. However, security training
for employees is absent and, as a result, awareness of potential security issues is
lacking. A Lecturer from EducOrgIrl, an organisation that does not provide security
education, shares the following:
“There is a general lack of awareness in EducOrgIrl of the sensitivity of data and data
tends to float around on USB sticks. Sensitive data has been put on unencrypted USB
sticks and gotten lost or mislaid. Sensitive data has been printed and left in full view
on desks. Sensitive data has been accidently emailed to students or to people who
have no right to see it.”

TelCommCorpIrl is an organisation that provides ineffective security education to
their employees. Information security is briefly mentioned once as part of induction
when employees start working for this organisation. As a result, user awareness
regarding information security is lacking. A Software Developer from
TelCommCorpIrl discloses:
“I think information security rules should be made more visible... I think once people
get over their first week of the general training, information security is forgotten
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about... To be honest, there is not much thought gone into information security. There
is a lot of stuff in terms of products but in terms of regular information security...
people are not really aware of it and are not thinking of it day-to-day.”

CivEngCoUS also does not have security education in place. As a result, the
interviewee demonstrates the lack of understanding as to why some security controls
have been implemented. For instance, in order to protect an organisation from cyber
attacks, security teams commonly block some websites that are known for spreading
viruses, e.g. social media websites like Twitter and Facebook. However, the
interviewee is unaware of the threats that some websites impose and risks associated
with the visiting these websites:
“I would not block websites... but I would educate people what we have as a
security... My organisation does not provide security education and I do not like
it...For example, I do not know the type of virus scanning system that we have. I
know that all computers are scanned for viruses centrally... but what security they are
providing we do not know... So I would like my organisation to educate employees to
know about security”

Security education is an important procedural countermeasure with the ultimate
purpose of increasing users’ information security awareness by informing them
about organisational security requirements, normally outlined in information security
policies. It is particularly important to explain to employees the significance of
following information security rules. More specifically, employees should be
educated in relation to potential security threats that an organisation may be exposed
to if they do not obey the rules. Understanding the consequences that may follow if a
certain rule is not obeyed is critical. The outcomes of a security breach could be as
transitory as monetary loss or as terrible as complete disruption of business and loss
of life. It is logical to assume that if an employee realises that a certain action may
lead to such radical consequences, they will conform with rules (with an exception of
malicious intent).
Table 5-4 demonstrates that in organisations where effective security training is
implemented, employees have high information security awareness, while in
organisations where security training is lacking or present but is ineffective,
employees have low information security awareness (see Appendix J).
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Table 5-4.
Awareness

Link Between Security Training and Information Security

Organisation

Security Training

Information Security Awareness

CloudSerUS

Comprehensive

High

RetCoUS

Comprehensive

High

TechCorpUS

Comprehensive

High

FinCoUS

Comprehensive

High

TechCorpIrl

Comprehensive

High

CharOrgIrl

Comprehensive

High

CivEngCoUS

Lack of security
training

Low

EducInstUS

Lack of security
training

Low

BevCorpIrl

Lack of security
training

Low

EducOrgIrl

Lack of security
training

Low

TelCommCorpIrl

Ineffective security
training

Low

ResRegIrl

Lack of security
training

Low

BankOrgIrl

Lack of security
training

Low

5.2.1.3

Information Security Awareness and Behaviour

Evidently, security education tends to lead to compliant behaviour by increasing
employee information security awareness. Security training is an organisational
measure that aims to educate employees in terms of organisational security
requirements and rules, existing security risks and threats, as well as potential
consequences for the organisation and the offender. If security education does not
achieve the ultimate purpose of enhancing awareness as regards to information
security, it becomes ineffective. Therefore, consciousness about information security
plays the key role in encouraging security-cautious behaviour. Study participants
from ClousSerUS, CharOrgIrl, TechCorpUS, and EducInstUS share that information
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security awareness tends to encourage compliant behaviour. In particular, a Data
Protection Officer from CharOrgIrl shares:
“...Information security could become the focus of the grievance...with somebody else
it might not but it could with some people...And I do think a key to encouraging
compliance is explaining to people why some people have access to more information
than others... it is because of their responsibility and their role”.

A Software Developer from ClousSerUS reports that knowledge as regards to
potential security issues steers employee security behaviour:
“...When [employees] generally know that there is a good reason for not doing
something, they tend to adhere to the information security policy... probably that is
how people grow up... but if [employees] do not know, then it is bad...”

A Security Researcher from TechCorpUS reveals that an information security policy
tends to increase information security awareness, which, in turn, encourages
information security compliance:
“...Information security policy dictates things like what should I do with registered
secret documents and I have to follow those rules and I have not broken rules
regarding registered secret documents... this is one rule I would not want to break
because if something happens, it is bad.”

Finally, an Administrator discloses that while she is not aware if an information
security policy exists in EducInstUS and security education is absent, she is aware of
the importance of keeping Social Security Numbers (SSN) safe. Consequently, it is
Administrator’s consciousness about potential issues of compromising the SSN tends
to lead to compliant behaviour:
“A social security number is tied to a person regardless of where you are... that is how
one can prove their citizenship... people need a social security number to have access
to a lot of things in the United States... so it is a pretty personal number...that is why
we are very protective of this piece of information...for example, we will not send
personal information like social security numbers via email...”

On the other hand, study informants from BevCorpIrl, EducOrgIrl, and EducInstUS
report that the lack of information security awareness tends to prompt employees to
circumvent information security rules or exercise poor practices. More specifically,
an IT Executive from BevCorpIrl shares:
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“Information security rules are useful and I can see the sense of them...but I can see
why people circumvent them... Employees are not seeing the implications of why the
rule is in place. So they just see it as a challenge to bypass a system. And that
bypasses the security.”

An Administrator from EducOrgIrl, who has previously worked for a private
company where information security and confidentiality was a high priority, reveals:
“I would know, even though it is not written down anywhere, I would know not to
share my information. If there was an email that came into me and someone was
highlighting something to me, I would know not to circulate something because you
can have someone’s discussion and someone else’s discussion and someone else’s
discussion underneath. That is something I would know but not everyone would
know... I see emails coming with a whole stream of conversations going off
underneath... it could be private... and confidential...and it has happened...”

The above statements confirm that high information security awareness tends to lead
to employee compliant behaviour. In particular, study participants reveal that when
employees understand that there is a good reason behind a certain rule, they exercise
safe practices. Knowledge about consequences of non-compliant behaviour is vital.
On the other hand, when employees do not understand why a certain rule is in place,
they try to bypass it as they perceive it as a barrier to perform their main duties.
Information security awareness is the key factor that tends to promote securitycautious behaviour. Both Administrators from EducInstUS and EducOrgIrl reveal
that while their organisations do not have an information security policy or security
training, they are aware of potential dangers and therefore, exercise safe practices.
The ultimate purpose of security education is to increase information security
awareness.

5.2.1.4

Summary of Security Education Section

Table 5-5 demonstrates the key findings of section 5.2.1 and cases where these
findings were observed.
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Table 5-5.

Key findings
Key findings

Cases where finding observed

Security education tends to increase employee
information security awareness

Positive cases: ClousSerUS, TechCorpUS,
TechCorpIrl, CharOrgIrl;
Negative cases: BankOrgIrl, EducOrgIrl,
TelCommCorpIrl, CivEngCoUS.

Increased information security awareness tends to
lead to compliant behaviour

Positive cases: CharOrgIrl, ClousSerUS,
TechCorpUS, EducInstUS
Negative cases: BevCorpIrl, EducInstUS,
EducOrgIrl

Security education tends to influence employee
security behaviour indirectly, through information
security awareness

Positive cases: TechCorpUS, FinCoUS,
TechCorpIrl, ClousSerUS, RetCoUS,
CharOrgIrl;
Negative cases: CivEngCoUS,
EducInstUS, BevCorpIrl, EducOrgIrl,
TelCommCorpIrl, ResRegIrl, BankOrgIrl.

Study results demonstrate that security education tends to increase employee
information security awareness. The purpose of security training is to educate
employees on how to protect vital organisational assets (i.e. introduction to
information security rules and ways to follow them) and why a certain set of rules
has to be in place. The ‘why’ is particularly important because if employees do not
understand the significance of a certain rule, they may not be able to justify the extra
effort they need to make to follow the rule, and, consequently, violate organisational
information security requirements. Additionally, when employees do not understand
the reason behind security rules, they may give inaccurate interpretation of their
presence.
Furthermore, by giving details of dreadful consequences that an organisation may
experience in the event of a security breach, security education appeals to employee
conscience and loyalty to the organisation. Finally, fear appeals are induced when
security education outlines consequences for the offender. Once all these aspects are
covered through comprehensive security training (i.e. how to protect sensitive
information, why there is a need to follow rules, consequences for both the
organisation and the offender), employees become information security conscious
and therefore, are inclined to follow rules. Results of this study indicate that in the
observed organisations security education tends to lead to employee compliant
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behaviour by increasing information security awareness. While studies by Straub
(1990) and Barlow et al. (2013) indicated that security training has a direct effect on
employee security actions, it must be noted that information security awareness is an
outcome of security education and therefore, security education impacts employee
security behaviour indirectly, through information security awareness.
Various IS studies are in accordance with this conclusion. For example, Siponen
(2000) asserted that information security awareness is one of the most important
antecedents of behaviour. Furthermore, in their empirical study, Bulgurcu et al.
(2010b) concluded that general information security awareness has a positive effect
on employee security behaviour. Moreover, Dinev and Hu (2007) found that the user
awareness of the issues and threats from harmful technologies is a strong predictor of
user behavioural intention toward the use of anti-spyware technologies. Finally,
D’Arcy et al. (2009) reported that when users are aware that security policies exist,
they are less likely to engage in IS misuse.
While prior research indicates that security education increases information security
awareness, empirical evidence that confirms these claims is lacking. This research
project provides such evidence. Furthermore, although Bulgurcu et al. (2010a)
concluded that information security awareness has a positive impact on employee
security behaviour, Lee et al (2004) provided contradictory conclusions. This study,
however, provides empirical evidence that increased information security awareness
tends to lead to compliant behaviour.

5.2.2 Information Security Policy
In section 2.2.1.2.2, the Information Security Policy was defined as a “written
statement that defines the requirements for the organisational security management,
the employees’ responsibility and obligations, sanctions and countermeasures for
non-compliance” (Cheng et al., 2013, p.448). The information security policy has
been highlighted as one of the most important instruments to ensure the effective
working of information security in organisations (Chan et al., 2005). The primary
purpose of the information security policy is to outline organisational security
requirements and rules. Additionally, the information security policy may contain
information on penalties/rewards imposed in the event of non-compliant/compliant
behaviour.
122

Chapter 5 Findings and Discussion
In total, out of 19 interviewees participated in this research project, two (from two
organisations) report that they are not aware if the information security policy is
present in their organisations, while twelve study participants (from 11
organisations) inform that the information security policy is present (see Table 5-6).
Two organisations, PublCoUS and PublOrgIrl, are not included in this analysis
because they are too small to have the information security policy in place (see
detailed explanation in section 5.2.1). Out of twelve study informants that report the
presence of the information security policy, eight (from six organisations) share that
their organisations consider information security as the top priority and offer
effective information security policies (Table 5-6). An effective policy has a desired
effect on information security awareness and therefore, on employee security
behaviour, as opposed to inadequate policy that exists to rather ‘tick a box’. With
regards to an effective information security policy, employees are aware of its
existence, familiar with its content and conscious of existing security threats. A
Software Developer from ClousSerUS describes a comprehensive information
security policy as follows:
“There are some very defined principles and rules structured to the security policy
within the company. They do a fairly good job of educating as to what we need to do,
what we do not need to do. There are some policies with respect to, for example,
password changing... every thirty or forty-five days you have to change your
password...you might run out of passwords but you still have to change it.”

Although an information security policy is implemented in EducInstUS, a Professor
shares that the policy is inadequate, - that is while the information security policy
exists and, as the Professor characterises it, ‘is wonderful’, employees are not aware
of the existing rules and consequently, it does not have the desired influence on
security behaviour:
“We have a wonderful security policy on the books... But what is officially on the
books and what the actual practice is, those are two different things... No one knows
what is on the books because they do not pay attention to it... So there is a policy but
no one ever reads it... Written security policy does not affect behaviour”

Although the information security policy is an important information security
measure, its simple presence in an organisation does not have the desired effect.
Study participants propose that for the information security policy to be effective, it
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has to have certain qualities (the summary of these qualities is available in Table 58). For example, a Security Executive from RetCoUS suggests that information
security policies have to be updated regularly because information security is
constantly evolving, such as threats are changing and therefore, security controls
have to change accordingly:
“We are updating all of our policies because they are outdated. Information security is
always changing, the threats are always changing, the environment is always
changing, and so we have to keep policies up to date”

Table 5-6. Security policy in interviewees’ organisations in both countries
Interviewees

Information Security
Policy

Level of Effectiveness

Software Developer
(ClousSerUS)

Present

Effective

Security Executive (RetCoUS)

Present

Effective

Civil Engineer (CivEngCoUS)

Not aware if security policy
exists

Security Researchers
(TechCorpUS)

Present

Effective

Administrator (EducInstUS)

Not aware if one exists

Inadequate

Security Consultant (FinCoUS)

Present

Effective

IT Executive and Product
Manager (TechCorpIrl)

Present

Effective

Data Protection Officer
(CharOrgIrl)

Present

Effective

IT Executive (BevCorpIrl)

Present

Inadequate

Lecturer and Administrator
(EducOrgIrl)

Present

Inadequate

Software Developer
(TelCommCorpIrl)

Present

Inadequate

Policy Analyst (ResRegIrl)

Absent

Security Executive
(BankOrgIrl)

Present

Inadequate

Next, study informants express that employee feedback has to be taken in
consideration for the information security policy to function properly. In particular,
employees have to apply rules outlined in the information security policy in practice
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and if a certain rule is hard or impossible to utilise, employees will circumvent it. A
Security Executive from RetCoUS stresses:
“Having this open dialogue, employees can change the rules by bringing things up. I
have seen it happen in the past... So the policies have been changed based upon the
use of the users and them providing that feedback... RetCoUS want to make sure that
information security that is implemented is there to augment the business and not
prevent the business from moving forward and so that feedback is really important.”

Further, study participants from FinCoUS, BankOrgIrl, and TechCorpUS admit that
when rules hurt productivity or hard to follow or contradict common sense,
employees break them:
“I try to follow the rules... but some rules are annoying and people are trying to find
ways to circumvent them” (Security Researcher, TechCorpUS).
“Sometimes IT security policies are a barrier to getting things done as quickly and as
correct as possible. And if an employee is rewarded for getting stuff done quicker,
they will bypass” (IT Executive, BevCorpIrl)

Further, interviewees from BevCorpIrl, EducInstUS, and EducOrgIrl suggest that the
simple existence of information security policies will not have a desired effect. More
specifically, policies have to be visible to employees to increase employee
information security awareness. An IT Executive from BevCorpIrl shares:
“There are information security policies but they are hidden away on some website
someplace. An employee would have to look for them. They are not in front of
people’s faces. People do not see them”

Moreover, study informants point out that policies must be enforced. In particular,
regular audits have to be in place to check if policies are adhered to. Additionally,
employees who break the rules as well as managers on duty must be held
accountable if information security policies are ignored. An IT Executive from
BevCorpIrl suggests:
“We have a clean desk policy but it is not adhered at all. It would take a simple check
by a manager in the evenings to enforce it but it is not done… It is important to have
regular, proper security audits, where people and their managers are held
accountable.”

Study informants believe that policies have to be adjusted to a particular
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unit/department. More specifically, while a central information security policy
should exist in an organisation, it has to be adjusted to units or departments in order
to allocate information specific to this unit/department. A Lecturer from EducOrgIrl
recommends:
“It is very well security policies being in place at an organisational level. But we need
to have policies in place right down to individual units”

An IT Executive from BevCorpIrl makes a similar argument:
“There is a central policy. I have not seen an Ireland specific one, a specific one for
our business unit. And we need something of that level, to tie in with our business
and what we do on a day to day basis.

Next, section 5.2.2 is divided into sub-sections. Sub-section 5.2.2.1 demonstrates
how the information security policy tends to affect information security awareness
and sub-section 5.2.2.2 describes how the the information security policy tends to
influence employee security behaviour. Finally, this section concludes with a
summary of key findings (sub-section 5.2.2.3).

5.2.2.1

Information Security Policy and Security Awareness

In both countries, study informants from ClousSerUS, TechCorpIrl, TechCorpUS,
and RetCoUS suggest that information security policy tends to increase user
information security awareness. In section 2.2.1.2.3, information security awareness
is defined as “an employee’s overall knowledge and understanding of potential
information security-related issues and their ramifications, and what needs to be
done in order to deal with security-related issues” (Bulgurcu et al., 2010b, p.2). For
example, a Product Manager reveals that information security is the top priority in
TechCorpIrl. There is a very detailed information security policy in place that
outlines organisational information security requirements as well as instructs
employees in terms of appropriate and inappropriate actions. The Product Manager
asserts:
“I think [when policy is present], people are very conscious of what is appropriate and
what is not appropriate because the policy dictates what they can do and what they
cannot do...”
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RetCoUS is another organisation where information security is taken seriously. The
organisation has a comprehensive information security policy in place. A Security
Executive from RetCoUS reveals that the information security policy tends to create
awareness in terms of how to comply with organisational information security
requirements:
“...Information security policies...inform people at all levels in the business how to
conform with information security requirements”.

A Security Researcher from TechCorpUS confirms that same argument:
“...In my previous job I was allowed to work from home... but [security policy] of
TechCorpUS has different rules...if I am working with TechCorpUS confidential
asset, I cannot work from home because TechCorpUS has very secure network, while
your home network may not be secure...”

Further, a Software Developer from ClousSerUS believes that the information
security policy tends to increase information security awareness and has a tendency
to promote compliant behaviour. He stresses that when the information security
policy is present, employees understand what “good” and what “bad” behaviour is
and act accordingly:
“When there are no security policies, employees generally do not know what is right
and what is wrong... therefore, employees are probably more susceptible to doing
something that one may not think is wrong... so a policy generally tells employees
what is right and what is wrong... and as a result, employees are aware that they have
to be careful about their passwords... that they have to change passwords frequently...
that they cannot leak customer information...”

5.2.2.2

Information Security Policy and Employee Security

Behaviour
Study participants agree that the information security policy tends to increase
employee awareness about the important role of information security in an
organisation. Employees also understand what “good” and what “bad” behaviour is.
The purpose of the information security policy is not only to outline a set of proper
and improper actions but also to give details of consequences of undesirable
behaviour and enlighten users about security threats. In particular, employees must
understand the devastating outcomes that their organisation may face due to
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unacceptable behaviour. As a result, users become aware why certain security
controls are in place and they have a good understanding as to why they have to
follow information security rules. Consequently, employees tend to behave
appropriately, which is further confirmed by interviewees from ClousSerUS,
RetCoUS, TechCorpUS, and FinCoUS. For example, a Security Executive from
FinCoUS stresses:
“Yes [security policy affects employee security behaviour], I think it [security policy]
creates a framework that people shape their day-to-day work around.”

Further data analysis reveals that in organisations where the information security
policy is either not present or present but inadequate, employees tend to practice
perilous security practices (e.g. TelCommCorpIrl, EducOrgIrl, EducInstUS,
BevCorpIrl, BankOrgIrl). For example, an Administrator from EducOrgIrl shares
that she has not seen or read the EducOrgIrl’s information security policy although it
probably does exist. She further discloses instances of poor security practices:
“I will put my hand up and say 'Yes, I do look on Facebook'. I am not going to deny
that... I do it from time to time... It could be well in the middle of a day... I will be on
the computer all day long inputting, inputting, inputting... and then I just get a break
away from it [and go on Facebook]. I probably should not. It is on the Information
Solutions and Services website that we are not supposed to do that... but we all do
that.”

BankOrgIrl is a financial institution. A Security Executive shares that although
security policies are implemented, they are not particularly visible. He states that it is
employees’ responsibility to read the policies and the organisation has no system in
place to verify whether employees read it or not. The Security Executive shares that
BankOrgIrl experiences problems regarding poor security practices:
“I would like to be a bit stricter on some of the rules... because sometimes you go
down the route of putting something in place and having it there... and then a certain
person in a senior position might come along and say ‘I want to have access to this’.
And I have to circumvent the rule for that person... Not everybody breaks the rules but
there are some people... because of who they are... and this is a breach of our security
policy.”
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BevCorpIrl is another organisation where the information security policies are not
particularly visible and employees circumvent information security rules. An IT
Executive reveals:
“There are some policies... but you have to go and look for them. And it is only when
there is an issue that people go looking for them... I have definitely seen rules being
broken... I have seen people bypass safety and quality and IT policies just to get stuff
done... get it out the door... And a level of acceptance for that from peers... it is not
like if one person did it, everyone going ‘Oh!’ They are not going to tell on
somebody as well... I have seen plenty of rules being broken... They do not understand
the implications of why the rule is in place...”

The above statements demonstrate that in organisations where information security
policies are not present at all or not visible, employees tend to circumvent
information security rules. The reason behind this tendency is that employees are not
aware of implications that may follow if the rules are broken. The lack of awareness
tends to lead to inappropriate behaviour. Table 5-7 demonstrates that in organisations
where the information security policy not only exists but is also effective, employees
are inclined to have a high level of information security awareness, while in
organisations where the information security policy is either not present or present
but inadequate, employees tend to have a low level of information security
awareness.
The results provided in Table 5-7 permit to conclude that information security policy
tends to lead to compliant behaviour by increasing employee information security
awareness. In the empirical vein, Straub (1990) concluded that the information
security policy is an important predictor of information security compliance. D’Arcy
et al. (2009) revealed that when users are aware that a security policy exists, they are
less likely to engage in IS misuse.

129

Chapter 5 Findings and Discussion
Table 5-7.

The Impact of security policy on information security awareness

Interviewees

Information
Security Policy

Information Security
Awareness

Software Developer
(CloudSerUS)

Effective

High

Security Executive (RetCoUS)

Effective

High

Security Researchers
(TechCorpUS)

Effective

High

Security Consultant (FinCoUS)

Effective

High

IT Executive and Product
Manager (TechCorpIrl)

Effective

High

Data Protection Officer
(CharOrgIrl)

Effective

High

Civil Engineer (CivEngCoUS)

Unaware if security
policy is present

Low

Administrator (EducInstUS)

Unaware if security
policy is present

Low

IT Executive (BevCorpIrl)

Present but ineffective

Low

Administrator and Lecturer
(EducOrgIrl)

Present but ineffective

Low

Software Developer
(TelCommCorpIrl)

Not present

Low

Policy Analyst (ResRegIrl)

Not present

Low

Security Executive (BankOrgIrl)

Present but ineffective

Low

Study participants in this research project note that the information security policy
serves as guidelines as it simply clarifies which employee actions are acceptable and
which are not. The lack of guidelines, on the other hand, may lead to mistakes
caused by self-judgment and the lack of knowledge. Therefore, the ultimate purpose
of the information security policy (as with security education) is to increase
employee information security awareness. Information security awareness, in turn,
tends to lead to compliant behaviour (Bulgurcu et al., 2010b; D’Arcy et al., 2009;
Dinev and Hu, 2007; Siponen, 2000).
Furthermore, the information security policy normally outlines sanctions utilised by
an organisation in instances when an employee deliberately violates rules set by the
policy. In a sense, information security policies can be viewed as organisational laws
and prior research suggests that laws can discourage individuals from engaging in
illicit acts (von Hirsch et al., 1999; Tittle, 1980). The term ‘law’ includes prescribed
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actions and their enforcement by controlling authority (D’Arcy et al., 2009). Security
policies can be viewed as organisational laws because they contain prescribed
actions for employees and the enforcement of these actions through sanctions.
However, the information security policy is an organisational artifact, and while it is
idle, it will not have the desired effect. The information security policy content must
be distributed somehow among employees in order to increase their information
security awareness, security education being one of the possible ways. Employee
consciousness about security threats and consequences of inappropriate actions is the
key factor in encouraging information security compliance. Furthermore, study
informants reveal that information security policy must have certain qualities in
order to have the required impact (see Table 5-8).

5.2.2.3

Summary of Information Security Policy Section

The above statements and analysis permit to make a few conclusions. Firstly, a
simple presence of the information security policy in an organisation does not tend to
have the desired impact on the employee level of information security awareness and
on their security behaviour. Study participants point out that for the information
security policy to be effective, it must retain certain qualities outlined in Table 5-8
(see Appendix J).
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Table 5-8.

Summary of effective security policy characteristics

Characteristic
Up to date policies

Employee feedback is
important

Policy visibility

Enforcing policies

Unit-based policies

Description
Since security threats are constantly evolving,
organisations have to keep their security
measures up to date too. As a result, security
policy has to be updated accordingly as it has
to reflect the current environment rather than
the past.
Employee feedback is important when
designing and implementing information
security policies. Since employees have the
practical experience of applying information
security rule (as opposed to policy analysts),
they are aware which rules are effective and
which are not. If a certain rule is ineffective,
employees may try to circumvent it.
If an information security policy is
implemented but employees are not aware that
it exists and what is in its content, the policy
will not have the desired effect
Policies must be enforced, such as employees
have to be checked if they follow the rules and
held accountable if not. Furthermore,
managers on duty have to be held accountable
if rules are not adhered to
It is important to have a central information
security policy and then adjust it to
departments or units within an organisation in
order for the information security policy to be
relevant to a particular function of this
department or unit

Cases where
finding observed
ClousSerUS
RetCoUS
CharOrgIrl

BevCorpIrl
RetCoUS
ClousSerUS

BevCorpIrl
EducOrgIrl
EducInstUS
BevCorpIrl
EducOrgIrl
EducInstUS
EducOrgIrl
BevCorpIrl

Table 5-9 demonstrates the key findings of this section and cases where these
findings were observed:
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Table 5-9. Key findings
Key findings

Cases where finding
observed

Information security policy tends to increase employee
information security awareness

ClousSerUS, TechCorpIrl,
RetCoUS
Negative cases: ClousSerUS

Employee information security awareness tends to lead to
compliant behaviour

CharOrgIrl, ClousSerUS,
TechCorpUS, EducInstUS
Negative cases: BevCorpIrl,
EducInstUS, EducOrgIrl

Information security policy has a tendency to encourage securitycautious behaviour indirectly, through information security
awareness

TechCorpUS, FinCoUS,
ClousSerUS, RetCoUS;
Negative cases: EducOrgIrl,
TelCommCorpIrl,
BevCorpIrl, BankOrgIrl.

Further, the findings of this research project demonstrate that the information
security policy tends to increase employee information security awareness. The
information security policy aims to outline organisational information security
requirements and the rules that are derived from these requirements. Furthermore, in
some instances information security policies provide information on sanctions or
rewards implemented in the events of non-compliant or compliant behaviour,
respectively. It is important, however, that employees are aware of the information
security policy existence and its content.
The most common way to inform employees about the information security policy
and its content is through security education. However, study participants
demonstrate that the knowledge of rules and safe practices can be obtained by other
means, such as by observing colleagues’ behaviour, through direct instructions from
supervisors, through previous work experience, and by reading information security
policies independently (Table 5-10). Hence, employee information security
awareness is the key factor that tends to encourage compliant behaviour. The
information security policy, on the other hand, is an organisational artifact that
intends to increase information security awareness. Findings of this study indicate
that the information security policy is inclined to promote employee compliant
behaviour by increasing information security awareness. Although Straub (1990)
confirms that the establishment of information security policies in organisations is
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vital to encourage security compliant behaviour, he does not specify that the
information security policy affects employee actions indirectly through information
security awareness. In their empirical study, Lee et al. (2004) found that the
information security policy had no impact on IS misuse behaviour. This
contradicting finding could be explained by the employees’ lack of awareness of
security policies. Herath and Rao (2009) and Albrechtsen (2007), however, assert
that the presence of the information security policy does not lead to desirable actions.
Employees must be aware of the information security policy and its content and must
understand why certain security measures are in place.
This research project, however, provides empirical evidence that information
security policies tend to lead to compliant behaviour by increasing information
security awareness.

5.2.3 The Role of Information Security Awareness
Security education and the information security policy are procedural security
countermeasures that play vital role in encouraging information security compliance.
It must be noted, however, that the information security policy is an organisational
artefact that, if stays idle, will not have the desired effect. In particular, employees
must be aware of its existence and content. Security education is a tool that
distributes information outlined in the information security policy. Therefore,
employee information security awareness is an outcome of the information security
policy and security education. Study participants demonstrate safe security practices
even in organisations where the absence of both the information security policy and
security education was recorded. A high level of information security awareness can
come from various sources (see Table 5-10). For example, an Administrator of
EducInstUS reveals that she is not aware if the information security policy is present
and security education is not implemented in the organisation. The Administrator
utilises some poor security practices due to the lack of information security
awareness. However, at the same time, the Administrator demonstrates
consciousness as regards to protecting customers’ SSNs and therefore, reveals that
she and her colleagues are very protective about SSNs and they strictly follow safe
security practices. In this instance, awareness regarding information security arrives
from the observation of the common practices applied within the department by her
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colleagues. Although the Administrator is not aware of the information security
policy presence, it is also possible that her immediate manager is familiar with the
information security policy and therefore, the rules are distributed through simple
instructions when employees start first and, consequently, by observing the
behaviour of others.
In EducOrgIrl, security education is also not implemented and the Administrator
shares that she is not aware of the information security policy presence. Although the
Administrator employs some unsafe security practices, she also demonstrates a high
level of information security awareness, obtained in previous employment. This
knowledge tends to encourage information security compliance, where the
Administrator also applies safe security practices and shares that her colleagues do
not do the same due to the lack of knowledge. A Professor from EducInstUS further
confirms this argument by sharing that he is pretty careful about information security
because he works in the area. Therefore, employees may demonstrate safe security
practices as a result of their own knowledge without even knowing if the information
security policy exists.
Finally, BankOrgIrl has information security policies in place but lacking security
education. Employees are obliged to read the policies independently and sign the
document confirming that they read it. The Security Executive reveals that most of
people conform with the information security rules. Therefore, another way of
distributing the content of information security policies is to let employees read the
policies independently. The summary of the sources of employee information
security awareness is presented in Table 5-10. Therefore, information security
awareness is the key factor that tends to lead to security-cautious behaviour, while
the information security policy and security education are the measures that are
likely to increase information security awareness.
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Table 5-10. Various sources of information security awareness
Interviewees

Information
security policy

Security
training

Sources of information
security awareness

Administrator
(EducInstUS)

Unaware if security
policy is present

Not
implemented

Common practices

Administrator
(EducOrgIrl)

Unaware if security
policy is present

Not
implemented

Previous work experience

Security Executive
(BankOrgIrl)

Security policy is
present

Not
implemented

Reading security policy
independently

Civil Engineer
(CivEngUS)

Unaware if security
policy is present

Not
implemented

Regular supervision by the
immediate manager

While several studies (e.g. Straub, 1990; Chan et al., 2005; Siponen et al., 2009;
Barlow et al., 2013) claimed that the information security policy and security
education directly affect employee security behaviour, the findings of this study
suggest that the information security policy and security training are the tools that
tend to increase information security awareness, and information security awareness,
in turn, is inclined to encourage compliant behaviour.
While IS researchers argued that the ultimate purpose of procedural security
countermeasures is to increase information security awareness (Siponen et al., 2009),
empirical evidence to support these claims was lacking. This research project
provides such evidence. Furthermore, the effect of information security awareness on
employee security behaviour was unclear due to contradictory findings (e.g.
Bulgurcu et al., 2010a vs. Lee et al., 2004). This study provides empirical evidence
that information security awareness tends to lead to compliant behaviour. Therefore,
employee information security awareness tends to be the key factor that leads to
compliant behaviour.

5.3 ORGANISATIONAL CULTURE VALUES AND
EMPLOYEE SECURITY BEHAVIOUR
Data analysis shows that there is a link between perceived OC and employee security
behaviour. In particular, values of solidarity and people-orientation tend to lead to
compliant behaviour, while sociability, and task-orientation have a tendency to
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encourage employee non-compliant actions. Additionally, flat structure tends to
encourage employees to address issues related to information security and therefore,
improves the overall level of information security in organisaitons. The links
described in this section are highlighted in Figure 5-3.

Figure. 5-3 Results presented in sections 5.3.1-5.3.7

5.3.1 People-Orientation
In section 2.2.2.3.1, people-orientation was defined as “a concern for people issues”
(Cooke and Lafferty, 1987, p.52). During the course of data analysis, the following
three traits of high people-orientation emerged: high concern for people, everybody
matters, and satisfied employees. On the contrary, low concern for people is a
characteristic of low people-orientation (see Appendix J). In high people-oriented
organisations, employees typically express their satisfaction with working
conditions, while in low people-oriented organisations, members share their
disappointment.
Out of 19 interviewees that took part in this study, fourteen (from eleven
organisations) report that their organisations employ measures to satisfy people and
therefore, are described as high people-oriented (Table 5-11). Employees share that
various incentives are used in these organisations to increase their job satisfaction.
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For example, an Administrator reveals that she is pleased with the benefit system
provided by EducInstUS:
“I do get health and other benefits and this is very fortunate because I am not even a
full-time employee”

Further, employees from CivEngCoUS and EducOrgIrl characterise their
organisations as low people-orientation. Although employees have to work hard,
CivEngCoUS offers pitiable benefits and low job security, and does not provide
opportunities for employees to realise their potential and ambitions. In EducOrgIrl,
an Administrator points out to poor working conditions and the lack of promotions.
Furthermore, in PublOrgIrl and FinCoUS, employees express mixed comments as
regards to people-orientation therefore, the level of people-orientation was not
determined in these organisations.
Table 5-11. Level of people-orientation in participated organisations
Interviewees

Level of peopleorientation

IT Executive and Product Manager (TechCorpIrl),

High

Data Protection Officer (CharOrgIrl)
IT Executive (BevCorpIrl)
Software Developer (TelCommCorpIrl)
Policy Analyst (ResRegIrl)
Security Executive (BankOrgIrl)
Software Developer (ClousSerUS)
Business Owner (PublCoUS)
Security Executive (RetCoUS)
Security Researchers (TechCorpUS)
Administrator and Professor (EducInstUS)
Low

Administrator (EducOrgIrl)
Civil Engineer (CivEngCoUS)

Subsequently, ten out of 19 study participants expressed their satisfaction with
working conditions provided by their organisations (see Table 5-12). For example,
an Administrator reveals that there is a family-like environment in EducInstUS,
where people are very happy:
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“My department tends to keep people for a very long time… People do not leave
because they are fired or they are unhappy, they leave because a better opportunity
arises for them”

On the other hand, an Administrator from EducOrgIrl expresses the level of
dissatisfaction with her organisation:
“We have not got any opportunities to be promoted lately. There is a huge amount of
negativity over that…People feel it has been unfairly done…Some people have to
work very long hours. Four years ago my colleague was on maternity leave and there
was no replacement. I had to cover three full-time jobs…”

Four study participants (from four organisations) express mixed feelings towards
their organisations (see Table 5-12). For example, while a Security Executive from
BankOrgIrl complains about an unfair bonus system, he appreciates organisational
incentives like free lunches and a high level of flexibility in terms of working hours.
Finally, the level of satisfaction with their company was not determined with the
following study informants: a Chief Editor from PublOrgIrl, a Lecturer from
EducOrgIrl, a Business Owner from PublCoUS, and a Security Consultant from
FinCoUS. Therefore, this data was not included in Table 5-11.
In both countries, study informants from TechCorpIrl, BankOrgIrl, CharOrgIrl,
BevCorpIrl, ClousSerUS, RetCoUS, TechCorpUS, and FinCoUS believe that high
people-orienation tends to encourage information security compliance, while low
people-orientation is inclined to lead to employee non-compliant behaviour as
expressed by interviewees from BevCorpIrl, EducOrgIrl, and CivEngCoUS.
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Table 5-12. Level of employee satisfaction with their organisations
Interviewees

Level of satisfaction

IT Executive and Product Manager (TechCorpIrl)

High

Data Protection Officer (CharOrgIrl)
Software Developer (TelCommCorpIrl)
Software Developer (ClousSerUS)
Security Executive (RetCoUS)
Security Researchers (TechCorpUS)
Administrator and Professor (EducInstUS)
Administrator (EducOrgIrl)

Low

IT Executive (BevCorpIrl)

Mixed

Policy Analyst (ResRegIrl)
Security Executive (BankOrgIrl)
Civil Engineer (CivEngCoUS)

RetCoUS puts high value on employee satisfaction and ensures that their members
are happy and healthy in order to promote information security compliance. A
Security Executive from RetCoUS shares:
“I think satisfaction could affect employee security behaviour in a sense that if people
are happy and healthy, they are more likely to follow rules and be more efficient and
be more willing to go that extra mile when they are doing their job”.

A Security Executive from BankOrgIrl expresses a similar point of view:
“If an employee is angry with a company, hate the company, it can have a negative
impact on compliance with security rules...I personally think satisfaction is the biggest
thing...I think if an employee is satisfied...even if somebody says ‘You have done a
good job there’ ...I think that type of thing really makes a difference”.

A Security Researcher from TechCorpUS, who expressed a high level of satisfaction
with his company, shares:
“Yes, [satisfaction affects my behaviour]. I think I should do my best to follow the
information security rules, so that no one can steal private information from
TechCorpUS.”

Finally, an IT Executive from BevCorpIrl shares the following:
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“If an employee is disengaged and does not feel loved by BevCorpIrl, they will break
information security rules premeditated way… because they do not really care if they
are gone or not.”

The above statements impel to conclude that an organisational value of peopleorientation tends to lead to compliant behaviour. When an organisation takes care of
its employees, they feel satisfied in their jobs. The satisfaction refers to the
employees’ state of contentment with their organisation. Sources of satisfaction
could be good working conditions (e.g. bright office, fast computer), an excellent
reward/benefit system, opportunities to grow and realise potential (e.g. promotions),
job security. This finding is in accordance with prior research (Cheng et al., 2013;
Probst and Brubaker, 2001; Usman, 2010; Xue et al., 2011). Hence, organisations
should strive to increase employee satisfaction with their jobs in order to encourage
compliance with information security rules.

5.3.2 Solidarity
In section 2.2.2.3.2, solidarity was defined as “a measure of community’s ability to
pursue shared objectives quickly and effectively regardless of personal ties” (Goffee
and Jones, 1996, p.134). In the context of this study, solidarity is defined as “the
degree to which organisation’s members pursue shared objectives quickly and
effectively regardless of personal ties”.
In the course of data analysis, the following three characteristics of high solidarity
emerged: common goals, cooperation, and proud to be here (see Appendix J).
Common goals are referred to the cases where employees understand and share
organisational goals. When employees try to accomplish common objectives, they
typically cooperate. Finally, employees who are loyal to their organisation, express
great satisfaction and pride working for their organisations. In contrast, in lowsolidarity organisations employees typically cheat their company and believe that
organisational problems are not their problems (see Appendix J). A Software
Developer from TelCommCorpIrl asserts:
“One of our employee’s laptop was stolen. I think we are supposed to chain our
laptops to the desks when leaving. I never do that… and if my laptop is stolen, it is not
my problem…if someone stole it, it is organisational security lacking”
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Further, an Administrator from EducOrgIrl shares that there are employees in
EducOrgIrl that cheat the company. EducOrgIrl has a policy where people could
work up extra time. Employees are obliged to clock in at the start of the day and
when coming back from lunch and clock out when going for lunch and leaving work.
Some employees, however, cheat the system and work up extra time without actually
working.
Out of 19 interviewees participated in this research project, fourteen (from eleven
organisations) report that their organisations promote solidarity by increasing
employee job satisfaction through an excellent benefit system, opportunities for
promotions, and by providing good working conditions (see Table 5-13). A Software
Developer from ClousSerUS shares:
“I am fairly satisfied with my company [in terms of benefits]”

Two study participants (from two organisations) complain about poor working
conditions, the lack of opportunities to grow professionally, and the lack of benefits
(see Table 5-13). A Civil Engineer from CivEngCoUS discloses:
“In terms of benefits, they are not providing a lot…Promotions are
regulated…Employees do not have to compete to get promoted… For example, I
work harder…But I will need to push…ask for promotion…Otherwise, I will be like
others – they are not going to promote me…Although management is friendly,
sometimes I feel like I do not belong in this organisation because they can lay me off
without any advance notice”

PublOrgIrl and FinCoUS were excluded from Table 5-13 because the level of
solidarity was not determined in these organisations.
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Table 5-13. Level of solidarity in participated organisations
Interviewees

Solidarity

IT Executive and Product Manager (TechCorpIrl)
Data Protection Officer (CharOrgIrl)
IT Executive (BevCorpIrl)
Software Developer (TelCommCorpIrl)
Policy Analyst (ResRegIrl)
Software Developer (ClousSerUS)
Security Consultant (FinCoUS)
Security Researchers (TechCorpUS)
Administrator and Professor (EducInstUS)
Business Owner (PublCoUS)
Security Executive (BankOrgIrl)
Administrator (EducOrgIrl)
Civil Engineer (CivEngCoUS)

Promoted

Not promoted

In terms of study participants, twelve demonstrate a high level of commitment
towards their organisations (see Table 5-14). For example, employees work overtime
to meet deadlines, put organisational goals before their own, and are fully engaged in
company’s affairs. A Security Researcher from TechCorpUS reveals:
“TechCorpUS owns a lot of patent, owns a lot of advanced technology. Especially,
we have technology advantage over the rest of the industry for more than one or two
years. All those are very valuable asset for TechCorpUS and we do not want anyone
to steal this. We definitely want a very secure infrastructure to protect them.”

Three interviewees demonstrate both high and low level of commitment, and the
course of their actions can be defined as situational (see Table 5-14). For instance, a
Civil Engineer from CivEngCoUS can be described as a loyal employee. However,
CivEngCoUS does not offer a good benefit system and promotions are not offered
for achievements but rather regulated. The Civil Engineer shares:
“If I lose my motivations, it affects everything from my quality and job that I do, how
to archive things, how I back up things, how I care about everything from security to
my work… about the organisation… about everything…It is like that – if you like
your organisation, then you follow their security rules… If you get disappointed with
the organisation, you do not care about anything, including security”

With the rest of study informants, including a Security Executive from BevCorpIrl, a
Security Executive from BankOrgIrl, a Security Researcher from TechCorpUS, and
a Security Consultant from FinCoUS, it was hard to determine their level of
organisational commitment.
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Table 5-14. Level of commitment demonstrated by study participants
Interviewees

Level of commitment

IT Executive and Product Manager from TechCorpIrl

High

Data Protection Officer from CharOrgIrl
Lecturer from EducOrgIrl
Policy Analyst from ResRegIrl
Chief Editor from PublOrgIrl
Software Developer from CloudSerUS
Security Executive from RetCoUS
Security Researcher from TechCorpUS
Professor and Administrator from EducInstUS
Business Owner from PublCoUS
Administrator from EducOrgIrl

Mixed

Civil Engineer from CivEngCoUS
Software Developer from TelCommCorpIrl

In both countries, four study participants from ClousSerUS, TechCorpUS, and
EducOrgIrl believe that a high level of solidarity tends to lead to employee
compliant behaviour. ClousSerUS is an organisation that highly values security of
their assets and therefore, has in place various security measures and controls to
protect valuable information. Employees realise a company’s goal as regards to
information security and demonstrate their solidarity by following information
security rules. A Software Developer from ClousSerUS shares:
“There is a renewed focus...everybody understands that security is a big concern from
a lot of aspects…we use two-factor authentication, so at any point anybody who is
touching the corporate infrastructure, we know who that person is and for how long
did he access and what did he access…People do tend to adhere to a policy just
because it is there... nobody has tried to violate [information security] rules”.

A Security Researcher from TechCorpUS shares a similar point of view:
“Information security is very-very valuable to TechCorpUS...There are a lot of
valuable assets and we do not want anyone to steal them... So we definitely want a
very secure information infrastructure to protect them...”

EducOrgIrl is an organisation that does not put a particular value on information
security. However, the two interviewees from this organisation understand the
importance of information security and follow safe security practices although the
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organisation does not enforce them. The first interviewee, an Administrator, has
experience of dealing with confidential information, which she obtained working as
a Receptionist at the General Practice surgery. As a result, in her current role as an
Administrator, she applies the same principles as she realises why it is vital to
exercise good security practices. The Administrator appears to be loyal to
EducInstUS and this loyalty tends to drive her behaviour:
“Yes, I do put company goals before personal...I do not take time off at a busy period
of time...There is no rule written down that I cannot take holidays but I know myself
that I am supposed to be here on certain days. I would not abuse the system...I would
not pretend I am sick and take a sick leave...I would not embezzle money from
EducOrgIrl...I do more than I should...”

A Lecturer from EducOrgIrl, who has background in information security, realises
that keeping confidential information safe is important for the organisation and its
customers. Therefore, he applies safe security practices in his daily work. Although
the organisation is not particularly strong on the information security side and does
not enforce safe security practices, the Lecturer attempts to change the situation by
addressing current issues at the higher level:
“I have a laptop which I bring into work and I bring it home, a lot of people do that. Is
there an encryption policy? I am not aware of one. There is some very, very sensitive
data on unencrypted laptops going around this university. Is the university aware of
this? Yes, because I brought it to their attention… But nothing has been done about
it…Generally, employees exercise poor security practices in EducOrgIrl… We need
to look at imposing penalties for people who disobey rules...If something were to go
wrong and EducOrgIrl were found to be negligent, it could find itself at the wrong end
of a very publicly embarrassing law suit.”

Furthermore, study participants from EducOrgIrl and TelCommCorpIrl suggest that
the low level of solidarity is inclined to lead to employee non-compliant behaviour.
In particular, an Administrator from EducOrgIrl believes that employee
dissatisfaction builds the lack of solidarity among employees and, in turn, tends to
drive lax attitude towards information security and poor security practices:
“EducOrgIrl does not really promote. A few years ago I would be excited if a new job
was coming up. But now I feel I do not stand a chance because it has been unfairly
done. Why bother going for it then? Then this environment obviously makes the
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person, who receives an email with sensitive information, to send it on without
checking. Because the attitude is ‘Why bother checking?’… This environment creates
negligence towards confidential information, ‘It is not my job to do it’”

Study findings allow to conclude that when employees realise and share
organisational goals, and the goal is to protect sensitive information, they are more
likely to comply with organisational security requirements. Furthermore, if
employees understand that, generally, exercising good security practices is important
for their organisation, they tend to follow safe practices even if the organisation itself
does not enforce them. Hence, solidarity tends to encourage behaviour that supports
an organisation. This finding is in line with results presented by Guo and Yuan
(2012) and Herath and Rao (2009). Therefore, it is important to promote solidarity
among employees, which can be done via a good benefit system, favourable working
conditions, and opportunities to realise potential.

5.3.3 Sociability
In section 2.2.2.3.3, sociability was defined as “the measure of sincere friendliness
among members of a community” (Goffee and Jones, p.134). The degree of
friendliness in organisations was defined by the level of social interactions between
employees. For instance, study participants were asked questions regarding whether
they socialise with colleagues (e.g. going to lunches and evening outings) and have
non-work related chats during work time (Goffee and Jones, 1996).
In the course of data analysis, friendliness and trust are the two traits that emerged as
the key characteristics of high sociability. The characteristic of low sociability is
social isolation (see Appendix J). Social isolation was described by study
participants as the lack of social interaction with colleagues. For example a Civil
Engineer from CivEngCoUS shares:
“No, management does not go with us to lunches. Sometimes I go with my
colleagues. I used to go a lot. Unfortunately, in our office people eat behind their
desks, it is really disappointing”

On the other hand, a Lecturer explains that a friendly atmosphere prevails in
EducOrgIrl:
“Yes, non-work related chats are common. People talk about personal things all the
time: their families, their holidays”
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Out of 19 interviewees that took part in this study, eleven (from eight organisations)
report that their organisations utilise measures to enhance the level of sociability and
employees describe the organisational environment as friendly and trusting (see
Table 5-15). In high sociability organisations, management typically organise social
events for employees, including various parties and sports events. Employees are
friendly with each other at work and socialise outside work, e.g. celebrate each other
birthdays. An Administrator from EducInstUS reveals:
“We celebrate every birthday. Every time somebody on the staff has a birthday, we go
to lunch and have a little party with a cake. Everybody takes part in these celebrations
– all the staff, the IT department and all supervisors. Dean comes sometimes – it
depends on her schedule.”

On the other hand, a Civil Engineer from CivEngCoUS is dissatisfied with the low
sociability culture in her organisation:
“Unfortunately in our office people all eat behind their desk, it is so
disappointing...the lunch culture is not there”

Five employees (from five organisations) provide mixed comments in terms of the
level of sociablity (see Table 5-15). For example, a Lecturer from EducOrgIrl
divulges the following:
“It is a friendly atmosphere in EducOrgIrl. People talk about personal things all the
time - their families, their holidays, all the while.
“We used to socialise more when we had a staff canteen. People would go down to the
canteen at 11 and have a chat. It used to be a great please for meeting people, just to
see what is happening, what is going on. Now it is not happening so much...Our new
canteen is very big and busy...people do not tend to go there and if they do, they do
not tend to bump into one another...So when I go down, I just grab a quick lunch, 5-10
minutes, - and out the door...There is a staff club in EducOrgIrl but people tend to
come to into work, do their days work, maybe bring their lunch in, and go home...we
do not tend to socialise with each other very often.”

Finally, the level of sociability in FinCoUS was not determined due to insufficient
data therefore, this organisation is not included in Table 5-15).
Table 5-15. Level of sociability in participated organisations
Interviewees

Level of sociability
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High

Software Developer (ClousSerUS)
Security Executive (RetCoUS)
Security Researchers (TechCorpUS)
Administrator and Professor (EducInstUS)
Business Owner (PublCoUS)
IT Executive and Product Manager (TechCorpIrl)
Data Protection Officer (CharOrgIrl)
Chief Editor (PublOrgIrl)
Civil Engineer (CivEngCoUS)

Low

IT Executive (BevCorpIrl)

Mixed

Lecturer (EducOrgIrl)
Software Developer (TelCommCorpIrl)
Policy Analyst (ResRegIrl)
Security Executive (BankOrgIrl)

In both countries, study participants from EducInstUS, CharOrgIrl, EducOrgIrl,
TelCommCorpIrl, and ResRegIrl suggest that high sociability tends to encourage
non-compliant behaviour. For example, a Lecturer from EducOrgIrl shares:
“In a friendly atmosphere people tend to trust each other an awful lot and perhaps
when they trust each other an awful lot, they might pass information to colleagues,
they might release it, they might perhaps let people see information that they should
not see. So perhaps to an extent you could say that because there is a friendly
environment, occasionally information gets given to people that would not have
privileges to see that information…So documents tend to float around… sometimes
people can say ‘This is confidential, keep it between us’”

A Software Developer from TelCommCorpIrl adds:
“People are probably more lax in terms of information security because of a friendly
atmosphere...If the PC police were beside our cubicle, we would be all fired a long
time ago...especially a guy beside me...we always slag him that the HR are coming for
him.”

A Professor from EducInstUS further makes similar point:
“In my own experience, a friendly atmosphere does not affect my behaviour because
I work in the area, so I am pretty careful about it. But I think that the fact that things
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are so informal here, leads to a certain amount of casualness with treating
information...Yes, friendly atmosphere affects individual practices.”

Findings demonstrate that high sociability is inclined to lead to undesired behaviour.
Although high sociability forms a special bond between employees, where
employees begin to trust each other and work as a team, it may also create an
informal atmosphere, which could be damaging for compliance with rules.
Organisational members may not take any form of formality or authority seriously
like managers instructions or organisational rules. High sociability is hence,
beneficial if management can preserve a required level of professionalism.
Subsequently, employees will realise that although management is friendly, they still
represent organisational authority and therefore, their orders and instructions are
requirements that must be followed.
Current literature confirms that while friendliness has a lot of advantages (e.g.
openness to new ideas, teamwork), there are also drawbacks. For example, the
prevalence of friendships may allow poor performance to be accepted, as no one
wants to rebuke or fire a friend (Goffee and Jones, 1996). As a result, when rules get
broken, it can be deliberately overlooked. Rashid et al. (2004) added that a friendly
environment can breed mediocrity among employees. They (2004) suggested that
typically friends are hesitant to disagree with or challenge one another, which may
create an exaggerated concern for consensus and subsequently, the focus on
company’s mission and goals may be lost.

5.3.4 Flat Structure
In section 2.2.2.3.4, flat structure was defined as “an organisational structure that
aims to reduce the number of layers of management hierarchy” (Kettley, 1995, p.1).
A flat structure is the road to freedom from bureaucracy, speedier communication,
and the development of a customer-oriented environment, where typically team work
and employee high involvement and empowerment are emphasised.
In the course of data analysis, the following traits of flat structure have been
developed: approachable management, opinionated environment, and socialising
with management (see Appendix J). Typically, in flatter organisations, management
is easy to approach therefore, employees feel empowered to address any concerns or
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issues. Socialising with management is a common occurrence due to the lack of a
hierarchical structure.
Out of 19 study participants interviewed for this study, twelve (from nine
organisations) report that their organisations retain characteristics of a flat structure
(see Table 5-16). In these organisations, employees freely approach management
with various concerns and express their opinions. Management, on the other hand,
welcomes employee enthusiasm and participation. Quite common, employees
socialise with management. A Security Developer from CloudSerUS reveals:
“Yes, it is easy to approach my manager...could not be easier...we talk several times a
day...and it is not just for me. I think everybody in the organisation is fairly easy to
talk...irrespective of their roles...whether they are your immediate manager or a few
levels up”
“Yes, I disagree with management a lot...sometimes multiple times a day”
“Yes, I go to lunches with my manager”

Further, seven interviewees (from six organisations) state that their organisations
seem to possess characteristics of both hierarchical and flat structures (see Table 516).
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Table 5-16. Flat structure organisations
Interviewees

Level of flat structure

IT Executive and Product Manager (TechCorpIrl)

High

Data Protection Officer (CharOrgIrl)
Software Developer (TelCommCorpIrl)
Software Developer (ClousSerUS)
Security Executive (RetCoUS)
Security Researchers (TechCorpUS)
Professor and Administrator (EducInstUS)
Chief Editor (PublOrgIrl)
Business Owner (PublCoUS)
Mixed

Security Executive (BankOrgIrl)
IT Executive (BevCorpIrl)
Administrator and Lecturer (EducOrgIrl)
Policy Analyst (ResRegIrl)
Civil Engineer (CivEngCoUS)
Security Consultant (FinCoUS)

Study participants from PublCoUS, RetCoUS, TechCorpUS, FinCoUS, TechCorpIrl,
TelCommCorpIrl, ClousSerUS, and CharOrgIrl believe that a flat structure tends to
increase the overall level of security in organisations. More specifically, as the data
analysis proceeded, two traits of improved information security have emerged:
addressig issues and improving rules (see Appendix J). Basically, study participants
share what actions they take to improve the level of information security in their
organisations. A Security Consultant from FinCoUS reveals that he addresses issues
right away with management:
“Yes [it is easy to approach my manager]. If there is a problem, first thing I am going
to send him an email and tell him, ‘Hey, there is an issue here, we need to talk about
it’”

A Security Executive from RetCoUS adds that management’s openness tends to
encourage employees to bring up concerns and therefore, improve rules:
“A lot of times employees, having this open dialogue, they can change the rules by
bringing things up”.
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Study participants from FinCoUS, RetCoUS, TechCorpIrl, and PublCoUS agree that
when management are opened to suggestions, employees freely express their
concerns and problems, which, in turn, may improve the level of information
security in organisations. For example, an IT Executive from TechCorpIrl shares
that management tends to encourage employees to speak their mind in order to
improve their processes:
“We have this concept Bureaucracy Busting... so if something is too bureaucratic,
challenge it! And bring it up to whoever is the policy owner! Because in most
instances when a policy is written, it has an owner associated to it. And if you think
that there is something that you are doing is hurting the competitive advantage of what
the company is doing, challenge it! And when security is just too bureaucratic or too
much of an over-weighted overhead and it ties to the policy or process an employee is
using, then we encourage people to stop it”

A Business Owner of PublCoUS believes that flat structure has a positive impact on
the overall level of information security:
“I am approachable...I guess this would just reinforce the strength of information
security because I believe if people were to feel there was some type of a problem or
issue, they would not hesitate to talk to me about it”

A Security Executive from RetCoUS makes the same argument:
“I think it is not just me personally but the group I work with is approachable and we
are very committed to working and resolving problems as a team and I think that has a
big influence in the rest of our IT organisation... other groups in IT feel comfortable
coming to us for recommendations and for resolving problems and for doing things in
a secure way and so we have a lot more visibility and we have a lot more exposure in
the IT organisation because of that.”

The above statements allow to conclude that a flat structure tends to increase the
overall level of information security in organisations. In particular, accessibility and
approachability of management improves visibility for information security
throughout the organisation. Furthermore, if employees become aware of any
problem, they are more likely to express their concerns to a manager and possibly
improve current processes or rules, which will benefit an organisation in long-run.
Acquiring user perspective on some issues is especially important because managers
or policy makers may not be familiar with all aspects of working environments.
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Current literature confirms that often policies that are produced exclusively by policy
makers or senior staff, do not reflect real life situations and therefore, become
burdensome for people who actually have to apply these policies in their daily
routine (Bulgurcu et al., 2010a). As a result, employees try to circumvent rules
outlined in policies. Hence, it is vital to take in consideration a user perspective when
creating policies. In order to improve a manager-employee dialogue, management
must be approachable.
This finding is in line with results reported in the extant literature. In particular,
Chipperfield and Furnell (2010) stressed that in flatter organisations, management is
easy to approach and therefore, employees freely address concerns. Kettley (1995)
associated flat structure with bureaucracy busting, faster decision making, and
shorter communication paths. Pearson (1987) asserted that a flat structure empowers
employees to protect organisational interests because employees and the leader share
common set of values and feel personal ownership for the success of their
organisation. As a result, employees will not hesitate to speak up if any issues arise.
Brown (1985) revealed that democracy in organisations supports a decentralised
decision-making process, which involves employees’ voice and opinions.
Due to insufficient data, the effect of a flat structure on employee security behaviour
was not determined.

5.3.5 Hierarchy
In section 2.2.2.3.5, hierarchy was defined as the “control over individuals through
authority relationships” (Ouchi, 1981, p.23). Hierarchy supposes authoritarian
relationships between subordinates and superiors. In the course of data analysis, the
following three characteristics of hierarchy have emerged: employee-management
segregation, non-opinionated environment, and resistance to change (see Appendix
J). Out of 19 interviewees participated in this study, eleven (from nine organisations)
describe their organisations as lacking any traits of a hierarchical structure (see
Table 5-16). The lack of hierarchy indicates a flat structure in an organisation.
Further, seven study participants (from six organisations) provide mixed comments
in terms of the level of hierarchy (see Table 5-16). For example, a Civil Engineer
from CivEngCoUS reports that senior management prefers that employees apply old
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practices in their daily routine or tasks, while new practices are available and more
beneficial. However, top management is very resistant to make changes:
“One time I wanted to change our approach for a project. The manager did not accept
it, while my immediate supervisor backed me up. We had a big meeting-fight - it was
a very tough meeting. I convinced them to change their approach because it was not
the right approach. But I had a very stressful week – I really fought for that. I was
happy at the end but it took me a long time. They do practice that was set maybe 20
years ago. We learn new stuff in schools. But it is so hard to change minds of old
managers… If I did not have my supervisor’s support, I do not think I would have
done it”

At the same time, a Civil Engineer reports traits of flat structure in CivEngCoUS. In
particular, relationships with her immediate supervisor indicate that immediate
management is very approachable:
“Yes, it is easy to approach my immediate manager. I talk to him at least 10 times a
day...he is always available”

Therefore, out of 15 organisations partaken in this research project, none had a
genuine hierarchical structure. Hence, it was impossible to determine the effect of
hierarchy on employee security behaviour.

5.3.6 Task-Orientation
In section 2.2.2.3.6, task-orientation was defined as “concern for efficiency” (Cooke
and Lafferty, 1987, p.54). High task-orientation refers to high concern for efficiency.
On the other hand, low task-orientation organisations put higher emphasis on values
other than results and production.
The following properties of high-task orientation have emerged: competitive
environment, customer orientation, giving results is important, and risk-taking (see
Appendix J). High task-oriented organisations put emphasis on achieving results and
satisfying thier customers. Motivation to work hard is typically promoted by driving
competition among employees. Normally, employees are encouraged to take risks to
achieve results. On the contrary, non-competitive environment has emerged as a trait
of low task-orientation.
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Out of 19 interviewees participated in this research project, seventeen (from thirteen
organisations) describe their organisations as high task-oriented (see Table 5-17).
Study participants share that they have to meet tight deadlines, work overtime, and,
in some instances, their benefits depend on the progress they are making, which is
continuously evaluated. A Security Researcher admits:
“Results-orientation is one of the company values...There is completion with respect
our evaluation, which is done by rating us against our colleagues... So based on that
ranking, decisions on bonus, on raise, promotions are made.”

Further, there are no low task-oriented organisations. Finally, the level of taskorientation could not be established in ResRegIrl and PublCoUS due to the lack of
adequate data.
Table 5-17. Level of task-orientation in participated organisations
Interviewees

Level of task-orientation

IT Executive and Product Manager (TechCorpIrl)

High

Security Executive (BankOrgIrl)
Data Protection Officer (CharOrgIrl)
Administrator and Lecturer (EducOrgIrl)
Software Developer (TelCommCorpIrl)
Software Developer (ClousSerUS)
Security Executive (RetCoUS)
Civil Engineer (CivEngCoUS)
Security Researchers (TechCorpUS)
Administrator and Professor (EducInstUS)
Security Consultant (FinCoUS)
IT Executive (BevCorpIrl)
Chief Editor (PublOrgIrl)

Study participants from both countries from BevCorpIrl, ResRegIrl, FinCoUS, and
EducInstUS, believe that work pressure pushes them to break rules with regards to
information security. For example, a Policy Analyst from ResRegIrl opines:
“I think if there is not enough time to do things, this might affect information
security...if there is not enough time to do my workload, having to follow the rules
with information security is an additional layer of work ...so I probably will not follow
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the rules if I am swamped with other things... I can see justification going on
internally in my head ‘If they had given me more time, I would have done it
properly...I would have cleaned my desk...put all my files away’... Therefore it is
company’s own fault.”

A Security Consultant from FinCoUS makes the same argument:
“[Employees break information security rules in a sense] that sometimes people get in
a hurry to get something done... and they will try and shortcut something... and quite
often if it breaks a rule and it causes a problem, it will end up costing the company a
lot of hours of work... That is usually what we have seen as being an issue.”

Task completion implies finishing a particular job within a certain time frame. Often,
the time frames are unrealistic as they are driven by desire to satisfy customers by all
means necessary. Study participants report that unrealistic deadlines or tasks push
people to take shortcuts and break rules. Therefore, if there is inbalance between
workload and time allocated to complete tasks or meet deadlines, high taskorientation tends to lead to non-compliant behaviour.
This inference is confirmed in the extant literature (Albrechtsen, 2007; Bulgurcu et
al., 2010a). For example, Albrechtsen (2007) concluded that employees do
circumvent information security rules if the rules are a barrier to productivity.
Bulgurcu et al. (2010a) added that commonly employees perceive information
security rules as inconvenience and obstruction to meet daily work requirements.
Negative attitude towards rules, in turn, discourages information security compliance
(Cavallari, 2012).
Therefore, it is up to organisational leaders to find a balance between employees’
daily commitments and information security requirements. Study results indicate that
security staff should take feedback from employees and adjust security requirements
accordingly. It is meaningless to have rules in place that are impossible or hard to
implement in practice. Top management and security staff should work as one unit in
order to find the balance between employee workload and their obligations related to
information security.

5.3.7 Rule-Orientation
In section 2.2.2.3.7, rule-orientation was defined as the “emphasis on correctly
following procedures” (Hofstede, 1991, p.91). As data analysis proceeded, the traits
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of high and low rule-orientation emerged, including high concern for rules for the
former and low concern for rules and rules and practices incongruence for the latter
(see Appendix J).
Out of 19 interviewees participated in this research project, six (from four
organisations) report that their organisations are bureaucratic in nature and
demonstrate high concern for rules (see Table 5-18). Five study participants (from
four organisations) disclose that their organisations are not concerned with rules, in a
sense that rules are not strictly enforced. Five study participants (from five
organisations) provide mixed comments in terms of the level of rule-orientation (see
Table 5-18). Further, PublOrgIrl is a voluntary organisation that does not have an
office space. There are writing guidelines that journalists have to follow but there are
no rules or procedures. Therefore, PublOrgIrl is excluded from Table 5-18 and so is
CivEngCoUS as the level of rule-orientation was not determined in this organisation.
Table 5-18. Level of rule-orientation in participated organisations
Interviewees

Level of rule-orientation

IT Executive and Product Manager (TechCorpIrl)

High

Security Executive (RetCoUS)
Security Researchers (TechCorpUS)
Security Consultant (FinCoUS)
Low

Administrator (EducOrgIrl)
Software Developer (TelCommCorpIrl)
Administrator and Professor (EducInstUS)
Business Owner (PublCoUS)

Mixed

Policy Analyst (ResRegIrl)
Software Developer (ClousSerUS)
Data Protection Officer (CharOrgIrl)
Security Executive (BankOrgIrl)
IT Executive (BevCorpIrl)

There was not enough data to determine the effect of rule-orientation on employee
security behaviour.
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5.3.8 Summary of Organisational Culture Values Section
Findings of sections 5.3.1-5.3.7 allow to conclude that perceived organisational
culture tends to have an impact on employee security behaviour. The key findings
are presented in Table 5-19.
In particular, values of people-orientation and solidarity are inclined to lead to
compliant behaviour (see sections 5.3.1 and 5.3.2). Study’s results suggest that in
high people-oriented organisations, employees typically express their satisfaction
with working conditions, while in low people-oriented organisations, members share
their disappointment. Study participants reveal that high people-oriented
organisations benefit from satisfied workforce, which, in turn, impels employees to
comply with information security rules, while low-people-orientation tends to lead to
non-compliant behaviour. This finding is in line with extant research (Cheng et al.,
2013; Probst and Brubaker, 2001; Usman, 2010; Xue et al., 2011) and allow to
conclude that organisations should increase employee satisfaction in order to
promote compliant behaviour.
Furthermore, study informants report that high solidarity tends to promote securitycautious behaviour. Typically, in organisations where the level of solidarity is high,
employees understand organisational goals and tend to pursue them. This result is
confirmed by research in IS discipline (Guo and Yuan, 2012; Herath and Rao, 2009).
Additionally, research shows that employee satisfaction increases employee
solidarity (French, 1987). Therefore, solidarity should be promoted through job
satisfaction. In addition, interviewees report that low solidarity tends to lead to noncompliant behaviour.
Moreover, study’s results reveal that sociability and task-orientation have a tendency
to encourage non-compliant actions. In particular, in organisations where sociability
is high, employees tend to build informal relationships with their superiors. It is
managers’ task to enforce formal rules. However, the result of these informal
relationships is that employees may develop undesired attitude towards formal rules
and procedures, which can lead to undesired behaviour. Therefore, preserving formal
relationships is essential to encourage compliant behaviour. Current research
confirms that friendliness may allow poor performance (Goffee and Jones, 1996;
Rashid et al., 2004).
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Table 5-19

Key findings of sections 5.3.1-5.3.7
Key findings

Cases where finding observed

People-orientation tends to promote compliant
behaviour

Positive cases: CharOrgIrl,
ClousSerUS, TechCorpUS,
EducInstUS
Negative cases: BevCorpIrl,
EducInstUS, EducOrgIrl

Solidarity tends to lead to compliant behaviour

Positive cases: ClousSerUS,
TechCorpUS, EducOrgIrl
Negative cases: EducOrgIrl,
TelCommCorpIrl.

Sociability has a tendency to lead to non-compliant
behaviour

Positive cases: EducInstUS,
CharOrgIrl, EducOrgIrl,
TelCommCorpIrl, ResRegIrl

A flat structure is included to improve the overall level
of information security

Positive cases: TechCorpUS,
FinCoUS, TechCorpIrl, ClousSerUS,
RetCoUS, CharOrgIrl;
Negative cases: CivEngCoUS,
EducInstUS, BevCorpIrl, EducOrgIrl,
TelCommCorpIrl, ResRegIrl,
BankOrgIrl.

Task-orientation tends to lead to non-compliant
behaviour

Positive cases: BevCorpIrl, ResRegIrl,
FinCoUS, EducInstUS

Further findings reveal that high task-orientation tends to lead to non-compliant
behaviour. In particular, if employees are under pressure to complete a certain task,
they are not going to follow information security rules that consume time. This
results are consistent with conclusions made in the extant literature (Albrechtsen,
2007; Bulgurcu et al., 2010a). Hence, it is particularly important for organisations to
set realistic goals. Otherwise, information security will suffer.
While the effect of hierarchy and rule-orienation was not determined, in the course
of data analysis, a new trait of a flat structure has emerged. Results suggest that a
flat structure tends to improve the overall level of information security in
organisations. In particular, in flat organisations employees feel free to express their
opinion and point out to management’s errors and mistakes. As a result, if an
employee is aware of a problem, they tend to report to their superiors. User feedback
is particularly beneficial because it helps to improve current processes, rules, and
procedures. These results are consistent with prior research. For example, Bulgurcu
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et al. (2010a) asserted that employees circumvent rules if they do not reflect the real
time situations and become inconvenience.

5.4 NATIONAL CULTURE AND EMPLOYEE
SECURITY BEHAVIOUR
Comparative analysis suggests some differences in the two data sets, including data
collected in the United States and in Ireland (see Figure 5-4). In particular, compliant
behaviour is more prevalent among employees in the observed organisations located
in the United States and non-compliant behaviour among members of observed
organisations located in Ireland. Additionally, study participants inform that group
non-compliance is predominantly widespread among employees in observed
organisations located in Ireland. Finally, interviewees report that observed
organisations located in the United States tend to put a greater value on information
security than their counterparts in Ireland. Sections 5.4.1 and 5.4.2 describe the
aforementioned results in detail.

Figure. 5-4 Results presented in sections 5.4.1-5.4.2
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5.4.1 Employee Security Behaviour
In the course of data analysis, two types of behaviour have emerged, including
compliant behaviour and non-compliant behaviour. Compliant behaviour was
defined in section 3.4 as “protection of information and technology resources of the
organisation from potential security breaches”. As data analysis proceeded, instances
of employee safe security practices and actions compliant with organisational
information security requirements were recorded as examples of information security
compliance. The two characteristics of compliant behaviour have emerged, including
information security rules are followed and information security rules must be
followed (see Appendix J). As a Software Developer from ClousSerUS puts it:
“Nobody has tried to violate the [information security] rules”.

A Security Researcher from TechCorpUS adds:
“This is the baseline – you need to follow the [information security] rules”.

As data analysis proceeded, it became apparent that there are two types of
information security compliance, in particular, group and individual. Group
information security compliance refers to following organisational security
requirements as a group. A Security Executive from RetCoUS reports:
“No, employees never break information security rules”

Individual information security compliance refers to instances of compliant
behaviour demonstrated by an individual. A Civil Engineer from CivEngCoUS
shares the following:
No, I do not violate information security rules.”

Non-compliant behaviour was defined in section 3.4 as “intentional behaviours that
may put organisational information systems at risk, although the actors do not have
the motive to intentionally cause damage”. In the course of data analysis, the
following characteristics of non-compliant behaviour have emerged: employees
break rules to take a break, because rules are perceived as inconvenience, some
employees assume that certain rules do not apply to them, or because it is a norm to
break rules (Appendix J): For example, an Administrator from EducOrgIrl shares the
instance of breaking rules in order to take a break:
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“I do look on Facebook to get a break from work. I know I am not supposed to…but
we all do”

Further, Professor from EducInstUS explains that employees circumvent information
security rules because security perceived as inconvenience:
“Information security rules are ignored because they are pain in the butt to
implement”.

A Security Executive from BankOrgIrl shares an instance where organisational
members believe that certain rules do not apply to them:
“Certain information security rules like access to websites have been circumvented by
people in senior positions…Once certain people ask, I have no choice but let them
circumvent the rule”

Finally, a Professor gives an example of non-compliant behaviour because it is
simply a common practice to break rules in EducInstUS:
“In my organisation, we break [information security] rules all the time”.

Furthermore, two types of non-compliant behaviour have emerged, such as group
and individual (see Appendix J). Group non-compliant behaviour refers to instances
of collective non-compliance. A Software Developer from TelCommCorpIrl gives
the following example of group non-compliance:
“A lot of employees leave their laptops in the evenings unlocked. And if it is robbed,
the attitude is, ‘it is not my problem, it is organisational security lacking’”

A Policy Analyst from ResRegIrl shares an instance of individual non-compliance:
“The system prompts to save emails…I was not 100 percent compliant because it is
very time consuming”.

Comparative analysis demonstrates that overall employees from observed
organisations located in the United States are more compliant with information
security rules than employees from observed organisations located in Ireland. In
particular, in the United States, eight participants report instances of information
security compliance as opposed to four reported by informants from observed
organisations located in Ireland (see Table 5-20). A Security Researcher from
TechCorpUS reveals:
“No, I do not violate information security rules...”
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Further, eight participants from observed organisations located in Ireland report
occurrences of non-compliant behaviour compare to five from the United States (see
Table 5-20).
Table 5-20. Instances of compliant and non-compliant behaviour in both
countries
Country

Compliant Behaviour

Non-Compliant
Behaviour

Group NonCompliance

United States

8

5

3

Ireland

4

8

8

The above figures allow to conclude that employees from observed organisations
located in the United States tend to be more compliant with information security
rules. While this study does not intend to make country-broad conclusions, this
tendency could be a result of higher PDI in the United States (40) than in Ireland
(28) (Hofstede, 2001, p.87). Asai et al. (2009) asserted that PDI in the United States
falls into a low category, while PDI in Ireland into a very low category, suggesting
that organisational structures in the United States are more hierarchical than in
Ireland. Hierarchy is based on power, control and authoritarian relationships between
management and employees. Leader’s authority in hierarchical organisations is
highly proclaimed. Employees are expected to follow organisational policies and
procedures because they are implemented (Wallach, 1983).
While results demonstrate that flat structure prevails in both countries, suggesting
approachable management and an opinionated environment, higher PDI in the
United States may imply that employees in the observed organisations located in the
United States are more tolerant towards formal mechanisms like policies,
procedures, and processes. Following Mintzberg’s (1983) fivefold classification of
organisational structures and using countries’ PDI and UAI scores, Hofstede (2001)
asserted that organisations in the United States adopt divisionalised form as a
strategy to control businesses, while Anglo organisations (e.g. Great Britain, Ireland)
employ adhocracy. Mintzberg (1983) describes adhocracy as a structure that tends to
be low on formalisation, while divisionalised form tends to resemble bureaucracy. In
turn, bureaucratic organisations put the high emphasis on following procedures.
Therefore, the nature of non-compliant behaviour within observed organisations
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located in Ireland could be due to their less formalised organisational structure of
adhocracy.
Furthermore, the United States scores higher on UAI than Ireland, which is an
indicator of society’s ability to deal with uncertainty and ambiguity. Societies that
unable to cope with uncertainties, tend to be more rule-oriented (Hofstede, 2001). As
a result, there is a possibility that due to the higher UAI, employees in observed
organisations located in the United States are more compliant with rules.
Further analysis shows that group non-compliance is a more common occurrence in
observed organisations located in Ireland than in observed organisations located in
the United States. More specifically, while only three employees from the United
States notify of instances of group non-compliance, eight give examples of group
non-compliant behaviour in Irish organisations (Table 5-20). This interesting result
could be related to the different levels of IDV in the United States and Ireland.
Hofstede (2001) asserted that in collectivist societies, individuals tend to be
influenced by group culture. In particular, if an individual belongs to a group where
majority of members behave in accordance with organisational requirements, very
likely that this individual will exhibit the same behavioural patterns. On the other
hand, in individualistic societies, members tend to be more independent of social
bonds in making various decisions and external incentives will have a stronger effect
on employee compliance than group culture.

5.4.2 Information Security Value
In the course of this data analysis, information security value has emerged as one of
perceived OC values. Information security value indicates the degree to which an
organisation puts emphasis on information security. In particular, low information
security value signifies that an organisation does not prioritise information security.
In contrast, high information security value is an indication of information security
being the top priority in an organisation. Low information security and high
information security each generated four characteristics (see Table 5-21 and Table 522 and Appendix J).
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Table 5-21. High information security value characteristics
High information security value
characteristics

Interview experts

Information security is an important
organisational value

“Information security is a central function across the
organisation” (Software Developer, ClousSerUS)

Information assets are protected

“The security practices in my organisation are fairly
extensive – we have SOX and GLBA compliant
environment” (Security Consultant, FinCoUS)

Enforcing information security rules
and practices

“Yes, you can get fired for breaking required rules”
(Security Researcher, TechCorpUS)

Improving information security

“We are currently doing a lot of changes in our
information security program... We are updating all our
policies, procedures and practices…Information security
is always changing, so we have to keep up to date”
(Security Executive, RetCoUS)

Overall, out of 19 interviewees participated in the study, ten (from eight
organisations) report that their organisations value information security (see Table 523). Typically, these organisation employ various controls to protect information,
enforce safe practices among employees, and invest into information security. As a
Security Executive from RetCoUS explains:
“RetCoUS sees the value in information security. They have a very low risk appetite
for information security incidents… That is why we have an approved $20 million
project moving forward where we are closing security gaps and we are improving our
security practices and processes across the organisation…We put technical controls in
place to enforce security cautious behaviour…so employees cannot circumvent rules”

Four study informants (from three organisations) share that their organisations do not
recognise information security as their value (see Table 5-23). In particular, in these
organisations safe practices are not enforced and top management does not support
initiatives related to information security. A Professor from EducInstUS shares:
“Employees ignore information security rules but they are on the books. There are
laws that people break by ignoring the rules. EducInstUS could be fined for that and
lose millions and millions of dollars. But still rules are largely ignored.”
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Table 5-22. Low information security value characteristics
Low information security value
characteristics

Interview experts

Information security is not important

“I have to say that in my organisation
information security values are way, way, way
down the list. I do not think that this is the value
that has been really highlighted. People give a
lip service to it” (Professor, EducInstUS)

Information assets are not protected

“There is a high risk of individuals across the
university losing an awful lot of their
intellectual capital if they did not back up their
material. EducOrgIrl is not strong in terms of
data back-up. The next thing is encryption. I
have a laptop which I bring into work and I
bring it home and a lot of people do that. Is
there an encryption policy? - I am not aware of
one. If there is one, is it complied with? Absolutely not. Is there a whole lot of sensitive
data on these machines? Absolutely, there is.”
(Lecturer, EducOrgIrl)

Lack of senior management support

“We have a new system for paying
reimbursements. My secretary, Clare Woodman,
was able to use that system to find out things
like the Provost’s credit card numbers, names of
all students who had been treated for genital
warts, names of police officers who had to
undergo psychological help after an incident.
She pointed out this issue to the Chief Privacy
Officer and he could do squat about them… So
my point is that we have all this stuff in our
books, and there is a state law about it. But
when push comes to shove, no one cares about
privacy”; Professor, EducInstUS)

Information security rules and practices are
not enforced

“In terms of security, it is at least more casual.
What is officially on the books and what the
actual practice are – those are two different
things” (Professor, EducInstUS).

Finally, six study participants (from four organisations) provide mixed comments in
terms of the degree to which these organisations put emphasis on information
security. For example, a Professor shares examples of the lack of management
support and reveals that information security rules and practices are not enforced. On
the other hand, an Administrator from EducOrgIrl informs about safe security
practices they apply in the unit she is working in:
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“We apply safe practices to anything related to social security number. For example, if
SSN is on the paper file, once it is faxed, we will white it out… As far as hiring
paperwork, there are two forms that, when an employee is hired, they have to fill out
with their social security number. Those two forms are kept in a binder locked up in a
cabinet. After a certain number of years, those forms are shredded”.

Table 5-23. Level of information security value
Interviewees

Level of information
security value

IT Executive and Product Manager (TechCorpIrl)

High

Chief Editor (PublOrgIrl)
Security Executive (RetCoUS)
Software Developer (ClousSerUS)
Business Owner (PublCoUS)
Civil Engineer (CivEngCoUS)
Security Researchers (TechCorpUS)
Security Consultant (FinCoUS)
IT Executive (BevCorpIrl)

Low

Administrator and Lecturer (EducOrgIrl)
Software Developer (TelCommCorpIrl)
Security Executive (BankOrgIrl)

Mixed

Data Protection Officer (CharOrgIrl)
Policy Analyst (ResRegIrl)
Administrator and Professor (EducInstUS)

Cross-cultural analysis indicates that seven study participants from observed
organisations located in the United States and three from observed organisations
located in Ireland report that their organisations tend to put high emphasis on
information securitity. On the other hand, seven study participants from observed
organisations located in Ireland and only one from observed organisations located in
the United States inform that their organisations do not tend to value information
security (see Table 5-24). Therefore, observed organisations located in the United
States tend to put a greater value on information security than observed organisations
located in Ireland.
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Table 5-24. Low versus high information security value in both countries
Country

High information security
value

Low information security value

United States

7

1

Ireland

3

7

The three characteristics of high information security value, including information
assets are protected, enforcing information security rules and practices, and
improving information security, suppose a tight structure in place in terms of
security. For example, study participants inform that information assets are
protected in their organisations with rules and procedures, technical controls, and
physical security. It takes a great deal of planning in order to implement and then
maintain these mechanisms. Enforcing information security rules and practices also
involves certain mechanisms in place and, possibly, a support of top management.
Finally, improving information security assumes that an organisation puts plans in
place to maintain high information security standards. All three characteristics reflect
organisational functions that demonstrate a formal environment.
On the other hand, characteristics of low information security value, including
information assets are not protected and information security practices and rules are
not enforced, point out to a loosely controlled environment in terms of security.
More specifically, information assets are not protected signifies the lack of security
controls in place and therefore, very likely the lack of any structure to protect
organisational assets. Information security practices and rules are not enforced
indicates lax attitude towards rule.
All trends indicate that in observed organisations located in the United States, the
information security environment is more formal and structured as opposed to the
loose atmosphere in observed organisations located in Ireland. This tendency could
be due to the same factors outlined in section 5.4.1. In particular, Hofstede (2001)
reported that organisations in the United States tend to adapt more formal structures,
where emphasis is put on following procedures as opposed to loosely controlled
envirnoments in organisations in Ireland. Additionally, higher PDI in the United
States may indicate that the level of acceptance of formal mechanisms among
employees from observed organisations located in the United States tend to be higher
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than among employees from observed organisations located in Ireland. Furthermore,
higher UAI in the United States may explain why observed organisations located in
the United States prefer to adopt more formal structures.

5.4.3 Summary of National Culture Values Section
Table 5-25 outlines the key findings of section 5.4:
Table 5-25

Key findings of sections 5.4.1-5.4.2
Key findings

Compliant behaviour is more prevalent
among employees of observed organisations
located in the United States

Cases where finding observed
United States (8): Software Developer
(CloudSerUS), Security Executive (RetCoUS),
Civil Engineer (CivEngCoUS), Business Owner
(PublCoUS), Security Researchers
(TechCorpUS), Administrator and Professor
(EducInstUS).
Ireland (4): Product Manager (TechCorpIrl),
Data Protection Officer (CharOrgIrl), Chief
Editor (PublOrgIrl), Administrator (EducOrgIrl)

Non-compliant behaviour is more prevalent
among employees of observed organisations
located in Ireland

United States (5): Civil Engineer
(CivEngCoUS), Security Researcher
(TechCorpUS), Administrator and Professor
(EducInstUS), Security Consultant (FinCoUS).
Ireland (8): IT Executive (TechCorpIrl), Security
Executive (BankOrgIrl), Data Protection Officer
(CharOrgIrl), IT Executive (BevCorpIrl), Lecturer
and Administrator (EducOrgIrl), Software
Developer (TelCommCorpIrl), Policy Analyst
(ResRegIrl).

Group non-compliant behaviour is a more
prevalent occurrence among employees of
observed organisations located in Ireland

United States (3): Security Researcher
(TechCorpUS), Professor (EducInstUS), Security
Consultant (FinCoUS).
Ireland (8): IT Executive (TechCorpIrl), Security
Executive (BankOrgIrl), Data Protection Officer
(CharOrgIrl), IT Executive (BevCorpIrl), Lecturer
and Administrator (EducOrgIrl), Software
Developer (TelCommCorpIrl), Policy Analyst
(ResRegIrl).

High information security value is more
prevalent in observed organisations located
in the United States

United States (8): Security Executive
(RetCoUS), Software Developer (ClousSerUS),
Business Owner (PublCoUS), Civil Engineer
(CivEngCoUS), Security Researchers
(TechCorpUS), Security Consultant (FinCoUS),
Administrator (EducInstUS).
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Ireland (5): IT Executive and Product Manager
(TechCorpIrl), Chief Editor (PublOrgIrl), Data
Protection Officer (CharOrgIrl), Policy Analyst
(ResRegIrl).
Low information security value is more
prevalent in observed organisations located
in Ireland

United States (2): Professor and Administrator
(EducInstUS).
Ireland (7): Security Executive (BankOrgIrl),
Data Protection Officer (CharOrgIrl), IT
Executive (BevCorpIrl), Lecturer and
Administrator (EducOrgIrl), Software Developer
(TelCommCorpIrl), Policy Analyst (ResRegIrl).

Study’s results suggest that compliant behaviour is more prevalent among employees
in observed organisations located in the United States as opposed to observed
organisations located in Ireland. In particular, eight employees from observed
organisations located in the United States report on instances of non-compliant
behaviour, and four study participants from observed organisations located in
Ireland. This tendency may be influenced by a higher PDI in the United States (40)
than in Ireland (28) (Hofstede, 2001, p. 87). Hence, higher tolerance towards
hierarchy in the United States may be the factor that leads to compliance with formal
mechanisms (e.g. organisational policies, procedures, and processes). Furthermore,
due to the higher UAI in the United States (46) than in Ireland (35) (Hofstede, 2001,
p.151), observed organisations located in the United States may have a greater need
for rules.
Further findings reveal that group non-compliance is a more common occurrence in
observed organisations located in Ireland than in observed organisations located in
the United States, which may be related to the different levels of IDV in the United
States and Ireland. In particular, United States scores 91 on IDV, while Ireland 70
(Hofstede, 2001, p.262). Hofstede (2001) suggested that in societies that score low
on IDV, individuals tend to be influenced by group culture more than in societies
that score high on IDV. Therefore, it is possible that if an employee breaks rules in
an organisation, there is a higher chance that their colleagues will start cloning this
behaviour in observed organisations located to Ireland as opposed to observed
organisations located in the Untied States.
Moreover, comparative analysis shows that a greater number of study participants
from observed organisations located in the United States than from observed
170

Chapter 5 Findings and Discussion
organisations located in Ireland share that their organisations highly value
infromation security. In contrast, a greater number of study informants from
observed organisations located in Ireland than from observed organisations located
in the United States report that their organisations do not value information security.
A high information security value requires the implementation of various processes
and procedures and therefore, assumes a more formal environment. A more formal
environment in observed organisations located in the United States could be a result
of higher PDI and UAI.

5.5

SUMMARY

This chapter presented the results under each component of the conceptual
framework (Figure 5-1) and answered research questions as follows:
How do procedural security countermeasures affect employee security behaviour?
•

Security education tends to lead to compliant behaviour. In particular,
security education is inclined to increase employee information security
awareness and information security awareness, in turn, tends to encourage
security-cautious behaviour (section 5.2.1)

•

An information security policy has a tendency to promote security-cautious
behaviour. More specifically, the information security policy is inclined to
increase information security awareness and information security awareness,
in turn, tends to promote information security compliance. However, for the
information security policy to be effective, it has to retain certain
characteristics, such as security policies must be up to date, visible and unitbased. Employee feedback should be taken in consideration when designing
and implementing security policies. Finally, policies must be enforced.
(section 5.2.2)

How does perceived organisational culture affect employee security behaviour?
•

People-orientation tends to lead to compliant behaviour. In observed
organisations, where employees are taken care of, compliance with
information security rules is prevalent (section 5.3.1).
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•

Solidarity is inclined to promote compliant behaviour among employees.
More specifically, when employees realise and share organisational goals,
and the goal is to protect sensitive information, they are more likely to
comply with organisational security requirements (section 5.3.2).

•

Sociability tends to lead to non-compliant behaviour. In particular, in
observed organisations where sociability is high, employees are inclined to
build informal relationships with their superiors. It is managers’ task to
enforce formal rules. However, the result of these informal relationships is
that employees may develop undesired attitude towards formal rules and
procedures, which may lead to non-compliant behaviour (section 5.3.3).

•

In the course of data analysis, a new trait of organisational culture has
emerged – flat structure. Results suggest that a flat structure has a tendency
to improve the overall level of information security in organisations. In
particular, in flat organisations employees feel free to express their opinion
and point out to management’s errors and mistakes. As a result, if an
employee is aware of a problem, they tend to report to their superiors. User
feedback is particularly beneficial because it helps to improve current
processes, rules, and procedures (section 5.3.4).

•

The effect of hierarchy and rule-orientation on employee security behaviour
was not discovered due to insufficient data (sections 5.3.5 and 5.3.6).

•

Finally, task-orientation tends to lead to non-compliant behaviour. In
particular, if employees are under pressure to complete a certain task, they do
not tend to follow information security rules that consume time (section
5.3.7).

How does perceived national culture affect employee security behaviour?
•

Employees in observed organisations located in the United States tend to be
more compliant with information security rules than their counterparts from
observed organisations located in Ireland. This effect may be explained by
higher power distance and uncertainty avoidance in the United States
(section 5.4.1)

•

Group non-compliance is a more prevalent occurrence in observed
organisations located in Ireland as opposed to observed organisations located
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in the United States. A higher score on individualism may rationalise this
finding (section 5.4.1).
•

Employees in observed organisations located in the United States tend to put
higher emphasis on information security value than employees in observed
organisations located in Ireland. The tolerance towards a formal environment
could be a result of higher power distance and uncertainty avoidance in the
United States (section 5.4.2).

Finally, the key contributions that this study makes are presented in the table below
(Table 5-26), outlining literature gaps, research motivations and corresponding
contributions.
Table 5-26

Study’s key contributions

Literature gap/research motivation

Study’s contribution

There is a gap in the IS literature, in
particular studies that focus on technical
controls prevail over studies that
concentrate on human behaviour as regards
to information security. Crossler et al.
(2013, p.90) argued that “although a
predominant weakness in properly securing
information assets is the individual user
within an organization, much of the focus of
extant security research is on technical
issues”. Ponemon Institute (2012, p. 7)
reports that 39% of security breaches in
organisations occur due to ‘human error’.

This research projects builds on existing theories
to make an empirical contribution, which takes its
place amongst the very few studies in
Behavioural InfoSec research that investigate
various factors (e.g. procedural security
countermeasures and perceived culture) that affect
employee security behaviour.

Studies that investigate the impact of
procedural security countermeasures on
employee security behaviour report
contradictory and therefore, inconclusive
results. For example, while Siponen et al.
(2009) reported that security policies have a
positive effect on security-related actions,
Lee et al. (2004) concluded that security
policies have no effect on employee security
behaviour.

This study provides empirical evidence that
procedural security countermeasures, including
information security policies and security
education, tend to lead to compliant behaviour.

Studies that focus on procedural security
countermeasures, tend to investigate the
direct effect of these measures on employee
security behaviour. Therefore, the role of
information security awareness has been
neglected. While IS scholars argue that the
ultimate purpose of procedural security

The findings of this research project demonstrate
that procedural security countermeasures tend to
lead to compliant behaviour indirectly, through
information security awareness. These insights
extend general deterrence theory in a novel way.
In particular, the deterrent effect of procedural
security countermeasures tends to increase
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countermeasures is to increase information
security awareness (Barlow et al., 2013),
empirical evidence that supports these
claims is lacking. Bulgurcu et al. (2010a)
call for studies that investigate factors that
lead to information security awareness since
information security awareness plays a key
role in employees’ compliance behaviour.
Furthermore, studies report contradictory
results in terms of the effect of information
security awareness on employee security
behaviour (e.g. Bulgurcu et al., 2010a vs.
Lee et al., 2004).

information security awareness. This awareness,
in turn, tends to deter malicious actions of
employees and encourage security-cautious
behaviour. Furthermore, general deterrence theory
is typically used to study negative behaviours,
while there are calls in the literature to apply the
theory across the variety of behaviours, including
negative and positive (D’Arcy and Herath, 2011).
The focus of this study is both negative and
positive behaviours, which further extends
general deterrence theory.

Research that focuses on the effect of
organisational culture on employee security
behaviour is very limited. Within the
established literature territory, only two
conceptual papers were found that
investigate how organisational culture
influences security-related actions (e.g. von
Solms and von Solms, 2004; Vroom and
von Solms, 2004). However, calls to expand
research in this area are present (Hu et al.,
2012).

This research adds to the limited pool of studies
that investigate the effect of organisational culture
on employee security behaviour. Furthermore,
this study provides empirical evidence that
perceived organisational culture tends to have an
impact on employee security behaviour.

Crossler et al. (2013) pointed out to the
limited amount of cross-cultural studies in
Behaviour InfoSec research. Within the
established literature territory, only two
cross-cultural studies were found (e.g.
Hovav and D’Arcy, 2012; D’Arcy et al.,
2014). The need to conduct cross-cultural
research is further exacerbated in the global
economy, where organisations have offices
in different countries and employ people
from different cultures.

This research adds to the limited pool of crosscultural studies in the Behavioural InfoSec
domain. Furthermore, comparative analysis
demonstrates some differences between the two
data sets in observed organisations located in the
United States and Ireland.

Typically, studies that focus on
organisational culture, employ a single
framework of organisational culture

Crossler et al. (2013) pointed out that
majority of studies in Behavioural InfoSec
research employ quantitative methods to
analyse data. They (2013) called for more
studies that utilise qualitative methods in
order to overcome challenges related to
quantitative approaches.

As opposed to focusing on one OC
framework, this study blends in most
prominent OC frameworks used in IS
research and draws a list of distinctive OC
values. The synthesis of organisational
culture frameworks adds to the originality of
this research project.
This research project employs qualitative
methodology.
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Chapter 6:
6.1

Conclusion

CHAPTER OUTLINE

The closing chapter summarises the study’s main findings and outlines its
contribution. To begin, the research objective is revisited and the chosen research
methodology is summarily explained. This is followed by a concise report of
outcomes. Finally, study limitations and implications for research and practice are
presented.

6.2

RESEARCH OBJECTIVE

This study sets its course at the time when the topic of Information Security
(InfoSec) received a sharp focus from academia and practitioners due to its
significance. Modern trends, including the wide-reaching adoption of the Internet,
the adoption of personal computers and the escalation in the number of computing
devices, the emergence of cloud and ambient computing, and the dramatic change of
the role information has in business operations, transformed the field of InfoSec. In
particular, prior the arrival of the aforementioned developments, most of information
security breaches were unintentional and occurred in organisations on a rare
occasion. Typically, computer enthusiasts conducting an experiment initiated these
incidents, for example, the famous Internet worm was written by a graduate student
of Cornell University Robert Morris.
However, since the aforementioned trends have arrived, hackers started gaining for
financial gains and cybercrime has become organised crime that generates millions
in revenue. Consequently, InfoSec research has attracted a lot of academic attention.
InfoSec field has grown and at present has a lot of sub-fields, Behavioural InfoSec
being one of them. Behavioural InfoSec research focuses on factors that impact
individuals’ actions related to information security. These actions can be securitycautious and therefore, desired; or they can be volitional. Behavioural InfoSec
research investigates factors that promote ‘good’ behaviours and prevent ‘bad’
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behaviours. This particular research projects aims to investigate individuals’
behaviour in organisational settings.
A comprehensive literature review has revealed that Behavioural InfoSec research is
still in its infancy and there are a number of areas that require further investigation.
In particular, the effect of procedural security countermeasures on employee security
behaviour has not been rigorously examined by Information Systems (IS) scholars.
A literature search disclosed that studies dedicated to this topic are scarce and
contradictory and therefore, inconclusive (e.g. Straub, 1990; Lee et al., 2004).
Furthermore, the impact of organisational culture (OC), “one of the key constructs in
organisational and individual behaviour literature”, on employee security behaviour
has been largely overlooked (Hu et al., 2012, p.617). Finally, cross-cultural studies
in Behavioural InfoSec research are particularly rare, while previous research
suggests that national culture (NC) does have an influence on security-related actions
(Dinev et al., 2009; Hovav and D’Arcy, 2012).
In the attempt to fill up the aforementioned research gaps, this research project aims
to answer the following research questions:
1. How do procedural security countermeasures affect employee security
behaviour in organisational settings?
2. How does perceived organisational culture affect employee security
behaviour in organisational settings?
3. How does perceived national culture affect employee security behaviour in
organisational settings?

6.3

SUMMARY OF RESEARCH APPROACH

An analytical grounded theory (AGT) approach was employed in this research
project. At the outset, a comprehensive literature review was carried out to identify
literature gaps. Once the gaps became apparent, it was necessary to design a data
collection instrument – an interview guide. The guide was constructed following a
thorough analysis of the extant literature. In particular, procedural security
countermeasures questions were based on IS studies that focused on procedural
security countermeasures. Further, OC frameworks used in IS research were blended
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and analysed for their similarities, and a group of distinctive OC values was
developed in order to construct questions about OC. Further, Hofstede’s (2001) NC
taxonomy was utilised to develop NC questions. General deterrence theory and
literature on OC and NC were used as a lens to construct interview questions.
This is a cross-cultural study conducted in the United States and Ireland, and country
selection was more opportunistic than deliberate, arising as it did out of a research
exchange programme which necessitated spending extended periods of time in both
countries. Using personal and professional connections, 19 interviews were
conducted for this research project, nine in the organisations located in the United
States and ten in Ireland. The US and Irish organisations were purposley selected.
The principle of theoretical sampling guided data collection. The decision to halt
interviews was made when theoretical saturation was reached and there was enough
data collected to make reasonable conclusions and answer research questions.
Study participants were also purposely selected. Although the initial intend to
interview two people in each organisation in different roles (one person in a
managerial position and one regular employee) in order to grasp a holistic view of
the research problem was not fulfilled in each organisation, overall a good balance
was reached in terms of employee knowledge on the subject of information security.
In particular, eight interviewees had expert knowledge, six – very good, and the
remaining five – basic.
In this study, it was determined that the point of theoretical saturation has been
reached once 19 interviews were conducted. In particular, interviewees were
providing with predictable answers. This decision was based upon the analysis and
continual review of collected data.
Interview data was analysed using constant comparative method (CCM) by Maykut
and Morehouse (1994), consisting of nine phases. Initially, the data was reorganised
into categories and their properties that define these categories. Ultimately,
associations between categories were identified and the study framework has
emerged (see Figure 6-1).
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Figure 6-1 Conceptual framework used for this study

6.4

RESEARCH OUTCOMES

Study findings suggest that procedural security countermeasures and perceived
culture tend to have an effect on security behaviour in organisational settings.
Section 6.4.1 – 6.4.3 present a summary of findings.

6.4.1 Procedural Security Countermeasures
Security Education
Security education tends to lead to compliant behaviour. In particular, security
education is inclined to increase information security awareness, which, in turn, has
a tendency to encourage compliant behaviour. Results suggest that information
security awareness has an important role in promoting security-cautious behaviour.
More specifically, the purpose of security training is to educate employees on how to
protect vital organisational assets and why a certain set of rules have to be in place.
The ‘why’ is particularly important because if employees do not understand the
significance of a certain rule, they may not be able to justify the extra effort they
need to make to follow the rule, and, consequently, violate organisational
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information security requirements. Additionally, when employees do not understand
the reason behind security rules, they may give inaccurate interpretation of their
presence.
Information Security Policy
Information security policy tends to encourage information security compliance,
through information security awareness. In particular, information security
awareness is an outcome of the information security policy, while information
security awareness is the factor that tends to promote compliant behaviour. However,
a simple presence of the information security policy in an organisation does not have
the desired result on information security awareness and security behaviour. Study
informants share that for the information security policy to be effective, it must
retain certain qualities, including:
•

An information security policy must be up to date because the ‘face’ of
information security is constantly changing;

•

Encourage employee feedback when designing and implementing the
information security policy because employees are the users of information
security policy;

•

An information security policy must be visible, that is employees must be
aware of its existence and content;

•

An information security policy must be enforced through regular audits and
employees/management must be held accountable if the information security
policy is not followed;

•

In large organisations, the information security policy must be tailored to
particular units or departments in order for the information security policy to
be relevant to business objectives of this particular unit or department.

Information Security Awareness
Study results highlight the important role information security awareness plays in
promoting security-cautious behaviour. In particular, both security education and the
information security policy have tendency to encourage compliant behaviour by
increasing information security awareness. Therefore, information security
awareness tends to be the main factor that tends to lead to compliant behaviour.
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Although the most common way to inform employees about the information security
policy is through security education, study participants suggest that there are other
ways to understand rules and safe practices and therefore, increase information
security awareness. In particular:
•

Common practices employed within an organisation by colleagues;

•

Previous work experience;

•

Studying the information security policy independently;

•

A regular supervision by an immediate manager.

6.4.2 Perceived Organisational Culture
People-orientation
Study findings reveal that people-orientation has a tendency to promote securitycautious behaviour. High people-orientation assumes high concern for people, and
low people-orientation indicates low concern for people. In the course of data
analysis, the following characteristics of high people-orientation have been
identified: high concern for people, everybody matters, and satisfied employees;
while low concern for people indicates low people-orientation. Study participants
reveal that high people-oriented organisations benefit from satisfied workforce,
which, in turn, tends to impel employees to comply with information security rules,
while low-people-orientation tends to lead to non-compliant behaviour.
Solidarity
The value of solidarity is also likely to have an effect on employee security
behaviour. High solidarity assumes that employees realise and pursue organisational
goals, while in low solidarity organisations employees are not concerned with
organisational goals. The list of characteristics of high solidarity was defined as
follows: common goals, cooperation, and proud to be here. Cheating company is a
common practice and my organisation’s problems are not my problems are the traits
that describe low solidarity. Study informants report that high solidarity tends to
promote security-cautious behaviour, while low solidarity is likely to lead to noncompliant behaviour.
Sociability
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Further, sociability tends to influence employee security behaviour. High sociability
presumes an environment where members are very friendly with each other, while
low sociability signifies strictly professional relationships between employees. As
data analysis proceeded, friendliness and trust emerged as characteristics of high
sociability, while social isolation as a trait of low sociability. Study participants from
five organisations believe that high sociability is likely to lead to non-compliant
behaviour.
Flat Structure
Flat structure is an organisational structure that aims to reduce hierarchical layers. In
flatter organisations, employees are empowered to address their concerns and
management is easy to approach. Typically, socialising with management is a
common occurrence due to the lack of a hierarchical structure. In the course of data
analysis, three characteristics of a flat structure have emerged, including
approachable management, opinionated environment, and socialising with
management. The effect of flat structure on employee security behaviour was not
defined due to insufficient data. However, study participants believe that flat
structure is likely to improve the overall level of information security in an
organisation.
Hierarchy
In pure hierarchical organisations, relationships between management and
subordinates is based on authority, that is management’s decisions are normally final
and are not supposed to be challenged by employees. The three characteristics of
hierarchy that have emerged in the process of data analysis are employeemanagement segregation, non-opinionated environment, and resistance to change.
The effect of hierarchy on employee security behaviour was not defined due to
insufficient data.
Task-Orientation
High task-orientated organisations put high emphasis on efficiency, while low taskoriented organisations are concerned with values other than results and production.
In the course of data analysis, the following characteristics of high task-orientation
have emerged: competitive environment, customer orientation, giving results is
important, and risk-taking. Non-competitive environment, on the other hand, is a trait
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of low task orientation. Study participants believe that high task-orientation tends to
lead to non-compliant behaviour.
Rule-orientation
High rule-orientation assumes high emphasis on correctly following procedures,
while low rule-orientation supposes low emphasis on correctly following
procedures. In the process of data analysis, high concern for rules has emerged as a
trait of high rule-orientation, while low concern for rules as a characteristic of low
rule-orientation. The effect of rule-orientation on employee security behaviour was
not defined due to insufficient data.

6.4.3 Perceived National Culture
Employee Security Behaviour
The two types of employee security behaviour are the focus of this study, including
compliant behaviour and non-compliant behaviour. Two characteristics of compliant
behaviour have emerged in the course of data analysis, including information
security rules are followed and information security rules must be followed.
Comparative analysis shows that eight employees from observed organisations
located in the United States describe instances of information security compliance,
while only four employees from observed organisations located in Ireland give
examples of complaint behaviour.
In terms of non-compliant behaviour, as data analysis proceeded, it became apparent
that employees tend to break rules for the following reasons: to take a break, because
security perceived as inconvenience or employees believe that certain rules do not
apply to them. Additionally, employees are inclined to break rules because this type
of behaviour is a common practice in their organisations. Cross-cultural analysis
demonstrates that eight employees from observed organisations located in Ireland
provide examples of non-compliance as opposed to five employees from observed
organisations located located in the United States. These findings suggest that
employees in observed organisations located in the United States tend to be more
compliant with information security rules than employees in observed organisations
located in Ireland.
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As data analysis proceeded further, it became apparent that there are two types of
employee security behaviour, including group and individual. Group behaviour
refers compliant or non-compliant actions of employees performed as a group or
collectively. On the other hand, individual behaviour refers to compliant or noncompliant actions of employees performed individually. Comparative analysis
illustrates that group non-compliance is more prevalent among employees from
observed organisations located in Ireland. In particular, eight participants from
observed organisations located in Ireland report instances of group non-compliant
behaviour, and three from observed organisations located in the United States.
Information Security Value
The category of information security value demonstrates the degree to which
organisations put emphasis on information security. High information security value
indicates that an organisation highly values security of their information (e.g. the
organisation has appropriate controls to protect this information) and has the
following characteristics that have emerged during data analysis: information
security is important, information assets are protected, improving information
security, and enforcing information security rules and practices. On the other hand,
low information security value indicates the organisation’s lack of commitment
towards information security. The following traits of low information security value
have become evident: information security is not important, information assets are
not protected, lack of senior management support, and information security rules
and practices are not enforced.
Comparative analysis shows that seven study participants from observed
organisations located in the United States and three from observed organisations
located in Ireland disclose that their organisations highly value infromation security.
In contrast, seven study informants from observed organisations located in Ireland
and only one from an observed organisation located in the United States report that
their organisations do not value information security. Therefore, observed
organisations located in the United States tend to put a greater value on information
security than observed organisations located in Ireland.
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6.5

STUDY LIMITATIONS

This study has a number of shortcomings, which are highlighted here. They first
relate to the limitations of the study itself and secondly to limitations of the research
approach.

6.5.1 Limitations of the study
The following limitations to the study were identified:
•

The choice of countries was rather opportunistic than deliberate. Various
studies refer to Ireland and the US as ‘western’ cultures, implying the
similarity of cultural traits in these two countries (Hovav and D’Arcy, 2012).
Hofstede’s (2001) taxonomy of NC illustrates minor differences in values’
scores (as opposed to, for example, China and United States, where China is
highly collectivist society). However, the rationale for choosing Ireland and
the US as the two countries for a cross-national comparative study was
guided by observation that there are significant differences in regulatory
environments and approaches towards data protection between the US and
the European Union. Because many multinational corporations base their
European headquarters in Ireland, especially within the ICT sector, the choice
of Ireland as a proxy for Europe (as regards to data protection practices)
makes it interesting to compare with the US;

•

US data was collected in organisations located in the Bay Area, California.
The United States is a vast country, and different parts have distinctive
characteristics. For example, California, in particularly, the Bay Area is home
to Silicon Valley, and therefore, is the part of the United States that attracts a
great number of achievers. This competitive culture may have different
characteristics to less competitive culture in some other parts of the US.

•

One of the main concerns with qualitative studies is the generalisability of
research findings. As this study is exploratory in nature, it is not attempting
to generalise the findings but rather to present the uniqueness within its
context. Therefore, study results cannot be generalised at a country level
because as with most of qualitative studies, the sample is too small.
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6.5.2 Limitations of the research approach
The following limitations to the research approach were identified:
•

The initial purpose of the project was to collect data from organisations of
various sizes. However, out of 15 organisations participated in this research
project, eleven were defined as large and four as SMEs;

•

This study would benefit from secondary data source in order to support data
collected through interviews. For instance, in some organisations employees
were not aware if the information security policy existed. However, if access
to organisational documentation was permitted, it would be known whether
the information security policy exists or not. A researcher could then
distinguish between cases where the information security policy existed but
employees were not aware of it and where the information security policy did
not exist. Nevertheless, study findings answer research questions.

•

A data collection technique, - interviews, - is considered as an intrusive one
because of the presence of a ‘foreigner’ in an organisational setting.
Therefore, there is a possibility that a researcher may introduce bias into the
setting. Although interviewees were generally relaxed and willing to
participate, there still remains the possibility that some unnatural behaviour
was caused by the intrusion of the interviewer;

•

Qualitative data is prone to subjective interpretations. Although various
techniques were employed to avoid researcher bias, there is still a possibility
that data interpretations had some element of subjectivity.

Despite these limitations, the results of the study provide some interesting insights
on how procedural security countermeasures and perceived culture tend to affect
employee security behaviour in organisational settings.

6.6

IMPLICATIONS FOR RESEARCH AND

PRACTICE
This section summarises the contributions and implications of this study to research
and highlights implications for practice.
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6.6.1 Implications for Research
This research contributes to the literature in several ways:
•

There is a gap in the IS literature, in particular studies that focus on technical
controls prevail over studies that concentrate on human behaviour as regards
to information security. Crossler et al. (2013, p. 90) pointed out that
“although a predominant weakness in properly securing information assets is
the individual user within an organization, much of the focus of extant
security research is on technical issues”. Ponemon Institute (2012, p. 7)
reports that 39% of security breaches in organisations occur due to ‘human
error’. This research projects builds on existing theories to make an empirical
contribution, which takes its place amongst the very few studies in
Behavioural InfoSec research that investigate various factors (e.g. procedural
security countermeasures and perceived culture) that tend to affect employee
security behaviour.

•

Studies that investigate the impact of procedural security countermeasures on
employee security behaviour report contradictory and therefore, inconclusive
results. For example, while Siponen et al. (2009) reported that security
policies have a positive effect on security-related actions, Lee et al. (2004)
concluded that security policies have no effect on employee security
behaviour. This study provides empirical evidence that procedural security
countermeasures, including information security policies and security
education, tend to lead to compliant behaviour.

•

Studies that focus on procedural security countermeasures, tend to investigate
the direct effect of these measures on employee security behaviour. Therefore,
the role of information security awareness has been neglected. While IS
scholars

argue

that

the

ultimate

purpose

of

procedural

security

countermeasures is to increase information security awareness (Barlow et al.,
2013), empirical evidence that supports these claims is lacking. Bulgurcu et al.
(2010a) called for studies that investigate factors that lead to information
security awareness since information security awareness plays a key role in
employees’ compliance behaviour. Furthermore, studies report contradictory
results in terms of the effect of information security awareness on employee
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security behaviour (e.g. Bulgurcu et al., 2010a vs. Lee et al., 2004). The
findings of this research project demonstrate that procedural security
countermeasures tend to lead to compliant behaviour indirectly, through
information security awareness. These insights extend general deterrence
theory in a novel way. In particular, the deterrent effect of procedural security
countermeasures tends to increase information security awareness. This
awareness, in turn, tends to deter malicious actions of employees and
encourage security-cautious behaviour. Furthermore, general deterrence
theory is typically used to study negative behaviours, while there are calls in
the literature to apply the theory across the variety of behaviours, including
negative and positive (D’Arcy and Herath, 2011). The focus of this study is
both negative and positive behaviours, which further extends the general
deterrence theory.
•

Research that focuses on the effect of organisational culture on employee
security behaviour is very limited. Within the established literature territory,
only two conceptual papers were found that investigate how organisational
culture influences security-related actions (e.g. von Solms and von Solms,
2004; Vroom and von Solms, 2004). However, calls to expand research in this
area are present (Hu et al., 2012). This research adds to the limited pool of
studies that investigate the effect of organisational culture on employee
security behaviour. Furthermore, this study provides empirical evidence that
perceived organisational culture tends to have an impact on employee security
behaviour.

•

Crossler et al. (2013) pointed out to the limited amount of cross-cultural studies
in Behaviour InfoSec research. Within the established literature territory, only
two cross-cultural studies were found (e.g. Hovav and D’Arcy, 2012; D’Arcy
et al., 2014). The need to conduct cross-cultural research is further exacerbated
in the global economy, where organisations have offices in different countries
and employ people from different cultures. This research adds to the limited
pool of cross-cultural studies in the Behavioural InfoSec domain. Furthermore,
comparative analysis demonstrates some differences between the two data sets
in observed organisations located in the United States and Ireland.
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•

As opposed to focusing on one OC framework, this study blends in most
prominent OC frameworks used in IS research and draws a list of distinctive
OC values. The synthesis of organisational culture frameworks adds to the
originality of this research project.

•

Finally, an additional and, nevertheless, important contribution of this study is
in its methodology. While existing studies that focus on employee security
behaviour make a valuable contribution to the overall pool of Behavioural
InfoSec research, quantitative methodologies prevail in this research stream.
There are calls to expand on studies that employ qualitative techniques in order
to overcome methodological challenges associated with quantitative research
(Crossler et al., 2013). This research project employs qualitative methodology.

6.6.2 Implications for practice
While the effect of technical controls on employee behaviour is obvious and cannot
be underestimated, there are certain actions that are impossible to manage with
technical measures. For example, a ‘clean desk’ policy is a commonly employed
security rule in organisations. Some information cannot be left on a display and
therefore, employees are obliged to clean their desks at the end of a working day.
However, technical controls are unable to enforce this rule (surveillance is too
expensive). Therefore, employees need an incentive to obey rules that are not
particularly enforced. Hence, it is important to examine various social factors and
their interactions with human behaviour. This project highlights the important role of
formal and informal controls and how they can improve employee security actions
that cannot be controlled by technical tools.
More specifically, this research contributed to practice as follows:
•

It highlights the essential role procedural security countermeasures (e.g.
security education and an information security policy) play in promoting
compliant behaviour. In particular, as study findings suggest, the lack of
procedural security countermeasures may lead to non-compliant behaviour.
For example, in organisations where information security is not prioritised,
employees continuously break rules. This type of behaviour may have
devastating consequences for organisations. On the other hand, in
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organisations where information security is a big concern and procedural
security countermeasures are implemented, employees tend to understand
why it is important to follow the rules. Subsequently, they execute safe
security practices. Overall, this research highlights that the key to compliance
is information security awareness, which may be increased through the
implementation of procedural security countermeasures.
•

It highlights the important role of OC in managing employee security
behaviour. In particular, it provides an insight for managers on which OC
values should be fostered in order to encourage information security
compliance and which should be promoted with caution. For example, while
high task-orientation is inevitable in some organisations, practitioners should
find a balance between requirements for results and information security
requirements.

•

It highlights that cross-cultural differences should be taken in consideration
when implementing security controls and enforcing compliance. It seems that
employees in observed organisations located in the US tend to be more
obedient with information security rules. This tendency could be due to their
higher tolerance towards formal measures like policies, rules and procedures.
Therefore, it is possible that measures that promote compliance in
organisations should be country-adjusted.

6.7

CONCLUSION AND FURTHER WORK

The purpose of this study was to gain individuals’ perceptions on interactions
between procedural security countermeasures, perceived culture and employee
security behaviour. Using general deterrence theory (GDT) and prior literature on
organisational culture (OC) and national culture (NC), this study presented a
theoretical framework illustrating various factors (e.g. procedural security
countermeasures, perceived OC and perceived NC) that tend to affect employee
security behaviour. This framework was examined by conducting interviews with
employees from various organisations located in the United States and Ireland. Study
findings indicate that procedural security countermeasures tend to lead to compliant
behaviour. Further, OC values of people-orientation and solidarity are likely to
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promote security-cautious behaviour, while sociability and task-orientation have a
tendency to lead to non-compliant behaviour. Moreover, comparative analysis shows
that employees from observed organisations located in the United States tend to be
more tolerant towards formal environments with fixed rules and procedures than
employees from observed organisations located in Ireland. These findings provide
much needed empirical evidence about factors that are inclined to affect employee
security behaviour in organisational settings.
In terms of further work, it would be beneficial to duplicate this study in different
cultural environments, e.g. compare highly individualistic culture in the United
States with highly collectivist culture in China. Furthermore, a follow-up
quantitative study would allow to generalise results across cultures and make
country-broad conclusions as opposed to the results specific to the organisations
studied in this research project.
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Appendix A: Literature Search
Strategy
The pool of journals reviewed for this research project consisted of three baskets adding up to a total
of 28 journals presented in Table 1. To begin with, the “Top IS” journals basket (“AIS Scholars ”)
was included in the search. Next, the second basket, - “Security”, - was selected following the
journal’s ranking system Journal Analyzer in Scopus. The top six information and computer security
journals with the highest Scientific Journal Ranking (SJR) were selected for the literature search.
Finally, the third basket referred as “Mixed-Themes” was selected using Harzing’s Journal Quality
List resulting in 14 highest ranked journals.

Table 1. Literature search journal basket
Basket Name

Number of
Journals

Journal Acronym

Top IS (“AIS
Scholars”)

8

MIS Quarterly, European Journal of Information Systems,
Journal of the Association for Information Systems,
Journal of Information Technology, Journal of
Management Information Systems, Journal of Strategic
Information Systems, Information Systems Journal, and
Information Systems Research

Security

6

ACM Transactions on Information and System Security,
IEEE Transactions on Information Forensics and Security,
Journal of Computer Security, Computers & Security,
IEEE Security & Privacy, and International Journal of
Information Security.

Mixed-Theme

14

ACM Computing Surveys, ACM Transactions on
Computer-Human Interaction, ACM Transactions on
Database Systems, ACM Transactions on Information
Systems, Communications of the ACM, Decision Support
Systems, IEEE Intelligent Systems, IEEE Transactions on
Computers, IEEE Transactions on Software Engineering,
Information & Management, Information Systems, Journal
of Organizational Computing and Electronic Commerce,
Journal of the ACM, Journal of Management Information
Systems.

After the list of suitable publications was determined, key words for the search in the Web of
Knowledge database were identified, including ‘Information Security’, ‘IS Security/Information
Systems Security’, ‘Computer Crime’, ‘Employee Computer Crime’, ‘End-User Security’ ‘Computer
Security’, ‘Computer Misuse’, ‘Behaviour/Behavior’, ‘Compliance’, ‘Non-Compliance’, ‘Computer
Abuse’, ‘IS Misuse/Information Systems Misuse’, ‘Nonmalicious Security Violation, ‘Security Policy
Compliance’, ‘End-User Security Behaviours/End-User Security Behaviors’, ‘Compliant
Behaviour/Compliant Behavior’, ‘Insider Misuse’, ‘Insider Threat, ‘Security Compliance’, ‘Employee
Security Behaviour/Employee Security Behavior’, ‘Cross-Cultural’, ‘National Culture’,
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‘Organisational Culture/Organizational Culture’, ‘Deterrence’, ‘Information Security Awareness’,
‘Information Security Policy, ‘Information Systems Security Policy/IS Security Policy’, ‘Computer
User Education’, ‘Security Training’, ‘Security Education’, ‘Security Countermeasures’, ‘Security
Controls’.
Each issue of each volume of the identified journals dating back to early 1990’s was examined for
appropriate publications. It has to be noted that Behavioural InfoSec research investigates security
behaviours in both organisational and home environments. Since computer users’ behaviour in a
home environment is influenced by different factors, these studies were excluded from the literature
review conducted for this research project. For example, a fear appeals approach in a form of
sanctions is irrelevant in a home environment, while it has been widely used in Behavioural InfoSec
research that focuses on employees’ security related-behaviours.
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Appendix B: Interview Guide –
Regular Employee
•

Can you tell me a little bit about your company please?

•

Can you name values of your organisation? [Values define the way an organisation conducts
its business] [Specific mode of conduct, could be a framework for how we treat one another
at work or a framework how we treat our customers, integrity, strong ethical commitment to
perform professionally and responsibly, compassion for all company’s members]

•

What common beliefs and assumptions exist in your organisation? [It’s OK to be late to
work, it’s OK to object manager’s decision, it’s OK to break a rule.]

•

What is the common purpose of your organisation?

•

Is it acceptable to break rules in your organisation?
Can you expand please possibly with an example?
If yes:

What consequences did follow?

What problems did this incident entail?
How it was resolved?
Can an employee get fired for work-related slip-up?

•

What information security practices and rules are used in your organisation?
Do you think these rules are working?
If yes:

Why do you think they are working?

If no:

Why do you think they are not working?

Do you think they are useful?
If yes:

Why do you think they are useful?

If no:

Why do you think they are not useful?

If you could, what would you change about information security practices and rules
in your organisation?

•

What information security values (priority) are promoted in your organisation? [It is the way
organisation/employees conduct in relation to information systems security, what is valued in
relation to information security; I have sensitive information on my laptop so my priority is
to keep it secure] [Customer data must be secured all the times, corporate data must be
secured at all times]
Do you think information security values affect your behaviour with regards to
information systems security?
If yes:

How information security values affect your behaviour with

regards to information systems security?
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If no:

How information security values don’t affect your behaviour with

regards to information systems security?

•

Is there an information security policy in your organisation?
If yes:

•

Are you familiar with its content?
If yes:

How familiar are you with the policy content?

If no:

How unfamiliar are you with the policy content?

Do you think the information security policy affects your behaviour with regards to
information systems security?
If yes:

How do you think security policy affects your behaviour with regards to

information systems security?
If no:

How do you think security policy doesn’t affect your behaviour with

regards to information systems security?
•

Did you ever violate information security rule?
If yes:

Please describe your experience.

What problems did this incident entail?
How your organisation was affected by this incident?
How this incident was resolved?
Did this incident influence information security practices and rules in your
organisation?
If yes:

How did this incident influence information security

practices and rules in your organisation?
Did this incident affect your behaviour with regards to information systems
security?
If yes:

How did this incident affect your behaviour with regards

to information systems security?

•

Did your organisation ever experience an information security breach?
If yes:

Please describe.
What problems did it entail?
Did this incident affect your organisation?
If yes:

How did this incident affect your organisation?

If no:

How didn’t this incident affect your organisation?

Did this incident affect your behaviour with regards to information systems
security?
If yes:

How did this incident affect your behaviour with regards

to information systems security?
If no:

How didn’t this incident affect your behaviour with

regards to information systems security?
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•

Do you ever have joint lunches with your colleagues including management?

•

Is it a common practice in your company to attend evening outings with your colleagues
including management?
What is the purpose of these outings?

•

Is it common to have non-work-related chats with your colleagues during work hours?
Do you think the perception of friendly or strict atmosphere in your organisation
affects information security practices and rules in your organisation?
If yes:

How does the perception of friendly or strict atmosphere affect

information security practices and rules?
If no:

How the perception of friendly or strict atmosphere doesn’t affect

information security practices and rules
Do you think the perception of friendly or strict atmosphere affects your behaviour
with regards to information systems security?
If yes:

How does the perception of friendly or strict atmosphere affect

your behaviour with regards to information systems security?
If no:

How the perception of friendly or strict atmosphere doesn’t affect

your behaviour with regards to information systems security?
•

Is it easy to approach your immediate manager?
If yes:

Can you elaborate please?

If no:

Can you elaborate please?
Do you think the perception of whether or not your immediate manager is
approachable affects your behaviour with regards to information systems
security?
If yes:

How does the perception of whether or not your

immediate manager is approachable affect your behaviour with
regards to information systems security?
If no:

How the perception of whether or not your immediate

manager is approachable doesn’t affect your behaviour with
regards to information systems security?
Do you think the perception of whether or not your immediate manager is
approachable affects information security practices and rules of your
organisation?
If yes:

How does the perception of whether or not your

immediate manager is approachable

affect information

security practices and rules of your organisation?
If no:

How the perception of whether or not your immediate

manager is approachable doesn’t affect information security
practices and rules of your organisation?
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•

•

Is it common in your organisation to disagree with your superior’s opinion or decision?
If yes:

Can you elaborate please?

If no:

Can you elaborate please?

Did you ever challenge your superior’s decision?
Describe your experience please.
Do you think the perception of whether or not you can challenge
organisational decisions affects information security practices and rules of
your organisation?
If yes:

How does the perception of whether or not you can

challenge organisational decisions affect information security
practices and rules?
If no:

How the perception of whether or not you can challenge

organisational decisions doesn’t affect information security
practices and rules?
Do you think the perception of whether or not you can challenge
organisational decisions affects your behaviour with regards to information
systems security?
If yes:

How does the perception of whether or not you can

challenge organisational decisions affect your behaviour with
regards to information systems security?
If no:

How the perception of whether or not you can challenge

organisational decisions doesn’t affect your behaviour with
regards to information systems security?
•

Is competition between colleagues promoted by your organisation?
If yes:

Can you expand please

If no:

Can you expand please
Do you think competitive/non-competitive atmosphere affects information
security practices and rules promoted by your organisation?
If yes:

How does competitive/non-competitive atmosphere

affect information security practices and rules?
If no:

How competitive/non-competitive atmosphere doesn’t

affect information security practices and rules?
Do you think competitive/non-competitive atmosphere affects your
behaviour with regards to information systems security?
If yes:

How does competitive/non-competitive atmosphere

affect your behaviour with regards to information systems
security?
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If no:

How competitive/non-competitive atmosphere doesn’t

affect your behaviour with regards to information systems
security?

•

Do you think an organisation should have a responsibility of its employees’ health and
welfare?
How satisfying is the company you are working for in this respect?
Do you think your satisfaction/dissatisfaction affects information security
practices and rules promoted by your organisation?
If yes:

How does your satisfaction/dissatisfaction affect

information security practices and rules promoted by your
organisation?
If no:

How your satisfaction/dissatisfaction doesn’t affect

information security practices and rules promoted by your
organisation?
Do you think your satisfaction/dissatisfaction affects your behaviour with
regards to information systems security?
If yes:

How does your satisfaction/dissatisfaction affect your

behaviour with regards to information systems security?
If no:

How your satisfaction/dissatisfaction doesn’t affect your

behaviour with regards to information systems security?

•

Do you ever attend any information security training courses in your organisation?
If yes:

Please tell me more about this training.

How frequently do you attend these training sessions?

•

In your opinion, how well is confidential information protected in your organisation?
Can you elaborate please?

•

Do you ever voluntarily work overtime in order to finish some important task?

•

Do you ever put your company goals before your personal goals?
Can you elaborate please?

•

Do you think management expects you to put company goals before your personal goals?
Can you elaborate please?

•

Do you need access card to enter the building where your company is located?

•

Is there anything you would like to add before we finish up?

211

Appendices

Appendix C: Interview Guide –
Executive
•

Can you tell me a little bit about your company please?

•

Can you name values of your organisation? [Values define the way an organisation conducts
its business] [Specific mode of conduct, could be a framework for how we treat one another
at work or a framework how we treat our customers, integrity, strong ethical commitment to
perform professionally and responsibly, compassion for all company’s members]

•

What common beliefs and assumptions exist in your organisation? [It’s OK to be late to
work, it’s OK to object manager’s decision, it’s OK to break a rule.]

•

What is the common purpose of your organisation?

•

Is it acceptable to break rules in your organisation?
Can you expand please possibly with an example?
If yes:

What consequences did follow?

What problems did this incident entail?
How it was resolved?
Can an employee get fired for a work-related slip-up?

•

What information security practices and rules are used in your organisation?
Do you think these rules are working?
If yes:

Why do you think they are working?

If no:

Why do you think they are not working?

Do you think they are useful?
If yes:

Why do you think they are useful?

If no:

Why do you think they are not useful?

If you could, what would you change about information security practices and rules
in your organisation?

•

What information security values (priority) are promoted in your organisation? [It is the way
organisation/employees conduct in relation to information security, what is valued in relation
to information security; I have sensitive information on my laptop so my priority is to keep it
secure] [Customer data must be secured all the times, corporate data must be secured at all
times]
Do you think information security values affect employees’ behaviour with regards
to information systems security?
If yes:

How information security values affect employees’ behaviour

with regards to information systems security?
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If no:

How information security values don’t affect employees’

behaviour with regards to information systems security?

•

Is there an information security policy in your organisation?
If yes:

Are you familiar with its content?
If yes:

Can you please elaborate how familiar are you with the policy

If no:

Can you please elaborate how unfamiliar are you with the policy

content?
content?
•

Do you think the information security policy affects employees’ behaviour with regards to
information systems security?
If yes:

How do you think security policy affects employees’ behaviour with

regards to information systems security?
If no:

How do you think security policy doesn’t affect employees’ behaviour

with regards to information systems security?
•

Did employees ever violate information security rules?
If yes:

Can you please elaborate?

What problems did this incident entail?
How your organisation was affected by this incident?
How this incident was resolved?
Did this incident influence information security practices and rules in your
organisation?
If yes:

How did this incident influence information security

practices and rules in your organisation?
Did this incident affect employees’ behaviour with regards to information
systems security?
If yes:

How did this incident affect employees’ behaviour with

regards to information systems security?

•

Did your organisation ever experience an information security breach?
If yes:

Please describe.
What problems did it entail?
Did this incident affect your organisation?
If yes:

How did this incident affect your organisation?

If no:

How didn’t this incident affect your organisation?

Did this incident affect your behaviour with regards to information systems
security?
If yes:

How did this incident affect employees’ behaviour with

regards to information systems security?
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If no:

How didn’t this incident affect employees’ behaviour

with regards to information systems security?

•

Do you ever have joint lunches with your colleagues and employees?

•

Is it a common practice in your company to attend evening outings with your colleagues and
employees?
What is the purpose of these outings?

•

Do you allow your employees to have non-work-related chats during work hours?
Do you think the perception of friendly or strict atmosphere in your organisation
affects information security practices and rules in your organisation?
If yes:

How does the perception of friendly or strict atmosphere affect

information security practices and rules?
If no:

How the perception of friendly or strict atmosphere doesn’t affect

information security practices and rules
Do you think the perception of friendly or strict atmosphere affects employees’
behaviour with regards to information systems security?
If yes:

How does the perception of friendly or strict atmosphere affect

employees’ behaviour with regards to information systems security?
If no:

How the perception of friendly or strict atmosphere doesn’t affect

employees’ behaviour with regards to information systems security?
•

Do you t think it’s easy for employees to approach you?
If yes:

Can you elaborate please?

If no:

Can you elaborate please?
Do you think the perception of whether or not you are approachable affects
employees’ behaviour with regards to information systems security?
If yes:

How does the perception of whether or not you are

approachable affect employees’ behaviour with regards to
information systems security?
If no:

How the perception of whether or not you are

approachable doesn’t affect employees’ behaviour with regards to
information systems security?
Do you think the perception of whether or not you are approachable affects
information security practices and rules of your organisation?
If yes:

How does the perception of whether or not you are

approachable

affect information security practices and rules

of your organisation?
If no:

How the perception of whether or not you are

approachable doesn’t affect information security practices and
rules of your organisation?
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•

Is it common practice in your organisation for employees to disagree with management’s
opinions or decisions?

•

If yes:

Can you elaborate please?

If no:

Can you elaborate please?

Was your decision ever challenged by an employee?
Describe your experience please.
Do you think the perception of whether or not employees can challenge
organisational decisions affects information security practices and rules of
your organisation?
If yes:

How does the perception of whether or not employees

can challenge organisational decisions affect information security
practices and rules?
If no:

How the perception of whether or not employees can

challenge organisational decisions doesn’t affect information
security practices and rules?
Do you think the perception of whether or not employees can challenge
organisational decisions affects employees’ behaviour with regards to
information systems security?
If yes:

How does the perception of whether or not employees

can challenge organisational decisions affect employees’
behaviour with regards to information systems security?
If no:

How the perception of whether or not employees can

challenge organisational decisions doesn’t affect employees’
behaviour with regards to information systems security?
•

Is competition among employees is promoted by your organisation?
If yes:

Can you expand please

If no:

Can you expand please
Do you think competitive/non-competitive atmosphere affects information
security practices and rules promoted by your organisation?
If yes:

How does competitive/non-competitive atmosphere

affect information security practices and rules?
If no:

How competitive/non-competitive atmosphere doesn’t

affect information security practices and rules?
Do you think competitive/non-competitive atmosphere affects employees’
behaviour with regards to information systems security?
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If yes:

How does competitive/non-competitive atmosphere

affect employees’ behaviour with regards to information systems
security?
If no:

How competitive/non-competitive atmosphere doesn’t

affect employees’ behaviour with regards to information systems
security?

•

Do you think an organisation should have a responsibility of its employees’ health and
welfare?
How satisfying is the company you are working for in this respect?
Do you think your satisfaction/dissatisfaction affects information security
practices and rules promoted by your organisation?
If yes:

How does your satisfaction/dissatisfaction affect

information security practices and rules promoted by your
organisation?
If no:

How your satisfaction/dissatisfaction doesn’t affect

information security practices and rules promoted by your
organisation?
Do you think your satisfaction/dissatisfaction affects your behaviour with
regards to information systems security?
If yes:

How does your satisfaction/dissatisfaction affect your

behaviour with regards to information systems security?
If no:

How your satisfaction/dissatisfaction doesn’t affect your

behaviour with regards to information systems security?

•

Are there any information security training courses in your organisation?
If yes:

Please tell me more about this training.

How frequently do employees have to attend these training sessions?

•

In your opinion, how well is confidential information protected in your organisation?
Can you elaborate please?

•

Do you ever voluntarily work overtime in order to finish some important task?

•

Do you ever put your company goals before your personal goals?
Can you elaborate please?
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•

Do you expect your employees to put company goals before your personal goals?
Can you elaborate please?

•

Do you need access card to enter the building where your company is located?

•

Is there anything you would like to add before we finish up?
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Appendix D: Data Analysis Framework
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Appendix E: Phase 1 Open Coding –
US Data
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

Name

Sources

References

addressing issues

5

10

approachable management

9

37

attempts to improve information security

2

4

breaking rules as a means to take a break

0

0

clear examples

0

0

common goals

3

15

competitive environment

3

8

concern for people

7

24

continuous security education

1

1

cooperation

3

10

customer orientation

4

10

day-to-day behaviour

1

1

employee feedback is important

2

2

employee-management segregation

1

4

enforcing information security rules and good practices

4

6

enforcing policies

1

1

everybody matters

2

9

frequent security trainings will make employees resentful

1

1

friendliness

7

33

giving results is important

8

16

high concern for rules

4

20

improving rules

4

12

information assets are not protected

3

6

information assets are protected

9

31

information security is an important organisational value

5

15

information security is not an important organisational value

1

4

information security rules and good practices are not enforced

1

6

information security rules are followed

8

23

information security rules must be followed

4

14

lack of awareness

3

14

lack of senior management support

1

2

low concern for people

1

5

low concern for rules

2

5

my organisation’s problems are not my problems

0

0

non-compliance is common practice

3

8

non-opinionated environment

4

7

opinionated environment

5

25

policy visibility

1

1

presence of awareness

5

29

proud to be here

1

1

resistance to change

1

3

risk-taking

1

2

rules and practices incongruence

2

8
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44
45
46
47
48
49
50
51
52
53

Name

Sources

References

satisfied employees

8

12

screwing organisation is a common practice

0

0

security is perceived as inconvenience

3

3

socialising with management

7

10

social isolation

1

3

this rule does not apply to me

2

7

trust

3

5

unit-based policies

0

0

up to date policies

2

2

why it is important to follow rules

1

1
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Appendix F: Phase 1 Open Coding –
Irish Data
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43

Label

No of
Participants

No of
Quotes

addressing issues

6

12

approachable management

9

26

attempts to improve information security

2

4

breaking rules as a means to take a break

1

1

clear examples

1

1

common goals

8

17

competitive environment

5

9

concern for people

8

17

continuous security education

1

1

cooperation

1

1

customer orientation

1

1

day-to-day behaviour

1

1

employee feedback is important

1

1

employee-management segregation

3

8

enforcing information security rules and good practices

2

5

enforcing policies

2

2

everybody matters

0

0

frequent security trainings will make employees resentful

0

0

friendliness

8

24

giving results is important

8

20

high concern for rules

2

6

improving rules

2

3

information assets are not protected

5

18

information assets are protected

9

29

information security is an important organisational value

6

8

information security is not an important organisational value

4

6

information security rules and good practices are not enforced

7

16

information security rules are followed

4

12

information security rules must be followed

1

1

lack of awareness

4

6

lack of senior management support

6

13

low concern for people

1

11

low concern for rules

0

0

my organisation's problem is not my problem

2

3

non-compliance is common practice

6

16

non-opinionated environment

3

7

opinionated environment

8

20

policy visibility

2

2

presence of awareness

2

2

proud to be here

0

0

resistance to change

0

0

risk-taking

2

3

rules and practices incongruence

7

36
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44
45
46
47
48
49
50
51
52
53

Name

Sources

References

satisfied employees

4

5

screwing organisation is a common practice

1

1

security is perceived as inconvenience

6

12

socialising with management

4

5

social isolation

4

6

this rule does not apply to me

2

3

trust

3

5

unit-based policies

2

2

up to date policies

1

1

why it is important to follow rules

1

1
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Appendix G: Phase 2 Data
Categorisation - US Data
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Name

Sources

References

flat structure

10

159

group compliance

4

9

group non-compliance

3

9

hierarchical structure *

5

14

high information security value

7

109

high people-orientation *

8

84

high rule-orientation *

5

24

high sociability *

7

38

high solidarity *

5

26

high task-orientation *

9

38

high employee information security awareness

6

78

I do not know if there is policy

2

2

improved information security

6

22

inadequate security training

0

0

individual compliance

5

10

individual non-compliance

4

12

information security policy *

9

85

lack of policy

1

1

lack of security training

2

10

low information security value

1

8

low people-orientation *

1

13

low rule-orientation *

4

5

low sociability *

1

3

low solidarity

0

0

low employee information security awareness

3

29

presence of policy

6

13

security education *

9

65

compliant behaviour *

8

79

security training presence

5

26

non-compliant behaviour*

5

61

Asterisk indicates categories emerged from data analysis as opposed to existing in literature
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Appendix H: Phase 2 Data
Categorisation - Irish Data
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Name

Sources

References

flat structure

10

98

group compliance

2

2

group non-compliance

8

26

hierarchical structure *

4

33

high information security value

3

35

high people-orientation *

8

27

high rule-orientation *

5

6

high sociability *

8

40

high solidarity *

6

18

high task-orientation *

10

52

high employee information security awareness

4

12

I do not know if there is policy

3

4

improved information security

6

15

inadequate security training

1

2

individual compliance

4

9

individual non-compliance

3

7

information security policy *

8

15

lack of policy

1

1

lack of security training

4

15

low information security value

7

78

low people-orientation *

2

23

low rule-orientation *

6

36

low sociability *

3

6

low solidarity *

2

13

low employee information security awareness

4

6

presence of policy

6

17

security education *

10

48

compliant behaviour *

4

32

security training presence

3

9

non-compliant behaviour *

8

96

Asterisk indicates categories emerged from data analysis as opposed to existing in literature
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Appendix I: Phases 1-3 Codes
Hierarchy
Themes

Categorisation
(Phase 2)

Open Coding
(Phase 1)

Behaviour

Compliant Behaviour:
• group

Information security rules
are followed
Information security rules
must be followed

•

individual

Non-Compliant
Behaviour:
• group
•

Organisational
culture values

Breaking rules as a means
to take a break
Non-compliance is
common practice
Security is perceived as
inconvenience
This rule does not apply
to me
Employee-management
segregation
Non-opinionated
environment
Resistance to change
Approachable
management
Opinionated environment

individual

Hierarchical structure

Flat structure

High people-orientation

Low people-orientation
High rule-orientation
Low rule-orientation

High sociability
Low sociability
High solidarity

Low solidarity

High task-orientation

Socialising with
management
Concern for people
Everybody matters
Satisfied employees
Low concern for people
High concern for rules
Low concern for rules
Rules and practices
incongruence
Friendliness
Trust
Social isolation
Common goals
Cooperation
Proud to be here
My organisation's
problem is not my
problem
Screwing organisation is a
common practice
Competitive environment
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Coding on
(Phase 3)

Addressing issues
Addressing issues
Avoiding too
restrictive
User input is
important

Appendices

High information
security value

Organisational
culture values
(continued)

Low information
security value

Procedural Security
Countermeasures

Security education:
• lack of security
training
•

security
training
presence

•

inadequate

Customer orientation
Giving results is
important
Risk-taking
Information security is an
important organisational
value
Information assets are
protected
Attempts to improve
information security
Enforcing information
security rules and good
practices
Information security is not
an important
organisational value
Information assets are not
protected
Information security rules
and good practices are not
enforced
Lack of senior
management support
Why it is important to
follow rules
Clear examples
Continuous security
education
Frequent security
trainings will make
employees resentful
Day-to-day behaviour

security
training
Information security
policy
• lack of policy
•

presence

of

policy
•

I do not know if
there is policy

Employee
information security
awareness

Improved
information security

High employee
information security
awareness
Low employee
information security
awareness
Improved information
security

Up to date policies
Wording is important
Employee feedback is
important
Unit-based policies
Enforcing policies
Policy visibility
Policy is barrier to
productivity
Presence of awareness
Lack of awareness
Addressing issues
Improving rules
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Appendix J: Phase 4 Stand-alone
Propositional Statements
BEHAVIOUR
Compliant Behaviour: The participants shared instances of behaviour compliant with organisational
information security requirements. The two characteristics of compliant behaviour that emerged in the
course of data analysis are information security rules are followed (“Nobody has tried to violate the
rules”; Software Developer, CloudSerUS) and information security rules must be followed (“This is
the baseline – you need to follow the rules”; Security Researcher, TechCorpUS).
Two categories of compliant behaviour have emerged: group and individual.
Group Compliant Behaviour: The participants shared experiences of following organisational
information security requirements as a group (“No, employees never break information security
rules”; Security Executive, RetCoUS).
Individual Compliant Behaviour: The participants shared individual experiences of following
organisational information security requirements (“No, I do not violate information security rules”;
Civil Engineer, CivEngCoUS)
Non-Compliant Behaviour: The participants shared instances of behaviour non-compliant with
organisational information security requirements. Interviewees are willingly breaking rules in order to
take a break (“I do look on Facebook to get a break from work”; Administrator, EducOrgIrl), or when
security is perceived as inconvenience (“Information security rules are ignored because they are pain
in the butt to implement”; Professor, EducInstUS), or when they feel that a certain rule does not
apply to them (“Certain information security rules like access to websites have been circumvented by
people in senior positions…Once certain people ask, I have no choice but let them circumvent the
rule”; Security Executive, BankOrgIrl). In some organisations breaking rules is a common practice
(“In my organisation, we break rules all the time”; Professor, EducInstUS)”.
Two categories of non-compliant behaviour have emerged: group and individual.
Group Non-Compliant Behaviour: The participants shared instances of behaviour non-compliant
with organisational information security requirements as a group (“A lot of employees leave their
laptops in the evenings unlocked. And if it is robbed, the attitude is, ‘it is not my problem, it is
organisational security lacking’”; Software Developer, TelCommCorpIrl).
Individual Non-Compliant Behaviour: The participants shared individual experiences of violating
organisational information security rules (“The system prompts to save emails…I was not 100 percent
compliant because it is very time consuming”; Policy Analyst, ResRegIrl).
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ORGANISATIONAL CULTURE VALUES
Hierarchical structure: An organisational culture trait characterised by employee-management
segregation (“If something happens in the company, for example, if any lay off is happening, there is
no way we hear. Nobody knows except management and it never comes out. It is an old company and
there is hierarchy: management are up there and we are below them and they want to make sure it
exists”; Civil Engineer, CivEngCoUS), non-opinionated environment (“I do not think it is my place to
disagree with management…And it is not a tacit assumption, it is very much part of the hierarchy in
the business: there is a business owner, then there is a manager, and only then there is an employee”;
Security Consultant, FinCoUS), and resistance to change (“One time I wanted to change our
approach for a project. The manager did not accept it, while my immediate supervisor backed me up.
We had a big meeting-fight - it was a very tough meeting. I convinced them to change their approach
because it was not the right approach. But I had a very stressful week – I really fought for that. I was
happy at the end but it took me a long time. They do practice that was set maybe 20 years ago. We
learn new stuff in schools. But it is so hard to change minds of old managers… If I did not have my
supervisor’s support, I do not think I would have done it”; Civil Engineer, CivEngCoUS).
Flat structure: An organisational culture trait that has the following characteristics: approachable
management (“My manager is very easy to approach, it could not be easier. We talk several times a
day”; Software Developer, CloudSerUS), opinionated environment (“Yes, I disagree with my
manager a lot, sometimes multiple times a day”; Software Developer, CloudSerUS), and socialising
with management (“I go to lunch with my manager all the time. I like him”; Security Researcher,
TechCorpUS).
High people-orientation: An organisational culture trait that has the following characteristics:
concern for people (“The mission statement of my company is to create an environment where people
can express themselves, utilise their callous and abilities and hopefully make a good income in the
process of producing a good product. For people to have a good place to work, and realise their own
personal goals and objectives”; Business Owner, PublCoUS), everybody matters (“In our organisation
one of the tacit assumptions would be that everybody matters in the organisation, everybody has an
opinion and equal voice”; Security Executive, RetCoUS), and satisfied employees (“Oh, very
satisfying in terms of benefits”; Professor, EducInstUS).
Low people-orientation: An organisational culture trait that is characterised by a low concern for
people (“Yes, management is friendly but sometimes I feel like I do not belong in this organisation
because they can lay you off without any advance notice”; Civil Engineer, CivEngCoUS).
High rule-orientation: An organisational culture trait that is characterised by a high concern for rules
(“It is not acceptable to break rules in our organisation because most of our rules are derived from
regulations and laws”; Security Executive, RetCoUS).
Low rule-orientation: An organisational culture trait that is characterised by a low concern for rules
(“In my organisation, we break rules all the time”; Professor, EducInstUS). Participants reported that
in organisations that have low concern for rules, rules and practices incongruence is a common
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occurrence (“In terms of security, it is at least more casual. What is officially on the books and what
the actual practice are – those are two different things”; Professor, EducInstUS).
High sociability: An organisational culture trait that is characterised by friendliness (“Yes, non-work
related chats are common. People talk about personal things all the time: their families, their
holidays”; Lecturer, EducOrgIrl); and trust among employees (“In a friendly atmosphere people tend
to trust each other”; Lecturer, EducOrgIrl).
Low sociability: An organisational culture trait that is characterised by employee social isolation
(“No, management does not go with us to lunches. Sometimes I go with my colleagues. I used to go a
lot. Unfortunately, in our office people eat behind their desks, it is really disappointing”; Civil
Engineer, CivEngCoUS); (“The team I am with – we are all go separately to lunches, we all do our
own thing. Some of us just eat at our desks”; Software Developer, TelCommCorpIrl);
High solidarity: An organisational culture trait that has the following characteristics: common goals
(“There is a renewed focus – everybody understands that security is a big concern from a lot of
aspects”; Software Developer, CloudSerUS), cooperation (“Team work is promoted in my
organisation…The organisation sponsors team lunches, so teams can get together and build team
spirit”; Software Developer, CloudSerUS), and proud to be here (“People are very proud to work
here. They are proud to be affiliated with RetCoUS”; Security Executive, RetCoUS)
Low solidarity: An organisational culture trait that has the following characteristics: my
organisation’s problems are not my problems (“A lot of employees leave their laptops in the evenings
unlocked. And if it is robbed, the attitude is, ‘it is not my problem, it is organisational security
lacking’”; Software Developer, TelCommCorpIrl) and screwing organisation is a common practice
(“There is a policy in my organisation – employees can work up extra time. We have to login to the
system when we come in to work and logout at the end of the day. We also have to login and logout
when we go on a lunch break. Employees are allowed to have an hour and 15 minutes for their lunch
break. But what they do is they logout at a lunch time, for example, around 1 pm, and then they log
back in, sometimes even from someone’s computer, at around 1.30 pm. And this is how they work up
extra time. This happens all over EducOrgIrl”; Administrator, EducOrgIrl).
High task-orientation: An organisational culture trait that has the following characteristics: giving
results is important (“It is important to deliver, whatever you have to deliver, on time”; IT Executive,
TechCorpIrl); customer orientation (“Customer quality is definitely one of the biggest values”;
Software Developer, CloudSerUS), competitive environment (“From the promotion point of view,
everyone has to work very hard to get that promotion”; Security Researcher, TechCorpUS), and risk
taking (“A very fundamental value among the values of my organisation is risk taking. It is
encouraged to take risks especially against assumptions that are not penalty carrying rules”; Security
Researcher, TechCorpUS).
High information security value: An organisational culture trait that has the following
characteristics: information security is important (“Information security is a central function across
the organisation”; Software Developer, CloudSerUS), information assets are protected (“The security
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practices in my organisation are fairly extensive – we have SOX and GLBA compliant environment”;
Security Consultant, FinCoUS), enforcing information security rules and practices (“Yes, you can get
fired for breaking required rules”; Security Researcher, TechCorpUS), improving information security
(“We are currently doing a lot of changes in our information security program... We are updating all
our policies, procedures and practices…Information security is always changing, so we have to keep
up to date”; Security Executive, RetCoUS).
Low information security value: An organisational culture trait that has the following
characteristics: information security is not important (“I have to say that in my organisation
information security values are way, way, way down the list. I do not think that this is the value that
has been really highlighted. People give lip service to it”; Professor, EducInstUS); information assets
are not protected and lack of senior management support (“We have a new system for paying
reimbursements. My secretary, Clare Woodman, was able to use that system to find out things like the
Provost’s credit card numbers, names of all students who had been treated for genital warts, names of
police officers who had to undergo psychological help after an incident. She pointed out this issue to
the Chief Privacy Officer and he could do squat about them… So my point is that we have all this
stuff in our books, and there is a state law about it. But when push comes to shove, no one cares about
privacy”; Professor, EducInstUS), and information security rules and practices are not enforced (“In
terms of security, it is at least more casual. What is officially on the books and what the actual
practice are – those are two different things”; Professor, EducInstUS).

PROCEDURAL SECURITY COUNTERMEASURES
Security training presence: Study participants shared that in some organisations security training
was present (“Yes, we have mandatory training across every employee right from the CEO down”;
Software Developer, CloudSerUS)
Lack of security training: Study informants shared that in some organisations security training was
absent (“No, there is not information security training, not that I remember”; Administrator,
EducInstUS).
Inadequate security training: Interviewees revealed that in some organisations, although security
training was present, it was inadequate (“Security training is a ‘token’ to be honest... Information
security is not taken too seriously”; Software Developer, TelCommCorpIrl).
Effective information security policy: Study participants also expressed that in order for the
information security policy to be effective, it should have the following qualities: up to date policies
(“We updating all of our policies because they are outdated. Information security is always changing,
the threats are always changing, the environment is always changing, and so we have to keep policies
up to date”; Security Executive, RetCoUS), employee feedback is important (“I think a lot of time
employees, having this open dialogue, can change the rules by bringing things up”; Security
Executive, RetCoUS), unit-based policies (“It is very well security policies being in place at an
organisational level. But we need to have policies in place right down to individual units”; Lecturer,
EducOrg), enforcing policies (“We have a clean desk policy but it is not adhered at all. It would take a
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simple check by a manager in the evenings to enforce it but it is not done”; IT Executive,
BevCorpIrl), policy visibility (“There are information security policies but they are hidden away on
some website someplace. An employee would have to look for them. They are not in front of people’s
faces. People do not see them”; IT Executive, BevCorpIrl).
Presence of policy: Study participants shared that in some organisations an information security
policy was present (“We have rigid security policy and guidelines”; IT Executive, TechCorpUS).
I do not know if there is policy: Study informants in some organisations revealed that are not aware
if an information security policy is present in their organisation (“I am sure there is information
security policy but I have not seen one”; Administrator, EducInstUS).
Lack of policy: Interviewees from some organisations disclosed that an information security policy is
absent in their organisations (“There is no security policy. We are too little”; Business Owner,
PublCoUS).

EMPLOYEE INFORMATION SECURITY AWARENESS
High employee information security awareness: Participants shared their awareness as regards to
information security (presence of awareness: “There are a lot of information security rules in
TechCorpUS. For example, if we are outside TechCorpUS and we want to access TechCorpUS asset,
we should be very careful. Confidential information cannot be printed…There are many-many rules”;
Security Researcher, TechCorpUS)
Low employee information security awareness: Participants shared their lack of awareness as
regards to information security (lack of awareness: “Information security rules are ignored because I
think people are not really aware of those rules”; Professor, EducInstUS)
IMPROVED INFORMATION SECURITY
Improved information security: The participants shared matters related to actions that can improve
the level of information security in an organisation, including addressing issues (“Yes [it is easy to
approach my manager]. If there is a problem, first thing I am going to send him an email and tell him,
‘Hey, there is an issue here, we need to talk about it’”; Security Consultant, FinCoUS) and improving
rules: (“A lot of times employees, having this open dialogue, can change the rules by bringing things
up“; Security Executive, RetCoUS)
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Appendix K: Phase 4 Inter-related
Propositional Statements
Security Training Presence and High Employee Information Security Awareness:
Study participants shared their point of view that security education increases user information
security awareness (“When a new member of staff starts, they have to do a generic training to
increase their understanding [about security], so that they do not compromise the company... things
like do not connect your device to company’s network, do not walk into the factory with a wireless
device”; IT Executive, TechCorpIrl).
Lack of Security Training and Low Employee Information Security Awareness:
Study participants reported that the lack of security education creates the lack of employee
information security awareness. BankOrgIrl has comprehensive security policies. However, security
training in this organisation has not been implemented. As a result, employees do not understand
some of the rules (“Information security rules work for me. But not for the users...I think they cannot
understand why they cannot do certain things”; Security Executive, BankOrgIrl).
Security Training Presence and Information Security Compliance:
Study participants expressed an opinion that security education encourages employee compliance with
organisational information security requirements (“Employee security training speaks directly to
changing behaviour of employees”; Security Executive, RetCoUS).
Lack of Security Training and Non-Compliant Behaviour
Study participants suggested that the lack of security education encourages IS misuse due to the lack
of knowledge (“A lot of security issues are associated with human ignorance. I think there is an aspect
of what people do not know, they do not know, and then this causes the gaps and exposures”; IT
Executive, TechCorpIrl).
Presence of Information Security Policy and High Information Security Awareness
Study participants suggested that the presence of the information security policy increases information
security awareness (“I think [when policy is present], people are very conscious of what is appropriate
and what is not appropriate because the policy dictates what they can do and what they cannot do”;
Product Manager, TechCorpIrl)
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Lack of Information Security Policy and Low Information Security Awareness
Study participants suggested that the lack of the information security policy leads to low information
security awareness (“When you do not have any security policies, you generally do not know what is
right or wrong”; Software Developer, CloudSerUS).
Presence of Information Security Policy and Information Security Compliance
Study participants suggested that the presence of the information security policy encourages
information security compliance (“Yes [an information security policy affects employee security
behaviour], I think it [information security policy] creates a framework that people shape their day-today work around”; Security Executive, RetCoUS).
Lack of Information Security Policy and Non-Compliant Behaviour
Study participants suggested that the lack of the information security policy (including invisible
policies) triggers non-compliant behaviour (“There are some policies but they are hidden away on
some website... They are not in front of people’s faces... I have definitely seen rules being broken... I
have seen people bypass safety and quality and IT policies just to get stuff done... get it out the door...
They do not understand the implications of why the rule is in place”; IT Manager, BevCorpIrl)
High Information Security Awareness and Information Security Compliance
Study participants suggested that high information security awareness encourages information
security compliance (“A social security number is tied to a person regardless of where you are... that
is how one can prove their citizenship... people need a social security number to have access to a lot
of things in the United States... so it is a pretty personal number...that is why [we are very protective
of this piece of information]...for example, we will not send personal information like social security
numbers via email...”; Administrator, EducInstUS).
Low Information Security Awareness and Non-Compliant Behaviour
Study participants suggested that the lack of information security awareness triggers non-compliant
behaviour (“We have a wonderful security policy on the books... but no one knows what is on the
books because they do not pay attention to it... What is officially on the books and what are the actual
practices, those are two different things... So in terms of security, it is at least more casual... The rules
are largely ignored because they are a pain in the butt to implement and also because I think people
are not really aware of those rules”; Professor, EducInstUS).
High People-Orientation and Information Security Compliance
Study participants suggested that high people-orientation encourages information security compliance
(“I think satisfaction could affect employee security behaviour in a sense that if people are happy and
healthy, they are more likely to follow rules and be more efficient and be more willing to go that extra
mile when they are doing their job”; Security Executive, RetCoUS).
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Low People-Orientation and Non-Compliant Behaviour
Study participants suggested that low people-orientation triggers non-compliant behaviour (“If an
employee is disengaged and does not feel loved by BevCorpIrl, they will break information security
rules premeditated way… because they do not really care if they are gone or not”; IT Manager,
BevCorpIrl)
High Solidarity and Information Security Compliance
Study participants suggested that high solidarity encourages information security compliance
(“Information security is very-very valuable to TechCorpUS...There are a lot of valuable assets and
we do not want anyone to steal them... So we definitely want a very secure information infrastructure
to protect them...Therefore, whenever I access TechCorpUS confidential information, I am very
cautious…I think I should do my best to follow the information security rules, so that no-one can steal
private information from TechCorpUS”; Security Researcher, TechCorpUS)
Low Solidarity and Non-Compliant Behaviour
Study participants suggested that low solidarity triggers non-compliant behaviour (“EducOrgIrl does
not really promote. A few years ago I would be excited if a new job was coming up. But now I feel I
do not stand a chance because it has been unfairly done. Why bother going for it then? Then this
environment obviously makes the person, who receives an email with sensitive information, to send it
on without checking. Because the attitude is ‘Why bother checking?’… This environment creates
negligence towards confidential information, ‘It is not my job to do it’”; Administrator, EducOrgIrl).
High Sociability and Non-Compliant Behaviour
Study participants suggested that high sociability triggers non-compliant behaviour (“People are
probably more lax in terms of information security because of a friendly atmosphere...If the PC police
were beside our cubicle, we would be all fired a long time ago...especially a guy beside me...we
always slag him that the HR are coming for him”; Software Developer, TelCommCorpIrl)
Flat Structure and Improved Information Security
Study participants suggested that flat structure improves the overall level of information security
(“Yes [it is easy to approach my manager]. If there is a problem, first thing I am going to send him an
email and tell him, ‘Hey, there is an issue here, we need to talk about it’”; Security Consultant,
FinCoUS).
High Task-Orientation and Non-Compliant Behaviour
Study participants suggested that high task-orientation triggers non-compliant behaviour (“Sometimes
IT security policies and procedures are a barrier to getting things done as quickly and as correctly as
possible. And if you are being rewarded for getting stuff done quicker and you are not necessarily
getting a slap on the wrists for not obeying IT, it is going to happen [information security rules will be
broken]. I definitely think that”; IT Executive, BevCorpIrl).
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Appendix L: Phase 5 Comparative
Analysis of Categories by
Participants
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Category

Participants
Ireland

Participants
US

flat structure

10

9

group compliance

2

4

group non-compliance *

8

3

hierarchical structure

4

5

high information security value *

6

9

high people-orientation

8

8

high rule-orientation

5

5

high sociability

8

7

high solidarity

6

5

high task-orientation

10

9

high employee information security awareness

4

6

I do not know if there is policy

3

2

improved information security

6

6

inadequate security training

1

0

individual compliance

4

5

individual non-compliance

3

4

information security policy

8

9

lack of policy

1

1

lack of security training

4

2

low information security value *

7

2

low people-orientation

2

1

low rule-orientation

6

4

low sociability

3

1

low solidarity

2

0

low employee information security awareness

4

3

presence of policy

6

6

security education

10

9

compliant behaviour *

4

8

security training presence

3

5

non-compliant behaviour*

8

5
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