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Social Networking and Online Privacy: 
Facebook Users’ Perceptions

DEIRDRE O’BRIEN* AND ANN M. TORRES**

ABSTRACT

This study investigates Facebook users’ perceptions of online privacy, exploring their 
awareness of privacy issues and how their behaviour is infl uenced by this awareness, 

as well as the role of trust in an online social networking environment. A cross-sectional 
survey design is used. The sample frame is a network of Facebook friends; 285 survey 
responses were collected giving a response rate of 47.5 per cent. The study reveals over 
half of Facebook users have a high level of privacy awareness; however, an element of 
uncertainty is evident. Privacy concerns are prevalent especially relating to third parties’ 
access to Facebook users’ information. Over three-quarters of users have changed their 
privacy settings to tighter controls, prompted largely by privacy concerns. The most active 
period for change to privacy settings was 2010, refl ecting a response to the controversy 
surrounding Facebook’s privacy approach. Only one-quarter of users trust Facebook, yet 
the majority of users believe both Facebook and users have an equal obligation to protect 
users’ information. 

Key Words: privacy; trust; social networking; Facebook

INTRODUCTION
The social networking phenomenon is consuming the lives of millions of users around the 
world. Since the inception of the fi rst social networking site, SixDegrees.com in 1997 (Boyd 
and Ellison, 2008), the social networking craze has grown beyond all expectations. Nielsen 
(2009) reports two-thirds of internet users are using social networking and blogging sites. 
The rate of adoption of social networking sites continues to grow as individuals search 
to become part of a virtual community, to share opinions and to connect and socialise 
with people of similar interests (Chaffey et al., 2009). Social networking users appear to be 
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comfortable living a part of their lives openly and freely through online networks, often 
oblivious to the risks (Rosenblum, 2007). While privacy risks tend to be underplayed on 
social networking sites, the reality is the public sphere that is the internet means millions 
of users around the world are interacting and socialising in an extremely open and public 
environment. Unless protective controls are actively used social networking users risk 
losing control over their personal information, which subsequently erodes online privacy. 
Leading social networking site Facebook recently reached a milestone of 500 million users 
(Wortham, 2010). Since the website became a public access model in 2006 the growth of 
the website has been extraordinary: Facebook has developed and commercialised rapidly, 
introducing new features and services for Facebook users. However the continued devel-
opment has come at a price to the user: a loss to their privacy. Facebook users continue 
to exhibit growing concern regarding lapses in privacy on the online social network. The 
concern reached its peak in December 2009 when Facebook, by default, made all users’ 
information publicly available (Rothery, 2010). The controversy surrounding Facebook’s 
continued lapses in privacy has been in the media spotlight in recent months and the 
topic of privacy on social networking sites has become a worldwide debate. This study 
examines Facebook users’ perceptions of online privacy in a social networking context. 
Facebook users’ current awareness of privacy issues and the infl uence of this awareness on 
behaviour are closely examined. Privacy is strongly related to trust. Once Facebook users’ 
privacy perceptions are established trust levels on Facebook are also assessed. 

The paper begins with an overview of the current body of literature assessing the concepts 
of trust and privacy in an offl ine, online and social networking environment. Leading social 
networking site Facebook is then closely examined in terms of its business evolution and 
subsequently the change in its attitudes towards privacy. The literature is followed by a 
breakdown of the methodology employed for this research study. The fi ndings section 
presents the results of the cross-sectional survey instrument used within this study, while 
the discussion translates this data into meaning and assesses its importance relative to the 
current body of literature available. The paper concludes with a brief overview of the prac-
tical and theoretical implications of the fi ndings and outlines future research paths. 

LITERATURE REVIEW
The concepts of privacy and trust are inextricably linked. Seigneur and Jensen (2004) recog-
nise both a link and confl ict between the two concepts. ‘Privacy refers to the moral right 
of individuals to avoid intrusion into their personal affairs by third parties’ (Chaffey et 
al., 2009: 139). Privacy of personal information is one of the main spheres of the concept 
of privacy (Mills, 2008) and the main focus within this study. Seigneur and Jensen (2004) 
highlight that information can be classifi ed as personal when it can be connected with or 
linked back to a certain individual. Caudill and Murphy (2000) admit it is not true to clas-
sify personal information as the opposite of information available in the public domain, 
but rather personal information encompasses both public and private information. The 
public fraction of personal information continues to increase as the internet facilitates the 
ease of gathering and distributing customer information (Caudill and Murphy, 2000). 
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Central to the concept of privacy is the notion of control, and the entitlement an individual 
has to exercise the desired control over their personal information (Van Dyke et al., 2007). 
A breach of privacy ‘occurs when an organisation in its efforts to pursue the organisation’s 
objectives collects, stores, manipulates or transmits personal information unbeknownst to 
the individual,’ (Hann et al., 2007: 15), thus compromising an individual’s control over 
their personal information. 

‘Trust is a complex and abstract concept, it is diffi cult to defi ne and to identify the 
elements that construct it’ (Wang and Emurian, 2005: 107). Trust has been defi ned as ‘a 
psychological state comprising the intention to accept vulnerability based on positive 
expectations of the intentions or behaviours of another’ (Rousseau et al., 1998: 395). Trust 
has additionally been classifi ed as ‘social complexity reducing strategies’ (Gefen et al., 2003: 
55): a requisite in human behaviour and therefore a means of achieving human coopera-
tion (Patton and Josang, 2004). Trust is also described as cognitive (an opinion), affective (a 
feeling) and conative (a choice) (Koehn, 2003). Koehn (2003: 7) recognises that while trust 
has been defi ned and interpreted in many different ways, a common element does exist: 
‘an expectation of goodwill’. Ability (skills and competencies), benevolence (concern for 
the other party) and integrity (character of an individual) are the three widely accepted 
dimensions of trust (Mayer et al., 1995). 

Seigneur and Jensen (2004) recognise a link and confl ict between these two concepts. 
Both concepts are concerned with knowledge about an individual (Seigneur and Jensen, 
2004). Knowledge must be shared in order for trust to exist, while privacy is concerned 
with protecting or containing knowledge. Confl ict can emerge in striving for these desired 
ends. In order to achieve trust, information must be shared between two entities; the more 
knowledge is shared the greater the bond of trust that can be formed (Seigneur and Jensen, 
2004). However the sharing of information openly between two entities in turn will lead 
to a loss of privacy to either or both parties (Seigneur and Jensen, 2004). While confl ict 
exists the reality is trust and privacy are inextricably linked. Metzger (2004: 1) argues ‘trust 
is perhaps the most important infl uence on information disclosure’. Privacy, in turn, is 
strongly linked to control. An individual has control over their personal information and 
must be willing to release control in order to part with, or openly disclose, personal infor-
mation. A certain level of trust must exist for individuals to be willing to sacrifi ce control 
over their information, or they will seek something of value in return (Olivero and Lunt, 
2004). As privacy concerns rise trust levels will be affected, which in turn will restrict inter-
actions and exchanges between entities and vice versa. 

The transfer of trust to the online environment amplifi es the importance of trust. Wang 
and Emurian (2005) emphasise trust is context dependent. The nature of the online envi-
ronment, in terms of being ‘less verifi able [and] less controllable’, creates a greater need for 
trust online (Gefen, 2002: 3). The lack of physical contact, loss in social cues and limited web 
interface all contribute to creating an unknown environment and unfamiliar process, gener-
ating fear and uncertainty among internet users (Gefen et al., 2003; Metzger, 2004). Bart et 
al. (2005) highlight the fact that the focus of trust online relates to the website, the internet 
as a channel and the technology. Online trust concerns ‘consumer perceptions of how the 
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site would deliver on expectations, how believable the site information is, and how much 
confi dence the site demands’ (Bart et al., 2005: 134). Lee and Turban (2001) emphasise that 
other important elements of online trust include the internet merchant themselves and the 
trust placed in them by the consumer, trustworthiness of the internet as a distribution or 
consumption channel, and company size and reputation. Wang and Emurain (2005) identify 
a number of characteristics of both trust and online trust. While there are many similarities 
between the characteristics of online and offl ine trust, some differences exist. Firstly, similar 
to traditional trust, in online trust two parties must exist: the trustor online represents the 
consumer and the trustee is the website (Wang and Emurian, 2005). Secondly, in an online 
setting an unfamiliar environment exists. Wang and Emurian (2005) note that this envi-
ronment enables merchants to behave in an unpredictable manner, creating an exposed 
environment that warrants the need for trust. This insecure environment meets the vulner-
ability characteristic of trust. Thirdly, the vulnerable environment leads individuals to take 
risks (actions) (Wang and Emurian, 2005). Online, actions relate to two specifi c behav-
iours: browsing and shopping. The fi nal characteristic of trust relates to a subjective matter. 
Online, the level of trust needed per transaction varies from individual to individual and 
also from transaction to transaction (Wang and Emurian, 2005). This characteristic is similar 
to traditional trust. However, attitudes to technology also come into play in the online envi-
ronment when considering a subjective viewpoint (Wang and Emurian, 2005). 

There are a number of barriers to trust in the online environment. These barriers include 
perceived risk, website design and content, the user themselves and privacy concerns. 
Privacy concerns are considered the greatest barrier of them all because ‘the internet, by 
design, lacks unifi ed provisions for identifying who communicates with whom; it lacks 
a well-designed identity infrastructure’ (Leenes et al., 2008: 1). Privacy concerns include 
online information collection techniques such as cookie technology involving extreme 
surveillance. The use and analysis of data is also a concern due to unethical merging 
and data mining practices to profi le customers (Tavani, 2011). The instant recording and 
permanence of activity, loss of control and ownership of data also create barriers to online 
activity (Tavani, 2011). Overcoming privacy concerns online is crucial in order for trust 
to develop, which in turn prompts online activity including purchases, repeat purchases 
and positive word-of-mouth (Liu et al., 2005). Van Dyke et al. (2007) and Metzger (2004) 
recognise high privacy concerns can affect trust levels online and in turn constrain an indi-
vidual’s willingness to transact or interact online. Liu et al. (2005) present a privacy–trust 
behavioural intention model which depicts the importance of providing online users with 
control (notice, access, choice and security) over their personal information to overcome 
privacy concerns and enable trust to develop. Sheehan and Hoy (2000) re-emphasise the 
importance of control to the concept of privacy by also highlighting a number of control 
factors likely to infl uence an individual’s level of privacy concern. These factors include 
awareness of information being collected, information usage, information sensitivity and 
familiarity with the entity collecting the information.

The heightened importance of trust online and the greater need for privacy online is 
evident within the context of online social networking. According to Boyd and Ellison 
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(2008), the concept of social networking sites is concerned with building links with existing 
contacts and displaying one’s social network online and also instigating relationships with 
new contacts, who share similar interests and views, in an online environment. In a social 
networking environment the focus is centred on openness and sharing of information. 
Trust is a central factor in the social exchange theory and considered an important factor 
in information disclosure (Dwyer et al., 2007). Individuals assess the benefi ts against the 
risks in a social exchange, and trust is vital in encouraging individuals to partake in the 
exchange and disclose information (Metzger, 2004). This assessment is considered rele-
vant within a social networking environment. In terms of privacy in a social networking 
context, a privacy paradox, as suggested by Barnes (2006), exists. Social networking users 
claim to be concerned about risks to privacy, yet do little to safeguard their information 
(Dwyer et al., 2007). Often users openly disclose detailed and personal information on 
these networks, comfortable living a part of their lives online (Rosenblum, 2007). Debatin 
et al. (2009) argue the desire for social interaction by social networking users outweighs 
their concerns about privacy and disclosure of personal data, while Rosenblum (2007: 47) 
believes social networking users  ‘don’t exercise the same common sense because they 
conceive of themselves as interacting in a protected environment’. However, there are 
many privacy risks on social networking sites including the instant recording and docu-
mentation of information creating lasting digital dossiers, identity theft, stalking, damage 
to reputation, undesired contact, loss of control and risk of third parties accessing users’ 
information (Debatin et al., 2009; Mannan and van Oorschot, 2008; Rosenblum, 2007). 
While most research notes a carefree attitude towards or lack of awareness of the risks 
associated with sharing personal information on social networking sites, new research 
has observed changing trends. Madden and Smith (2010) recognise more and more social 
networking users, especially younger adults (18–29 years), are growing increasingly vigi-
lant and conscious of their online activity as they now consider the reputation and dossiers 
they are creating and making available to employers, co-workers and friends. 

METHODOLOGY
Case Study
An exploratory case study is the chosen research method for this study. Upon review of the 
signifi cant body of literature on social networking sites and online privacy and trust, Face-
book was considered the most endemic social networking site associated with these issues. 
The literature review, along with the continued climb in users, despite the controversy 
surrounding Facebook and its approach to privacy, deemed the social networking site 
the most suitable for this study. Examining Facebook as a case study enables a thorough 
understanding to be gained into the characteristics and operations of the social networking 
site. The case study formula also helps to dissect the social networking site’s overall stance 
on privacy, the prime focus of this research study. This secondary research method helps 
lay the foundations for this study before proceeding to the primary research method, 
which involves exploring Facebook users’ perceptions of privacy in a social networking 
context. The study is concerned with uncovering the level of awareness of privacy risks on 
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the social networking site by Facebook users and assessing how this awareness infl uences 
their online behaviour, thus exploring relationships; that is, how awareness infl uences 
behaviour. The project subsequently explores the concept of trust in a social networking 
context in an attempt to ‘seek new insights’ on the role of trust in a social networking 
environment (Robson, 2002: 59). In light of the recent controversy surrounding privacy on 
Facebook, this study aims to examine Facebook users’ current perceptions of privacy. The 
study is  therefore cross-sectional as it examines perceptions of privacy at one particular 
moment in time. 

Case study research is a multi-method research approach and involves adopting a 
number of data collection and analysis techniques, including qualitative and quantitative 
methods. This overall research approach enables a comprehensive study to be developed 
offering a thorough insight into the complexity of the social networking phenomenon. The 
methodology section therefore begins by offering a background description on the case 
study of Facebook compiled from an in-depth review of secondary data resources relating 
to the social networking site, including books, journal articles, newspaper articles and the 
policies and guidelines within the social networking site. The research design in the form 
of a survey design is then presented with a breakdown of both qualitative and quantita-
tive data collection and analysis techniques used to examine Facebook users’ perceptions 
of privacy and trust on the social networking site. 

Background Case Description
Facebook and Privacy
In recent months, the issue of privacy on social networking sites has come to the forefront 
as a result of the media controversy surrounding the social networking site Facebook. Face-
book, the number one social networking site, has 500 million active members (Wortham, 
2010) and continues to climb. The success of the network site is credited to its ‘simple 
design [and] broad demographic appeal’ (Nielsen, 2009: 9). Facebook began as a social 
networking website restricted to United States college students. However in 2006 the site 
became a public access model (Fletcher, 2010). The subsequent growth and expansion of 
the social networking site has been unprecedented. Facebook statistics reveal 50 per cent of 
active users log into Facebook every day, and the average user has 130 friends and is linked 
to 60 pages, groups and/or events (Facebook, 2010). Facebook sees 25 billion pieces of 
information shared a month, 1 billion unique images posted a week and the ‘Like’ button 
clicked on average 100 million times a day (Fletcher, 2010), demonstrating the popularity 
of the website. Previous studies by Govani and Pashley (2005), Gross and Acquisti (2005) 
and Jones and Soltren (2005) show Facebook users disclose high levels of accurate personal 
information on the social networking site. Debatin et al. (2009: 102) found Facebook users 
have a large number of Facebook friends (300+) to whom a high level of personal informa-
tion is disclosed, and the study concluded Facebook networks often represent a ‘loosely 
defi ned group’. The data shared on Facebook ‘feeds a bottom line’ (Fletcher, 2010: 23) 
and has strong commercial value. Information on social networking sites is increasingly 
accessible to advertisers and marketers, prospective employers, universities and state 
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institutions (Debatin et al., 2009; Rosenblum, 2007). The growing accessibility of users’ 
information means a growing loss of privacy. 

Facebook has continually introduced new features and services including the Newsfeed, 
Facebook Beacon, Facebook Advertisements and Facebook Platform, which subsequently 
lead to changes in the privacy settings and the privacy policy (less privacy) (Fletcher, 
2010). Table 1 presents a timeline of Facebook’s actions that have caused privacy concerns 
for its users over a four-year period. With each additional expansion to the website has 
come a growing level of discontent and concern and a general feeling that ‘the company 
was eroding privacy and making substantial information public’ (Rothery, 2010: 23). In 
December 2009 the concern reached a peak when Facebook, by default, made users’ infor-
mation publicly available (Rothery, 2010). Facebook have continually made it possible for 
users to control their privacy settings to protect their personal data and limit who has access 
to this information; however users do not always employ these safeguards. Rothery (2010: 
23) notes many users ‘are not aware of this option [to change privacy settings] and fi nd it 
confusing and complicated to navigate’. Govani and Pashley (2005) report that the majority 
of Facebook users (84 per cent) are aware of privacy risks on the social networking site and 
of the option to adjust privacy settings; however many users (48 per cent) fail to make any 
adjustments. Gross and Acquisti (2005) found only 1.5 per cent of Facebook users surveyed 
adjusted settings, Jones and Soltren (2005) found 64 per cent made changes and Debatin et 
al. (2009) found 69 per cent of users adjusted their settings. Kirk (2010: 102) notes Facebook’s 
settings are ‘confusing, frequently change and some users aren’t aware of the options, 
putting their personal data at risk’. Bilton (2010) highlights the fact that, prior to May 2010, 
Facebook users had to tackle 50 settings and 170 choices in order to be able to manage their 
privacy settings on the social networking site. Mannan and van Oorschot (2008) believe if 
social networking sites provided easy-to-use and easily  accessible privacy tools attitudes 
and behaviour towards online privacy would change. A study conducted by Hoadley et 
al. (2010), investigating Facebook users’ responses to the introduction of the News Feed 
and Mini Feed in 2006, supports this view. Hoadley et al. (2010) highlight in their study the 
importance for social networking sites to provide easy-to-use interfaces for privacy settings, 
to enable users to adjust their privacy settings to suit their individual preferences. The study 
found Facebook users actually enjoyed the News Feed once Facebook provided substan-
tial control mechanisms. Control is central to achieving online privacy and providing users 
with the ability to manage their information clearly infl uences their attitudes and behaviour 
towards privacy issues, and in turns their trust in the social networking site.

Facebook’s privacy policy puts forward a detailed overview of how Facebook uses 
and shares information with third parties. The policy also presents advice on the steps 
users should take to ensure their personal information meets their desired privacy. The 
policy emphasises that the onus is on the user to take the necessary steps to protect them-
selves and highlights the risks involved if steps are not taken. However research shows 
the majority of Facebook users do not read the privacy policy. Govani and Pashley (2005) 
found 80 per cent of Facebook users surveyed had not read the privacy policy and Jones 
and Soltren (2005) found 89 per cent of Facebook users failed to review the policy. Bilton 
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(2010) points out that Facebook’s privacy policy is a lengthy, tedious and complex 5,830 
words and arguably a main reason why so many users have not read the privacy policy. 

The changes made by Facebook to their privacy settings in December 2009 and the 
subsequent introduction of Instant Personalisation (where third-party websites piggyback 
on users’ activities) in April 2010 spurred the recent debate on the topic of privacy and 

Table 1: Profi ling Facebook

6 September 2006 News Feed: Users are given a stream of updates about their friends’ 
activities and changes to their profi le on Facebook.

24 May 2007 Facebook Platform: Platform is the use of social networking APIs 
(Application Programming Interface) which integrates third-party 
content into a social networking site and when a user interacts 
with this content gives the third party access to this information 
(Felt and Evans, 2008). Third parties can then interact with the ‘open 
graph’, which is a profi le of all users and how they interact on these 
websites and with whom. 

September 2007 Non-Facebook members are allowed to search users’ profi les (which 
are not access restricted) (Mannan and van Oorschot, 2008).

6 November 2007 Facebook Beacon: Users’ activity on third-party sites is shared 
with friends, e.g. purchases on third-party websites. Users were 
automatically enlisted, causing huge uproar relating to privacy 
concerns. Facebook was forced to apologise for the controversy 
and make the Beacon feature an opt-in system. In December 2007 
Facebook users were given the option to completely turn off Beacon. 
On 21 September 2009 Facebook announced the cessation of the 
Beacon Feature (O’Neill, 2009).

6 November 2007 Facebook Ads: Marketers can target audiences based on users’ 
behaviour and activity on the website. 

4 December 2008 Facebook Connect: ‘Portability feature’ whereby an individual’s 
Facebook profi le follows them around the web and enables a user to 
comment on other sites without actually having to be registered to 
the other site; development of Facebook Platform. 

9 February 2009 Like Feature: A button is added to Facebook whereby users can 
inform friends they are fans of particular content they are clicking on 
within the social networking site. 

December 2009 Rollout of complicated privacy settings: By default, Facebook users’ 
information is made publicly available to everyone on the internet. 
This action generates huge controversy and many groups speak out 
in opposition (Rothery, 2010).

(Continued)
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social networking sites and has placed Facebook in the media spotlight (Fletcher, 2010). 
The continued protests and negative media attention eventually prompted Facebook to 
re-evaluate its privacy controls. In May 2010 the company introduced simple user-friendly 
controls to enable users to effectively protect themselves online. Despite the continued 
criticism of Facebook and its approach to privacy, millions of new accounts are set up 
each month (Brustein, 2010). Facebook is increasingly been seen as a social utility: ‘services 
everyone uses, no matter how much people dislike them’ (Brustein, 2010: 1). The term 
‘satisfi ce’, introduced by Herbert Simon in 1956, is relevant to the Facebook phenomenon. 
‘Satisfi ce’ unites the words ‘satisfy’ and ‘suffi ce’ and recognises that people often make 
choices based on their friends’ activities, although they are not completely satisfi ed with 
the service or customer experience (Hesseldahl, 2010). In other words, people become 
tolerant of dissatisfactory elements in order to share in experiences with others. Hesseldahl 
(2010) recognises this tolerance within a social media context, which also holds true in the 
case of Facebook. The lack of alternatives also helps to cement Facebook’s dominance in 
the social networking marketplace (Brustein, 2010).

Facebook and Trust
The literature has highlighted the importance of overcoming privacy concerns in order to 
achieve trust in an online context. The question emerges as to whether the issues regarding 
privacy on the social networking site Facebook has caused trust levels to suffer as a result. 
A study conducted by Acquisti and Gross (2006), during the early stages of Facebook, 
reveals users’ trust in Facebook was greater compared with members of other social 
networking sites like Friendster and MySpace. This fi nding is supported by Dwyer et al. 
(2007) who note higher trust levels on Facebook in comparison with MySpace. However, 
Facebook’s business model has changed from its original format which was the focus in 
the Acquisti and Gross (2006) and Dwyer et al. (2007) studies. Facebook’s original model 
was based on a closed system for university and college use, and control and privacy were 
at the heart of the social networking structure. Rothery (2010: 24) makes reference to Kurt 

Table 1: (Continued)

21 April 2010 Open Graph: Involves extending the ‘Like’ button to third-party 
websites whereby a user surfi ng the web can click the ‘Like’ button 
on content across the website. ‘Like’ buttons are clicked almost one 
million times a day, providing a wealth of customer information to 
the company. Open graph aims to develop new content and identify 
further links with other users on Facebook, encouraging further 
interaction; another development of Facebook Platform. 

21 April 2010 Instant Personalisation: Where third-party websites are allowed 
‘piggyback’ on users’ activities on the website to enable more 
tailored offerings and recommendations. Users, like with Beacon, 
were again automatically enrolled. 

Data source: Fletcher (2010)
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Opsahl, a senior legal representative at the Electronic Frontier Foundation (EFF), a digital 
rights advocacy and legal organisation, who said: 

Facebook originally earned its core base of users by offering them simple and power-
ful controls over their personal information. As Facebook grew larger and became more 
important, it could have chosen to maintain or improve those controls. Instead, it’s slowly 
but surely helped itself –and its advertising and business partners – to more and more of 
its users’ information while limiting the users’ options to control their own information.

Facebook appears to have lapsed in the development of appropriate privacy controls for its 
users while expanding the development of its overall business model. As identifi ed in the 
literature review, restricting an individual’s control over their information online causes 
privacy concerns and adversely affects trust levels.

Research Design
The research design adopts a survey research design. According to Bryman and Bell (2007), 
a survey research design is where data are collected primarily through questionnaires or 
structured interviews and involves examining more than one single case. This research 
study involves initially conducting focus groups to help inform the development of the 
prime research, the survey. The population for the research study is active Facebook users.

Focus Groups
Qualitative research, in the form of focus groups, is used as part of the research design to 
generate discussion around the topics of online privacy, trust and social networking among 
a small sample of social networking users. The discussion provides an insight into online 
behaviour of social networking users and also examines their attitudes to privacy and trust 
in the social networking context. The focus groups have a key role to play in the develop-
ment of a survey questionnaire. According to Ghuari and Grønhaug (2002: 109), focus groups 
produce ‘very rich and in-depth data expressed in respondents’ own words and reactions’. 
Analysis of the focus group involves qualitative analysis and entails identifying emerging 
themes, and summarising and categorising data collected. Domegan and Fleming (2007: 
160) recognise focus groups can compliment further investigations as they help ‘develop 
ideas and insights before proceeding toward further investigation into the topic of interest’. 

Survey
Quantitative research in the form of a cross-sectional survey is being employed for 
this research and represents the second and prime stage of the research design. Survey 
research employs ‘a fi xed questionnaire with pre-specifi ed questions’ (Sudman and Blair, 
1998: 154). The focus group analysis is being used to inform the formulation of the survey. 
The survey enables a large amount of data to be collected relating to Facebook users’ 
perceptions of online privacy in a social networking site. It is important for this study 
to obtain views and opinions from a large number of Facebook users so that meaningful 
comparisons and conclusions can be drawn. The survey research enables standardised 
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questions to be asked across a large sample and facilitates ease of comparison (Saunders 
et al., 2009), and is therefore considered an appropriate research method for this study. 
Quantitative analysis in the form of statistical analysis is being used to examine the data 
gathered through the survey.

Data Collection: Focus Groups
Three focus groups were conducted in 2010 with active Facebook members from three 
different age groups – 18–21 years, 22–29 years and 30 years plus – to observe different 
attitudes and concerns relating to privacy and trust in an online social networking context. 
(For the cross-sectional survey research the 22–29 age group was divided into two groups: 
22–25 and 26–29 years.) The focus group results showed that an element of uncertainty 
exists with regard to privacy issues on Facebook and also uncovered a contradiction in 
terms of privacy concern and social networking behaviour; that is, while concerns were 
evident, Facebook users openly share detailed personal information on Facebook and 
happily communicate and interact in this public forum. (Focus group results are presented 
in Table 2). These fi ndings helped guide the development of the cross-sectional survey. 

Data Collection: Survey
The survey aims to examine Facebook users’ level of awareness of privacy issues on the social 
networking site to determine how this awareness infl uences behaviour and to uncover the 
level of trust that exists on Facebook. The survey sample frame is represented by a network 
of Facebook friends (the researcher’s Facebook friends and friends of friends). The study 
was undertaken in 2010. The survey was distributed to 600 active Facebook users and 285 
responses were collected, representing a response rate of 47.5 per cent. As the target audi-
ence for the cross-sectional survey is Facebook users, a web-based survey was considered 
the most appropriate data collection instrument. Survey Monkey, a web-based tool, was 
employed for the design, distribution and analysis of the survey instrument. A Facebook 
e-mail was sent directly to the researcher’s Facebook friends and friends of friends, inviting 
Facebook users to participate and directing them to the web-based survey instrument. 
Twenty-three questions in total comprised the survey. These questions were generated 
by reviewing the literature, adopting and adapting questions from previous successful 
research studies (Govani and Pashley, 2005; Gross and Acquisti, 2005), extracting state-
ments from Facebook’s privacy policy and using statements generated in the focus group 
discussion. Analysis involved descriptive statistics, fi lters, cross-tabulations and running 
analysis across age groups. 

Survey Monkey: A Research Tool
Survey Monkey is an online tool that assists in the design, distribution and analysis of 
web-based surveys. A web-based survey enables the fast rollout of the survey and was 
considered the best format for the sample audience to complete the survey in a fast and 
effi cient manner. Descriptive statistics are used to present the results of the different meas-
ures used in the survey and analysis was undertaken across age groups. Responses are 
fi ltered to help uncover patterns within the data and provide a ‘subset of overall data to be 
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analysed’ (Survey Monkey, 2010: 1). Cross-tabulations are additionally employed whereby 
two or more variables are analysed simultaneously: ‘the premise is to look at the responses 
to one question in relation to responses to one or more other questions’ (Domegan and 
Fleming, 2007: 438).

Validity
To ensure face validity for this study, the literature on privacy and trust was extensively 
examined, which enabled the key themes to emerge and in turn helped formulate valid 
focus group questions. Efforts to maintain validity in the focus group research method 
involved evaluating the focus group questions after each discussion to ensure the appro-
priate topics – to answer the research questions and objectives – were covered. Amendments 
were made to the list of questions when topics emerged in the discussion not foreseen by 
the researcher. With regard to the survey instrument, reviewing the literature, adopting 
and adapting questions from previous studies, extracting statements from Facebook’s 
privacy policy and using statements generated in the focus group discussion within the 
survey instrument helped ensure face validity of the survey questions.

Reliability 
To ensure reliability within this research, a pilot test of the survey instrument was 
conducted to verify the survey questions were properly worded and appropriate for the 
choosen target group. How the survey was administered also helped ensure reliability 
within this research study. The survey was distributed through a systematic e-mail with 
accompanying cover letter providing clear instructions on how to complete the survey, 
and was also administered through the web-based survey tool Survey Monkey. Survey 
Monkey helped ensure the layout and format was clear and instructions were provided 
with individual questions so respondents knew exactly what was being asked and how 
to answer the question. Additionally, Survey Monkey enables automatic data compi-
lation helping to reduce human error in date input, contributing to the reliability of 
this study.

Limitations of the Research Study
Convenience sampling was chosen as the most viable sampling technique; therefore 
caution is warranted in the generalisability of the results. The survey was distributed 
through the researcher’s Facebook friends and friends of friends. Given the age of 
the researcher, the majority of the sampled respondents occupy the 22–25 age group. 
However, every effort was made to access other age groups through friends of friends. A 
risk of response bias is possible because the survey was distributed through the research-
er’s Facebook friends. Response error is also a possible limitation where social desirability 
might have been a guiding factor over honest and truthful remarks. Participants may 
have disclosed answers they believed the researcher wanted to hear. There is a risk of 
item response as a small number of survey respondents did not complete all answers on 
the survey; however because the number of missing values is so small it is unlikely to 
affect the overall results.
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RESULTS 
Characteristics of Study Sample 
Table 3 provides an overview of the basic characteristics of the study sample.

Table 3: Characteristics of Study Sample
Participants Males

N=126
%

Females
N=159

%

Total
N=285

%
Gender 44.2 55.8 100.0
Age category
18–21 years 27.0 17.6 21.8
22–25 years 52.4 60.4 56.8
26–29 years 12.7 10.7 11.6
30+ years 7.9 11.3 9.8
Facebook member for:*
3 years 23.0 30.2 27.0
2 years 35.7 37.7 36.8
1 year 28.6 20.8 24.2
Less than a year 12.7 11.3 11.9
Reasons for joining Facebook
A friend suggested it 74.6 64.8 69.1
Received a promotional e-mail 1.6 2.5 2.1
To keep in touch with existing friends/family 57.9 66.7 62.8
To track down old friends/family members 11.9 20.8 16.8
To express opinions 4.8 1.3 2.8
To meet new people 4.8 3.1 3.9
To get a job — 0.6 0.4
To fi nd a date — — —
To look at others’ profi les 19.8 13.8 16.5
Other 4.8 1.3 2.8

* Facebook member: How long has a Facebook user been a member/user of the social networking site

Information Disclosure, Activity and Use
The vast majority of all respondents disclose their full name (97.1 per cent), date of birth 
(85.3 per cent), hometown (70.6 per cent) and e-mail (62.9 per cent) on their Facebook 
profi le. More than half (52.2 per cent) disclose their relationship status and 56.6 per cent 
reveal their schooling details. Facebook users surveyed are least likely to disclose phone 
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numbers, both home numbers (1.8 per cent) and mobile numbers (9.9 per cent). Figure 1 
provides details of the main information types disclosed by Facebook users across age. 
Overall, the youngest age group examined (18–21) disclose the most information.

Posting comments (89 per cent) is the most popular Facebook activity. Using chat (72.4 
per cent) and clicking the ‘Like’ button (70.2 per cent) are the next most popular activities. 
Snooping on others (57 per cent), updating one’s status (57 per cent), uploading photos (54.8 
per cent) and sending birthday messages (50 per cent) are also popular activities. Figure 2 
provides details of the leading Facebook activities across the different age groups examined.

With regard to frequency of log-in, 47.4 per cent of respondents log into Facebook 
‘many times a day’; 53.3 per cent of these users are in the 18–21 age group. More than two-
thirds (69.6 per cent) of Facebook users spend up to 30 minutes on Facebook per log-in. The 
18–21 age group represents the group that spends the most time on Facebook per log-in. 
The majority (59.2 per cent) of respondents update their profi le ‘less than once a week’. The 
18–21 age group report updating their profi le more frequently than any other age group.

Almost one-third of respondents (30.9 per cent) have between 200 and 299 Facebook 
friends, 23.9 per cent have 100–199 friends and 21.7 per cent have 300–399 friends. The 30 

Figure 1: Information Disclosure on Facebook across Age Groups

0% 20% 40% 60% 80% 100%

Full name

Date of birth

E-mail

Hometown

School

Work

Likes/interests

Political views

Religious views

Family members

Relationship status

Partner’s name

18–21 22–25 26–29 30+
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plus age group members are likely to have the least number of Facebook friends (42.9 per 
cent of this group have between 1 and 99 friends). The 26–29 age group members are likely 
to have the highest number of Facebook friends (26.9 per cent of this group have between 
300 and 399 Facebook friends). The vast majority of users describe their friends as ‘close 
friends’ (80.9 per cent), ‘friends that you may not be close to’ (76.8 per cent) and ‘people 
you know but may not be close to’ (75.4 per cent). Table 4 provides a summary of informa-
tion disclosure, activity and use on Facebook across all age groups surveyed.

Table 4: Summary of Information Disclosure, Activity, Privacy Settings and Privacy 
Policy across Age Groups

Age Group 18–21 22–25 26–29 30+
Percentage of 
respondents

21.8% 56.8% 11.6% 9.8%

Information Disclosure and Activity
Information 
disclosure

(main details 
disclosed)

• Full name
• Date of birth
• Hometown
• Highest 
disclosure of 
information on 
Facebook

• Full name
• Date of birth
• Hometown

• Full name
• E-mail
• Date of birth

• Full name
• Date of birth
• Relationship 
status

(Continued)

0% 20% 40% 60% 80% 100%

Post comments
Post links

Update status
Upload photos

Use chat
Use games/applications

Join groups
Click the ‘Like’ button

Snoop on others
Send birthday messages

Set up events

18–21 22–25 26–29 30+

Figure 2: Leading Facebook Activities across Age Groups
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Table 4: (Continued)

Age Group 18–21 22–25 26–29 30+
Main activities • Post comments

• Use chat
• Click the ‘Like’ 
button

• Most active 
users

• Post comments
• Use chat
• Click the ‘Like’ 
button

• Post 
comments

• Upload 
photos

• Update status

• Post comments
• Click the ‘Like’ 
button

• Upload photos
• Least active 
users

Facebook friends • 200–299 
Facebook friends

• Broadly defi ned 
group of ‘friends’

• Will befriend 
people met once 
and strangers

• 200–299 
Facebook friend

• Broadly defi ned 
group of 
‘friends’

• Will befriend 
people met 
once and 
strangers

• 300–399 
Facebook 
friends

• Broadly 
defi ned group 
of ‘friends’

• Will befriend 
people met 
once and 
strangers

• 1–99 Facebook 
friends

• Broadly defi ned 
group of ‘friends’

• Least likely to 
befriend people 
met once and 
strangers

Privacy Settings
Changed settings 73.3% 79.7% 92.3% 67.9%
Leading periods 
for change

Jan–April 2010 Jan–April 2010 May 2010 
onwards

Jan–April 2010

Prompted by Privacy concerns Privacy concerns Privacy 
concerns

Privacy concerns

Settings set to Friends only 
(77.3%)

– Tightest control

Friends only 
(80.8%)

– Tightest 
control

Friends only 
(82.6%)

– Tightest 
control

Friends only 
(100%)

– Tightest control

Confi dence in 
settings

63.6% 62.4% 39.0% 47.4%

Privacy Policy
Policy read 5.1% 12.7% 28.0% 28.6%
Not read 
because:

Too long
Not interested

42.9%
39.3%

53.3%
34.8%

55.6%
44.4%

50.0%
25.0%
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Facebook Privacy Settings
Over three-quarters of users (78.3 per cent) have changed their Facebook settings. Over 
one-third (38.9 per cent) of Facebook users changed their settings when they signed up for 
Facebook and 37.9 per cent changed their privacy settings in 2010 (Table 5). Comparisons 

Table 5: Privacy Settings – Changes and Reasons for Change
Yes to Changing Privacy Settings Total

N=213
%

Facebook settings fi rst changed (N=211):
When I signed up for Facebook 38.9
2006–2009 14.7
Jan–April 2010 24.2
May 2010 onwards 13.7
Not sure 8.5
Prompted to change by (N=210):*
Friends/family 27.1
Work colleagues 7.1
An e-mail 3.8
Privacy concerns 74.8
The media 16.2
Groups on Facebook 0.5
Facebook, the company 12.4
Other 6.2
Privacy settings are currently set at (N=211):
Friends only 82.0
Friends of friends 6.6
Everyone 0.5
Recommended 1.4
Customised 9.5
Confi dent privacy settings are changed to suit you (N=211):
Yes 58.8
No 11.4
Not sure 29.9

* Prompted to change: Respondents were given the option to tick from the multiple answers listed to clarify reasons 
for changing their privacy settings
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were made between the length of time respondents have been members of Facebook and 
when respondents changed their privacy settings. There are two active time periods for 
changes to privacy settings. The fi rst time period is when users signed up for Facebook. 
Newer Facebook members (less than a year: joined during second half of 2009 or fi rst half of 
2010) report higher responses to making changes to their settings when they fi rst signed up 
for Facebook compared with those who joined earlier. The second most active time period 
for changes to privacy settings is during 2010. The leading motivator for adjusting privacy 
settings is privacy concerns (74.8 per cent). The overwhelming majority of respondents (82 
per cent) adjusted their privacy settings to the friends only option. Over half (58.8 per cent) 
of Facebook users are confi dent the adjustments they made meet their desired protection; 
however 29.9 per cent are ‘not sure’. One-fi fth (21.7 per cent) of Facebook users surveyed 
have not changed their privacy settings. The main reason for not changing privacy settings 
is users ‘do not see the need’ (60.3 per cent), while 34.9 per cent ‘do not know how’ to 
change them. Of the 60.3 per cent who do not see the need to change their settings, the 
majority of respondents (76.5 per cent) are in the 18–21 age group. 

Subjects were asked to identify privacy concerns on the social networking site Face-
book. ‘Information being accessible to third parties’ (67.8 per cent), ‘information being 
sold to third parties’ (61.3 per cent) and ‘risk to employment prospects’ (51 per cent) are 
the most worrying factors for all Facebook users. Facebook users who have changed their 
privacy settings have more worries regarding the social networking site in comparison to 
Facebook users who have not changed their settings. 

Privacy Policy
Only 14.1 per cent of Facebook users have read the privacy policy. The older age groups 
(26–29 and 30+) are more likely to have read the privacy policy in comparison to the 
younger age groups (18–21 and 22–25) (28 per cent and 28.6 per cent versus 5.1 per cent 
and 12.7 per cent) (see Table 4). Half of the respondents (50.7 per cent) have not read the 
privacy policy because it is ‘too long’; while 35.8 per cent have ‘no interest’ in reading 
the policy. Facebook users who have read the policy report more worries on the social 
networking sites in comparison to those who have not read the policy. 

Privacy Statements
Facebook users were presented with a number of statements relating to their awareness 
of activities concerning privacy (what information is protected, how information is shared 
and who has access) on the social networking site and also on the infl uence of privacy 
on their online behaviour (Table 6). Over half of all Facebook users have a high level of 
awareness of issues or activities relating to privacy on the social networking site (Table 6). 

However, there appears to be a level of uncertainty relating to information being acces-
sible to third parties (34.7 per cent) and also the risk to information from using applications 
and games on the social networking site (24.7 per cent). In relation to behaviour infl uenced 
by privacy, 77.4 per cent of users say they are cautious in what they say and do online. 
When presented with the statement ‘I don’t think about privacy issues when online’, 
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34 per cent agree with the statement while 47.1 per cent of Facebook users disagree (in 
other words they do think about privacy when online).

The older age groups (26–29 and 30+) are more aware of activities relating to privacy on 
the social networking site in comparisons to the younger age groups (18–21 and 22–25). The 
older age groups are also more cautious in what they say and do on the social networking 
site, in comparison to the younger age groups (84 per cent and 92.3 per cent versus 66.1 per 
cent and 78.8 per cent). The 18–21 age group are least likely to be concerned with privacy 
issues when online (28.1 per cent). 

Facebook users who have changed their settings are more aware of activities in compar-
ison to those users who have not changed their settings (Table 6). In terms of privacy 
behaviour, Facebook users who have changed their settings are more cautious in what 

Table 6: Privacy Statements and Privacy Settings

N=261 Changed 
Privacy 
Settings

%

Unchanged 
Privacy 
Settings

%

Total
%

Privacy Awareness Statements
Your name and profi le picture on Facebook are 
not protected under the privacy settings (TRUE)

Agree
61.2

Agree
42.3

Agree
57.4

Whenever you share information on Facebook 
you can control exactly who can see it (TRUE)

Agree
53.9

Agree
50.0

Agree
53.1

Information set to ‘everyone’ on Facebook in the 
privacy settings is available to everyone on the 
internet not just Facebook users (TRUE)

Agree
64.1

Agree
54.7

Agree
62.2

Using the games and applications means you are 
making your information available to someone 
other than Facebook (TRUE)

Agree
52.9

Agree
37.7

Agree
49.8

Your friends’ activities on Facebook can result in 
your information being made available to other 
companies and websites (TRUE)

Agree
57.0

Agree
57.4

Agree
57.1

Facebook does not share information with third 
parties (FALSE)

Disagree
46.1

Disagree
26.4

Disagree
42.1

Privacy Behaviour Statements
I am cautious in what I say and do on Facebook Agree

79.0
Agree
73.6

Agree
77.4

I don’t think about privacy issues when online Disagree
52.7

Disagree
25.9

Disagree
47.1
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they say and do on the social networking site (79 per cent). However, a high proportion 
(73.6 per cent) of Facebook users who have not changed their settings also report to being 
cautious in what they say and do on Facebook.

Facebook users who have read the privacy policy appear to be more informed about 
activities concerning privacy on Facebook. However, almost half of respondents who have 
not read the policy also reported high levels of awareness. Respondents who have read 
the policy are likely to be more cautious on Facebook (86.1 per cent), but it is important to 
note that a high proportion (76.6 per cent) of users who have not read the policy are also 
likely to demonstrate caution in their behaviour on Facebook. A higher proportion (57.1 
per cent) of Facebook users who have read the policy disagree with the statement ‘I don’t 
think about privacy issues when online’; compared with 45.5 per cent of respondents who 
have not read the policy.

Trust Statements
Study participants were presented with a number of statements relating to attitudes 
towards trust on Facebook and behaviours infl uenced by trust on Facebook (Table 7). 

Table 7: Trust Statements by Privacy Settings

N=261 Changed 
Privacy 
Settings

%

Unchanged 
Privacy 
Settings

%

Total
%

Attitudes
I trust Facebook with my information Agree

23.7
Agree
31.5

Agree
25.3

I trust my Facebook friends with my information Agree
47.3

Agree
55.6

Agree
49.0

I trust friends of friends with my information Agree
13.2

Agree
21.2

Agree
14.8

I trust other Facebook users with my information Agree
3.4

Agree
7.4

Agree
4.2

Behaviour
Trust issues are likely to cause Facebook users to 
question what they say and do on Facebook

Agree
73.7

Agree
68.5

Agree
72.6

Trust issues are likely to cause Facebook users to 
change what they say and do on Facebook

Agree
72.3

Agree
83.3

Agree
74.6

It is my responsibility to protect my information 
on Facebook

Agree
78.6

Agree
83.3

Agree
79.6

It is Facebook’s responsibility to protect my 
information on Facebook

Agree
77.2

Agree
69.8

Agree
75.7
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A quarter of respondents (25.3 per cent) trust Facebook. Almost half of the respondents 
(49 per cent) trust their Facebook friends. Only 14.8 per cent trust friends of friends. The 
majority of Facebook users (71.5 per cent) do not trust other Facebook users. It is impor-
tant to note a proportion of respondents remain neutral on the trust statements (Table 7). 
In terms of behaviour infl uenced by trust, 79.6 per cent of survey respondents believe it 
is their own responsibility to protect their information on Facebook and 75.7 per cent of 
respondents believe it is Facebook’s responsibility to protect users’ information. 

The youngest age group (18–21) trust Facebook the most (29.8 per cent say they trust 
Facebook). The oldest age group (30+) trust Facebook the least (55.6 per cent say they do 
not trust Facebook). The 26–29 age group appear to be the most trusting when it comes 
to Facebook friends (58.3 per cent) and friends of friends (29.2 per cent) in comparison to 
the other age groups. The younger age groups (18–21 and 22–29) believe it is more their 
responsibility to protect their information on Facebook when compared with the older age 
groups (26–29 and 30+) (82.5 per cent and 80.1 per cent versus 76 per cent and 74.1 per 
cent), while the older age groups believe it is more Facebook’s responsibility (88 per cent 
and 88.9 per cent versus 63.2 per cent and 76 per cent). 

Facebook users who have not changed their settings, in comparison to those who have 
changed their settings, are more likely to trust Facebook the company (31.5 per cent versus 
23.7 per cent), Facebook friends (55.6 per cent versus 47.3 per cent), friends of friends (21.2 
per cent versus 13.2 per cent) and other Facebook users (7.4 per cent versus 3.4 per cent) 
(Table 7). Facebook users who have changed their settings believe Facebook the company 
has a greater duty to protect users’ information when compared to Facebook users who 
have left their settings unchanged (77.2 per cent versus 69.8 per cent). 

Facebook users who have not read the privacy policy are less likely to trust the website 
compared with Facebook users who have read the policy. Respondents who have not read 
the policy in comparison to users who have read the privacy policy reported proportion-
ately lower responses when asked if they trust Facebook the company (23.6 per cent versus 
36.1 per cent), Facebook friends (45.7 per cent versus 70.6 per cent), friends of friends (13.6 
per cent versus 22.9 per cent) and other Facebook users (3.1 per cent versus 11.4 per cent). 

Table 8 provides a summary of Facebook users’ awareness of privacy issues and atti-
tudes to trust on the social networking site.

DISCUSSION
This study examines Facebook users’ perceptions of online privacy by means of informa-
tion disclosure and activity on the social networking site, awareness of and behaviour 
infl uenced by privacy issues, and attitudes to trust. 

A high proportion of Facebook users disclose personal information, putting Facebook 
users at high risk of e-threats such as identity theft, fraud and stalking. Findings from 
the survey show the youngest age group (18–21) are the most active Facebook members, 
in terms of information disclosure, Facebook activities and frequency of use. The main 
privacy concern perceived by Facebook users in this study is information being acces-
sible by and sold to third parties, also identifi ed by Debatin et al. (2009). While concern is 
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evident about information being accessible by third parties, only one-quarter of respond-
ents believe third parties have access to their information, suggesting misunderstanding or 
uncertainty by Facebook users (Acquisti and Gross, 2006).

Privacy
The majority of Facebook users have changed their privacy settings, refl ecting an increase 
in users changing their settings when compared with previous studies (Madden and Smith, 
2010; Debatin et al. 2009; Gross and Acquisti, 2005; Govani and Pashley, 2005; Jones and 
Soltren, 2005). The second half of 2009 and throughout 2010 are the two most active periods 
for change to one’s privacy settings, prompted mainly by privacy concerns. A possible 
explanation for the surge in Facebook users adjusting their privacy settings during this 
time is the controversy surrounding Facebook and its privacy settings (Rothery, 2010). 
Facebook users’ information becoming publicly available (in late 2009) by default may 
explain why many Facebook users adjusted their settings in the early 2010 period. The 
activity from May 2010 onwards may be a result of Facebook’s provision of new simple 
and easy-to-use privacy settings control. 

While most respondents use the ‘friends only’ privacy option on Facebook, one of the 
tightest control options on the social networking site, the majority of respondents still 
have between 200 and 300 Facebook friends, which is above the average Facebook user’s 
130 friends (Facebook, 2010). Facebook users also have many different classifi cations of 
‘friends’ on Facebook. These fi ndings suggest Facebook users are concerned with privacy 
and are using strict settings yet still disclose information to, as Debatin et al. (2009: 102) 
describe, ‘a loosely defi ned group’. While over half of Facebook users are confi dent their 
current settings meet their desired protection, over one-quarter remain unsure, showing a 
level of misunderstanding or confusion relating to the privacy controls which exist on the 
social networking site (Acquisti and Gross, 2006). A proportion of Facebook users (over 
one-fi fth) have not changed their privacy settings, because they do not see the need to 
change their settings; the majority of these users are aged 18–21. This fi nding concurs with 
Barnes (2006), who claims younger users are more willing to disclose information on social 
networking sites and are often oblivious to potential risks. 

There is a high level of awareness of activities concerning information privacy (what 
information is protected, how information is shared and who has access) among Facebook 
users. The vast majority of respondents (77.4 per cent) believe they are cautious in what 
they say and do on the social networking site, refl ecting high security consciousness. This 
result contrasts with Rosenblum (2007), who reports that social networking users openly 
and freely live their lives online. However, the fi nding is more in line with a recent study 
conducted by Madden and Smith (2010), showing growing vigilance and consciousness 
of one’s behaviour on social networking websites. The results of this study shows older 
Facebook users are more likely to be cautious in what they say and do on Facebook in 
comparison to younger Facebook users. Previous research shows older individuals tend to 
be less tech savvy, causing them to be more cautious in their online behaviour. Older Face-
book users will generally look for more information and reassurance before they engage in 
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online activity and become more aware in the process (Chaffey et al., 2009). Facebook users 
who have changed their privacy settings are more aware of activities concerning privacy 
on Facebook in comparison to those who have not changed their settings. However, both 
those who have changed and those who have not changed their settings are cautious in 
what they say and do online. This fi nding implies an awareness of privacy risks on the 
social networking site by those who have not changed their privacy settings, but also 
suggests these Facebook users are not concerned enough to actually change their settings, 
resembling the privacy paradox (Barnes, 2006). 

This study shows the majority of Facebook users have not read the privacy policy, 
which is consistent with previous studies (Govani and Pashley, 2005; Jones and Soltren, 
2005). Facebook users who have not read the privacy policy believe it is too long and unin-
teresting. Bilton (2010) recognises the length of the privacy policy as a major barrier for 
Facebook users understanding Facebook’s position on privacy. If Facebook creates a more 
concise and straightforward privacy policy Facebook users might be more willing to read 
the policy. However, Facebook users may simply have no interest in reading the privacy 
policy and their attitudes to privacy may not be strong enough to warrant action. Despite 
a high number of Facebook users voicing concerns and taking action to protect themselves 
by adjusting their privacy settings, the vast majority of respondents still have not read the 
policy. Unsurprisingly, Facebook users who have read the privacy policy are more aware 
of activities relating to privacy than those users who have not read the policy. However, a 
high proportion of those users who have not read the policy also demonstrate high levels 
of privacy awareness. This fi nding suggests Facebook users who have not read the policy 
are being informed about privacy activities on Facebook from other sources, which may 
include other Facebook users, the media or privacy advocacy groups, and may imply the 
controversy surrounding Facebook is being discussed and noticed by users. Overall, the 
study shows Facebook users perceive it is more important to change privacy settings than 
to read the privacy policy. 

The theory of the privacy paradox in an online environment states that internet users 
are concerned about privacy yet do little to safeguard it (Barnes, 2006). This study reveals 
Facebook users are taking protective action to ensure their online privacy and are demon-
strating caution in their online behaviour. However, the study also shows Facebook users 
are willing to part with personal information and interact with a broad defi nition of online 
‘friends’. Arguably, Facebook users’ desire for social interaction overcomes privacy anxi-
eties. A theoretical implication from this research is that the term ‘privacy paradox’ may 
be too strong in the social networking environment and perhaps ‘privacy trade-off’ would 
be a more appropriate term. Protective action is being taken in social networking sites but 
users still willingly trade privacy for the social factor of social networking sites. 

The literature highlights that privacy is often considered the number one obstacle to 
online growth. This argument may hold true within an e-commerce setting; however, 
within social networking, while privacy concerns exist and are prompting protective action, 
the rate of adoption to social networking sites continues to accelerate. The level of activity 
documented in this study on Facebook, despite a high level of privacy concerns and risk 
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awareness, shows privacy is not a prime obstacle to social networking sites because the 
majority of users are actively protecting themselves by changing their privacy settings.

Trust
A small proportion of Facebook users (25.3 per cent) trust Facebook. This result is worrying 
for Facebook the company, as trust is considered vital in getting customers to trade on one’s 
website, to revisit a website and to engage in positive word-of-mouth (Liu et al., 2005). 
While a certain level of trust is evident between direct friends on the social networking 
site, the overall level of trust on the website is low. It is important to highlight that an 
equal number of respondents (25 per cent) also remain neutral on statements relating to 
attitudes to trust, which might suggest Facebook users have no preference for trust on the 
social networking site or have never thought of the need to trust. This possible explanation 
would appear to contradict the substantial body of literature that highlights trust as one 
of the most important determinants for online activity (Metzger, 2004; Gefen, 2002). Face-
book’s continued adjustments to its features and in turn privacy settings and policy have 
caused privacy concerns to increase (Rothery, 2010; Debatin et al., 2009); however Face-
book’s membership also continues to rise (Fletcher, 2010). The literature suggests privacy 
violations damage privacy perceptions and in turn lower trust and stall online activity. 
From this study it would appear the desire for social interaction by social networking users 
outweighs their concerns for privacy, as noted by Debatin et al. (2009), and might explain 
why trust is less important in the social networking context. Facebook users are willing 
to sacrifi ce control over their personal information (thus sacrifi cing privacy) in exchange 
for social interaction, which they class as valuable, rather than searching for trust (Olivero 
and Lunt, 2004). Another explanation is Facebook users are actively engaged in adjusting 
their privacy settings and may perceive trust to be less of a concern. Alternatively, Brustein 
(2010) suggests Facebook is increasingly seen as a ‘social utility’ and is satisfi cing customers 
(Hesseldahl, 2010), which may explain why trust is less important in a social networking 
context. 

This study reveals older Facebook users (30+) are the least trusting group on Facebook, 
which is in contrast with Madden and Smith (2010) who found the 18–29 age group is 
the least trusting group on social networking sites. The younger Facebook users (18–25) 
believe it is more their responsibility to protect their information on Facebook, while older 
Facebook users (26+) believe the obligation to protect users’ information rests more with 
Facebook the company. This fi nding is interesting because while the younger age groups 
believe they have a greater responsibility to protect their information, they are the users 
who disclose the most information, engage in most Facebook activities, log in more regu-
larly and also refrain from reading the privacy policy. Arguably the younger age groups, 
while the most active Facebook users, may indeed be the most vulnerable. 

The survey results reveal users who have not changed their privacy settings and users 
who have read the privacy policy have higher trust levels on Facebook, although both 
of these groups represent the minority of Facebook users surveyed. It seems logical that 
Facebook users who have read the policy would place more trust in the social networking 
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site as they are acquiring more information from reading the policy and arguably gaining 
more control, in turn reducing privacy concerns and raising trust levels as outlined in the 
literature (Hoadley et al., 2010; Van Dyke et al., 2007; Metzger, 2004; Seigneur and Jensen, 
2004; Sheehan and Hoy, 2000). However, it appears illogical that Facebook users who have 
not changed their settings would trust Facebook more. It was expected that Facebook users 
who have changed their privacy settings would have higher levels of trust on the social 
networking site because by adjusting their privacy settings they are assuming greater 
control over their information. A possible explanation for this contradiction is Facebook 
users are adjusting their settings in response to the controversy surrounding Facebook’s 
approach to privacy and, while they are assuming control over their information, the factor 
that prompted them to change their settings could have severely dented or prevented trust 
developing. 

Overall, this study reveals the vast majority of Facebook users believe both Facebook 
the company and the user have an almost equal obligation to protect users’ information on 
Facebook. This fi nding shows users expect Facebook to protect their information. However 
they do not trust them with their information. Trust’s traditional orientation as focusing 
on an ‘expectation of goodwill’ (Koehn, 2003: 7) is therefore not refl ective in a social 
networking context. Facebook users do not believe Facebook the company has their best 
interests at heart but believe they have a duty to provide control mechanisms to protect 
online users to a certain extent. This view is supported by Hoadley et al. (2010) who found 
that by providing protective controls to Facebook users their privacy concerns relating to 
new features were largely alleviated. Facebook users equally have a duty to fully utilise 
these control mechanisms. Perhaps trust is less likely to be a deciding factor within a 
social networking context, thus supporting Wang and Emurian (2005) who believe trust 
is context specifi c, and what may exist instead is the need for a partnership with shared 
responsibility. 

Facebook’s introduction of clear and easy-to-use controls to activate and manage 
privacy settings is a positive development for Facebook and shows the social networking 
site is fulfi lling some obligations to the user. However, the social networking site continues 
to develop new features and services at an astonishing rate and, based on its history of 
fast-paced developments coupled with lapses in privacy (Fletcher, 2010), concerns and 
problems are likely to remain. While retaliation against Facebook’s unethical activi-
ties concerning privacy have remained largely minimal to date (Debatin et al., 2009) and 
Brustein (2010) suggests Facebook is increasingly becoming a ‘social utility’, problems will 
persist should Facebook fail to demonstrate it is consistently taking suffi cient measures 
and providing adequate and easy-to-use controls to its customers, to ensure their informa-
tion is protected and not exploited. Unless Facebook acknowledges the concerns expressed 
by Facebook users and meets their privacy needs consumer upset is likely to continue and 
may eventually damage Facebook’s strong membership base or stall online activity. Face-
book users may keep a Facebook profi le but inactivity may increase in response to privacy 
anxieties. A slowdown in online activity on the social networking site will upset the core 
concept of Facebook: openness and sharing of information. 
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CONCLUSIONS
This study shows Facebook users are alert and cautious when using the social networking 
site. However, Facebook users are not completely informed or aware of all activities 
concerning privacy on the social networking site. In terms of behaviour, protective action 
(changing privacy settings) is being taken and a greater attentive persona appears to be 
assumed by most Facebook users. However, while Facebook users believe they are more 
cautious in what they say and do on the social networking site some activities in terms of 
information disclosure and number of Facebook ‘friends’ appear to still be driven by the 
desire for social acceptance on the social networking site and not by privacy concerns. Thus 
a ‘privacy trade off’ in a social networking circumstance is deemed a more appropriate 
approach to privacy than the term ‘privacy paradox’ used in the wider online environment. 
The study also reports low levels of trust exist on Facebook. The search for social acceptance 
and popularity appears to be a more important driver for online activity rather than trust in 
the company or trust in other users. The controversy surrounding Facebook and its lapses 
in privacy could also explain the low levels of trust in the social networking site. However, 
low trust levels to date have not hindered activity on Facebook and membership continues 
to rise. Facebook users seem willing to push aside trust issues to achieve social interaction. 
The importance of trust in a social networking context is clearly questionable and perhaps 
different determinants for online activity exist in different online environments. 

Recommendations for Facebook the Company
Firstly, Facebook need to address its current privacy policy. The overwhelming amount 
of information presented in the privacy policy needs to be condensed and presented in 
a more readable and user-friendly document. Although some Facebook users may still 
refrain from reading the policy, it is important that Facebook clearly communicates its 
privacy practices in order to appear reliable and honest. The current policy is cluttered, 
confusing and long. Confusion and misunderstanding reported on the social networking 
site could be overcome if the privacy policy was more inviting to users. Secondly, Face-
book’s short history has shown continued development and commercialisation of the 
website has brought subsequent privacy concerns. Users have been tolerant of lapses in 
privacy to date and membership continues to grow, however discontent may accelerate 
further unless Facebook addresses its overall approach to privacy. Facebook has taken 
an important fi rst step in addressing its questionable stance on privacy by redesigning its 
privacy settings in May 2010. It is important that Facebook continues to take measures to 
reassure users it is taking responsibility for its customers’ information and to show it is also 
providing users with the necessary controls to protect their information. New features and 
services must be adequately accompanied by suitable protective measures. Facebook users 
must consistently be provided with control mechanisms. 

Recommendations for Facebook Users
The study also shows important implications for the average Facebook user. The study 
highlights the reality that protecting one’s privacy is the joint responsibility of both 
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Facebook the company and the Facebook user. It is all well and good if Facebook provide 
privacy and control mechanisms to users to protect their online privacy but Facebook users 
must actively employ these tools in order to alleviate the risk of a violation of privacy on 
the social networking site. Facebook users must recognise the dangers of actively social-
ising in the online vacuum and must either take steps to protect their online activity or 
actively take responsibility for their online actions. 

Future Research
It is recommended this research be conducted on a larger scale, incorporating a balanced 
mix of all age groups. A larger-scale research, availing of random sampling, would 
enhance the generalisability of the results. This study found trust is considered less 
important in a social networking context compared with an e-commerce environment. 
An interesting study to pursue would be to measure the importance of trust in a social 
networking site relative to e-commerce websites. Another possible research area would 
be to examine the importance of trust in social networking sites relative to other drivers 
of social networking activity. The study conducted is relevant and timely given the 
controversy surrounding Facebook and its privacy stance and the recent changes made 
to its privacy settings. In order to progress the research further, a longitudinal study 
monitoring continued changes to Facebook (new features, services and privacy settings/
policy) would be interesting to observe going forward. Reactions to these changes by 
Facebook users should be closely examined to enable a more in-depth look at their 
perceptions of privacy. 
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