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2Ethical Issues in Internet Research: 

International Good Practice and 

Irish Research Ethics Documents

Heike Felzmann1

Abstract

This chapter discusses the main research ethical concerns that arise 
in internet research and reviews existing research ethical guidance 

in the Irish context in relation to its application to internet research. 
7KH� FKDSWHU� EHJLQV�ZLWK� D� EULHI� RXWOLQH� RI� KLJK� SUR¿OH� FDVHV� LQ� WKH� HDUO\�
KLVWRU\�RI� WKH� LQWHUQHW� WKDW� KLJKOLJKWHG� VSHFL¿F� HPHUJLQJ� HWKLFDO� FRQFHUQV�
UHJDUGLQJ� WKH� QHZ�PHGLXP� DQG� WKH� ¿UVW� GHYHORSPHQW� RI� HWKLFDO� JXLGDQFH�
in this context. Important research ethical concerns in internet research are 
WKHQ� SUHVHQWHG�� 7KHVH� LQFOXGH�� �L�� XQGHUVWDQGLQJ� WKH� VSHFL¿F� UHODWLRQVKLS�
between researchers, participants and the online materials, and the ethical 
VLJQL¿FDQFH� RI� FRQWULEXWRUV¶� SRWHQWLDO� ODFN� RI� DZDUHQHVV� RI� UHVHDUFK�
FRQGXFWHG�RQ� WKHLU�RQOLQH� LQWHUDFWLRQV�� �LL�� FODULI\LQJ�SULYDF\�H[SHFWDWLRQV�
and ethical requirements regarding the access to and use of online materials, 
�LLL�� LPSOHPHQWLQJ� HWKLFDOO\� DSSURSULDWH� FRQVHQW� SURFHVVHV� LQ� WKH� RQOLQH�
PHGLXP���LY��GRLQJ�MXVWLFH�WR�FRQ¿GHQWLDOLW\��DQRQ\PLW\�DQG�GDWD�SURWHFWLRQ�
UHTXLUHPHQWV�DQG� �Y��FODULI\LQJ�YXOQHUDELOLW\�RI�SDUWLFLSDQWV��DQG�SRWHQWLDO�
ULVNV�DQG�EHQH¿WV�DULVLQJ�IURP�UHVHDUFK�SDUWLFLSDWLRQ��,Q�WKH�¿QDO�SDUW�RI�WKH�
chapter existing Irish research ethical guidance documents are reviewed in 
relation to the relevance of their guidance for the conduct of internet research.

Keywords: research ethics, internet research, privacy, informed consent, 

FRQ¿GHQWLDOLW\��YXOQHUDELOLW\�
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��� ,QWURGXFWLRQ

5HVHDUFKHUV�FRQGXFWLQJ� LQWHUQHW� UHVHDUFK� IUHTXHQWO\�HQFRXQWHU�FKDOOHQJHV� LQ�
relation to research ethics review. Internet research can pose new challenges 
in relation to the ethical conduct of research and research ethics committees 
DUH�IUHTXHQWO\�XQVXUH�KRZ�WR�DGDSW�VWDQGDUG�UHVHDUFK�HWKLFDO�UHTXLUHPHQWV�WR�
WKH�UHDOP�RI�LQWHUQHW�UHVHDUFK��$V�WKH�RWKHU�FKDSWHUV�LQ�WKLV�YROXPH�KDYH�PDGH�
FOHDU��LQWHUQHW�UHVHDUFK�LV�DQ�H[WUHPHO\�ZLGH�¿HOG�WKDW�DOORZV�IRU�D�KXJH�YDULHW\�
RI�DSSURDFKHV�DQG�UHVHDUFK�PHWKRGRORJLHV��$FFRUGLQJO\��DQ�DUWLFOH�RQ�LQWHUQHW�
UHVHDUFK�HWKLFV�KDV�WR�EH�VHOHFWLYH�DQG�ZLOO�OHDYH�RXW�PDQ\�LVVXHV�WKDW�PLJKW�
be of interest to researchers using the internet as a medium or subject matter 
for research. 

$Q�DGGLWLRQDO�FDYHDW�UHJDUGLQJ�WKLV�SDSHU�LV�WKH�IDFW�WKDW��DW�WKH�WLPH�RI�ZULWLQJ��
RQO\� OLPLWHG� UHVHDUFK�HWKLFDO�JXLGDQFH� LV� LQ�SODFH� LQ� ,UHODQG�� DQG�QRQH�RI� WKH�
JXLGDQFH� WKDW� H[LVWV� GLUHFWO\� DGGUHVVHV� HWKLFDO� LVVXHV� LQ� LQWHUQHW� UHVHDUFK��
$FFRUGLQJO\��WKH�PDMRULW\�RI�WKH�IROORZLQJ�GLVFXVVLRQ�LV�EDVHG�RQ�LQWHUQDWLRQDO�
GLVFXVVLRQV�RI�HWKLFDO�UHVHDUFK�LQ�LQWHUQHW�UHVHDUFK��,Q�WKH�¿QDO�SDUW�RI�WKH�FKDSWHU�
the existing Irish documentation will be examined in relation to its application to 
some prominent issues in internet research.

��� The development 

of internet research ethics

:KHQ�XVH�RI�WKH�LQWHUQHW�EHFDPH�PRUH�ZLGHVSUHDG�LQ�WKH�����V��UHVHDUFKHUV¶�
attention began to be drawn to the research potential of this medium. This 
included a wide range of research concerns, from an interest in understanding 
the use of the medium and the new possibilities of online activities 
DQG� LQWHUDFWLRQ� WKDW� LW� FUHDWHG�� WR� XVLQJ� LW� DV� D� ODUJH� DQG� HDVLO\� DFFHVVLEOH�
UHSRVLWRU\� RI� TXDQWLWDWLYH� DQG� TXDOLWDWLYH� GDWD�� DQG� DOVR� WR� LWV� SRWHQWLDO� DV�
a novel medium for the recruitment of research participants and a medium 
IRU�WKH�IDVW�DQG�ORZ�FRVW�GHOLYHU\�RI�VXUYH\V�DQG�RWKHU�UHVHDUFK�LQVWUXPHQWV��
$W� WKH� VDPH� WLPH�� LQFUHDVLQJ�DWWHQWLRQ�ZDV�EHLQJ�SDLG� WR�GHWHUPLQLQJ�ZKDW�
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constituted good ethical practice in social science research. Internet research 
was one emerging area of research and the development of guidelines on 
ethical issues in internet research soon followed.

$PRQJ�WKH�HDUOLHVW�FRQFHUQV�KLJKOLJKWHG�LQ�WKH�¿HOG�ZDV�WKH�LVVXH�RI�SRWHQWLDO�
harm that could arise in research on online interaction of internet-based 
FRPPXQLWLHV�� ,Q� WKH�HDUO\�GD\V�RI� WKH� LQWHUQHW�� WKH�SRWHQWLDO� UHDO� OLIH� LPSDFW�
RI� YLUWXDO� LQWHUDFWLRQV� ZDV� QRW� DOZD\V� XQGHUVWRRG� FOHDUO\�� +RZHYHU�� ZLWK�
increasing experience of the new modes of interaction, evidence accumulated 
WKDW�� GHVSLWH� WKHLU� YLUWXDOLW\�� RQOLQH� LQWHUDFWLRQV� KDG� YHU\� UHDO� HPRWLRQDO�
HIIHFWV�RQ�SDUWLFLSDQWV��6HYHUDO�PXFK�GLVFXVVHG�SRSXODU�PDJD]LQH�DUWLFOHV�WKDW�
described the experience of harm resulting from internet interactions indicated 
WKDW�D�UHDVVHVVPHQW�RI�WKH�SUHVXPHG�KDUPOHVVQHVV�RI�µYLUWXDO¶�LQWHUQHW�LQWHUDFWLRQ�
was warranted. This in turn highlighted that internet research itself could not 
EH� DVVXPHG� WR� EH� HQWLUHO\� ULVN� IUHH�� ,Q� KHU� �����Ms. Magazine article The 
strange case of the electronic lover, YDQ�*HOGHU������������ discussed a case 
RI�DVVXPHG�RQOLQH�LGHQWLW\��ZKHUH�D�PDOH�SV\FKLDWULVW�SRVHG�DV�D�GLVDEOHG�DQG�
GLV¿JXUHG�IHPDOH�³-RDQ´�RYHU�D�SHULRG�RI�VHYHUDO�\HDUV��,Q������'LEEHOO�ZURWH�
D�PXFK�GLVFXVVHG�PDJD]LQH� DUWLFOH� RQ�A Rape in Cyberspace in the Village 
Voice��GHVFULELQJ�WKH�UHYHUEHUDWLRQV�RI�DQ�LQVWDQFH�RI�µYLUWXDO�UDSH¶�LQ�D�YLUWXDO�
context, LambdaMOO ('LEEHOO���������%RWK�RI�WKHVH�DUWLFOHV�PDGH�FOHDU�WKDW�
YLUWXDO� HYHQWV� DQG� LQWHUDFWLRQV� KDG� WKH� SRZHU� RI� HQJHQGHULQJ� YHU\� UHDO� DQG�
intense emotional experiences and similar observations have continued with 
WKH� GHYHORSPHQW� RI� LQFUHDVLQJO\� VRSKLVWLFDWHG�PRGHV� RI� RQOLQH� LQWHUDFWLRQV�
ZKLFK��LI�DQ\WKLQJ��IXUWKHU�LQWHQVLI\�WKH�H[SHULHQFH�RI�UHDOLW\�DQG�LPPHUVLRQ�LQ�
those virtual contexts (&UDIW��������:ROIHQGDOH������).

$PRQJ� WKH� ¿UVW� DWWHPSWV� DW� SURYLGLQJ� JXLGDQFH� RQ� LQWHUQHW� UHVHDUFK� HWKLFV�
were the 1996 special issue of The Information Society (King, 1996), the 1999 
$PHULFDQ�$VVRFLDWLRQ�IRU� WKH�$GYDQFHPHQW�RI�6FLHQFH��$$$6��ZRUNVKRS�RQ�
Ethical and Legal Aspects of Human Subjects Research on the Internet ()UDQNHO�	�
6LDQJ��������DQG�WKH������JXLGHOLQHV�E\�WKH�$VVRFLDWLRQ�RI�,QWHUQHW�5HVHDUFKHUV�
on Ethical decision-making and Internet research: recommendations from the 
AoIR ethics working committee ((VV�	�$R,5���������$FFRUGLQJ�WR�)UDQNHO�DQG�
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6LDQJ���������UHOHYDQW�HWKLFDO�LVVXHV�LQ�LQWHUQHW�UHVHDUFK�LQFOXGHG�³>W@KH�DELOLW\�
RI�ERWK�UHVHDUFKHUV�DQG�WKHLU�VXEMHFWV�WR�DVVXPH�DQRQ\PRXV�RU�SVHXGRQ\PRXV�
identities online, the complexities of obtaining consent, the often exaggerated 
H[SHFWDWLRQV�� LI� QRW� WKH� LOOXVLRQ�� RI� SULYDF\� LQ� F\EHUVSDFH�� DQG� WKH� EOXUUHG�
GLVWLQFWLRQ�EHWZHHQ�SXEOLF�DQG�SULYDWH�GRPDLQV´��SS��������7KH�$$$6�GRFXPHQW�
LQ� SDUWLFXODU� SURYHG� LQÀXHQWLDO� LQ� VKDSLQJ� ZKDW� LV� FRQVLGHUHG� JRRG� HWKLFDO�
practice in internet research. 

��� Core ethical concerns in internet research

The following section will provide a brief introduction to the main research ethical 
concerns arising in common forms of internet research, with particular emphasis 
RQ�LWV�SRWHQWLDO�LPSDFW�RQ�KXPDQ�SDUWLFLSDQWV��,W�LV�LPSRUWDQW�WR�DFNQRZOHGJH�WKH�
VLJQL¿FDQW�PHWKRGRORJLFDO�YDULHW\�LQ�LQWHUQHW�UHVHDUFK��WKH�FRQFHUQV�GLVFXVVHG�
KHUH� DUH� QHFHVVDULO\� VHOHFWLYH�� 7KH� XQGHUO\LQJ� DVVXPSWLRQ� RI� WKLV� FKDSWHU� LV�
that the basic ethical concerns in internet research can be understood in terms 
of general research ethical concepts used in social science research (see also 
(OJHVHP���������+RZHYHU��WKH�YDULRXV�FRQWH[WV�RI�LQWHUQHW�UHVHDUFK�UDLVH�VRPH�
VSHFL¿F�LVVXHV�WKDW�UHTXLUH�WKH�UHFRQVLGHUDWLRQ�DQG�SUREOHPDWLVDWLRQ�RI�VWDQGDUG�
HWKLFDO�SUDFWLFHV��KRZ�PXFK�WKH\�VWUHWFK�H[LVWLQJ�UHVHDUFK�HWKLFDO�SUDFWLFHV�DQG�
requirements is open to debate ()UDQNHO�	�6LDQJ��������3LWWHQJHU������).

����� The relationship between researchers, 

participants and online materials 

The internet allows researchers to reach large numbers of research participants 
ZKR�PD\�EH�ZLGHO\�GLVSHUVHG�JHRJUDSKLFDOO\��DQG�WR�GR�VR�DW�D�PXFK�ORZHU�FRVW�
than traditional research approaches ()UDQNHO�	�6LDQJ���������7KLV�PDNHV�LW�D�
SRWHQWLDOO\�YHU\�DWWUDFWLYH�PHGLXP�IRU�WKH�UHFUXLWPHQW�RI�SDUWLFLSDQWV��+RZHYHU��
PXFK�UHVHDUFK�FRQGXFWHG�YLD� WKH� LQWHUQHW�PHUHO\�HPSOR\V� WUDGLWLRQDO�UHVHDUFK�
methodologies in the online medium (3LWWHQJHU�� ������� 7KLV�PDLQO\� UHTXLUHV�
PLQRU�DGDSWDWLRQV�UHJDUGLQJ�UHFUXLWPHQW�DQG�GHOLYHU\�WR�WKH�FKDUDFWHULVWLFV�RI�WKH�
RQOLQH�PHGLXP��$V�ORQJ�DV�UHVHDUFKHUV�FOHDUO\�SUHVHQW�WKHPVHOYHV�DV�UHVHDUFKHUV�
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DQG� UHFUXLW� SDUWLFLSDQWV� WUDQVSDUHQWO\� YLD� QRQ�LQWUXVLYH� FKDQQHOV�� WKH� HWKLFDO�
FKDOOHQJHV�DULVLQJ�LQ�VXFK�UHVHDUFK�DUH�PRVWO\�FRPSDUDEOH�WR�WKRVH�HQFRXQWHUHG�
in traditional research mediums.

+RZHYHU��DGGLWLRQDO�FKDOOHQJHV�DULVH�ZKHQ�WKH�UHODWLRQVKLS�EHWZHHQ�UHVHDUFKHUV�
DQG� SDUWLFLSDQWV� LV� QRW� HVWDEOLVKHG� FOHDUO\� IURP� WKH� RXWVHW�� RU� ZKHQ� LW� XVHV�
channels that potential participants do not expect to be used for research. The 
LQWHUQHW� PDNHV� LW� VLJQL¿FDQWO\� HDVLHU� IRU� UHVHDUFKHUV� QRW� WR� KDYH� WR� SUHVHQW�
WKHPVHOYHV�DV�UHVHDUFKHUV�LQ�RUGHU�WR�DFFHVV�LQWHUHVWLQJ�GDWD���,W�IDFLOLWDWHV�HDV\�
DFFHVV�WR�YDVW�DPRXQWV�RI�PDWHULDOV�WKDW�WKH�DXWKRUV�PD\�QHYHU�KDYH�HQYLVDJHG�DV�
SHUPDQHQWO\�DYDLODEOH��LW�DOORZV�UHVHDUFKHUV�WR�YLHZ�LQWHUDFWLRQ�ZLWKRXW�OHDYLQJ�
SXEOLFDOO\�YLVLEOHV�WUDFH�RI�WKHLU�SUHVHQFH��DQG�LW�PDNHV�SRVVLEOH�HDV\�GDWD�PLQLQJ�
E\�UHVHDUFKHUV�LQ�FRQWH[WV�GHGLFDWHG�WR�SXUSRVHV�IDU�IURP�UHVHDUFK��

$V�(\VHQEDFK�DQG�7LOO������� highlight in relation to qualitative health research, 
WKH�UROH�RI�UHVHDUFKHUV�FRXOG�UDQJH�IURP��L��µSDVVLYH�DQDO\VLV¶��ZKHUH�UHVHDUFKHUV�
DQDO\VH�WKH�WH[WXDO�PDWHULDOV�RQ�VSHFL¿F�LQWHUQHW�VLWHV�ZLWKRXW�DFWLYHO\�LQWHUYHQLQJ�
LQ�WKH�FRQWH[W�ZKLFK�WKH\�DUH�DQDO\VLQJ���LL��µDFWLYH�DQDO\VLV¶��ZKHUH�UHVHDUFKHUV�
LQWHUYHQH�DFWLYHO\�LQ�D�SDUWLFXODU�FRQWH[W�WR�HYRNH�UHOHYDQW�UHVSRQVHV��EXW�ZLWKRXW�
LGHQWLI\LQJ� WKHPVHOYHV� DV� UHVHDUFKHUV�� DQG� �LLL�� µIRUPV� RI� DFWLYH� UHFUXLWPHQW¶��
ZKHUH�UHVHDUFKHUV�LGHQWLI\�WKHPVHOYHV�DV�VXFK�DQG�XVH�WKH�LQWHUQHW�DV�D�PHGLXP�
RI�UHFUXLWLQJ�SDUWLFLSDQWV�DQG�FROOHFWLQJ�LQIRUPDWLRQ��ZKLFK�DUH�FOHDUO\�LGHQWL¿HG�
as research activities. 

:KLOH� GHFHSWLRQ� LQ� UHODWLRQ� WR� WKH� µWUXH� UROH¶� RI� UHVHDUFKHUV� LV� QRW� XQLTXH� WR�
WKH� RQOLQH� HQYLURQPHQW� DQG� LV� QRW� XQFRPPRQ� IRU� H[DPSOH� LQ� FHUWDLQ� W\SHV�
RI� HWKQRJUDSKLF� UHVHDUFK�� LW� LV� JHQHUDOO\� FRQVLGHUHG� HWKLFDOO\� SUREOHPDWLF�
LQ� FRQWHPSRUDU\� UHVHDUFK� HWKLFV� DQG� UHTXLUHV� VWURQJHU� HWKLFDO� MXVWL¿FDWLRQV�
(3LWWHQJHU������).

����� 7KH�EOXUULQJ�RI�WKH�GLVWLQFWLRQ 

EHWZHHQ�SXEOLF�DQG�SULYDWH�LQIRUPDWLRQ

8VXDOO\��LQ�WUDGLWLRQDO�UHVHDUFK�HWKLFV�WKHUH�LV�WKH�DVVXPSWLRQ�WKDW�D�IDLUO\�FOHDU�
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distinction exists in ethical requirements between public and private information. 
8VH�RI�PDWHULDO�WKDW�LV�LQ�WKH�SXEOLF�GRPDLQ�GRHV�QRW�UHTXLUH�LQGLYLGXDO�LQIRUPHG�
consent, whereas research that collects data outside the public domain is 
considered private and permission needs to be sought from the originators 
RI� WKH� GDWD� IRU� DQ\� XVH� RI� WKDW� GDWD��+RZHYHU�� WKH� LQWHUQHW� LV� D� SHFXOLDU� FDVH�
EHFDXVH�WKH�ERXQGDULHV�EHWZHHQ�WKH�SXEOLF�DQG�WKH�SULYDWH�DUH�IUHTXHQWO\�EOXUUHG�
LQ�WKH�PLQGV�RI�XVHUV��HVSHFLDOO\�LQ�UHODWLRQ�WR�VRFLDO�LQWHUDFWLRQV�DQG�SHUVRQDO�
communications in a wide range of online contexts. 

:KDW�FKDUDFWHULVHV�DOO�VXFK�VLWHV�LV�WKDW�RQ�WKH�RQH�KDQG��PDWHULDO�LV�QRW�RQO\�
RSHQO\� DFFHVVLEOH� EXW� DOVR� DUFKLYHG� RYHU� H[WHQGHG� SHULRGV� RI� WLPH�� RQ� WKH�
other hand, people write their contributions often under the assumption of 
UHODWLYH�SULYDF\�DQG�UHDFW�QHJDWLYHO\�WR�SHUFHLYHG�LQWUXVLRQV��)UDQNHO�	�6LDQJ��
1999��6L[VPLWK�	�0XUUD\���������(YHQ�IRU�D�PRUH�UHFHQW�VHUYLFH�OLNH�Twitter 
ZKLFK��LQ�FRPSDULVRQ�WR�WKH�RULJLQDO�FKDW�URRPV��LV�VHW�XS�PRUH�FOHDUO\�DV�D�
PHGLXP�RI�LQGLYLGXDO�SXEOLF�µEURDGFDVWLQJ¶��LQ�SUDFWLFH�WKH�YHU\�VDPH�LVVXHV�
DULVH��DV�HYLGHQW�LQ�D�OLYHO\�GLVFXVVLRQ�RQ�WKH�WRSLF�LQ�=LPPHU������E� where 
UHVSRQGHQWV� H[SUHVVHG� VWURQJO\� GLYHUJLQJ� YLHZV� RQ� ZKHWKHU� UHVHDUFK� RQ�
contributions on public Twitter� DFFRXQWV�ZRXOG� UHTXLUH� FRQVHQW� E\� DFFRXQW�
owners. 

7KHUH� KDV� EHHQ� PXFK� GHEDWH� DERXW� KRZ� H[DFWO\� WR� FRQFHSWXDOLVH� SULYDF\��
(\VHQEDFK� DQG� 7LOO� ������ and %UXFNPDQ� ������ claim that the traditional 
dichotomies between public and private or published and unpublished become 
EOXUUHG�LQ�WKH�FDVH�RI�WKH�LQWHUQHW�DQG�EHFRPH�PXFK�PRUH�DNLQ�WR�D�FRQWLQXXP�
WKDQ� D� GLFKRWRP\��1LVVHQEDXP¶V� ������� FRQFHSWLRQ�RI� µSULYDF\� DV� FRQWH[WXDO�
LQWHJULW\¶� LV� SDUWLFXODUO\� SURPLVLQJ� LQ� WKLV� FRQWH[W�� 6KH� FODLPV� WKDW� ZLWKLQ�
each context of interaction, participants have certain expectations about how 
participants in this context will behave in relation to the use and distribution 
RI� LQIRUPDWLRQ��&RQWH[WXDO� LQWHJULW\�GHPDQGV�³WKDW� LQIRUPDWLRQ�JDWKHULQJ�DQG�
GLVVHPLQDWLRQ�EH�DSSURSULDWH�WR�WKDW�FRQWH[W�DQG�REH\�WKH�JRYHUQLQJ�QRUPV�RI�
GLVWULEXWLRQ� ZLWKLQ� LW´� �1LVVHQEDXP�� ������ S�� ������ %HKDYLRXU� WKDW� EUHDFKHV�
WKHVH� FRQWH[W�VSHFL¿F� H[SHFWDWLRQV� E\� EURDGFDVWLQJ� LQIRUPDWLRQ� IXUWKHU� RU� WR�
GLIIHUHQW�DXGLHQFHV�FRXQWV�DV�EUHDFK�RI�SULYDF\�
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In a similar vein, %UXFNPDQ������� proposes to consider most communications 
RQ� WKH� LQWHUQHW� DV� µVHPLSXEOLVKHG¶� DQG� µVHPLSULYDWH¶�� 7KHUH� LV� FRQVLGHUDEOH�
HYLGHQFH�WKDW��HYHQ�WKRXJK�WHFKQLFDOO\�VSHDNLQJ�FRQWULEXWLRQV�VKDUHG�LQ�LQWHUQHW�
FKDWURRPV�PD\�EH�RI�D�SXEOLF�QDWXUH��PDQ\�SDUWLFLSDQWV�FRQVLGHU�WKHP�D�VWULFWO\�
SULYDWH�VSDFH�DQG�FDQ�EH�H[WUHPHO\�UHOXFWDQW�WR�DOORZ�UHVHDUFKHUV�DFFHVV�WR�WKHLU�
LQWHUDFWLRQV��$� SDUWLFLSDQW� RI� DQ� RQOLQH� VXSSRUW� JURXS� TXRWHG� LQ�King (1996) 
H[SUHVVHG� KHU� XSVHW� DW� ¿QGLQJ� RXW� WKDW� WKHLU� VXSSRUW� JURXS� LQWHUDFWLRQV�ZHUH�
EHLQJ� DQDO\VHG� E\� UHVHDUFKHUV�� ³:KHQ� ,� MRLQHG� WKLV�� ,� WKRXJKW� LW�ZRXOG� EH� D�
VXSSRUW�JURXS��QRW�D�¿VKERZO�IRU�D�EXQFK�RI�JXLQHD�SLJV��,�FHUWDLQO\�GRQ¶W�IHHO�
DW�WKLV�SRLQW�WKDW�LW�LV�D�VDIH�HQYLURQPHQW�>���@�DQG�,�ZLOO�QRW�RSHQ�P\VHOI�XS�WR�EH�
GLVVHFWHG�E\�VWXGHQWV�RU�VFLHQWLVWV´��S��������

+XGVRQ� DQG� %UXFNPDQ� ������ conducted a controlled experiment where 
WKH\� FRPSDUHG� FKDWURRP� DFWLYLW\� LQ� UHDFWLRQ� WR� YDULRXV� IRUPV� RI� GLVFORVXUH�
RI� UHVHDUFKHUV¶� SUHVHQFH� DQG� DFWLYLW\�� 7KH\� IRXQG� WKDW� DQ\� W\SH� RI� H[SOLFLW�
GLVFORVXUH� WKDW� UHVHDUFKHUV�ZHUH� SUHVHQW� DQG� LQWHQGLQJ� WR� VWXG\� WKH� FKDWURRP�
DFWLYLWLHV� �ZKHWKHU� PHUHO\� DQQRXQFLQJ� WKHLU� LQWHQWLRQ�� DVNLQJ� IRU� RSW�LQ� RU�
RSW�RXW�FRQVHQW�� OHG�WR�VLJQL¿FDQW�KRVWLOLW\��8QGHU� WKH�UHVHDUFK�DQQRXQFHPHQW�
FRQGLWLRQV�� WKH� UHVHDUFKHUV� ZHUH� NLFNHG� RXW� IRXU� WLPHV�PRUH� IUHTXHQWO\� WKDQ�
under the non-announcement condition.

(\VHQEDFK�DQG�7LOO������� list a number of factors that determine whether an 
RQOLQH�VSDFH� LV�SHUFHLYHG�DV�D�SULYDWH� VSDFH� LQ�ZKLFK�PHPEHUV�DUH�QRW� OLNHO\�
WR�VHHN�WKH�NLQG�RI�µSXEOLF�YLVLELOLW\¶� WKDW�ZRXOG�TXDOLI\�WKHLU�FRQWULEXWLRQV�DV�
public in nature: (i) some form of subscription or registration is required to gain 
access to the forum, (ii) the number of perceived users of the forum (see also 
+XGVRQ�	�%UXFNPDQ������), (iii) the implicit or explicit group norms, including 
statements who the target group is and what the purpose of the forum is.

With the explosion in the use of Facebook�DV�D�PHGLXP�RI�VRFLDO�QHWZRUNLQJ��
SULYDF\�KDV�EHFRPH�D�ZLGHO\�FRQVLGHUHG�LVVXH��2Q�WKH�RQH�KDQG�LW�FDQ�EH�DUJXHG�
WKDW�WKH�ZLGHVSUHDG�XVH�RI�VRFLDO�QHWZRUNLQJ�VLWHV�KDV�LQFUHDVHG�WKH�DZDUHQHVV�
and understanding of average users regarding the control and limitations of 
SULYDF\��$V� /DQJH� ������� VKRZV� LQ� UHODWLRQ� WR� WKH� XVH� RI� VRFLDO� QHWZRUNLQJ�
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functions on YouTube��XVHUV�PDQDJH�WKHLU�VRFLDO�QHWZRUNV�LQ�UHODWLRQ�WR�SULYDF\�
concerns in a quite sophisticated and individualised manner.

2Q� WKH�RWKHU�KDQG��DV�=LPPHU� �����D� shows in his discussion of the ethical 
VKRUWFRPLQJV� RI� WKH�+DUYDUG�EDVHG�7�� SURMHFW�� VLJQL¿FDQW� FRPSOH[LWLHV� H[LVW�
UHJDUGLQJ� SULYDF\� RQ� FRPSOH[� QHWZRUNLQJ� VLWHV� OLNH� Facebook. In fact, the 
7�� UHVHDUFK� SURMHFW� EUHDFKHG� VHYHUDO� SULYDF\� UXOHV� GHVSLWH� KDYLQJ� XQGHUJRQH�
VLJQL¿FDQW� VFUXWLQ\�� ,Q� SDUWLFXODU�� WKH� OD\HUHG� DQG� UHODWLRQDO� FKDUDFWHU� RI�
Facebook� SULYDF\� VHWWLQJV�PDGH� LQIRUPDWLRQ� DFFHVVLEOH� WR� UHVHDUFKHUV�ZKLFK�
ZDV�QRW�JHQHUDOO\�SXEOLFO\�DFFHVVLEOH��EXW�ZDV�PLVWDNHQO\�SHUFHLYHG�DV�LI�LW�ZDV�
(=LPPHU������D). 

����� &RQFHUQV�DERXW�LQIRUPHG�FRQVHQW

Informed consent is one of the cornerstones of research ethics. Most research 
ZLWK� KXPDQ� SDUWLFLSDQWV� UHTXLUHV� UHVHDUFKHUV� WR� REWDLQ� SDUWLFLSDQWV¶� H[SOLFLW�
consent to participate in the research, on the basis of a comprehensive process 
of information about the research project. In order to be able to give meaningful 
LQIRUPHG� FRQVHQW�� SDUWLFLSDQWV� QHHG� WR� �L�� KDYH� WKH� DELOLW\� WR� UHÀHFW� RQ� WKH�
LQIRUPDWLRQ���LL��PDNH�WKHLU�GHFLVLRQ�YROXQWDULO\�ZLWKRXW�EHLQJ�SXW�XQGHU�DQ\�
SUHVVXUH� WR� SDUWLFLSDWH� RU�PDNH� GHFLVLRQV� TXLFNO\�� �LLL�� KDYH� EHHQ� JLYHQ� DOO�
relevant information on the research and its potential implications, (iv) have 
understood that information, (v) made a conscious decision to participate 
DQG�H[SUHVVHG� LW�XQDPELJXRXVO\� WR� WKH� UHVHDUFKHU��)RU� WKH�XVH�RI� WUDGLWLRQDO�
research methods in an online environment, e.g., the recruitment of participants 
LQ� DQ� RQOLQH� HQYLURQPHQW� IRU� RQOLQH� VXUYH\V�� RQOLQH� LQWHUYLHZLQJ� RU� RQOLQH�
IRFXV� JURXSV�� WKH� VWDQGDUG� HWKLFDO� UHTXLUHPHQWV� UHJDUGLQJ� FRQVHQW� DSSO\��
&RQGXFWLQJ� LQIRUPHG�FRQVHQW� LQ�DQ�RQOLQH�HQYLURQPHQW�SRVHV�VRPH�VSHFL¿F�
FKDOOHQJHV��LQ�WKH�DEVHQFH�RI�IDFH�WR�IDFH�LQWHUDFWLRQ�LW�LV�PRUH�GLI¿FXOW�IRU�WKH�
researcher to ascertain whether the participant is in principle able to consent 
and has indeed understood the information provided to them ()UDQNHO�	�6LDQJ��
1999��� +RZHYHU�� WKHVH� SUREOHPV� DUH� QRW� XQLTXH� WR� WKH� RQOLQH� HQYLURQPHQW��
and challenges to achieving meaningful consent are present in most research 
settings (:DOWKHU������).
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7KH�ZDLYLQJ�RI�FRQVHQW�UHTXLUHPHQWV�LV�D�SRVVLELOLW\�XQGHU�VRPH�FLUFXPVWDQFHV��
DQG� WKHUH�PD\�EH�FOHDU� UXOHV� LQ�SODFH��GHSHQGLQJ�RQ� WKH� MXULVGLFWLRQ� LQ�ZKLFK�
the research is being conducted. %UXFNPDQ� ������ suggests that consent 
requirements for use of online material might be waived if this material (i) is 
RI¿FLDOO\��SXEOLFO\��SHUPDQHQWO\�DUFKLYHG���LL��QR�SDVVZRUG�LV�UHTXLUHG�WR�DUFKLYH�
DFFHVV���LLL��QR�VLWH�SROLF\�SURKLELWV�LW��DQG��LY��WKH�WRSLF�LV�QRW�KLJKO\�VHQVLWLYH�
(for similar positions see also 3LWWHQJHU��������6L[VPLWK�	�0XUUD\��������IRU�D�
PRUH�VLPSOL¿HG�XQGHUVWDQGLQJ�RI�WKH�SUREOHP�VHH�5RGKDP�	�*DYLQ������). 

$V�LQGLFDWHG�DERYH��+XGVRQ�	�%UXFNPDQ������), even requesting consent can 
OHDG� WR� QHJDWLYH� UHDFWLRQV� LQ� RQOLQH� VHWWLQJV��+RZHYHU�� WKLV� LV� QRW� LQHYLWDEOH��
6FKDUI��������VKRZV�KRZ�VKH�DFKLHYHG�H[SOLFLW�UHVHDUFK�FRQVHQW�E\�SDUWLFLSDQWV�
LQ�D�FKDWURRP�GHGLFDWHG�WR�EUHDVW�FDQFHU�VXSSRUW��D�YHU\�VHQVLWLYH�WRSLF��6KH�WRRN�
SDUWLFXODU�FDUH�WR�JDLQ�FUHGLELOLW\�DV�JHQXLQHO\�LQWHUHVWHG�SDUWLFLSDQW�DV�ZHOO�DV�
UHVHDUFKHU�LQ�WKH�FKDWURRP�IURP�DQ�HDUO\�VWDJH��DQG�ODWHU�XVHG�DQ�LQGLYLGXDOLVHG�
DSSURDFK�WR�VSHFL¿FDOO\�UHTXHVW�H[SOLFLW�FRQVHQW�WR�TXRWH�IURP�HDFK�LQGLYLGXDO�
participant whose contributions she wanted to include. This individualised, and 
µSULYDWH¶�DSSURDFK�E\�VRPHERG\�ZKR�KDG�DOUHDG\�JDLQHG�FUHGLELOLW\�DSSHDUHG�
VLJQL¿FDQWO\�PRUH�DFFHSWDEOH�WR�SDUWLFLSDQWV�WKDQ�JHQHUDO�SXEOLF�DQQRXQFHPHQWV�
UHTXHVWLQJ�RU�DQQRXQFLQJ�UHVHDUFK�DFFHVV�WR�WKH�IRUXP�DV�D�ZKROH��+RZHYHU��DV�
(\VHQEDFK�DQG�7LOO��������UHSRUW��FUHGLELOLW\�DV�HVWDEOLVKHG�IRUXP�SDUWLFLSDQW�LQ�
LWVHOI�PLJKW�QRW�DOZD\V�SURWHFW�SDUWLFLSDQW�UHVHDUFKHUV�IURP�QHJDWLYH�UHDFWLRQV�
ZKHQ�DVNLQJ�IRU�SHUPLVVLRQ�WR�UHVHDUFK�

$Q�DGGLWLRQDO�FRQFHUQ�LV�WKH�UROH�RI�JDWHNHHSHUV�RI�RQOLQH�IRUD�IRU�FRQVHQW��,Q�
PDQ\�UHVHDUFK�¿HOGV��JDWHNHHSHUV�SOD\�D�VLJQL¿FDQW�UROH�LQ�GHWHUPLQLQJ�DFFHVV�
of researchers to particular populations. In relation to online research, %UXFNPDQ�
������� VXJJHVWV� WKDW� JDWHNHHSHUV� VKRXOG� EH� JLYHQ� D� UROH� IRU� FRQVHQW� RQO\� LQ�
UHODWLRQ�WR�WKRVH�IRU�D�ZKHUH�WKH�IRUXP�UXOHV�DVVLJQ�WKLV�UROH�WR�WKH�JDWHNHHSHU��RU�
ZKHUH�WKH�SRSXODWLRQ�VWXGLHG�LV�D�SDUWLFXODUO\�YXOQHUDEOH�SRSXODWLRQ��+RZHYHU��
PDQ\� RQOLQH� FRPPXQLWLHV� DUH� YHU\�ÀXLG� LQ� WHUPV� RI�PHPEHUVKLS� �)UDQNHO�	�
6LDQJ��������King, 1996��6L[VPLWK�	�0XUUD\���������VR� WKDW� WKH�JDWHNHHSHU¶V�
UHODWLRQVKLS�ZLWK�FRPPXQLW\�PHPEHUV�PLJKW�EH�OHVV�HVWDEOLVKHG�DQG�WKHUHIRUH�
OHVV�DXWKRULWDWLYH�WKDQ�FRPSDUDEOH�JDWHNHHSHU�UROHV�LQ�UHDO�OLIH�
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����� &RQ¿GHQWLDOLW\��DQRQ\PLW\�DQG�GDWD�PDQDJHPHQW

&RQ¿GHQWLDOLW\� DV� DQ� HWKLFDO� FRQFHUQ� LV� JHQHUDOO\� D� VWULFW� UHTXLUHPHQW� IRU�
DQ\ERG\� KDQGOLQJ� RWKHU� SHUVRQV¶� SHUVRQDO� GDWD�� DQG� VWULFW� OHJDO� UHTXLUHPHQWV�
DUH� LQ�SODFH�LQ�PRVW� MXULVGLFWLRQV��5HVHDUFKHUV�DUH�QRW�HQWLWOHG�WR�XVH�RU�VKDUH�
SRWHQWLDOO\� LGHQWL¿DEOH� SHUVRQDO� GDWD� ZLWKRXW� WKH� SDUWLFLSDQW¶V� DJUHHPHQW��
DQG� XVHV� RI� SHUVRQDO� GDWD� IRU� SDUWLFXODU� SXUSRVHV� KDYH� WR� EH� DXWKRULVHG� E\�
WKH�SDUWLFLSDQW��7KH�UHTXLUHPHQW�RI�FRQ¿GHQWLDOLW\� LV�FORVHO\�UHODWHG� WR� WKDW�RI�
DQRQ\PLW\��EXW�WKH\�DUH�QRW�LGHQWLFDO��&RQ¿GHQWLDOLW\�LV�FRQFHUQHG�ZLWK�WKH�LVVXH�
RI�DFFHVVLQJ�DQG�VKDULQJ�SHUVRQDO�LQIRUPDWLRQ�RQO\�RQ�WKH�EDVLV�RI�DXWKRULVDWLRQ�
E\�WKH�SHUVRQ�FRQFHUQHG��ZKHUHDV�DQRQ\PLW\�LV�FRQFHUQHG�ZLWK�PDNLQJ�VXUH�WKH�
SHUVRQ�ZKRVH�GDWD�LV�EHLQJ�XVHG�LV�QRW�LGHQWL¿DEOH�WR�RWKHUV�IURP�WKH�UHVHDUFK�
GDWD��&RQ¿GHQWLDOLW\�LV�DOVR�FORVHO\�OLQNHG�WR�WKH�UHTXLUHPHQW�RI�VHFXULW\�RI�GDWD�
storage.

2QH�VLJQL¿FDQW�FRQFHUQ�LQ�UHODWLRQ�WR�FRQ¿GHQWLDOLW\�LV�GDWD�VHFXULW\��EHJLQQLQJ�
ZLWK� WKH� SRWHQWLDOO\� XQVHFXUH� WUDQVPLVVLRQ� RI� HOHFWURQLF� GDWD�� WR� ODFN� RI�
DZDUHQHVV�RI�WKH�NLQG�RI�LGHQWLI\LQJ�LQIRUPDWLRQ�DYDLODEOH�WR�WKH�UHVHDUFKHU��WR�
unintentional sharing of information e.g., through shared email accounts ()UDQNHO�
	�6LDQJ��������� WR�¿QDOO\� WKH�SRWHQWLDO� IRU� FRPSURPLVLQJ�FRQ¿GHQWLDOLW\�DW� D�
ODWHU�VWDJH�RI�UHVHDUFK�WKURXJK�GDWD�PXOWLSOLFDWLRQ��ORVV�RU�LQVXI¿FLHQWO\�VHFXUH�
VWRUDJH��RU�HYHQ�WKH�SUREOHPDWLF�OHJDO�VWDWXV�RI�FHUWDLQ�FRPSXWHU�¿OHV�DV�SXEOLF�
records (3LWWHQJHU���������$V�DOUHDG\�LQGLFDWHG��WKH�GLVWLQFWLRQ�EHWZHHQ�SXEOLF�
YV��SULYDWH�GDWD�LV�EOXUUHG�LQ�WKH�FDVH�RI�PDQ\�W\SHV�RI�LQWHUQHW�FRPPXQLFDWLRQV��
7KLV�KDV�LPSOLFDWLRQV�IRU�WKH�WUHDWPHQW�RI�FRQ¿GHQWLDOLW\�DQG�DQRQ\PLW\��,QWHUQHW�
UHVHDUFKHUV�FDQQRW�UHO\�RQ�DQ�HDV\�FODVVL¿FDWLRQ�RI�GDWD�DV�SXEOLF�RU�SULYDWH��EXW�
KDYH�WR�DVVHVV�FDUHIXOO\�WKH�SDUWLFXODU�FKDUDFWHULVWLFV�RI�WKHLU�UHVHDUFK�DUHD��DQG�
WKH�VSHFL¿F�DWWLWXGHV�WKDW�SDUWLFLSDQWV�DUH�OLNHO\�WR�KDYH�WR�WKH�XVH�RI�WKHLU�GDWD��

2QH�RI� WKH�FRQFHUQV�LQ�UHODWLRQ�WR�FRQ¿GHQWLDOLW\�DQG�DQRQ\PLW\�LV� WKH�XVH�RI�
SVHXGRQ\PV� LQ� FRPPXQLFDWLRQV� RQ� WKH� LQWHUQHW��:KLOH� WKH� UHDO� OLIH� LGHQWLW\�
of participants is in most cases hidden to researchers, this does not mean that 
XVLQJ� WKHVH�SVHXGRQ\PV��H�J���Twitter names, in reporting on research data is 
unproblematic (King, 1996��6L[VPLWK�	�0XUUD\���������$V�%UXFNPDQ� �������
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KLJKOLJKWV��SVHXGRQ\PV�IXQFWLRQ�OLNH�UHDO�QDPHV�DQG�WKHUHIRUH�VKRXOG�EH�WUHDWHG�
LQ�D�VLPLODU�PDQQHU��(VSHFLDOO\�LQ�WKH�FDVH�RI�ZHOO�HVWDEOLVKHG�RQOLQH�LGHQWLWLHV��
XVHUV�PD\�FDUH�GHHSO\�DERXW�WKH�UHSXWDWLRQ�RI�WKHLU�RQOLQH�LGHQWLWLHV��DQG�PD\�
H[SHULHQFH�WKH�UHIHUHQFH�WR� WKHLU�RULJLQDO�SVHXGRQ\PV�LQ�UHVHDUFK�DV� LQWUXVLYH�
DV� UHDO�OLIH� LGHQWL¿FDWLRQ��2Q� WKH�RWKHU�KDQG�� WKH�SHUVRQDO� LQYHVWPHQW� LQ� WKHLU�
RQOLQH�SHUVRQD�PLJKW�DOVR�KDYH�WKH�RSSRVLWH�HIIHFW��LI�SDUWLFLSDQWV�WDNH�SDUWLFXODU�
SULGH�LQ�WKHLU�RQOLQH�SUHVHQFH�RU�DFWLYLWLHV�WKH\�PD\�IHHO�GLVHQIUDQFKLVHG�LI�WKH\�
DUH�QRW�H[SOLFLWO\�UHIHUUHG�WR�E\�WKHLU�SVHXGRQ\P��%UXFNPDQ������� and +XGVRQ�
and %UXFNPDQ� �������SRLQW�RXW� WKDW� WKH� VWUDWHJ\� UHJDUGLQJ�DQRQ\PLW\�VKRXOG�
GHSHQG� YHU\� PXFK� RQ� WKH� IRUXP� VWXGLHG�� DQG� PLJKW� UDQJH� IURP� VFUXSXORXV�
DQRQ\PLVDWLRQ� RI� DQ\� SRWHQWLDOO\� LGHQWL¿DEOH�PDWHULDO� WR� WKH� RSSRVLWH�� WDNLQJ�
FDUH�WR�LGHQWLI\�H[SOLFLWO\�WKH�SDUWLFLSDQW¶V�FRQWULEXWLRQV�DV�WKHLUV��

7KLV�LVVXH�FDQ�EH�FRQVLGHUHG�LQ�D�VOLJKWO\�ZLGHU�FRQWH[W��LQVRIDU�DV�LW�SRLQWV�WR�
uncertainties regarding the appropriate attitudes towards materials that are not 
created as research materials. (VV������� highlights the tension between viewing 
the originators of such materials as participants in human subject research who 
deserve protection, or rather as artists or authors who deserve credit and are 
HQWLWOHG�WR�FRS\ULJKW�SURWHFWLRQV��,Q�D�VLPLODU�YHLQ�5REHUWV��6PLWK��DQG�3ROORFN�
�������H[SODLQ�WKHLU�SDUWLFXODU�DSSURDFK�RI�PDQDJLQJ�WKH�LVVXH�RI�DQRQ\PLW\�RU�
authorship through individual consent. 

����� 9XOQHUDELOLW\��ULVN�DQG�EHQH¿W

&RQFHUQ� DERXW� SDUWLFLSDQWV¶� YXOQHUDELOLW\� LV� D� SDUWLFXODUO\� VLJQL¿FDQW� UHVHDUFK�
HWKLFDO�FRQFHUQ��SUHYHQWLRQ�RI�KDUP�WR�SDUWLFLSDQWV�LV�JHQHUDOO\�FRQVLGHUHG�WR�EH�
the main rationale for the requirement of research ethics review. Internet research 
UDLVHV�D�QXPEHU�RI�FRQFHUQV�UHJDUGLQJ�YXOQHUDELOLW\�DQG�KDUP��EXW�DOVR�UHJDUGLQJ�
SRWHQWLDO�EHQH¿W�WKDW�RWKHU�IRUPV�RI�UHVHDUFK�PLJKW�QRW�EH�DEOH�WR�DFKLHYH��6RPH�
RI� WKH� FRQFHUQV� UHJDUGLQJ� ULVN� RI� KDUP� KDYH� DOUHDG\� EHHQ� DGGUHVVHG� LQ� WKH�
VHFWLRQ�RQ�SULYDF\�DQG�FRQ¿GHQWLDOLW\��,Q�DGGLWLRQ��SDUWLFXODU�FRQFHUQV�UHJDUGLQJ�
YXOQHUDEOH�SDUWLFLSDQW�JURXSV�DULVH��7KH�LQWHUQHW�LV�IUHTXHQWO\�XVHG�DV�D�PHGLXP�
RI�VXSSRUW�IRU�SHUVRQV�ZKR�PD\�EH�VXEMHFW�WR�PHQWDO�RU�SK\VLFDO�YXOQHUDELOLWLHV��
impairments or disabilities. 
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$FFRUGLQJO\�� UHVHDUFK� RQ� WKH� LQWHUQHW� KDV� WKH� SRWHQWLDO� WR� UHDFK� YXOQHUDEOH�
SRSXODWLRQV�� SHUVRQV� ZLWK� GLVDELOLW\� RU� RWKHU� SRSXODWLRQV� WKDW� PD\� QRW�
RWKHUZLVH�EH�VXI¿FLHQWO\�UHSUHVHQWHG�LQ�UHVHDUFK��DQG�WKHUHE\�DFKLHYH�JUHDWHU�
inclusiveness (%RZNHU�	�7XI¿Q��������)UDQNHO�	�6LDQJ������). This has the 
SRWHQWLDO�WR�OHDG�WR�WKH�FUHDWLRQ�RI�D�PRUH�VXEVWDQWLDO�NQRZOHGJH�EDVH�UHJDUGLQJ�
those participant groups, which in turn could feed into the improvement of 
VHUYLFHV��,W�PD\�DOVR�KDYH�WKH�DGGHG�DGYDQWDJH�RI�DOORZLQJ�WKRVH�SDUWLFLSDQWV�
WR�UHSUHVHQW�WKHPVHOYHV�RQ�GLIIHUHQW�WHUPV�WKDQ�PD\�EH�SRVVLEOH�LQ�IDFH�WR�IDFH�
FRQWH[WV��HVSHFLDOO\�LQ�UHODWLRQ�WR�RYHUFRPLQJ�VWHUHRW\SLQJ�DQG�VWLJPD��)URP�
LWV�HDUO\�GD\V��WKH�LQWHUQHW�KDV�DOVR�VHUYHG�DV�D�PHGLXP�RI�UHVHDUFK�RQ�VH[XDOLW\�
(%LQLN��0DK��	�Kiesler, 1999���ULVN\�KHDOWK�EHKDYLRXU�OLNH�UHFUHDWLRQDO�GUXJ�
use (%DUUDWW�	�/HQWRQ��������RU�RWKHU�LVVXHV�OLNH�JDPEOLQJ��*ULI¿WKV�	�:KLWW\��
������WKDW�SHRSOH�ZRXOG�EH�UHOXFWDQW�WR�DGGUHVV�LI�WKH\�ZHUH�QRW�DQRQ\PRXV��
EXW� WKDW� PLJKW� KDYH� VLJQL¿FDQFH� IRU� XQGHUVWDQGLQJ� KXPDQ� EHKDYLRXU� RU�
targeting public health interventions. 

+RZHYHU�� WDSSLQJ� LQWR� WKH� LQWHUQHW� DV� D� UHVRXUFH�RI�NQRZOHGJH�RQ�YXOQHUDEOH�
JURXSV�DOVR�FRPHV�DW�D�ULVN��8QZLWWLQJO\�EHFRPLQJ�WKH�VXEMHFW�RI�UHVHDUFK�PD\�
EH� H[SHULHQFHG� DV� D� WUDXPDWLF� YLRODWLRQ� RI� SHUVRQDO� LQWHJULW\� IRU�PHPEHUV� RI�
YXOQHUDEOH�JURXSV��DV�IRU�H[DPSOH�LQ�WKH�PXFK�FULWLFLVHG�UHVHDUFK�E\�Finn and 
/DYLWW������� on self-help groups for survivors of sexual abuse. In the case of 
most research with vulnerable participants, the researcher is considered to have 
D�VSHFLDO�GXW\�RI�FDUH�WR�SDUWLFLSDQWV��,Q�LQWHUQHW�UHVHDUFK��WKH�LGHQWL¿FDWLRQ�DQG�
management of potential problems or participant distress becomes much more 
GLI¿FXOW�LI�SDUWLFLSDQWV�DUH�DQRQ\PRXV�LQWHUQHW�XVHUV�ZKR�PD\�QRW�GLVFORVH�WKHLU�
YXOQHUDELOLW\�VWDWXV��)UDQNHO�	�6LDQJ��������RU�MXVW�EUHDN�RII�LQWHUDFWLRQ�DQG�EH�
LQDFFHVVLEOH�WR�DQ\�IXUWKHU�TXHU\�RU�LQWHUYHQWLRQ��

$�SDUWLFXODU�DUHD�RI�FRQFHUQ�LQ�UHODWLRQ�WR�KDUP�LV�WKH�LVVXH�RI�UHVHDUFKLQJ�WKH�
LQWHUQHW� XVH� RI� PLQRUV�� 9XOQHUDEOH� FKLOGUHQ� DQG� WHHQDJHUV� PD\� XVH� LQWHUQHW�
IDFLOLWLHV� LQ� SUREOHPDWLF� RU� ULVN\�ZD\V�� IURP� SRVWLQJ� LQDSSURSULDWH� SKRWRV� RU�
FRPPHQWV�RQ�VRFLDO�QHWZRUNLQJ�VLWHV��GLYXOJLQJ�GUXJ�XVH�RU�XQGHU�DJH�VH[XDO�
DFWLYLW\�� WR� F\EHU�EXOO\LQJ�� RU� WKH� XVH� RI� SUR�DQRUH[LD�� VHOI�KDUP� RU� VXLFLGH�
ZHEVLWHV��2Q�WKH�RQH�KDQG��DFKLHYLQJ�D�EHWWHU�XQGHUVWDQGLQJ�RI�WKHVH�SKHQRPHQD�



Heike Felzmann 

23

WKURXJK� UHVHDUFK� LV� GHVLUDEOH�� RQ� WKH� RWKHU� KDQG�� FRQGXFWLQJ� UHVHDUFK� ZLWK�
PLQRUV�RQ� WKHVH� LVVXHV�FRXOG�EH�FRQVLGHUHG�HWKLFDOO\�SUREOHPDWLF��'LI¿FXOWLHV�
UHJDUGLQJ�SDUHQWDO�FRQVHQW�ZRXOG�EH�D�VLJQL¿FDQW�REVWDFOH�WR�VXFK�UHVHDUFK��QRW�
MXVW� EHFDXVH� RI� JHQHUDO� LVVXHV� RI� DQRQ\PLW\�� EXW� HVSHFLDOO\� EHFDXVH� FKLOGUHQ�
PD\�EH�YHU\�KHVLWDQW�WR�HYHQ�LQIRUP�WKHLU�SDUHQWV�DERXW�WKHLU�LQWHUQHW�SUHVHQFH�
and activities (6WHUQ���������&KLOG�SURWHFWLRQ�FRQFHUQV�DUH�DQ�DGGLWLRQDO�LVVXH��
&KLOG� SURWHFWLRQ� JXLGHOLQHV� PLJKW� UHTXLUH� UHVHDUFKHUV� WR� LQWHUYHQH� LI� WKH\�
EHFRPH�DZDUH�RI�FKLOGUHQ�ZKR�DUH�DW�ULVN�RI�VLJQL¿FDQW�KDUP��EXW�WR�GR�VR�LQ�
RQOLQH� FRQWH[WV� LV� OLNHO\� WR� EH� H[WUHPHO\� FKDOOHQJLQJ�� (YHQ� WKH� SURVSHFW� WKDW�
FKLOG� SURWHFWLRQ� LQWHUYHQWLRQV�PLJKW� EH� DWWHPSWHG� LV� OLNHO\� WR�PDNH� SRWHQWLDO�
SDUWLFLSDQWV�H[WUHPHO\�KHVLWDQW�WR�DOORZ�UHVHDUFKHUV�DFFHVV��0RUHRYHU��DFFHVVLQJ�
such sensitive materials without transparent and explicit consent would pose the 
IDPLOLDU�SUREOHPV�RI�SULYDF\�

��� ,ULVK�UHVHDUFK�HWKLFV�JXLGDQFH�GRFXPHQWV�
and their application to internet research

First of all, Irish internet researchers need to be aware that their research 
might be subject to research ethics review requirements. In comparison 
WR� RWKHU� MXULVGLFWLRQV�� HVSHFLDOO\� LQ� WKH� (QJOLVK� VSHDNLQJ� ZRUOG�� WKH� ,ULVK�
UHVHDUFK� HWKLFV� ODQGVFDSH� LV� VWLOO� FRPSDUDWLYHO\� OLJKWO\� UHJXODWHG�� 2XWVLGH�
RI� WKH� (8� &OLQLFDO� 7ULDOV� 'LUHFWLYH� �,ULVK� 6WDWXWH� %RRN�� ����), there are 
FXUUHQWO\� QR� ELQGLQJ� QDWLRQDO� UHJXODWLRQV� LQ� SODFH� LQ� UHODWLRQ� WR� UHVHDUFK�
HWKLFV� UHYLHZ�� +RZHYHU�� WKDW� GRHV� QRW�PHDQ� WKDW� UHVHDUFK� HWKLFV� UHYLHZ� LV�
HQWLUHO\�RSWLRQDO��$OO�KHDOWK� UHVHDUFK� LQYROYLQJ�SDWLHQWV�RU�VWDII�RI� WKH�,ULVK�
+HDOWK� 6HUYLFH� ([HFXWLYH� �+6(�� LV� H[SHFWHG� WR� EH� UHYLHZHG� E\� D� +6(�
5HVHDUFK�(WKLFV�&RPPLWWHH��5(&���7KH�,ULVK�+HDOWK�,QIRUPDWLRQ�DQG�4XDOLW\�
$XWKRULW\� �+,4$�� QRZ� KDV� WKH� UHVSRQVLELOLW\� IRU� WKH� JRYHUQDQFH� RI� KHDOWK�
5(&V��DQG�LV�LQ�WKH�SURFHVV�RI�GHYHORSLQJ�VWDQGDUGV�IRU�WKRVH�5(&V��,Q�WKH�
DFDGHPLF�VHFWRU��PRVW�LQVWLWXWLRQV�LQ�,UHODQG�KDYH�5(&V�WKDW�UHYLHZ�UHVHDUFK�
FRQGXFWHG�E\�WKHLU�HPSOR\HHV�DQG�VWXGHQWV��,QVWLWXWLRQV�GLIIHU�LQ�ZKHWKHU�WKH\�
UHJDUG�UHVHDUFK�HWKLFV�UHYLHZ�DV�FRPSXOVRU\�IRU�DOO�UHVHDUFK�DQG�LQ�WKH�OHYHO�
RI� VFUXWLQ\� WKDW�GLIIHUHQW� W\SHV�RI�SURSRVDOV�QHHG� WR�XQGHUJR��EXW�JHQHUDOO\�



Chapter 2 

24

VSHDNLQJ�UHVHDUFKHUV�DUH�H[SHFWHG� WR�XQGHUJR�UHVHDUFK�HWKLFV� UHYLHZ�IRU�DOO�
research projects that involve human subjects. 

:KDW�GRHV� WKLV�PHDQ�IRU� LQWHUQHW� UHVHDUFK"�$V�:DOWKHU� ������ outlined in his 
SDSHU��PDQ\�UHVHDUFK�PHWKRGRORJLHV�RQ�WKH�LQWHUQHW�GR�QRW�PHHW�WKH�FULWHULD�RI�
KXPDQ�VXEMHFW�UHVHDUFK�DQG�DUH�QRW�OLNHO\�WR�SRVH�DQ\�ULVN�WR�SHUVRQV�ZKRVH�GDWD�
LV�EHLQJ�FRQVLGHUHG� LQ� UHVHDUFK��+RZHYHU�� DV�PXFK�RI� WKH� OLWHUDWXUH� UHYLHZHG�
DERYH�LQGLFDWHV��LW�LV�LPSRUWDQW�QRW�WR�EH�FDYDOLHU�DERXW�WKH�OHYHO�RI�ULVN�WKDW�PD\�
EH� LQYROYHG� LQ� LQWHUQHW� UHVHDUFK��(VSHFLDOO\� LQ� GLVFLSOLQHV� WKDW�PD\�KDYH� OHVV�
H[SHULHQFH�ZLWK�FRQVLGHULQJ�HWKLFDO�FRQFHUQV�W\SLFDO�WR�VRFLDO�VFLHQFH�UHVHDUFK��
OLNH� HQJLQHHULQJ�� FRPSXWHU� VFLHQFH� RU� OLQJXLVWLFV�� WKH� ODQGVFDSH� RI� UHOHYDQW�
HWKLFDO�FKDOOHQJHV�WR�FRQVLGHU�±�RXWVLGH�FOHDU�KHDOWK�DQG�VDIHW\�FRQFHUQV�±�PD\�
EH� ODUJHO\� XQIDPLOLDU� WR� UHVHDUFKHUV��$FFRUGLQJO\�� LW� LV� HVVHQWLDO� IRU� LQWHUQHW�
UHVHDUFKHUV� WR� FODULI\� ZLWK� WKHLU� ORFDO� UHVHDUFK� HWKLFV� FRPPLWWHH� ZKHWKHU� WKH�
UHVHDUFK�WKH\�DUH�FRQGXFWLQJ�IDOOV�XQGHU�LWV�UHPLW��HYHQ�LI�DW�¿UVW�VLJKW�LW�GRHV�QRW�
appear to them to pose obvious ethical problems.

'DWD� SURWHFWLRQ� LV� DQ� LPSRUWDQW� FRQFHUQ� LQ� LQWHUQHW� UHVHDUFK�� GXH� WR� WKH� HDV\�
transfer and multiplication of electronic data. In the Irish context, the Data 
Protection Act 1988 and the Data Protection (Amendment) Act 2003 are the main 
laws dealing with data protection ('DWD�3URWHFWLRQ�&RPPLVVLRQHU��Q�G�). These 
GR� QRW� VSHFLI\� VSHFL¿F� FRQFHUQV� IRU� UHVHDUFK�� EXW� VWDWH� JHQHUDO� UHTXLUHPHQWV�
for dealing with personal data. The detailed discussion of legal requirements 
is outside of the scope of the present chapter, but some general concerns with 
UHOHYDQFH�WR�UHVHDUFK�GDWD�ZLOO�EH�EULHÀ\�RXWOLQHG�KHUH��$FFRUGLQJ�WR�WKH�'DWD�
3URWHFWLRQ�$FWV��³SHUVRQDO�GDWD´�LV�GH¿QHG�DV�³GDWD�UHODWLQJ�WR�D�OLYLQJ�LQGLYLGXDO�
ZKR�LV�RU�FDQ�EH�LGHQWL¿HG�HLWKHU�IURP�WKH�GDWD�RU�IURP�WKH�GDWD�LQ�FRQMXQFWLRQ�
ZLWK�RWKHU�LQIRUPDWLRQ�WKDW�LV�LQ��RU�LV�OLNHO\�WR�FRPH�LQWR��WKH�SRVVHVVLRQ�RI�WKH�
GDWD�FRQWUROOHU´��'DWD�3URWHFWLRQ�&RPPLVVLRQHU��Q�G���S������$V�DOUHDG\�LQGLFDWHG�
DERYH��PXFK�RI�WKH�GDWD�FROOHFWHG�LQ�LQWHUQHW�UHVHDUFK�PD\�QRW�EH�SHUVRQDO�GDWD�
in the strict sense, and might therefore not be considered to fall under these 
UHTXLUHPHQWV��+RZHYHU��DV�WKLV�GH¿QLWLRQ�FODUL¿HV��UHVHDUFKHUV�QHHG�WR�EH�DZDUH�
RI�WKH�SRWHQWLDO�RYHUDOO�LGHQWL¿DELOLW\�RI�GDWD�FROOHFWHG��HYHQ�WKRXJK�LW�PD\�KDYH�
EHHQ�RULJLQDOO\�FROOHFWHG�DV�DQRQ\PRXV�RU�SVHXGRQ\PRXV�GDWD��
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,Q� UHODWLRQ� WR� GDWD� VHFXULW\�� WKH�'DWD� 3URWHFWLRQ�$FWV� UHTXLUH� UHVHDUFKHUV� DQG�
RWKHU�GDWD�FRQWUROOHUV� WR�KDYH�VXI¿FLHQW� VHFXULW\�PHDVXUHV� LQ�SODFH� WR�SUHYHQW�
DQ\�XQDXWKRULVHG�DFFHVV�WR�SRWHQWLDOO\�LGHQWL¿DEOH�SHUVRQDO�UHVHDUFK�GDWD��7KH�
more sensitive the data, the more restrictive the requirements regarding access 
FRQWURO��,QWHUQHW�UHVHDUFK�E\�LWV�YHU\�QDWXUH�GHDOV�ZLWK�HOHFWURQLF�GDWD�ZKLFK�LV�
HDVLO\� WUDQVIHUDEOH� DQG�FDUULHV� WKH� ULVN�RI� DOORZLQJ�XQLQWHQGHG�DFFHVV� WR�QRQ�
authorised persons. 

3URIHVVLRQDO� HWKLFV� FRGHV� DUH� DQRWKHU� IUHTXHQWO\� XVHIXO� VRXUFH� RI� UHVHDUFK�
HWKLFDO�JXLGDQFH��+RZHYHU��LQ�UHODWLRQ�WR�LQWHUQHW�UHVHDUFK��PRVW�RI�WKH�H[LVWLQJ�
professional ethics codes in the Irish context (for example $Q�%RUG�$OWUDQDLV��
������ 0HGLFDO� &RXQFLO� ,UHODQG�� ������ GR� QRW� FRQWDLQ� LWHPV� ZLWK� VSHFL¿F�
UHOHYDQFH�WR�LQWHUQHW�UHVHDUFK��WKHLU�VWDWHPHQWV�RQ�FRQVHQW��FRQ¿GHQWLDOLW\��DQG�
KDUP�ULVN�PLQLPLVDWLRQ�DUH�RI�D�PRUH�JHQHUDO�QDWXUH�DQG�DUH�SULPDULO\�IRFXVHG�
RQ�SURIHVVLRQDO�VHUYLFH�GHOLYHU\�UDWKHU�WKDQ�UHVHDUFK��WKRVH�SDUWV�LQ�WKH�PHGLFDO�
DQG�QXUVLQJ�GRFXPHQWV� WKDW� DGGUHVV� WKH� FRQGXFW� RI� UHVHDUFK� IRFXV�PRVWO\� RQ�
clinical trials research. Internet-based health research as discussed for example 
E\�(\VHQEDFK�DQG�7LOO��������LV�QRW��\HW��UHFRJQLVHG�DV�D�UHVHDUFK�DUHD�ZRUWK\�
RI�VSHFLDO�FRQVLGHUDWLRQ�LQ�WKHVH�GRFXPHQWV��7KH�UHFHQWO\�SXEOLVKHG�GUDIW�+6(�
National Consent Policy, Part 3 – Research (1&$*�� ������ LV� VSHFL¿FDOO\�
targeted towards issues arising in relation to consent in health research and 
FRQWDLQV�PDQ\�KHOSIXO�FODUL¿FDWLRQV�UHJDUGLQJ�D�ZLGH�UDQJH�RI�FRQFHUQV�UHODWLQJ�
WR�FRQVHQW��EXW�DJDLQ�GRHV�QRW�FRYHU�FRQFHUQV�VSHFL¿F�WR�LQWHUQHW�UHVHDUFK��

3V\FKRORJ\� LV� SUREDEO\� WKH� DFDGHPLF� GLVFLSOLQH� PRVW� OLNHO\� WR� HQJDJH�
in internet research involving interaction with human participants or the 
DQDO\VLV�RI�SRWHQWLDOO\�VHQVLWLYH�GDWD��8QOLNH� WKH�FRGHV�RI�RWKHU�SURIHVVLRQDO�
RUJDQLVDWLRQV��WKH�3V\FKRORJLFDO�6RFLHW\�RI�,UHODQG�&RGH�RI�(WKLFV��36,������) 
DGGUHVVHV�D�QXPEHU�RI�HWKLFDO� LVVXHV�ZLWK�D�GHJUHH�RI�VSHFL¿FLW\�WKDW�DOORZV�
IRU� WKH� UHÀHFWLRQ� RQ� LWV� LPSOLFDWLRQV� IRU� LQWHUQHW� UHVHDUFK�� 6HFWLRQ� ������ RI�
the code states, in line with the Irish data commissioner, that the researcher 
KDV�WKH�UHVSRQVLELOLW\�WR�HQVXUH�DQRQ\PLVDWLRQ�RU�GHVWUXFWLRQ�RI�GDWD�DV�VRRQ�
DV� LGHQWL¿DELOLW\� LV� QRW� UHTXLUHG� DQ\�PRUH� IRU� WKH� WDVN� IRU� ZKLFK� GDWD� ZDV�
collected, which has implications for electronic data management practices. 
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2WKHU�VHFWLRQV�LQ�WKH�FRGH�DGGUHVV�WKH�LVVXH�RI�SULYDF\�ZKLFK�ZDV�RXWOLQHG�DERYH�
DV�EHLQJ�SDUWLFXODUO\�UHOHYDQW�IRU�UHVHDUFK�RQ�RQOLQH�FRPPXQLWLHV��6HFWLRQ��������
seems to assume a clear distinction between public and private behaviour and 
H[SOLFLWO\� H[HPSWV� SXEOLF� EHKDYLRXU� IURP�FRQVHQW� UHTXLUHPHQWV� LQ� UHODWLRQ� WR�
WDNLQJ�DXGLR��YLGHR�DQG�SKRWRJUDSKLF�UHFRUGV��+RZHYHU��6HFWLRQ�������VWDWHV�WR�
³>W@DNH�FDUH�QRW�WR�LQIULQJH��LQ�UHVHDUFK�RU�VHUYLFH�DFWLYLWLHV��RQ�WKH�personally 
RU� FXOWXUDOO\� GH¿QHG� SULYDWH� VSDFH of individuals or groups unless clear and 
DSSURSULDWH�SHUPLVVLRQ�LV�JUDQWHG�WR�GR�VR´��36,������, p. 6, emphasis added), 
WKHUHE\�KLJKOLJKWLQJ�WKDW�ZKDW�LV�SULYDWH�IRU�D�SDUWLFXODU�SHUVRQ�RU�LQ�D�SDUWLFXODU�
FRQWH[W� PD\� QRW� DOZD\V� EH� FOHDUO\� LGHQWL¿DEOH� E\� DQ� RXWVLGHU� DQG� WKDW� WKH�
SHUFHSWLRQ�RI�ZKDW�LV�SULYDWH�FDQ�GLIIHU�EHWZHHQ�SHUVRQV�DQG�FXOWXUHV��6HFWLRQ�
������VWDWHV�WKDW�LQIRUPHG�FRQVHQW�QHHGV�WR�EH�VRXJKW�IRU�DOO�UHVHDUFK�DFWLYLWLHV�
ZKLFK�LQYROYH�³REWUXVLYH�PHDVXUHV��LQYDVLRQ�LQWR�WKH�SULYDWH�OLYHV�RI�UHVHDUFK�
SDUWLFLSDQWV��ULVNV�WR�WKH�SDUWLFLSDQW´��36,��������S������:KLOH�LW�UHPDLQV�XQFOHDU�
which level of intrusion triggers a demand for informed consent, the literature on 
research in online communities has highlighted that the threshold for perceiving 
UHVHDUFK�LQWHUYHQWLRQV�DV�LQWUXVLYH�PLJKW�EH�VLJQL¿FDQWO\�ORZHU�WKDQ�IUHTXHQWO\�
DVVXPHG��)LQDOO\�� VHFWLRQ� �������PLJKW� EH� XQGHUVWRRG� DV� D� QRWH� RI� FDXWLRQ� LQ�
relation to using novel research approaches, as e.g., some approaches to internet 
UHVHDUFK��³6HHN�DQ�LQGHSHQGHQW�DQG�DGHTXDWH�HWKLFDO�UHYLHZ�RI�WKH�EDODQFH�RI�
ULVNV�DQG�SRWHQWLDO�EHQH¿WV�RI�DOO�UHVHDUFK�ZKLFK�LQYROYHV�SURFHGXUHV�RI�XQNQRZQ�
FRQVHTXHQFH��RU�ZKHUH�SDLQ��GLVFRPIRUW��RU�KDUP�DUH�SRVVLEOH��EHIRUH�PDNLQJ�D�
GHFLVLRQ�WR�SURFHHG´��36,������, p. 12).

2QH�RI�WKH�VSHFL¿F�DUHDV�RI�UHVHDUFK�ZKHUH�H[SOLFLW�HWKLFDO�JXLGHOLQHV�H[LVW�LQ�
,UHODQG�LV�WKH�DUHD�RI�UHVHDUFK�ZLWK�FKLOGUHQ��7KH�UHFHQWO\�SXEOLVKHG�Guidance 
for developing ethical research projects involving children�E\�WKH�'HSDUWPHQW�
IRU�&KLOGUHQ�DQG�<RXWK�$IIDLUV��'&<$������) and also a comprehensive section 
LQ� WKH�+6(�Draft National Consent Policy�E\� WKH�1DWLRQDO�&RQVHQW�$GYLVRU\�
*URXS� �1&$*�� ������ DGGUHVV� VRPH� VSHFL¿F� UHTXLUHPHQWV� RI� FRQGXFWLQJ�
UHVHDUFK�ZLWK�FKLOGUHQ�LQ�WKH�,ULVK�FRQWH[W��5HVHDUFK�ZLWK�FKLOGUHQ�DOVR�QHHGV�WR�
conform to the requirements of the Children First guidelines which state relevant 
child protection requirements ('&<$������). Two major concerns in relation 
WR� FKLOGUHQ¶V� UHVHDUFK� DUH� FKLOGUHQ¶V� SURWHFWLRQ� IURP� ULVN� DQG� WKH� DSSURSULDWH�
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realisation of informed consent, which requires the involvement of all relevant 
VWDNHKROGHUV�DQG�WKH�SURYLVLRQ�LQIRUPDWLRQ�LQ�DQ�DSSURSULDWH�IRUPDW��

'XH� WR� WKH� VSHFLDO� SURWHFWLRQ� RI� WKH� IDPLO\� XQGHU� WKH� ,ULVK� FRQVWLWXWLRQ�� WKH�
FXUUHQW� FRQVHQVXV� LV� WKDW� DQ\� VRFLDO� UHVHDUFK� ZLWK� FKLOGUHQ� XQGHU� ��� VWULFWO\�
UHTXLUHV�SDUHQWDO�FRQVHQW��$V�DOUHDG\�LQGLFDWHG�DERYH��WKH�DFFLGHQWDO�LQFOXVLRQ�
RI�FKLOGUHQ�ZKR�DUH�QRW�LGHQWL¿HG�DV�VXFK�LV�D�UHDO�SRVVLELOLW\�LQ�LQWHUQHW�UHVHDUFK�
WKDW� LV� FRQGXFWHG�ZLWK� SDUWLFLSDQWV�ZKRVH� UHDO� OLIH� LGHQWLW\� LV� QRW� DVFHUWDLQHG�
during the research ((VV�	�$R,5�� ������ )UDQNHO� 	� 6LDQJ�� ������ +XGVRQ�	�
%UXFNPDQ������). This poses a number of ethical concerns. Informed consent 
is one prominent concern in this context insofar as children might participate 
LQ� RQOLQH� VWXGLHV�ZLWKRXW� SDUHQWDO� FRQVHQW��*XLGHOLQHV� IRU� FKLOGUHQ¶V� UHVHDUFK�
VWLSXODWH�WKDW�JHQHUDOO\�WKH�WKUHVKROG�IRU�DFFHSWDEOH�ULVN�LQ�FKLOGUHQ¶V�UHVHDUFK�
LV�PXFK� ORZHU� WKDQ� IRU� UHVHDUFK�ZLWK�DGXOWV��$FFRUGLQJO\�� HYHQ� LI� WKH� VXEMHFW�
PDWWHU�LWVHOI�PLJKW�QRW�EH�FRQVLGHUHG�LQDSSURSULDWH��ULVN�DVVHVVPHQW�IRU�DGXOWV�
might come to different results if the intended participants are children rather 
WKDQ�DGXOWV��,Q�UHODWLRQ�WR�ULVN��WKH�Children First�JXLGHOLQHV�DUH�DOVR�VLJQL¿FDQW��
LQVRIDU�DV�FKLOGUHQ¶V�UHVHDUFKHUV�DUH�UHTXLUHG�WR�EH�FRPSHWHQW�LQ�DVVHVVLQJ�DQG�
DGHTXDWHO\�UHVSRQGLQJ� WR�FKLOG�SURWHFWLRQ� LVVXHV�E\�DOHUWLQJ�UHOHYDQW�DJHQFLHV�
LQ�WKH�FDVH�RI�FKLOGUHQ�DW�ULVN�RI�VLJQL¿FDQW�KDUP�RU�DEXVH��'&<$���������7KH\�
PLJKW�UHTXLUH�FKLOGUHQ¶V�UHVHDUFKHUV��XQGHU�VRPH�FLUFXPVWDQFHV��WR�PDNH�VXFK�
GLVFORVXUH� DJDLQVW� WKH� FKLOGUHQ¶V� ZLVKHV�� WKHUHE\� EUHDFKLQJ� FRQ¿GHQWLDOLW\��
In research with participants whose real identities remain unclear, however, 
no such response to emerging child protection concerns will be possible. 
+RZHYHU�� DV� WKH�'&<$� ������ guidance document states, it is also essential 
WKDW�UHVHDUFK�DGGUHVVHV�WRSLFV�WKDW�DUH�UHOHYDQW�WR�FKLOGUHQ¶V�OLYHV�DQG�DFWLYHO\�
HQJDJHV�FKLOGUHQ¶V�YLHZSRLQWV��LQFOXGLQJ�RQ�SRWHQWLDOO\�GLI¿FXOW�RU�SUREOHPDWLF�
LVVXHV��5HVHDUFK�LQ�UHODWLRQ�WR�DVSHFWV�RI�FKLOGUHQ¶V�LQWHUQHW�XVH�PLJKW�EH�YHU\�
DSSURSULDWH�DQG�YDOXDEOH��KRZHYHU��UHOHYDQW�VDIHJXDUGV�QHHG�WR�EH�SXW�LQWR�SODFH�
DQG�UHVHDUFKHUV�KDYH�WR�PDNH�VXUH�WKDW�WKHLU�UHVHDUFK�LV�LQ�FRPSOLDQFH�ZLWK�FKLOG�
protection requirements.

$Q�DGGLWLRQDO� DUHD�RI� UHVHDUFK� IRU�ZKLFK�JXLGHOLQHV� IRU� HWKLFDO� UHVHDUFK�KDYH�
EHHQ�SXW� LQWR�SODFH� LV� WKH� DUHD�RI�GLVDELOLW\� UHVHDUFK��7KH�1DWLRQDO�'LVDELOLW\�
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$XWKRULW\� �1'$�� JXLGHOLQHV� LGHQWLI\� LVVXHV� LQ� GLVDELOLW\� UHVHDUFK� �1'$��
������� 7KH� PRVW� SHUWLQHQW� LQ� WKH� FRQWH[W� RI� RQOLQH� UHVHDUFK� DUH� SUREDEO\�
WKH� LVVXHV�RI�DFFHVVLELOLW\�DQG� LQFOXVLYHQHVV�RI� UHVHDUFK��)RU� VRPH� IRUPV�RI�
GLVDELOLW\�� WKH� LQWHUQHW� DV� D� UHVHDUFK� PHGLXP�PLJKW� EH� PRUH� DFFHVVLEOH� IRU�
research participants than traditional face to face or pen and paper research 
(%RZNHU� 	� 7XI¿Q�� ����). The internet as communication medium might 
DOORZ�SDUWLFLSDQWV�WR�FLUFXPYHQW�SK\VLFDO�DFFHVV�SUREOHPV��IDWLJXH��RU�YHUEDO�
FRPPXQLFDWLRQ� GLI¿FXOWLHV�� $W� WKH� VDPH� WLPH�� LQWHUQHW� UHVHDUFK� FDQ� RQO\�
access persons with disabilities for whom written communication is a suitable 
PRGH�RI�FRPPXQLFDWLRQ��2QH�SDUWLFXODUO\�LPSRUWDQW�SRLQW�LQ�WKH�1'$��������
JXLGHOLQHV�LV�WKH�LPSRUWDQFH�RI�LQFOXVLYHQHVV�DQG�SDUWLFLSDWLRQ��$FFRUGLQJO\��
LW�LV�HVVHQWLDO�WKDW�LQWHUQHW�UHVHDUFK�RQ�GLVDELOLW\�EH�FRQGXFWHG�ZLWK�D�YLHZ�WR�
IDFLOLWDWLQJ�DFWLYH�DQG� UHVSHFWIXO� LQYROYHPHQW�RI�SDUWLFLSDQWV�ZLWK�GLVDELOLW\��
and particular care will be required in planning an ethical approach to using 
PDWHULDOV�FUHDWHG�E\�SHUVRQV�ZLWK�GLVDELOLWLHV��

��� &RQFOXVLRQ

$V�WKLV�FKDSWHU�KDV�VKRZQ��WKHUH�DUH�QXPHURXV�HWKLFDO�FRQFHUQV�WKDW�QHHG�WR�EH�
FRQVLGHUHG�LQ�FRQGXFWLQJ�LQWHUQHW�UHVHDUFK��PRVW�SURPLQHQWO\�WKH�TXHVWLRQ�RI�WKH�
public or private nature of online materials, the moral status of online identities, 
requirements and suitable practices of informed consent, data management, 
FRQFHUQV�DURXQG�KDUP��EHQH¿W�DQG�YXOQHUDELOLW\�DQG�WKH�LQFOXVLRQ�RI�SDUWLFLSDQWV�
WKDW� UHTXLUH�SDUWLFXODU�SURWHFWLRQV��7KLV�SDSHU�KDV�DOVR� LGHQWL¿HG�D�QXPEHU�RI�
Irish documents that can provide guidance on issues arising in internet research. 
+RZHYHU��WKHVH�JXLGDQFH�GRFXPHQWV�GR�QRW�H[SOLFLWO\�DGGUHVV�LQWHUQHW�UHVHDUFK�
DV� VXFK��$FFRUGLQJO\�� ,ULVK� UHVHDUFKHUV� LQ� WKLV� HPHUJLQJ� ¿HOG� VKRXOG� UHIHU� WR�
LQWHUQDWLRQDO�GRFXPHQWV�WKDW�RXWOLQH�JRRG�SUDFWLFH��IURP�WKH�$$$6�DQG�$R,5�
guidelines to emerging national and professional guidelines and to ongoing 
specialist discussions of emerging issues, for example in the journals Ethics and 
Information Technology or Journal of Information Ethics��DQG�DQDO\VH�FDUHIXOO\�
WKH� LPSOLFDWLRQV� RI� WKH� ,ULVK� JXLGDQFH� GRFXPHQWV� WR� HQVXUH� WKH\� DUH�ZRUNLQJ�
ZLWKLQ�WKH�ERXQGDULHV�RI�DFFHSWDEOH�SUDFWLFH�LQ�,UHODQG��%HFDXVH�RI�WKH�VSHFL¿F�
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characteristics and challenges of the internet as research medium, Irish internet 
UHVHDUFKHUV�PLJKW�WDNH�WKH�SXEOLFDWLRQ�RI�WKH�SUHVHQW�YROXPH�DV�DQ�RSSRUWXQLW\�
to create a forum of discussion of their research and its challenges. If it appears 
WKDW� FHUWDLQ� FKDOOHQJHV� RFFXU� IUHTXHQWO\� LQ� D� SDUWLFXODU� DUHD� RI� UHVHDUFK�� WKH\�
should bring these to the attention of their professional associations or other 
representative bodies, to ensure that these issues will be addressed in future 
statements of good practice and research ethics guidance documents. While this 
chapter could not do justice to the wide range of internet research methodologies 
DQG�WRSLFV��HDFK�ZLWK�WKHLU�RZQ�VHW�RI�HWKLFDO�FRQFHUQV��LW�KDV�KRSHIXOO\�JLYHQ�
readers an idea of common ethical concerns in internet research that will allow 
WKHP�WR�IXUWKHU�UHÀHFW�RQ�WKH�FRPSOH[LWLHV�RI�HWKLFDO�LVVXHV�HQFRXQWHUHG�LQ�WKHLU�
own research.
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