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Adaptive Knowledge Extraction and Loose Semantic Coupling in
Multimedia Publish/Subscribe Overlay Networks

by Tarek ZAAROUR

The primary use of communication networks today has shifted towards content dis-
tribution despite being originally designed for conversations between communicating
endpoints. The massive amounts of data generated by technologies such as the Inter-
net of Things (IoT) and Social Networks have resulted in group communication being
the prominent way to disseminate information as event notifications. The recent emer-
gence of multimedia-based services and applications in the IoT has given rise to a new
paradigm coined the Internet of Multimedia Things (IoMT). In the IoMT, smart het-
erogeneous multimedia things interact and cooperate with one another and with other

things connected to the Internet to facilitate multimedia based services and applications.

Connecting sensing devices to the internet is at the core of many IoMT applications and
plays an immediate role in facilitating the acquisition and on-the-fly processing of data
for real-time applications such as Autonomous Driving, Traffic Management, and Smart
Agriculture. The scalability and interoperability offered by the publish/subscribe com-
munication pattern has proved beneficial for connecting heterogeneous sensing devices
and actuators to each other and to the internet. In this thesis, I focus on offering a
group communication service that targets the dissemination of unstructured multimedia

content such as images, videos, or audio, to a diaspora of applications at internet-scale.

Current implementations of distributed publish/subscribe systems take the form of
application-level overlays that span two main infrastructures, namely, semi-centralised
broker overlays and fully decentralized peer-to-peer overlays. The problem at hand en-
tails integrating knowledge extractors, i.e. Operators, into the event processing pipeline
of distributed publish/subscribe systems. These operators are in charge of uncovering

meaningful semantic concepts from the multimedia data being disseminated. Extracted
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concepts can then be evaluated against expressions submitted by subscribers as in con-
ventional content-based event matching approaches. In the case of federated broker
overlays, the closed nature of the system, and the availability of a single entity with
explicit control over nodes in the overlay allows for the integration and management of
such operators. We propose embedding light-weight binary filters (i.e. image classifiers)
into the forwarding function of brokers organized into a federated overlay. We formu-
late the shared-filer placement and ordering problem and we provision event matching
and routing algorithms for the adaptive ordering and distribution of classifier executions

along paths towards interested subscribers.

In the case of peer-to-peer overlays, the decentralized and highly scalable nature of
structured peer-to-peer networks makes them a great fit for facilitating the interac-
tion and exchange of information between dynamic and geographically dispersed au-
tonomous entities. The decoupled nature of publish/subscribe systems exacerbated by
the decentralized and large-scale nature of peer-to-peer networks produces a semantic
gap between publishers and subscribers. More precisely, the large semantic space of
human-level recognition creates a very large data space of object labels, attributes, and
relationships. The scale of the content space makes it nearly impossible for participants
to agree on a bounded set of terms for subscribers to express their exact interests. We
identify an inherent limitation of peer-to-peer networks lying in the exact-match prop-
erty of their key-based routing primitives. We propose an approximate matching model
where participants agree on a distributional model of word meaning that maps terms
to a vector space. We overcome the exact-match limitation by proposing a novel dis-
tributed lookup protocol and algorithm to construct a peer-to-peer network and route
content. We replace conventional logical key spaces with a high-dimensional vector space
that preserves the semantic properties of the data being mapped. We further propose
methods to partition the space, construct a semantic DHT via bootstrapping, perform
approximate semantic lookup operations, and cluster nodes based on their shared inter-

ests.
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Chapter 1

Introduction

1.1 General Introduction

The advent of smart environments is creating swarms of data streams that are actively
being processed to derive useful information about our world. Powered by a digital
infrastructure that combines advances in data communication and sharing, stream and
event processing, and artificial intelligence, we are able to enrich our daily decision mak-
ing processes with real-time insights from the environment surrounding us [10, 11]. The
early days of the internet were characterised by the ability to create a computer network
that facilitates file sharing between two communicating end-points. The introduction
of the world wide web, followed by modern distributed internet applications, e.g., so-
cial networks, e-commerce, and most recently, the Internet of Things (IoT), has led
to necessary paradigm shifts in the data ecosystem surrounding intelligent systems in
smart environments [12]. The production and consumption of information is now at the
extremities of a complex system encompassing heterogeneous data sources, intelligent
processing units, advanced communication protocols, and an ever-increasing number of
data consumers. It is safe to say that the primary use of communication networks today
has shifted towards data distribution despite being originally designed for conversations

between communicating end-points.

The data ecosystem surrounding smart environments is characterized by a plethora of
administrative operations that constitute the pillars of any large-scale data processing
pipeline. Such operations include data sourcing, cleansing, storing, processing, and
delivery. Extracting the most value from smart environments requires provisioning on-
the-fly data processing pipelines that ensure the timely delivery of intermediary results
and final outcomes to a plethora of real-time applications. At either end of the pipeline,

and across its different stages, often sits a message broker that enables data marshalling
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and communication by crossing network and platform boundaries. Commercial message
brokers such as Apache Kafka [13] and RabbitMQ [14] rose in popularity over the past
decade. They implement the publish/subscribe communication pattern and facilitate
delivering high volumes of messages coined events at low latency. Many research efforts
have also culminated in a plethora of distributed publish/subscribe solutions. Popular
systems include, SIENA [15], PADRES [16], HERMES [17], Scribe [18], and Poldercast
[19].

The level of abstraction publish/subscribe messaging adds on top of computer com-
munication networks provides for better scalability and flexibility when bridging the
interoperable communications gap between geographically dispersed and heterogeneous
data producers and consumers [20-22]. The characteristics of publish/subscribe messag-
ing that make it attractive for smart environments are its support for unified messaging,
dynamic scaling, on-the-fly and low latency processing of information, loose coupling
between publishers and subscribers, and an inherent support for many-to-many commu-

nication [23].

Unstructured and semi-structured data now make up an estimated 80% of data collected
by enterprises [24]. This stems from the rise of mobile devices, sensors, wearables, and
the Internet of Multimedia Things (IoMT). The IoMT is an emerging paradigm in which
smart heterogeneous multimedia things can interact and cooperate with one another
and with other things connected to the Internet to facilitate multimedia based services
and applications [25]. The unstructured and content-rich nature of multimedia data,
e.g. images, audio, and videos, necessitates the introduction of integrative frameworks
that focus on the extraction and delivery of useful semantic information. Advances in
Computer Vision [26], Speech Recognition [27], Natural Language Processing (NLP)
[28], Pattern Recognition [29], and Cognitive Analytics [30] are helping researchers and

enterprises derive insights from unstructured multimedia data every day.

The recent shift in the data landscape, driven by the enormous growth of unstructured
multimedia data, is posing new challenges in wide-scale data retrieval and dissemina-
tion. Real-time multimedia applications and services, e.g., Autonomous Driving, Smart
Agriculture, and PPE Compliance, can be greatly enhanced by the asynchronous and
decoupled communication paradigm offered by publish/subscribe messaging systems.
Nonetheless, current distributed publish/subscribe systems lack native support of un-
structured multimedia event types from the IoMT. We recognise that attempting to
offer support for multimedia content dissemination while maintaining high expressive-
ness and scalability is a challenging task. In particular, input multimedia events lack
any pre-defined or agreed upon schema and semantics. Extracting useful semantic in-

formation from multimedia content often requires costly pre-processing and knowledge
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extractions steps, which may have an impact on event delivery latency and overall sys-
tem throughput. This aspect is further exacerbated by the wide semantic spectrum of
human-recognizable concepts that can be stemmed from multimedia content, which in

turn gives rise to a semantic boundary between event producers and consumers in the
ToMT.

1.2 Distributed Publish/Subscribe Systems

A distributed publish/subscribe system is often implemented as an application-level
overlay of nodes, connected via logical links, on top of an underlying physical communi-
cation network. Communicating end-points interact by registering themselves as either
publishers of information or subscribers interested in receiving information. The overlay
is responsible for managing users’ queries (i.e. subscriptions), matching published events
against registered subscriptions, and disseminating events as notifications to interested
subscribers [31]. Participants are decoupled in space, time, and synchronization, mean-
ing that they do not need to know of each other, they do not need to be active at the
same time, and they are not blocked while producing or consuming events [23]. Such
overlays are characterized by the organization of nodes in the network [32], the employed
event matching model, and the employed event and subscription routing strategies. Fig.
1.1 shows two types of overlay network infrastructures commonly used to implement dis-
tributed publish/subscribe systems, namely, semi-centralized federated broker overlays

and fully decentralized structured peer-to-peer overlays.



e Federated broker overlays consist of dedicated servers referred to as brokers.
Each broker implements event matching and routing functionalities. Clients can
access the system through any broker as publishers and/or subscribers and each
broker stores a subset of or all the subscriptions that exist in the system. The
topology is assumed to be managed by a single administrator and can often scale
up to dozens of brokers. Popular content-based solutions include SIENA [33]
and PADRES [16]. It is noteworthy to mention that the overlay can also be
comprised of a single broker, which relaxes the need for event and subscription

routing strategies and shifts the focus toward event matching.

e Structured peer-to-peer overlays are built on the basis of Distributed Hash
Tables (DHTs) which offer key-based routing primitives (KBRs) to store and re-
trieve key:value pairs. A DHT organises nodes over a virtual key-space; each node
is assigned a unique key and is responsible for a partition of the space with well
defined boundaries. Exchanged data is also mapped to the same key-space and
assigned to nodes in the form of key:value pairs. Structured peer-to-peer networks
tend to be highly scalable and self-organizing, coping naturally with node arrivals
and departures, and are resilient to node failures. The network usually scales up
to thousands of nodes where each node may act as a client or a server. Such
overlays have been commonly used to implement both, topic-based (e.g., Scribe
[18] and Bayeux [34]), and content-based (e.g., Hermes [17] and Meghdoot [35]),
publish/subscribe systems.

The design and implementation of a publish/subscribe node varies among systems de-
pending on two main properties, namely, expressiveness and scalability. The level of
expressiveness offered to subscribers is generally bounded by the data model used to ex-
press events. For instance, in the topic-based model, events are grouped under specific
key-words (i.e. topics) where subscribers register their interest in a specific topic and re-
ceive relevant events. Such systems tend to be highly scalable due to their resemblance to
multicast routing where messages are addressed to a group of recipients. In the content-
based model, events are often comprised of attribute-value pairs where subscribers spec-
ify predicates over the values of attributes present in events. The content-based model
is less scalable but more expressive by allowing subscribers to impose constraints on the

contents of events they wish to receive.

1.3 Motivation and Problem Overview

We present a smart city scenario where we have a network of cameras observing streets,

highways, and public spaces. Cameras are situated at different locations and angles,
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directed at traffic, pedestrian crossings, pavements, cycling lanes, and parks. We have
various entities, e.g., traffic control authorities, emergency response teams, urban man-
agement or PPE compliance authorities, looking to analyze continuous video streams
from around the city. The different services involved may have varying interests ranging
from traffic management, and finding parking spaces, to optimizing refuse collection,
and monitoring PPE compliance. Traffic accidents, formation of crowds, road works,
parking violations, and road blocks, are all examples of events that occur often, at dif-
ferent locations throughout the city. Such events may occur in the same or different
video streams, either coincide with each other, such as a traffic accident caused by a

road block, or occur separately at different times or locations.

The extraction of meaningful semantic information from video streams requires a knowl-
edge extraction step that materializes all the necessary objects labels, attributes, and
relationships [36, 37]. Applying ML-based knowledge extractors on images, videos, or
documents (unstructured texts), produces a set of descriptive textual labels that can
then be evaluated against user queries. Currently, each of the different entities use
monolithic custom solutions with specialized knowledge extractors. In many cases the
queries are complex and likely to use multiple classifiers and feature extractors [38]. The
wide semantic spectrum of human-level recognition results in a very large content space
of semantic concepts to be extracted from incoming video streams. The scale of the
content space increases the cost of maintainability of specialized and domain-specific

classifiers and object detectors.



To this end, the integration of different services and applications is a crucial step to-
ward maximising the city’s operational efficiency through the timely detection and re-
sponse to different types of multimedia events. We envision a cooperative multi-agent
network comprising event producers, event consumers, and agents equipped with intelli-
gent knowledge extraction and publish/subscribe messaging capabilities (Fig. 1.2). The
asynchronous publish/subscribe communication layer defines a system as a composition
of autonomous agents running in parallel and interacting while sharing information [39].
A network of message brokers can be leveraged to filter out unwanted data items, elimi-
nate redundant processing, enable dynamic scaling, and disseminate popular multimedia

events to a large number of users and applications [40].

Deep learning has shown to be highly effective at various multimedia data mining tasks,
e.g., image classification, object detection, and motion detection [41-45]. However, em-
ploying advanced deep neural network architectures for inference is a costly process
requiring expensive resources such as GPU equipped devices or server clusters in cloud
environments [46]. Such models may pose as processing bottlenecks that increase end-
to-end event processing and delivery latency. One can adopt the edge-fog-cloud com-
puting paradigms as enablers for Al services in loMT smart environments. For instance,
resource constrained edge devices may implement IoMT publisher or subscriber func-
tionalities, whereas, fog and cloud nodes may implement more resource intensive tasks
such as knowledge extraction or event processing. However, in an attempt to reduce the
transfer of bulky and bandwidth intensive multimedia content to the cloud, edge and
fog nodes should also implement optimised and resource-aware knowledge extraction
tasks. The processing workload should be intelligently distributed along the continuum
between the things and the cloud with the goal of minimizing event delivery latency and

maximizing overall system throughput.

Finally, allowing autonomous agents (i.e. fog and edge nodes) to participate in the
knowledge extraction process gives rise to a semantic boundary between IoMT publishers
and subscribers. The cooperation and exchange of information between heterogeneous
and autonomous agents is limited by the wide semantic spectrum of human recognizable
concepts that can be extracted from multimedia content [47, 48]. As depicted in Fig.
1.2, an image of a car accident may be tagged by the terms ”car accident”, ”black car”,
"silver car”, ”police”, "debris”, and "rear collision”. Such labels can be perceived as
highly descriptive but might still fail to exactly match the terms present in subscriptions.
Users may use different terms to refer to the same semantic concepts. The system should
be able to identify the conceptual associations between subscriptions for a ”car crash”

or "road block” with the labels ”car accident” and ”debris” respectively.
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1.4 Problem Description

As discussed in section 1.2, content-based publish/subscribe overlays often organize
nodes on the basis of two general infrastructures, namely, federated broker overlays
and structured peer-to-peer overlays. To support multimedia event types under a fed-
erated broker overlay infrastructure, the static nature of the network and the presence
of an administrative entity with explicit control over network, allows for the integration
and management of specialized knowledge extractors. This would aid the system with
labelling multimedia data for targeted predicate-based event matching and dissemina-
tion. On the contrary, under a peer-to-peer infrastructure, the scale and dynamics of
the network, with autonomous nodes constantly joining and leaving, limits the ability to
integrate and manage operators that extract semantic concepts. Participating publisher
nodes or intermediary autonomous nodes would have to manage their own operators.

The technical challenges that arise are outlined below.

Challenge 1 - Content-based matching and routing of multimedia event types
in federated broker overlays: The first challenge concerns the integration of fast and
resource-aware operators into the forwarding function of distributed publish/subscribe
systems comprising federated broker overlays (Fig. 1.3). The goal is to extract high-
level semantic concepts from unstructured multimedia events, on the fly, while avoiding
bottlenecks and maintaining the scalability of the system. In a distributed processing
environment, the static placement of query operators is prone to unpredictable factors
such as uneven load-balance and data arrival rates. The multimedia event processing
workload should be decomposed and adaptively distributed subject to dynamics in user

subscriptions. The nature of the problem taps into well-known research problems such
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as the multi-operator placement problem [49], operator ordering in distributed stream

processing systems [50], and service-chaining in software defined networks [51].

Challenge 2 - Semantic data integration and exchange in structured peer-
to-peer overlays: In a peer-to-peer setting, allowing publisher or intermediary nodes
to manage their own knowledge extractors may induce high semantic heterogeneity.
This aspect results in routing challenges stemming from the wide semantic spectrum of
human-level recognition. More precisely, many semantic concepts can be described using
different terms. For example, a car ’collision’ can also be referred to as a car ’crash’
or ’accident’. Current structured peer-to-peer publish/subscribe systems leverage the
exact-match lookup functionality offered by underling DHTs to map matching events
and subscriptions to the same nodes in the network [17, 18, 35]. This property falls short
when participants use different terms to refer to the same semantic concepts [52-54]. As
depicted in Fig. 1.4, an image labelled with the term ’car collision’ would be mapped
to a random key and routed to the node responsible for the key-space partition where
the key falls. On the other end, a subscription that includes the search term “vehicular
accident” would be mapped to a totally different location in the network. Thus, this
challenge entails overcoming the tight semantic coupling imposed by DHT's in structured

peer-to-peer overlays.

Challenge 3 - Content-based matching and routing of multimedia event types
in structured peer-to-peer overlays: This challenge concerns matching event and
subscription semantics under a structured peer-to-peer overlay setting. Multimedia
event types are known to be content-rich. For instance, Object Detection is a common
knowledge extraction task in Computer Vision where a computer analyses an image and
places bounding boxes and labels over all the different objects that appear in the image.
A subscriber might be interested in a subset of or in all the identified objects. This

aspect results a content-based event matching and routing challenge stemming from the



lack of well defined domains of values (i.e. semantic concepts) and the unpredictable
dimensionality of subscriptions and events [55-57]. The matching challenge is further
exacerbated by the semantic heterogeneity arising from the wide semantic spectrum of
human-level recognition. This challenge entails provisioning peer-to-peer content-based
event and subscription routing schemes that allow the system to map multi-label events
and subscriptions containing heterogeneous and semantically related terms to the same
nodes in the network. This process should then be followed by a matching scheme that

assesses or quantifies the semantic relevance between events and subscriptions.

1.5 Core Requirements and Research Questions

Based on the choice of network infrastructure and the assumptions made on the entities
that manage the operators responsible for extracting high-level semantic concepts. We
identify three main research questions that are further elaborated into technical system

requirements.

Q1. The first question is concerned with enabling multimedia event matching and rout-
ing in federated broker overlays. The question is how to integrate fast and resource-aware
knowledge extractors into the forwarding function of distributed publish/subscribe sys-
tems comprising federated broker overlays while ensuring timely event matching (R1.1.),

efficient routing (R1.2.), and low event processing costs (R1.3.)?

Technical system requirements:

e R1.1. Efficient extraction of semantic concepts. Timely and resource-aware
materialization and filtering of raw images that scales well with the increase in the

number of subscriptions [38, 46, 58].

e R1.2. Decomposable workload and adaptive routing decisions. This en-
tails the provisioning of event matching and routing techniques that facilitate a
decomposable processing workload as mutually independent operations that lever-

age the distributed nature of federated broker overlays [59-61].

e R1.3. Relay-free event propagation. This entails eliminating or minimizing

the participation of relay nodes in the event matching and routing process [62—-65].

Q2. The second question concerns overcoming the tight semantic coupling between
participants in structured peer-to-peer overlay networks. The question is how can loose

semantic coupling be achieved within the exact-match lookup functionality offered by



DHTs underlying structured peer-to-peer networks while ensuring the dynamic organi-
zation (R2.2.), allocation, and retrieval (R2.1.), of data based on their shared semantic

and syntactic properties.

Technical system requirements:

e R2.1. Effective organization and mapping of semantic data. This entails
the distributed organization of data in a way that reflects the basic meaning of

data items and the semantic relationships among them [53].

e R2.2. Efficient and effective semantically decoupled lookup operations.
This entails departing from ID-centric file sharing to loose semantic coupling in
DHTs. The retrieval of data items should be facilitated via a semantic routing
model that relaxes strict agreements on semantics and locates the target data

items at a low cost [52].

Q3. The third question is concerned with the matching of event and subscription
semantics atop a structured peer-to-peer network. The question is how to support a
composite content-based subscription language over multimedia event types spanning
a large semantic content space while maintaining loose semantic agreements between
publishers and subscribers (R3.1.), effective event matching (R3.2), and effective and

efficient event and subscription routing (R3.3.)?

Technical system requirements:

e R3.1. Low cost in defining rules. Low barrier to entry for participants in
terms of establishing semantic agreements on terms present in exchanged events

and subscriptions [55].

e R3.2. Effectiveness in matching event and subscription semantics. This
entails the accurate assessment of the semantic relevance between events and sub-
scriptions containing heterogeneous terms that might describe the same or highly

related semantic concepts [53, 55, 56].

e R3.3. Effectiveness and efficiency in mapping event and subscription
semantics. This entails mapping arbitrary predicates and event attributes that
share semantic properties to the same nodes in a large structured peer-to-peer
overlay network in a small number of routing hops and while maintaining a low

messaging overhead [66-68].



1.6 Current Approaches

We identify three broad categories of relevant approaches as follows.

1.6.1 Event Matching over Federated Broker Overlays

Content-based model: In broker overlays that follow the content-based event match-
ing and routing model, subscriptions and events are defined over a fixed schema. The
main characterization of such overlays is the way events flow from senders to receivers,
notifications are routed to downstream brokers in a content-centric manner where events
are continuously evaluated against subscriptions registered in a broker’s routing table,
and only forwarded if there is at least one matching subscription downstream. The main
works in this category are those by Carzaniga et al. (SIENA) [33], Fidler et al. (Padres)
[69], and Cugola et al. (JEDI) [70]. They rely on a match and forward model where an
event is redundantly evaluated against subscriptions at every broker in the network until
it reaches matched subscribers. This performs well due to various predicate indexing
and tree-based matching algorithms. However, such algorithms are of limited use for
subscriptions over unstructured inputs such as images and videos. Subscription predi-
cates would remain stuck behind relatively expensive operators used to extract high-level

semantic concepts.

Overlay topological reconfiguration: Poor overlay design can play a crucial role in
degrading the performance of a distributed publish/subscribe system. To simplify rout-
ing strategies and reduce overall matching costs, solutions exploit topological properties
based on client distributions to enhance event delivery efficiency. Current approaches
build and maintain opportunistic links on top of the managed overlay network. Such
links are leveraged to shortcut paths by bypassing intermediate brokers referred to as
pure forwarders. Jaeger et al. [63] and Baldoni et al. [62] classify popular and unpopu-
lar events to preserve resources for events the serve higher numbers of subscribers thus
improving the overall efficiency of the system. They propose dynamic protocols that
look for nodes that share similar event traffic to modify the structure of the overlay by

building direct links across them thus creating common interest regionalism.

1.6.2 Relational Platforms for Large-Scale Video Analytics

Modern systems for querying the content of images and videos rely on extraction tech-
niques based on Deep Convolutional Neural Networks (CNNs). CNNs are known to

be highly effective in common Computer Vision tasks such as Image Classification and



Object Detection. Lu et al. [37, 38] and Kang et al. [46] focus on accelerating the
knowledge extraction process by designing probabilistic and specialized classifiers that
are then applied in a manner similar to the conventional predicate push-down optimiza-
tion. The intuition is that queried semantic concepts often occur rarely in large amounts
of video data being processed by expensive CNNs. Thus, applying light-weight classi-
fiers allows for filtering out many irrelevant frames, minimizing the processing cost, and
speeding up the query answering process. In such systems, video data is collected and
persisted in stable storage then analysed either by domain-specific learning models or

accelerated by light-weight classifiers following a store and query processing model.

1.6.3 Event Matching over Structured Peer-to-Peer Overlays

Content-based approach: In this approach, publishers and subscribers have to estab-
lish an explicit agreement on the terms used to describe exchanged content. Structured
peer-to-peer solutions, such as, Meghdoot [35] and Hermes [17], leverage the exact-match
routing primitives of their underlying DHTs (i.e. CAN [71] and Pastry [6] respectively)
to map exact-match subscriptions and events to the same nodes in the overlay net-
work. This approach induces high semantic coupling between participants and would
require defining a large number of rules to support multimedia content as native event
types. There are a handful of content-based approaches that aim to form ’semantic’ dis-
semination structures over unstructured peer-to-peer networks. Chand et al. [67] and
Sub-2-Sub [66] , propose event routing strategies that aim to spread messages within
a community that shares similar interests. Peers organise in a hierarchy that defines
neighborhood relationships based on interest intersection, containment, or equivalence
relationships. However, equivalence resembles an exact string match, whereas, intersec-

tion and containment are only defined for predicates over numerical value ranges.

Concept-based approach: In this approach, publishers and subscribers may use re-
lated terms to describe the same semantic concepts. Centralized solutions (systems
comprised of a single broker), e.g., S-ToPSS [56] and G-ToPSS [72], made use of hi-
erarchical semantic structures (i.e. ontologies) that link terms based on lexical and
semantic relationships. They propose a Boolean semantic matching model that trans-
lates the content of incoming events to all possible synonyms and semantically related
concepts before matching. In distributed peer-to-peer solutions, the exact-match limita-
tion of DHTs has been mitigated through the use of Mapping Tables [52] and Ontology
Routing Tables (ORTSs) [53]. Mapping Tables [52] are designed to work over any DHT
offering an exact-match key-based routing primitive. They store the correspondence
between values and are shared among participating peers. Participants attempting to

retrieve a file called X, consult a shared or local mapping table, to get the identifiers



of X at various peers. However, the use of such tables may induce a high messaging
overhead. Subscribers would be forced to initiate many lookup operations by translating
the contents of their subscriptions to all possible semantic representations. On the other
hand, Ontology Routing Tables, JTangCSPS [53], are designed to work over the Pastry
DHT. They work over a semantic broker overlay built on the basis of an Ontology Class
Weighted Tree (OCWT). The tree is mapped to a 1-dimensional space where each class
is assigned a unique key. An Ontology Routing Table stores the IDs of ontology classes
in different sets that reflect the taxonomy of classes in the OCWT. The system provides
logarithmic bounds for the performance of the proposed semantic routing model as a
function of network size. However, participants are limited to the domains covered by

the Ontology used to construct the broker overlay.

Approximate semantic matching approach: Similar to the concept-based ap-
proach, this approach allows publishers and subscribers to use related terms to describe
the same semantic concepts. Hasan et al. [55], propose an approximate semantic event
processing model that leverages vector space semantics to perform pairwise comparisons
between the vector representations of terms present in events and subscriptions. How-
ever, this approach is yet to be explored as a solution to the same problem under a decen-
tralized infrastructure. We recognise that the mathematical richness of high-dimensional
vector spaces and their scalability in terms of their semantic coverage render them an
interesting candidate to support approximate semantic event matching in peer-to-peer

publish /subscribe systems.

1.7 Proposed Approach

Our proposed approach comprises a generalizable light-weight image classification model
and its integration into the event processing pipeline of federated broker overlays and a
semantically loosely coupled and approximate event routing and matching model over
structured peer-to-peer overlays networks. These models can be conceptually decom-

posed as follows (Fig. 1.5):

1.7.1 Adaptive Filtering of Multimedia Content over Federated Broker

Overlays

Light-weight Binary Classifiers (Q1, R1.1.): This step consists of embedding light-
weight binary filters (i.e. image classifiers), constructed using efficient neural network
architectures, into the forwarding function of brokers in an overlay network. A set of

binary classifiers serve as a generalizable and resource-aware model that facilitates the
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fast extraction of high-level semantic concepts from unstructured multimedia events.
The intuition is that the cooperation of multiple binary classifiers provides for a simple
and broadly applicable knowledge extraction technique that allows for extending the
semantic coverage of the system’s matching engine by provisioning new classifiers as

needed to support a continuously evolving content-space.

Distributed shared-filer ordering (Q1, R1.2.): Broker overlays often serve high
numbers of subscriptions. To maintain system scalability against high workloads, we
propose a language model comprising a conjunction of binary filters (i.e. binary image
classifiers). We model the relationship between filters, subscriptions, and links, into
a Publication Routing Graph (PRG). We propose a multimedia event matching and
routing model that exploits the order of execution and placement of filters, based on
their selectivity, popularity (PRG edge converge), and execution cost, to reduce overall

processing costs and minimize event matching and delivery latency.

Topological reconfiguration based on filter distributions (Q1, R1.3.): The
structure of the broker overlay can influence the performance of the system in terms

of matching and dissemination efficiency. We measure traffic similarity across brokers



as in previous approaches. We also propose several broker workload similarity esti-
mation techniques and an overlay topological reconfiguration algorithm that leverages
the distribution of clients and classifier executions across brokers to modify the overlay

structure.

1.7.2 Semantic Data Integration and Exchange over Structured Peer-

to-Peer Overlays

Distributional Event Semantics (Q3, R3.1.): Assuming that semantic coupling
can be quantified by the number of mappings between terms, then a semantic model
that condenses these mappings can be very useful. Ontological models require granu-
lar agreements on term meaning while distributional vector space models leverage the
statistics of term co-occurrences in a large corpus to establish semantics. The latter
allows event producers and consumers to establish a loose semantic agreement on large
corpora of text. Hence, we propose an event and language model rooted in vector space
semantics. Events are comprised of a set tuples, each containing a word:vector pair.
Each pair collectively represents a semantic concept that was extracted from a multime-
dia data item. Subscriptions comprise conjunctions of predicates, each also containing

a word:vector pair.

Replacing Logical Key-spaces Underlying Conventional DHTs with a High-
Dimensional Semantic Vector Space (Q2, R2.1.): We employ hierarchical clus-
tering techniques over word embeddings based on a proximity measure that allows us
to group together the vector representations of terms sharing semantic properties. We
dynamically assign the resulting partitions to nodes in a structured peer-to-peer network
where each node maintains a partition of a large semantic vector space comprising tight

grouping of vectors representing terms that have semantic relationships.

Mapping Semantic Data (Q2, R2.2., and Q3, R3.3a): We propose a lookup pro-
tocol that can be initiated by any node in the overlay. It takes the vector representation
v of a data item d, and recursively finds closer nodes until it identifies the target node
maintaining the vector space partition where v falls. The receiving node stores data
items that share semantic properties with d. This aspect allows us to map data items

that share semantic properties to the same nodes via rendezvous routing.



1.7.3 Selective Multimedia Content Dissemination over Structured Peer-

to-Peer Overlays

Approximate Semantic Matching (Q3, R3.2.): We propose a matching scheme
that decides on the relevance between events and subscriptions based on distributional
semantics. Distributional semantics offer a way of quantifying the semantic relatedness
between two linguistic items based on their distributional properties in large corpora of
text. A distributional semantic model maps terms to high dimensional numerical vectors
where we can decide on the relevance between terms based on how close their vector
representations are oriented in space. We quantify there overall semantic relatedness
between event and subscriptions by obtaining a similarity score for each pairwise map-
ping between the vectors in subscription predicates and event tuples. We then identify

the most-likely mapping and compute an aggregated overall similarity score.

Semantic Regionalism via Gossiping (Q3, R3.3a and R3.3b): A loosely semanti-
cally coupled lookup function (R2.2), allows related terms to rendezvous at certain nodes
in the overlay. However, due to the high dimensionality of the space and the unsuper-
vised nature of hierarchical clustering, lookup operations can be highly probabilistic.
Some events or subscriptions might get erroneously mapped to nodes maintaining dis-
tant semantic groupings. To mitigate this issue, we propose a membership management
protocol that helps constrain the propagation of events and increase the probability of a
match by maintaining sub-overlays of nodes that share semantic properties. The event
distribution module (R3.3a) first maps the terms present in events and subscription to
nodes in the network via the native lookup service (R2.2.). Upon reception of an event
e, the event distribution module forwards e to neighbours hosting similar subscriptions
by consulting the local neighbour table, which is in turn populated by the membership

management service (R3.3b)

1.8 Research Methodology
The methodology followed in the work contains the following steps:

1. Review the literature and define research problems associated with supporting

multimedia data as native events types in distributed publish/subscribe systems.

2. Formulate the research questions and technical requirements for supporting mul-
timedia event types in distributed publish/subscribe systems under two types of
overlay infrastructures, namely, federated broker overlays and structured peer-to-

peer overlays.



10.

11.

12.

. Formulate the main hypothesis to answer the research questions and design the

experiments for testing.

. Design and implement the simulation environment for constructing and operating a

dedicated broker overlay network. Real-world overlay topologies were constructed

based on real-world traces taken from the public Planet Lab research network.

. Build prototype event processing engine with light-weight binary image classifiers

(i.e. filters). A filter set was synthesized based on extensive prototyping with real

image classifiers and test data from ImageNet.

. Implement event processing components for a federated broker overlay infrastruc-

ture. That includes, an event matching algorithm, a routing protocol, and an

overlay adaptation protocol and algorithm.

Design and implement a framework for experimental evaluation, identify metrics,
introduce event and subscription workloads, implement a suitable baseline, and

obtain results.

. Setup simulation environment for constructing and operating a structured peer-to-

peer overlay network. Synthesize an evaluation event set by semantically expand-
ing a seed event set comprising image labels from well-known training datasets

and create a subscription set from the generated event set.

. Build a structured peer-to-peer network on the basis a high-dimensional semantic

vector space. This entails obtaining word embeddings (i.e. vectors), and im-
plementing, a hierarchical clustering algorithm to partition the vector space, the
overlay construction algorithm and protocol, and a lookup protocol that maps data

items to nodes in the network.

Implement event processing components for a structured peer-to-peer overlay net-
work infrastructure. That includes, an event matching algorithm, event and sub-
scription management components, a routing protocol, and a membership man-

agement protocol.

Design and implement a framework for experimental evaluation, identify metrics,
introduce event and subscription workloads, implement a suitable baseline, and

obtain results.

Recognize the trade-offs and limitations of the proposed approaches and provide
comparative analysis with current matching and routing strategies in distributed

publish /subscribe systems.



1.9 Contributions

e The integration and continuous provisioning of fast and resource-efficient binary
classifiers as Boolean event filtering operators in distributed publish /subscribe sys-
tems comprising federated broker overlays. We propose adaptive and distributed
event matching algorithms and routing protocols (MEC and EMEC [40]) that

exploit the ordering and placement of classifier executions across brokers.

— Experiments show up to 70% decrease in event delivery latency when com-

pared to performing filtering operations in publisher-end brokers.

— Experiments also show over 80% decrease is processing redundancy overhead

when compared with deferring all computation to subscriber-end brokers.

e We modify the topological organization of brokers in an overlay network in response
to workload variations across brokers. We propose broker workload similarity

measures based on shared filter executions (PRG similarity).

— Experiments show up to 20% decrease in processing redundancy overhead

when compared to utilizing shared event traffic (Jaccard index).

o We address semantic coupling in structured peer-to-peer networks based on DHT's
by replacing conventional logical key-spaces with a high-dimensional semantic vec-
tor space. We propose techniques based on hierarchical agglomerative clustering
to partition the space. The resulting partitions comprise traversable groupings of

word embeddings that fall in semantic proximity to each other.

— SemanticPeer [47]: An algorithm and protocol to dynamically assign the
resulting partitions to nodes in a large structured peer-to-peer network and
to route a vector v to the node retaining the partition where v belongs in a

few routing hops.

*x Experiments show that the proposed model achieves more than 97% recall
in routing accuracy, that is, locating a node responsible for storing a data
item in a few routing hops.

x results also show that the network achieves over 90% recall in approxi-

mately matching two semantically related terms via rendezvous routing.

— OpenPubSub [48]: A decentralized and effective content-based approximate
semantic event processing model. The model uses distributional semantics
and requires loose semantic agreements between participants on large corpora
of texts. We augment the overlay with a hybrid peer-to-peer routing technique

that combines the efficient and selective nature of rendezvous-based routing



protocols with the probabilistic and dynamic nature of gossip-based routing

protocols.

* Experiments with approximate events and subscriptions from image an-
notations and knowledge graphs show a 15% improvement in event match-
ing recall as a result of utilizing shared KNN as a distance measure for

hierarchical agglomerative clustering.

* The rendezvous routing approach reduces overall messaging overhead by

up to 44% and increases event matching recall by up to 53%.

* The utilization of Gossiping reduces the overall messaging overhead by

up to 59% and increases event matching recall by up to 35%.

1.10 Thesis Outline

The rest of the thesis is organized as follows:

e Chapter 2. Background and Preliminaries: This chapter discusses key concepts
that make up a distributed publish/subscribe system. We introduce and moti-
vate the event processing paradigm, the publish/subscribe communication pattern,
event and language models, event matching models, overlay infrastructures, and
routing protocols. We also discuss the emerging Internet of Multimedia Things
and how it emphasises the need for supporting multimedia data as native event

types in distributed publish/subscribe systems.

e Chapter 3. Problem and Motivation: This chapter elaborates on the problem tack-
led it this thesis and the research questions posed in this chapter along with their
respective technical requirements. We analyse the problem, align the identified
requirements with the literature, and we present current approaches and analyse

their strengths and limitations.

e Chapter 4. Adaptive Filtering and Dissemination of Multimedia Content in Fed-
erated Broker Overlays: This chapter addresses research question Q1. We propose
an adaptive and distributed event matching algorithm and routing protocol that
leverage the distributed nature of broker overlays to manipulate the placement and
order of execution of binary classifiers on the basis of their popularity, selectivity,

and cost.

e Chapter 5. SemanticPeer: A Distributional Semantic Peer-to-Peer Lookup Pro-
tocol for Large Content Spaces at Internet-scale. This chapter addresses research

question Q2. We propose SemanticPeer, an algorithm and protocol to construct a



structured peer-to-peer network on the basis of a high-dimensional semantic vec-
tor space, and a lookup protocol that allows for the allocation and retrieval of
data items on the basis of a semantic routing model that allows for the use of

heterogeneous terms to describe the same semantic concepts.

e Chapter 6. OpenPubSub: Supporting Large Semantic Content Spaces in Peer-
to-Peer Publish/Subscribe Systems. This chapter addresses research question Q3.
We propose OpenPubSub, a peer-to-peer content-based publish/subscribe system
that’s equipped with an approximate semantic event matching scheme and a hybrid
routing protocol that combines the selective nature of rendezvous routing protocol

with the dynamic and probabilistic nature of gossiping protocols.

e Chapter 7. Conclusions and Future Work: This chapter concludes the thesis and
discusses avenues for future work. We reiterate the problems tackled, align our
contributions with the research questions, discuss the strengths and limitations of
the proposed approaches, and finally, we align the current limitations and short-

comings with avenues for future work.

1.11 Associated Publications

e Zaarour, Tarek, Anuraag Bhattacharya, and Edward Curry. ”OpenPubSub: Sup-
porting Large Semantic Content Spaces in Peer-to-Peer Publish /Subscribe Systems
for the Internet of Multimedia Things.” IEEE Internet of Things Journal (2022).

e Zaarour, Tarek, and Edward Curry. ”SemanticPeer: A distributional semantic
peer-to-peer lookup protocol for large content spaces at internet-scale.” Future
Generation Computer Systems 132 (2022): 239-253.

e Zaarour, Tarek, and Edward Curry. ” Adaptive filtering of visual content in dis-
tributed publish /subscribe systems.” 2019 IEEE 18th International Symposium on
Network Computing and Applications (NCA). IEEE, 2019.

e Zaarour, Tarek, et al. ” Automatic anomaly detection over sliding windows: Grand
challenge.” Proceedings of the 11th ACM International Conference on Distributed
and Event-based Systems. 2017.






Chapter 2

Background and Preliminaries

2.1 Introduction

The event processing paradigm is a prominent solution for building distributed applica-
tions that revolve around real-time data processing, analytics, and sharing. This thesis
addresses research problems that concern multimedia event processing. In particular, the
work deals with supporting multimedia content, i.e. images, videos, and audio, as native
event types in distributed publish/subscribe systems. In this chapter, I introduce prelim-
inaries, background concepts, and terminology. In section 2.2, I start by introducing the
event processing paradigm. Sections 2.2.1 and 2.2.2 discuss event-driven architectures
and prominent dedicated event processing platforms including publish/subscribe sys-
tems, data stream processing systems, and complex event processing systems. Following
that, I narrow down the focus of this chapter to the publish/subscribe communication
model and the problematic aspects which we identify and tackle in this thesis. More pre-
cisely, the elements of a distributed publish/subscribe system are introduced in section
2.3, that includes, event models and rule languages (section 2.3.1), overlay infrastruc-
tures, and event routing strategies (section 2.3.2). Section 2.4 focuses on the Internet of
Multimedia Things and discusses how its emergence necessitates provisioning new event
processing strategies and techniques to deal with the influx of large amounts of hetero-
geneous multimedia data traffic. I provide comparisons between multimedia data and
scalar data in section 2.4.1. The functionalities that multimedia event processing plat-
forms should implement are discussed in section 2.4.2, the need to bring the processing
of such data to the edge of the network is discussed in section 2.4.3. I discuss computer
vision and image understanding in section 2.4.4, and finally, section 2.5 summarises the

chapter and highlights the key concepts introduced.
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2.2 The Event Processing Paradigm

Event processing is a type of computing that performs operations on a continuous flow
of events in order to detect and respond to occurrences of interest in a timely way
[73]. Common types of operations include reading, transforming, deleting, or delivering
events. An event is an encapsulated unit of information describing any form of action
or occurrence that can be identified by a computer program. The conceptualization of
an event is rather encompassing and generic in the sense that it can describe any form
of occurrence in the real world, like a car accident or coffee being spilt, or any virtual
phenomenon occurring within a computer system, such as clicking on an ad or pausing
a video. Event processing concerns the representation of events in a computerized en-
vironment, their identification, processing, and delivery to interested recipients. This
paradigm can be classified as a subject area similar to Database Management and Ar-
tificial Intelligence and is not to be confused with Event-based Programming [74]. The
concept of an event in programming appeared far before the emergence of event process-
ing as a stand-alone paradigm. Earlier forms of events include exceptions for run-time
errors in various programming languages and user interactions with a Graphical User
Interface such as dragging a mouse or pressing a button. Event processing on the other
hand, tends to be more concerned with the consumption, representation, detection, and

reaction to events that occur in the real-world.

2.2.1 Event-Driven Architectures

An Event-Driven Architecture (EDA) is a software design pattern that is centered around
events [75, 76]. Different components of a computer program work together by produc-
ing, consuming, and reacting to event notifications. This design pattern departs from
monolithic architectures by enabling the decomposition of systems into multiple services
that cooperate and communicate through event notifications [75]. For instance, an on-
line payment system can be broken down into four different services that work together
to fulfil a transaction. Service A would be responsible for customer accounts, Service B
for processing payments, Service C would be concerned with charge-back and dispute
management, and Service D would be responsible for fraud detection. This decompo-
sition allows businesses to develop faster and deploy more flexibly by assigning small
teams of developers to build and maintain certain parts of the work and understand

how they fit into the bigger picture.

Similarities can be drawn between Event-Driven Architectures and Service-Oriented
Architectures (SOA) [77]. The goal of an SOA is to enable the re-usability of software

components via service interfaces that are discoverable over a network. Each service in
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FIGURE 2.1: Service interactions in Service-Oriented Architectures (XML-based
SOAP Requests [1]) vs. Event-Driven Architectures

an SOA implements a stand-alone functionality by housing all the data and code needed
to execute a discrete business operation. As depicted in Fig. 2.1, interactions between
the components of an SOA are often based on the conventional Simple Object Access
Protocol (SOAP) request-response communication pattern [1]. Conversely, EDAs rely
on event-driven interactions to maintain long-running asynchronous process capabilities
[78]. An event-driven interaction contradicts with the conventional request-response
communication pattern along two main themes. On the one hand, the latter often deals
with accumulating data or data at rest while the former is mostly concerned with data in
flight as its moving from one place to another. On the other hand, in a request-response
interaction, a service usually submits a request in the form of an update or a query and
waits or blocks until it receives a response. Whereas in an event-driven interaction, a
service usually submits a long-standing query and continues to operate normally until

it receives an event notification.

There are three main components that drive an EDA: event producers, event consumers,
and an event broker. Components interact as follows: An event consumer submits a
long-standing query signifying its interest in receiving certain events as soon as they
occur. When a service performs an action that other services might be interested in, it
acts as an event producer by submitting an event notification to the event broker. The
broker evaluates incoming events against registered queries and notifies interested event
consumers. It is noteworthy to mention that conventional event-based programming
approaches allow for incorporating events to trigger processing logic without the use of
dedicated event brokers. In such case, the flow of events is hard-wired following explicit
event flow logic coupled with event handlers that often run in parallel, on a separate
thread or processing unit, without interrupting the execution flow of the current task.

This minimalist approach to event processing is further elaborated through the use of
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FIGURE 2.2: Dedicated Event Processing Platform High-level Architecture, Cugola et
al. [2]

dedicated event processing platforms that separate the event processing logic from the

event-driven environment they coordinate.

2.2.2 Dedicated Event Processing Platforms

In a distributed and event-driven processing environment, we often have multiple event
producers operating asynchronously and firing events that may be of interest to one or
more event consumers. The processing of events can be as simple as employing opera-
tions that select events based on certain criteria and discard irrelevant events. Or, it may
involve passing an event through multiple complex phases of processing such as trans-
forming an event instance to a new form or looking for patterns in collections of events.
These aspects result in the emergence of a many-to-many communication pattern that
involves various types of mediating operations to be performed over a scattered flow of
events. Ensuring the dissemination of event notifications to all interested consumers de-
mands explicit configurations for event routing throughout what can be viewed as a mesh
network of services. Hard-wiring such interactions while ensuring effective and efficient
event processing and distribution can become challenging, especially when the number

of interacting services and the complexity of event processing operations increases.

A dedicated event processing platform offers a way for separating the event processing
logic from the application logic [2]. This is facilitated through an event router or broker
component that consolidates event processing operations and decouples the interaction
between event producers and consumers. As depicted in Fig. 2.2, such platforms usu-
ally provide a language (i.e. rules) for expressing event processing logic, a run-time
to execute event processing logic, and an event distribution mechanism. Each of these
functionalities contribute to increasing the agility of building, managing, and operating

event-driven architectures.



To facilitate effective event processing, high level programming abstractions are in place
to allow for provisioning updates to the event processing engine for detecting various
types of events. Such abstractions enable the detection of events at a higher level than
those provided by conventional programming languages. In terms efficiency, having
event processing logic reside outside interacting services allows for employing techniques
to scale the system and to cope with an increasing number of event producers and
consumers. For instance, certain costly event processing operations can be allocated
additional resources to elevate bottlenecks and improve efficiency. Aside from functional
requirements, a dedicated event processing platform allows users to have more control

over non-functional requirements such as reliability, availability, and security.

Dedicated event processing platforms tend to be more concerned with real world events
and their corresponding representation and detection within a computerized environ-
ment. Common applications include monitoring energy consumption, identifying anoma-
lous behaviours in manufacturing equipment, and detecting traffic accidents or violations
within a traffic management system. Event processing applications can be grouped into
various categories such as observation, information dissemination, dynamic operational
behaviour, active diagnostics, or predictive processing [73]. As such, there are several
implementations of event processing platforms that usually pair with the type of event
processing application they best attend to. Despite having a common goal, these systems
differ in a wide range of aspects, including architecture, data models, rule languages, and
processing mechanisms [2]. In what follows we outline three known solutions, namely,
the publish /subscribe communication model [23], the data stream processing model [79],

and the complex event processing model [80].

2.2.2.1 Publish/Subscribe Systems

The publish/subscribe communication model provides a framework for exchanging mes-
sages coined events between dispersed communicating end-points. A human agent or an
automated service interact with a broker component by registering themselves as either
publishers of information or subscribers interested in receiving information (Fig. 2.3).
The system is mainly responsible for managing user subscriptions, matching incoming
events against registered subscriptions, and disseminating events as notifications to in-
terested subscribers. The matching process can either filter events on the basis of preset
event groupings, e.g., Scribe [18] and Bayeax [34], or on the basis of the actual content of
individual events, e.g., Siena [15], Padres [69], and Hermes [17]. Common applications
fall under the observation and information dissemination categories. For instance, stock
trading platforms use a publish/subscribe system to monitor the stock market and send

real-time updates to traders about current bid and ask prices, trading volumes, or stock
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indices. Traders submit subscriptions specifying certain stock names, prices ranges, or
target volumes, and receive event notifications as soon as the constraints they specified

are met.

2.2.2.2 Data Stream Processing Systems

Events in the real world come at different levels of abstraction. For example, an increase
in energy consumption in manufacturing equipment is a high-level event that can either
signify an underlying problem or can be simply due to an increase in production. A
low-level event usually shows symptoms in the form of higher-level events. The real-
time detection of low-level events requires processing streams of data that may contain
information that we would not normally view as events. A stream processing plat-
form provides an event processing framework based on a data flow model. Distributed
data stream processing engines, such as, Borealis [81], Storm [82], Spark [83], and Flink
[84], create a Directed Acyclic Graph (DAG) of operators and inject data streams into
the processing graph. They expose programming abstractions based on functional pro-
gramming languages to build operators. The processing pipeline follows an on-the-fly
processing model comprising multiple tasks that can be performed serially, or in parallel
[85]. Tasks are performed by operators that implement actions such as aggregations,
transformations (e.g. map, filter, and groupBy), predictive analytics, enrichment, or in-
gestion. Insights drawn by the system are either disseminated to end-users in the form of
push notifications, visualized via dashboards, or fed into automated services that trigger

subsequent processing logic.

2.2.2.3 Complex Event Processing Systems

Complex Event Processing (CEP) is concerned with identifying and responding to low-
level occurrences that present in the form complex patterns in collections of events

[86, 87]. A CEP engine continuously matches incoming event streams against patterns



defined by event consumers. This is facilitated via built-in operators such as time or
count windows that capture and retain sequences of events over a period of time or a
number of events from one or multiple event sources. Conversely to stream processing,
CEP engines expose an SQL-like query language for event consumers to write queries
that describe conceptual or temporal event relations. As a consequence, their processing
model relies on the ability to specify composite events through event patterns that
match incoming event notifications on the basis of their content and on some ordering
relationships between them. For instance, a publish/subscribe system is capable of
notifying subscribers about the current price of a certain stock, whereas, a CEP system
would be able to identify patterns in stock price oscillations over a period of time. Such
patterns allow the system to detect lower-level events that would aid applications with

predicting possible future variations in the price of a stock.

2.3 Elements of a Publish/Subscribe System

The publish/subscribe communication pattern lays the foundation for event-driven in-
teractions. It provides a simple and effective communication model that allows data
producers and consumers to exchange events without the need to address each other
directly. The decoupling aspect makes this type of communication a natural fit for
building and operating large-scale and dynamic distributed systems. Interacting com-
ponents have the ability to exchange encapsulated units of information while maintaining
full decoupling across time, space, and synchronization [23]. There are several prominent
research solutions that use the paradigm to tackle various types of applications rang-
ing from information dissemination [88] and group communication [89], to information
level interoperability in smart environments [90], coordinating distributed transactions

in micro-service architectures [91], and workflow management [70].

A distributed publish/subscribe system is often comprised of a set of nodes over a
communication network. Nodes are organized into an application-level overlay on top
of an underlying physical network. The exchange of events between clients takes place
through the overlay network. Nodes in the overlay match incoming event streams against
managed subscriptions and route matching events towards interested subscribers. In
what follows, we discuss variations and trade-offs in the design and implementation of

distributed publish/subscribe systems (Fig. 2.4).
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FIGURE 2.4: Distributed Publish/Subscribe Layered Architectural Model [3]

2.3.1 Language Model

One of the central features of a publish/subscribe system is its expressiveness. This
aspect essentially constrains or promotes the degree of control subscribers have over the
selectivity of the event matching process. The language model of a publish/subscribe
system dictates the structure of events and subscriptions and introduces the operators

used for matching. The following language models can be identified:

2.3.1.1 Topic-based model

In the Topic-based model, publishers submit events after associating them with a specific
topic. A topic is a simple character string symbolising a logical channel that connects
publishers to their respective subscribers. A subscriber declares its interest in a topic
and receives events related to that topic. A topic can either be included as part of an
event or a subscription or it can be addressable in the form of a channel created inside the
event matching engine. This model is the earliest and simplest form of publish /subscribe
communication. It is known to be highly scalable due to its resemblance to IP multicast
where data traffic is addressed to a group of recipients. This aspect simplifies event
routing which often takes the form of epidemic broadcast or multicast trees connecting
nodes that deliver events under the same topic to a group of subscribers [92]. Certainly,
the topic-based model is a natural fit when the event space is inherently divided into

groups of events that can be mapped to distinct communication channels. Examples of



systems that employ this model include Scribe [93], Bayeux [34], Tera [94], Poldercast
[19], and Lipsen [95].

The limitation of this model lies in its low expressiveness. Its simplistic approach falls
short in contexts where subscribers are only interested in a subset of all events submitted
under a specific topic. Some solutions tackle this limitation through the use of topic
hierarchies that store nested relationships between topics [96, 97]. A parent topic in the
hierarchy groups together events submitted under related sub-topics. As subscribers go
down topic hierarchies, they are in a sense employing more granular filters over what
events they want to receive. Such hierarchies need to be manually constructed and made

available as rule-bases that dictate the flow of events.

2.3.1.2 Content-based model

In the content-based model, subscribers have the ability to specify filters over the con-
tents of events. Events usually follow a fixed structure or schema consisting of a set of
tuples. Each tuple comprises an attribute-value pair and each attribute has a name and
a type. The type can be any of the basic data types commonly found in programming
languages, such as integers, strings, or floats. Subscriptions are often comprised of a con-
junctive set of predicates that specify constraints over the values of attributes present in
events. Constraints commonly include basic comparison operators (i.e. =,<,>, <, >).
Generally, an event whose attributes hold values that match all the constraints imposed
by a subscription is considered to be a match and disseminated towards the issuing sub-
scriber. Examples of existing content-based publish/subscribe solutions include Padres

[69], Siena [33], Hermes [17], and Meghdoot [35].

The high expressiveness of this model comes at the expense of higher resource consump-
tion when evaluating incoming events against registered subscriptions. The complexity
of event matching algorithms is influenced by several factors that include the follow-
ing: (1) The number of possible attributes an event may carry, (2) the range of values
included in subscription predicates, (3) whether attribute values are discrete or continu-
ous, and (4) whether attributes have well defined domains of values [31]. Solutions often
resort to predicate indexing schemes [33] and tree-based algorithms [98] to speed up and
scale the matching process. Kale et al. [99] provides an analysis of various content-based

event matching algorithms.



2.3.1.3 Concept-based model

The models discussed thus far perform exact string comparisons between the terms
mentioned in events and subscriptions. For the matching scheme to work, publishers
and subscribers have to establish an explicit agreement on the structure and semantics
of exchanged events. The concept-based model extends the expressiveness of content
and topic-based systems by incorporating conceptual hierarchies that retain semantic
and syntactic relationships between addressable concepts. The use of such hierarchies
loosens the agreement between publishers and subscribers on naming conventions and
allows them to use related terms to describe the same semantic concepts. The main
functionality of this semantic matching model can be illustrated in the following example.
If a user is interested in receiving periodic updates on the ’energy consumption’ of
various equipment in a manufacturing environment, the publish /subscribe system should
not only match events that contain the same phrase, but also events that contain the
terms ’energy usage’ or 'power consumption’. Popular solutions that propose a semantic
matching model based on conceptual hierarchies include works by Petrovic et al. [56, 72],
and Zeng et al. [100].

The limitation of this model lies in the associated cost coming from establishing seman-
tic agreements. More precisely, building a concrete and encompassing conceptual model
may require a lot of time and manual work from domain experts. Additionally, con-
ceptual models, such as ontologies and knowledge graphs, provide a syntactic structure
that models the semantics of a particular domain. Tying the event matching process to

a specific conceptual model limits its re-usability with different models of meaning [55].

2.3.2 Overlay Infrastructure

The initial vision of the internet was to create a medium of interaction between individ-
uals around the world by creating a global communications network connecting smaller,
geographically dispersed, and heterogeneous computer networks. The internet rapidly
transformed into a widespread information infrastructure that has to guarantee high
levels of performance, availability, scalability, and security. The invention of the world-
wide-web in 1989 [101], followed by the emergence of distributed internet applications
such as e-commerce, social networks, real-time video conferencing, and most recently,
the Internet of Things, has lead to a massive increase in the amount of daily generated
data traffic. The ever-growing data ecosystem surrounding modern internet applica-
tions imposed stringent requirements on an underlying communications infrastructure

that inherently lacked the capacity to meet such demands.



Redesigning and updating legacy infrastructure to cope with today’s needs presented
a costly and failure prone approach. Instead, research efforts resorted to the use of
virtual networks, i.e. overlay networks [102], by following the same concept as creating
a virtual machine as an abstraction layer over computer hardware. A virtual machine
allows the hardware elements of a single computer, i.e. processors, memory, and stor-
age, to be divided into multiple virtual computers. An overlay network on the other
hand abstracts network infrastructure by allowing computers to implement networking
functionalities such as content routing and transport at the application level. Nodes in
an overlay network are connected via virtual or logical links, each of which corresponds
to a path, perhaps through many physical links, in the underlying network. For in-
stance, distributed systems such as peer-to-peer networks and client-server applications

are overlay networks because they run on top of the internet.

There are plenty of examples of overlay networks that target various requirements im-
posed by modern distributed applications. Content Delivery Networks (CDNs) [103, 104]
are comprised of geographically dispersed servers and data centers that work together
to provide fast delivery of cached internet content. When a user requests content from
a website, such as Netflix, Facebook, or Amazon, if the content is cached on a CDN, the
request is redirected to the nearest server hosting the cached content. Another example
is Resilient Overlay Networks (RONs) [105], this type of overlay allows for the detection
of path outages by monitoring the underlying physical links that make up a single virtual
link and choosing the optimal paths to deliver application-specific content. The ability
to route content at the application level allows such networks to recover from failures
in a few seconds as opposed to underlying wide-area routing protocols that take several
minutes to recover. In the following, we present three popular types of overlay networks
that are commonly used for information dissemination and group communication by

overlaying a publish/subscribe service atop their routing substrates (Table 2.1).

2.3.2.1 Federated Broker Overlays

Broker networks are a popular solution for medium to large-scale content-based publish /-
subscribe systems with prominent research solutions that include TIB/RV [97], SIENA
[33], PADRES [69], REDS [106], Gryphon [107], and JEDI [108]. Such overlays follow
the client-server communication model and are usually comprised of a group of servers,
commonly referred to as brokers. Each broker implements event matching and routing
functionalities. Clients can join through any broker and take on the role of publishers
that submit events or subscribers that express their interest in receiving events. Event
routing decisions are not based on destination [P-addresses but on the content of events

and the locations of subscribers that have expressed an interest in that content.



Event routing solutions targeting broker overlays can be classified into three main cat-
egories: Flooding algorithms, Filtering-based algorithms, and Multicast-based algo-
rithms. Flooding algorithms can be further classified into subscription flooding and
event flooding approaches. Such approaches are resource intensive especially in cases
where high numbers of subscriptions and events are disseminated into the entire system.
Filtering-based algorithms are generally based on building selective paths based on ad-
vertisement flooding and a reverse path selective propagation of subscriptions towards
publisher-end brokers. Multicast-based approaches are generally based on grouping sub-
scriptions based on similarities and intersections into cluster groups. Each publication
is matched once to determine the matching multicast group(s) to which the message
should be dispatched.

Flooding Approaches are known to be the earliest and most trivial solution to event
routing with solutions such as Medym [109] and Elvin [110]. In the case of event flooding,
events are broadcasted into the entire system, whereas subscriptions are only stored at
subscriber-end brokers. Each broker evaluates received events against local subscriptions
and dispatches matches to interested subscribers. This approach does not scale well due
to its high messaging overhead, many brokers constantly receive events that have no
local interest, which would eventually be faced with bandwidth limitations. In the
case of subscription flooding, every broker would be aware of all the subscriptions that
exist in the system. Once a broker identifies a matching event, it is dispatched to
the corresponding subscriber-end broker via a one hop routing strategy. The obvious
drawback of this approach is that the matching algorithms must scale to very high
numbers of subscriptions. Furthermore, in cases where subscribers are highly dynamic,
subscription and unsubscription messages would be constantly flooded throughout the

system, which leads to noticeable spikes in messaging overhead.

Filtering-based routing is the most popular approach for event routing in broker overlays.
Solutions include Siena [15] and Padres [69]. This approach is based on a deterministic
propagation of subscriptions along reverse paths towards publisher-end brokers. More
precisely, upon arrival of a publisher, it submits an advertisement message containing
schematic information about events it is going to publish. Advertisements are then
broadcasted and maintained in subscription routing tables at all brokers. As brokers
receive subscription messages, they are first evaluated against locally stored advertise-
ments, and if matched, they are recursively back-propagated towards the neighboring
brokers that sent the matched advertisements. Following this selective propagation of
subscriptions, every publisher-end broker would ultimately hold subscriptions that are
only interested in its locally connected publishers. The only drawback of this approach
is that to avoid the overhead of sending matching state along with matched events (e.g.

the IDs of matched subscriptions), approaches implement highly optimized matching



algorithms to redundantly match subscriptions along the paths towards interested sub-

scribers.

Multicast-based event routing, also referred to as the channelization problem [111-113],
divide the content space into multiple regions in a multi-dimensional space (the number
of dimensions is equal to the number of event attributes). Typically, the ranges of each
attribute would be bounded. Subscriptions are then assigned to different partitions. As
a result, matching and transmission of a publication message happens at most once,
thus incurring minimal delivery delay. However, compared to the filter-based approach,
subscribers in a multicast group may receive unwanted publications because subscribers

with even slightly different interests may still be assigned to the same group.

2.3.2.2 Structured Peer-to-peer Overlays

Structured peer-to-peer networks were originally motivated by systems such as Freenet
[114], Gnutella [115], and BitTorrent [116]. Such systems took advantage of resources
distributed across the Internet to provide decentralized, collaborative, and large-scale
file-sharing systems. Such networks are built on the basis of Distributed Hash Tables
(DHTSs). Just like hash tables (hash maps), DHTs are used to store and retrieve key-
value pairs. All keys in a DHT follow a consistent format and every node in the network
is responsible for a partition of the key-space with well defined boundaries. The resulting
overlay is a logical organization of nodes that often takes the shape of specific toplogies
such as rings, hyper-cubes, or trees. The formation of such topologies mimics the struc-
ture of underlying virtual key-spaces. DHTs are characterized by being decentralized,
highly scalable, and self-organizing, coping naturally with churn (i.e. node joins and

departures), and are resilient to node failures.

Research solutions such as Chord [117], Pastry [6], CAN [7], and Kademlia [5], all offer
Key-based Routing primitives (KBRs) that route a message m with key = to the node
responsible for key x in a relatively small number of routing hops. The routing scheme
works by iteratively finding closer nodes to z until the target node is identified. This
requires that each node maintains enough information about nodes responsible for key-
space partitions thus allowing for deterministic routing. Routing primitives work by
hashing the identifier of a data item and mapping it to a location in the key-space. By
choosing a large enough size of the key-space along with an appropriate hash function,
solutions can guarantee the uniqueness of each generated key. Hence, KBR primitives
guarantee an exact-match every time a participant attempts to store or retrieve a data

item.



Federated Broker Overlays | Peer-to-Peer Overlays
Examples Siena [15] Scribe [18], Hermes [17],
and Padres [16] and Tera [94]
Governance Semi-centralized Fully decentralized
Interaction Model Client-Server Peer to Peer
. Dynamic and
Topology Static sel}g—organizing
- . Requires churn
Reliability High handlicrllg mechanisms
Scalability Dozens of nodes Thousands of nodes
. Flooding, Filtering-based, Rendezvous-based
Routing . .
and Multicast-based and Gossip-based

TABLE 2.1: Federated Broker Overlays vs Peer-to-Peer Overlays

The underlying key-based routing primitive is in itself useful for other types of appli-
cations aside from file sharing. A KBR primitive can be very conveniently used to
dynamically construct group spanning trees. If a group of nodes route to the same key,
the union of their paths form a spanning tree that can be persisted and maintained.
This method was used by Bayeux [34] and Scribe [18] to construct peer-to-peer topic-
based publish/subscribe systems. The node responsible for the target key (i.e. Topic)
forms the root of the spanning tree while subscriber nodes form the leaves to the tree.
Event routing solutions in structured peer-to-peer networks rely on the exact-match
property offered by the underlying lookup function to employ rendezvous-based routing
approaches. Baldoni et al. [3] describe rendezvous-based routing as a two phase process:
a publisher sends their events to a set of nodes, named rendezvous nodes, which match
them against the subscriptions they host. Content-based event routing often works by
mapping attribute-value pairs present in exchanged events and subscription predicates
to the same location in the network. Examples of content-based systems built on top
of a structured peer-to-peer overlay include Hermes [17], Meghdoot [35], PastryStrings
[118], and Prefix Hash Tree [119].

2.3.2.3 Unstructured Peer-to-Peer Overlays

Unstructured peer-to-peer overlays organize nodes into a random structure that often
takes the form of a mesh network. Each node in the network is connected to a subset of
all the other nodes, irrespective of their ID or location. Such overlays leverage gossip-
based protocols to design membership management protocols that facilitate building
random graphs with a few basic properties. Random overlay construction algorithms
strive to maintain (1) a low overlay diameter, (2) bounded node degrees where each
node should be aware of a maximum preset number of neighbours, and (3) the overlay

should remain highly connected in the case of node departures or failures. The basic idea



behind gossiping protocols is based on a cyclic (periodic) or reactive random pairwise
exchange of information between nodes. Each node maintains a partial view of the
network which consists of the contact information (i.e. IP addresses and port numbers)
of a subset of all the other nodes. The partial view of a node establishes neighbouring
relationships with other nodes. It is constantly updated via a basic swapping procedure
where nodes exchange part of their partial view with other nodes in the network. For
scalability, partial views should be considerably smaller than the size of the full network,
for instance, several solutions resort to having the partial view size grow logarithmically
in proportion to the number of nodes in the network [120]. The dynamic nature of such
protocols, with partial views constantly being updated, ensures high resilience to churn

(i.e. nodes joining and leaving) and node failures.

Gossip-based routing protocols work in an epidemic manner, such that, if a node wants
to send a message m, it broadcasts m to some of its neighbours. Upon reception of
m, neighbouring nodes repeat this process until a preset path length is reached [92].
Gossip-based membership management protocols such as SCAMP [121], T-man [122],
Cyclon [123], and HyparView [124] construct dynamic unstructured overlay networks
without imposing constraints on the overlay structure. The randomized creation of
such overlays results in a highly flexible organization of nodes that can be tuned to
accommodate for various applications involving information dissemination and sharing

between geographically dispersed and autonomous entities.

Conversely to structured peer-to-peer overlays, unstructured overlays are not ideal for
ID-centric search queries and selective routing strategies, as there is no correlation be-
tween the identifiers of nodes that establish neighboring relations. However, their ran-
dom nature has been exploited to build large-scale decentralized publish/subscribe sys-
tems. Popular approaches such as Tera [94], SpiderCast [125], Vitis [68], Poldercast [19],
Stan [126], and Rappel [127], propose membership management protocols to support the
dissemination of events in topic-based publish/subscribe systems. Such protocols work
by constantly evolving and fine-tuning the topology of the overlay to create efficient
data dissemination structures such as multicast trees or connected clusters of nodes
with shared interests. The dynamic construction of such groupings of nodes is often
followed by a selective flooding routing strategy where events are disseminated to all

members of a single group.

2.4 Internet of Multimedia Things

Throughout the past two decades, many research efforts have been dedicated to a promis-

ing paradigm, widely referred to as the Internet of Things (IoT). The origins of the term



come from the work of the Auto-ID Labs at the Massachusetts Institute of Technology
(MIT) on networked radio-frequency identification (RFID) infrastructures [128]. There
have been plenty of attempts to define what the term ”Internet of Things” actually
means, we resort to a semantic elaboration that defines it as ‘a world-wide network of
interconnected objects uniquely addressable, based on standard communication proto-
cols” [129].

The fundamental objective of the 10T is to collect and analyse data from the physical
world in order to derive insights that feed into daily decision making processes. The
IoT is comprised of physical objects that are equipped with sensors and with the abil-
ity to interact with the physical environment and with each other. In traditional IoT
deployments, physical things are monitored via sensing devices with wide ranging sens-
ing capabilities that vary across a wide spectrum of information to be stemmed from
the physical world. Most sensing devices measure quantifiable physical properties, such
as temperature, speed, and pressure. Such measurements often fall within well-defined
numerical ranges and require minimal pre-processing steps before being presented in a
human-readable format. On the contrary, qualitative physical properties, such as traffic
collisions, formation of crowds, and PPE compliance, are descriptive in nature and often
require significant knowledge extraction steps upon sensing and before being transformed

into a human-readable format.

The Internet of Multimedia Things (IoMT) concerns observing the aforementioned qual-
itative physical properties from the environment and their acquisition and integration
into multimedia-based services and applications. Alvi et al. [130] define the IoMT as an
emerging paradigm in which smart heterogeneous multimedia things can interact and
cooperate with one another and with other things connected to the Internet to facili-
tate multimedia-based services and applications. In what follows, we elaborate on the
inherent characteristics of multimedia data traffic and the associated architectural and
processing requirements that led the research community to draw a distinction between

this paradigm and the IoT.

2.4.1 Multimedia Data vs. Scalar Data

Multimedia sensor networks in the IoMT collect multimedia data such as digital images,
video, and audio, along with scalar data. Scalar data is characterised by having a single
value that can be of any data type commonly found in programming languages such as
strings, integers, or floats. On the contrary, multimedia data is multidimensional, often

represented using information dense data structures (e.g. matrices, cubes, or graphs)



Scalar Data Multimedia Data
Temperature, pressure, Raw Images,
Fxamples or humidity reading Video, or Audio
Size Single Value Bulky
(e.g., integer, float, string) (e.g., cube, matrix, graph)
Format Structured / Semi-structured Unstructured Native
(e.g., RDF, CSV, JSON) Formats (e.g., JPEG, WAV, AVI)
Relational / Graph Databases
Storage and Data Warehouses Data Lakes
. Requires mining
Querying SQL, GraphQL, MySQL features and patterns

TABLE 2.2: Multimedia Data vs. Scalar Data

that hold a multitude of attributes and features. Unlike scalar data, multimedia data is

bulky in nature and rich in content (Table 2.2).

Scalar data can be easily fit into a predefined schema or structure (e.g. RDF, CSV,
JSON, etc.). Querying scalar data is widely supported with a plethora of query lan-
guages that target different forms of data stores ranging from relational databases to
graph databases and many more (e.g. SQL, MySQL, GraphQL, etc.). Whereas, multi-
media data is usually stored in native unstructured formats. Querying multimedia data
requires mining features and patterns that can be transformed into addressable semantic
concepts. Multimedia data mining is a multidisciplinary field that concerns the extrac-
tion of interesting patterns from multimedia content. It integrates image processing and
understanding, computer vision, natural language processing, data mining, and pattern

recognition.

2.4.2 Multimedia Event Processing

Multimedia event processing concerns the representation, identification, detection, and
response to events that present in the form of multimedia content [36, 131, 132]. For
example, the detection of traffic accidents by processing live video streams from cameras
monitoring highways is one of many instances of loMT-based multimedia event process-
ing applications. In this thesis, we focus on multimedia event processing in the context
of publish/subscribe systems. Connecting sensing devices to the internet is at the core
of many IoMT applications and plays an immediate role in facilitating the acquisition
and on-the-fly processing of data for real-time applications such as Autonomous Driv-
ing, Traffic Management, and Smart Agriculture. The scalability and interoperability
offered by the publish/subscribe communication pattern has proved beneficial for con-

necting heterogeneous sensing devices and actuators to each other and to the internet.



There are many publish/subscribe protocols being used in IoT applications today, per-
haps most notably MQTT [90] and DDS [133] but there are numerous others.

2.4.2.1 Multi-Agent Systems

Alvi et al. [130] emphasise the need for Multi-agent systems to facilitate the objectives
of distributed IoMT applications and integrate heterogeneous services. A Multi-agent
system can be defined as a loosely coupled network of autonomous self-organizing soft-
ware agents that cooperate to solve problems that are hard to tackle in monolithic
systems [134]. We argue that the objectives of Event-Driven Architectures (discussed in
section 2.2.1) align perfectly with the proposed multi-agent processing model. Conse-
quently, a distributed multimedia event processing system should enable the following

functionalities:

e Service Composition: The integration of various heterogeneous services that can
be built on the basis of the same or different multimedia content. This functionality
allows for the reusability of data acquired from heterogeneous multimedia networks
and sensor infrastructures. It also entails the customization of multimedia-based
services according to user preferences, available compute and storage resources,

and various Quality of Service (QoS) requirements [131].

e Extraction of Semantic Concepts: The extraction and materialization of nec-
essary information and patterns from large amounts of multimedia data. The
unstructured nature of multimedia content demands the need for deriving useful
semantic information via the cooperation of multiple agents implementing Ar-
tificial Intelligence (AI) models with a wide spectrum of knowledge extraction

capabilities [36, 135].

e Content Sharing and Delivery: Traditional point-to-point communication
models would not be able to fulfil user Quality of Service (QoS) requirements and
strict bandwidth constraints due to the multiplicity of multimedia data sources
and the high bandwidth requirements of multimedia content. A many-to-many
communication model that decouples the production and consumption of multi-
media content and allows for the seamless cooperation of participating agents is

prime to the full realization of the IoMT.
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FIGURE 2.5: Dimensions of De/coupling in publish/subscribe systems [4]
2.4.2.2 Semantic Coupling in Publish/Subscribe Systems

EDASs rely on event-driven interactions to maintain long-running asynchronous process
capabilities [78]. Unlike the request/response communication pattern, participants in
an event-driven interaction are decoupled in space, time, and synchronization [23] (Fig.

2.5).

e Space decoupling means that event producers and consumers do not need to

know of each other.

e Time decoupling means that event producers and consumers do not need to be

active at the same time.

e Synchronization decoupling means that event producers and consumers are

not blocked while producing or consuming events.

Yet, participants are tigtly coupled by the structure and semantics of exchanged events.
Semantic coupling poses a challenge to scalability in IoT’s highly semantically hetero-
geneous and dynamic environment [136]. Such challenges are further exacerbated by
the wide semantic spectrum of heterogeneous multimedia content from the IoMT. The
decoupling aspects have been useful for enabling service composition in Event-Driven
Architectures. However, to fully enable content sharing and delivery in the IoMT, the

publish /subscribe communication model has to offer native support for multimedia event
types.
Multimedia Event Types: Participants in a publish/subscribe interaction are tightly

coupled by the semantics of exchanged events [55, 57]. For the matching scheme to

work, event producers and consumers have to reach an explicit agreement on the terms



used to describe exchanged content. Establishing explicit agreements on structure and
semantics has previously presented no issues when applied in closed environments with
well defined semantics such as Stock trading platforms. The attributes that subscribers
may be interested in, such as, a Stock’s name, symbol, price, or volume, are well defined
and easy to agree upon throughout the system [16]. However, as the nature of events
departs from structured textual and numerical values to unstructured and heterogeneous
multimedia content, e.g., images, audio, and video, from the IoMT, such an agreement
becomes much harder to achieve and much costlier. For instance, querying video content
often requires a pre-processing step that materializes all the necessary information in
the form of object labels, relationships, and attributes [37, 131]. The terms (labels)
used to describe exchanged content come from image datasets used to train Computer
Vision models. Popular datasets, such as, ImageNet [26], Openlmages [137], and Visual
Genome [138], cover tens of thousands of labels. The scale of the content space gives

rise to a semantic boundary between IoMT publishers and subscribers.

2.4.2.3 Semantic Coupling in DHTs

The dynamic and self-organizing nature of peer-to-peer infrastructures makes them a
great fit for providing compute, storage, and communication, functionalities for large-
scale dynamic environments such as the IoMT. Quite conveniently, parallels can be
drawn between information exchange and sharing in the IoT and the traditional peer-
to-peer interaction model. Korzun et al. [139] argues that every smart device, sensor,
actuator, or analytics process, could be represented by a corresponding agent (or peer)
in an overlay network. Services then emerge as a result of cooperative work of multiple
agents in the smart environment. Each agent contributes to the service by sharing its

portion of knowledge from the surrounding physical environment.

Structured peer-to-peer overlays have often been favored over unstructured overlays to
implement content-based publish/subscribe systems [66]. Solutions employ consistent
hashing and rendezvous routing by mapping the attribute space of the latter to unique
identifiers in the identifier space of the former. Rendezvous routing allows two messages,
e.g., a query and a data item, both addressing the same unique identifier, to meet at the
same node in the network, called rendezvous node [3]. However, a slight inconsistency in
the naming of attributes as specified by publishers and subscribers can result in mapping
conceptually matching content to distant locations in the network. The problem can
be attributed to the underlying logical key-space with no physical properties. A hash
function is often used to map data items to identifiers that are merely logical pointers
with no meaningful relationship to the data they represent. As an example (Fig. 77), an

event that describes a car collision as follows {’vehicle’, ’crash’}, might fail to coincide
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with a subscription that specifies a conceptually very similar expression as follows {’car’,
‘collision’}. Hashing the terms ’car’, vehicle’, ’crash’, and ’collision’, will result in four
unique identifiers (hashes) mapped to locations in the space following a uniform random
distribution. Hence, the probability of the event rendezvousing with the subscription at

the same node is exceptionally low.

2.4.3 Fog and Edge Computing

The enormous growth of multimedia sensing devices in the IoMT has emphasised the
need for bringing additional functionality that deals with the bulky nature of multimedia
content. The high compute, memory, and storage resources required to process such
content necessitates transporting all data from physical assets to the cloud for storage
and advanced analysis. Once in the cloud, the data is used for cognitive prognostics. Due
to the high bandwidth requirements associated with transporting multimedia content to
the cloud, recent research efforts have been focusing on bringing the processing of such
content closer to the network’s edge, in close proximity to the physical location where

the data was created.

Edge computing [140, 141] comprise network and system architectures that attempt to
collect, analyze, and process data from physical assets more efficiently than traditional
cloud architectures. These architectures share similar objectives which include reducing
the amount of data sent to the cloud, decreasing network and Internet latency, and
improving system response time in remote mission-critical applications [142]. Fog com-

puting, a term created by Cisco, also refers to extending computing to the edge of the
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network [143]. This is realized via compute and storage nodes (i.e. fog nodes) that are

spread out along the continuum between the things and the cloud (See Fig. 2.6).

The sensing and perception capabilities offered by IoT and IoMT smart environments
create the data and knowledge on which daily decisions are made. These are used by
the reasoning and decision-making technologies to deliver; edge, fog, and cloud-based
decision making, planning, search and optimization in systems, and the multilayered
decision-making necessary for Al, data and robotics systems operating in complex en-
vironments [144]. We adopt the fog and edge computing paradigms as enablers for
peer-to-peer Ambient Intelligence (Aml) services in IoMT smart environments. Ko-
rzun et al. [39] defines Aml services in IoT environments as intelligent software agents
that help orchestrate all aspects of an environment. For instance, resource constrained
edge devices may implement IoMT publisher or subscriber functionalities, whereas, fog
nodes may implement more resource intensive tasks such as multimedia data mining,
knowledge extraction, and multimedia event processing. Fitting fog and edge nodes with
publish/subscribe many-to-many communication capabilities is a crucial requirement for
supporting the dissemination of multimedia content generated by IoMT physical things

to a diaspora of real-time applications at internet scale.

2.4.4 Computer Vision

Computer Vision is the field of Artificial Intelligence (AI) that allows computers to
replicate parts of the complexities of human vision. It enables computers to interpret
and identify objects in images and videos. Until recently, computer vision only worked in

limited capacity. Due to advances and innovations in deep learning and neural networks,
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the field has grown in recent years and has been able achieve outstanding accuracy in

some tasks related to detecting and labeling objects.

2.4.4.1 Image Understanding

Image understanding is the process upon which a computer program analyses an image
and interprets whats happening or visible inside of it. Several Computer Vision methods
can extract high-level semantic information that describe human-recognisable objects or
regions within an input image. Ultimately, the extracted descriptions are useful for
taking subsequent decisions or actions. Two of the most common and useful knowledge
extraction tasks in Computer Vision today are Image Classification and Object Detection
(see Fig. 2.7).

Image Classification is where an algorithm analyses an image and identifies the class it
belongs to. The algorithm often returns the probability of the input image belonging to
a class. A class is essentially a label, representing a semantic concept, for instance, ‘car’,
‘person’, ‘sky’ and so on. For example, you input an image of a car, Image Classification
is the process of the computer analysing the image and telling you it’s a car along with

a score that signifies the confidence or the probability of this classification.

Object Detection entails the identification and localization of objects that exist in
an input image. An algorithm analyses an image and places bounding boxes on all the
human-recognisable objects that appear. An object is a boxable semantic concept such
as a ’car’, 'person’, 'dog’, or ’table’. Essentially, this process breaks up an image into
blocks similar to a grid and tries to assign each of the blocks to a class. Object Detection
is commonly used in applications such as face detection, activity recognition, or vehicle

counting.



2.4.4.2 Deep Learning

Common Computer Vision tasks have been traditionally tackled using hand crafted fea-
tures like SIFT [145]. Features had to be identified by a domain expert to reduce the
complexity of the data and make patterns more visible to learning algorithms. The
quality of features limited the performance of such models and prevented them from
scaling to complex representations. Efforts to scale these algorithms on larger datasets
have reached a breakthrough in 2012 during the ILSVRC competition [146], which in-
volved, the task of classifying an image into one of thousand categories. For the first
time, a Convolutional Neural Network (CNN) commonly known as AlexNet [26] brought
down the error rate on that task by half, beating traditional hand-crafted approaches.
AlexNet was then followed by a plethora of optimizations and architecture modifications
for better performance with solutions such as VGGNet [43], Inception [42], and ResNet
[41]. The biggest advantage with Deep Learning algorithms is that they try to learn
high-level features from data in an incremental manner. This eliminates the need of

domain expertise and hard core feature extraction.

As shown in Fig. 2.8, a CNN is composed of multiple layers, such as convolution layers,
pooling layers, and fully connected layers, and is designed to automatically and adap-
tively learn spatial hierarchies of features. It uses a three-dimensional neural network
to process the Red, Green, and Blue elements of the image at the same time. This con-
siderably reduces the number of artificial neurons required to process an image. During
the training process, a CNN receives many ’examples’ of images that belong to a target
class, after several iterations, a classifier is created and used to employ an inference task
on unseen images. Inference is the second phase, in which the model is put into action on
live data to produce actionable output such as classifying an image or placing bounding

boxes over detected objects.

This brief overview is not intended to cover all the works proposed in the literature,
neither to provide a thorough explanation of the inner workings of deep learning algo-
rithms. It was introduced mainly for the sake of completeness, since the focus of our
work is on the adaptation of such models to work within a distributed publish/subscribe
system. A formal analysis and comparison of deep neural network models can be found
in [147].

2.5 Summary

In summary, this chapter introduced and discussed the event processing paradigm and

the different forms of dedicated event processing platforms that fall under its umbrella. I



went on to discuss the publish/subscribe communication model in detail, shedding light
on its various language models, distributed implementations spanning semi-centralized
broker overlays and full decentralized peer-to-peer overlays, and the routing strategies
identified in the literature. Furthermore, the Internet of Multimedia Things is intro-
duced as a prominent source of large amounts of multimedia content that need to pro-
cessed in real-time and fed into a plethora of distributed applications. I break down
the inherent features of multimedia data and the gaps in current event processing in-
frastructures while highlighting the need for multimedia event processing platforms that
support service composition, multimedia data mining and analytics, and content sharing
and delivery. Finally, fog and edge computing infrastructures are discussed, in addition

to methods and techniques for image understanding in modern computer vision.






Chapter 3

Problem and Motivation

3.1 Introduction

In this chapter, I delve into and motivate the various research problems tackled in this
thesis. In section 3.2, the main objective of supporting multimedia content as native
event types in distributed publish/subscribe systems is introduced and the associated
challenges are identified. Section 3.2.1 motivates the case for decentralized and highly
scalable peer-to-peer overlay networks via a scenario relating to traffic management
based on processing video streams from the Internet of Multimedia Things. In section
3.2.2, the case for broker overlays is motivated via a scenario concerning the dissemina-
tion of multimedia events relating to clothing classification and clothing item retrieval.
Following that, section 3.3 details how the problem manifests itself under a federated
broker overlay infrastructure. In particular, it discusses the multimedia event matching
and routing challenges that arise, it highlights the need for the efficient extraction of
meaningful semantic concepts from unstructured multimedia content, for provisioning a
decomposable workload and adaptive routing decisions, and for ensuring relay-free event
propagation. In section 3.4, I detail how the problem manifests itself under a structured
peer-to-peer overlay. The challenges arising from the wide semantic spectrum of human-
level recognition are discussed. Section 3.4.1 focuses on semantic data integration and
exchange in distributed hash tables, whereas section 3.4.2 focuses on the event matching
and routing challenges arising in the form of a semantic boundary between event pro-
ducers and consumers. Finally, section 3.5 summarises the chapter and highlights the

main challenges tackled in this work.
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3.2 Problem Overview

In this thesis, I focus on supporting multimedia content as native event types in dis-
tributed publish/subscribe systems. Generally, supporting multimedia event matching
and dissemination entails integrating knowledge extractors into the event processing
pipeline within publish/subscribe event matching engines. The on-the-fly and near real-
time nature of this processing paradigm imposes event matching and routing challenges
stemming from the unstructured nature of multimedia content. In particular, an impor-
tant requirement when building a publish/subscribe system is that event consumers, i.e.
subscribers, need to be notified as soon as relevant events occur with minimal latency.
However, as the nature of events departs from structured textual or numerical content to
unstructured multimedia content, expressions submitted by subscribers would remain
stuck behind costly operators that have to be utilized to extract meaningful seman-
tic concepts from incoming streams of unstructured multimedia content. Moreover, the
wide semantic spectrum of human-recognizable concepts that can be stemmed from mul-
timedia content creates a large semantic content space. Subsequently, event matching
and routing challenges arise in the form of a semantic boundary between event produc-
ers and consumers. In particular, participants may use different terms to refer to the
same or highly related semantic concepts. This aspect introduces a semantic matching
problem and limits the applicability of conventional exact string matching and routing

approaches.

The work tackles distributed implementations of publish/subscribe systems, which, as
discussed in section 2.3.2, take the form of application-level overlays that fall under
two main categories: Semi-centralized federated broker overlays and fully decentralized
peer-to-peer overlays. The underlying overlay infrastructure dictates event matching
and routing methodologies. Hence, in what follows, we discuss in detail how the afore-

mentioned challenges are manifested based on the underlying overlay infrastructure.

3.2.1 Motivational Scenario - 1

The Internet of Multimedia Things is a prominent source of various types of multime-
dia content that feed into a plethora of real-time applications. The multiplicity and
heterogeneity of multimedia data sources in the IoMT demands the participation of var-
ious agents that cooperate to process and deliver insights in real-time. Salient to any
multi-agent system is a messaging layer that allows for the dissemination of information
across multiple cooperating agents and the subsequent amalgamation of the outputs of

distributed data sources and intelligent processing units. As shown in Fig. 3.1, in a
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traffic management scenario, agents equipped with Al models may act as event produc-
ers that submit labelled multimedia content after applying knowledge extraction tasks
such as classification, object detection or segmentation, or speech recognition. They
mediate the interaction between IoMT publishers and a publish/subscribe messaging
layer. On the other end, other agents or end-user devices act as subscribers that submit

expressions describing their interests.

The interaction between the various cooperating entities is facilitated through a peer-to-
peer network of self-organizing nodes (i.e. agents) where any node can join at any time
and take on the role of an IoMT publisher, a knowledge extractor, a publish/subscribe
event matching engine, an IoMT subscriber, or any simultaneous combination of roles.
However, the cooperation and exchange of information between heterogeneous and au-
tonomous agents is limited by the wide semantic spectrum of multimedia content. For
instance, a traffic collision can also be described as a car crash or accident, the types
of vehicles involved may fall into various categories and types such as compact cars,
SUVs, sports cars, or trucks etc., even further, subscribers might be interested in infor-
mation about whether the accident was on a highway, freeway, crossing, or crossroads,
or whether pedestrians or cyclists have been involved. Establishing a strict and explicit
agreement on the terms used to describe semantic concepts is challenged by the wide

semantic spectrum of multimedia content and the dynamics of peer-to-peer networks.

3.2.2 Motivational Scenario - 2

We consider two distinct entities looking to analyse clothing attributes and colour pat-
terns in images being uploaded by different users on social media platforms. A fashion

design company wants to predict the future popularity of different fashion items. An
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online shopping retailer wants to identify potential customers by analysing their cloth-
ing patterns. Extensive research efforts have been devoted to clothing classification and
clothing item retrieval [148, 149]. Consider the following example queries requiring the
User IDs and Image URIs out of a pool of users by specifying criteria concerning their

age, gender, clothing items, and colours.

SELECT UserlD, ImageURI,

FROM users
WHERE Age = [20,25] A Gender = ’'Female’
A Dress_.Type = 'Formal_Dress’ A

Color = ’Black’;

SELECT UserID, ImageURI,

FROM users

WHERE Gender = ’'Female’ A Jacket = ’Denim’
A Color = ’'Blue’;

The variation in styles, textures, and colours results in a large number of concepts to be
identified. The scale of the content space makes the cost of maintainability of knowledge
extractors very high when new unseen concepts constantly appear. Currently, each of
the different entities use custom solutions with specialized AI models. In many cases the
queries are complex requiring multiple classifiers and feature extractors. As depicted in
Fig. 3.2, we propose the use of publish/subscribe systems as a common substrate that
allows retailers and fashion designers to act as subscribers to published social media
content while preserving a decoupled and asynchronous interaction. The challenge to
be tackled is the optimization of the execution of multiple classifiers across an overlay
of brokers in a way that avoids bottlenecks, minimizes communication and processing

costs, and speeds up event matching and delivery.



3.3 Multimedia Event Processing in Federated Broker Over-

lays

A federated broker overlay is comprised of a group of servers that are often managed by
a single administrative entity. The closed and semi-centralized nature of such overlays
allows for integrating and managing operators, i.e. knowledge extractors, that extract
meaningful semantic concepts from multimedia content. Extracted concepts, i.e. labels,
can then be evaluated against expressions submitted by subscribers as in conventional
content-based event matching approaches. However, the integration of such operators
may impose various challenges relating to the efficiency and effectiveness of event match-

ing and delivery.

In what follows, I elaborate on research question Q1. and its associated technical re-

quirements.

Q1. How to integrate fast and resource-aware knowledge extractors into the forwarding

function of distributed publish/subscribe systems comprising federated broker overlays?

Technical system requirements:

e R1.1. Efficient extraction of semantic concepts. Timely and resource-aware
materialization and filtering of raw images that scales well with the increase in the

number of subscriptions.

e R1.2. Decomposable workload and adaptive routing decisions. This en-
tails the provisioning of event matching and routing techniques that facilitate a
decomposable processing workload as mutually independent operations that lever-

age the distributed nature of federated broker overlays.

e R1.3. Relay-free event propagation. This entails eliminating or minimizing

the participation of relay nodes in the event matching and routing process.

3.3.1 Efficient Extraction of Semantic Concepts

Deep Neural Networks have been pushed to the for-front of computer vision applications
due to their high effectiveness in uncovering high-level semantic concepts from raw im-
ages and video frames. Yet, it is generally acknowledged that for real-time applications
with high data rates, applying DNNs is prohibitively expensive, requiring extensive re-
sources such as GPU equipped devices or server clusters in cloud environments [46].

To overcome this limitation, there have been a rising interest in building efficient small



neural networks in an attempt to trade of accuracy to much higher throughput and
lesser memory footprint. Works such as SqueezeNet [150] and MobileNets [151] ex-
ploit the neural network size and the size of input images among other parameters to
build small and fast models that achieve comparable accuracy to state-of-the-art models
on tasks such as image classification and object detection. However, the utilization of
such models to extract queryable textual labels in a timely manner is challenged by the
large content-space of human-recognizable semantic concepts that can be stemmed from
multimedia content. Subscribers may submit expressions as conjunctive predicates spec-
ifying an ever-growing number of semantic concepts such as ”car”, ”cat”, or ”butterfly”,
which puts additional constraints on the maintainability of such models. This aspect de-
mands provisioning an efficient methodology that allows the system to constantly update
the semantic coverage of existing classifiers while maintaining fast and resource-aware

knowledge extraction in order to cope with a growing number of subscriptions.

3.3.2 Decomposable Workload and Adaptive Routing Decisions

Clients acting as publishers of multimedia events or subscribers interested in receiving
multimedia events may join the overlay through any broker. Routing decisions should
be made in order to propagate event notifications from brokers connecting publishers
towards brokers connecting subscribers. On the one hand, extracting semantic concepts
at publisher-end brokers may result in bottlenecks and constrain the efficiency of the
system in terms of event matching and delivery latency. On the other hand, differing
the extraction of semantic concepts to subscriber-end brokers may result in congesting
links by flooding bulky multimedia content through-out the overlay network. Hence,
there is a need for leveraging intermediary nodes and for provisioning a selective event
routing strategy to intelligently distribute the processing workload along the routing
paths towards subscribers or across brokers in the overlay network. This should be
manifested via a decomposable and adaptive workload processing strategy as mutually

independent operations that leverage the distributed nature of broker overlays.

3.3.3 Relay-free Event Propagation

Relay nodes are brokers that participate in the event matching and routing process
without having any locally connected subscribers that are interested in the multimedia
content being processed. The participation of such nodes may add additional processing
costs and decay the efficiency of the system. This challenge entails modifying the over-
lay topology in order to minimize event matching latency, reduce redundant processing,

eliminate bottlenecks, reduce overall processing overhead, reduce messaging overhead,
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and speed up event delivery. Modifying the overlay structure in response to skewed dis-
tributions of subscribers across brokers has previously been tackled in both topic-based
systems [64, 65] and content-based systems [62, 63]. However, the existence of costly
operators that extract semantic concepts from multimedia content impose additional

constraints and limit the applicability of current overlay reorganization techniques.

3.4 Multimedia Event Processing in Structured Peer-to-

Peer Overlays

Structured peer-to-peer overlays are known to be decentralized, highly scalable, and
self-organizing. The absence of a single entity with explicit administrative control over
the network limits the ability to integrate and manage operators that extract meaning-
ful semantic concepts from the multimedia content being disseminated. Consequently,
participating nodes such as event publishers, subscribers, or intermediary nodes, would
have to manage their own operators. This aspect makes it highly challenging for pub-
lishers and subscribers to reach an explicit agreement on the semantics of exchanged
events and subscriptions, which in turn results in event matching and routing challenges

as we elaborate below.

3.4.1 Semantic Data Integration and Exchange

Structured peer-to-peer overlays have often been favored over unstructured overlays to
implement content-based publish/subscribe systems [66]. Such networks are built on the
basis of DHTs that provide a lookup service to store and retrieve key:value pairs. Solu-
tions employ consistent hashing and rendezvous-based routing by mapping the attribute
space of events and subscriptions to unique identifiers in the identifier space of the un-
derlying DHTs. However, a slight inconsistency in the naming of attributes as specified
by publishers and subscribers may result in mapping conceptually matching content to

two distant locations in the network. As an example, an event that describes a car



collision as follows {’car collision’, ’junction’}, might fail to coincide with a subscription
that specifies a conceptually very similar expression as follows {’vehicular accidents’,
‘crossing’}. The problem can be attributed to the underlying logical key-space with no
physical properties. A hash function is often used to map data items to identifiers that

are merely logical pointers with no meaningful relationship to the data they represent.

In what follows, I elaborate on research question Q2. and its associated technical re-

quirements.

Q2. How can loose semantic coupling be achieved within the exact-match lookup func-
tionality offered by DHTs underlying structured peer-to-peer networks while ensuring
the dynamic organization, allocation, and retrieval, of data based on their shared se-

mantic and syntactic properties.

Technical system requirements:

e R2.1. Effective organization and mapping of semantic data. This entails
the distributed organization of data in a way that reflects the basic meaning of

data items and the semantic relationships among them.

e R2.2. Efficient and effective semantically decoupled lookup operations.
This entails departing from ID-centric file sharing to loose semantic coupling in
DHTs. The retrieval of data items should be on the basis of a semantic routing
model that relaxes strict agreements on semantics and locates the target data items

at a low cost.

3.4.1.1 Effective Organization and Mapping of Semantic Concepts

DHTs such as Chord [117], Pastry [6], CAN [7], and Kademlia [5], are built on the basis
of virtual key-spaces that take the shape of rings, trees, and d-dimensional coordinate
spaces (Fig. 3.3). The key-spaces are partitioned arbitrarily and each node is assigned
a unique key as its identifier and maintains a partition of the space with well-defined
boundaries. As a consequence, and with the aid of consistent hashing, data items are
mapped to locations in the key-space following a uniform random distribution. This
inherent property carries a major benefit in terms of load-balancing across nodes in the
overlay. It also allows for employing exact match search queries, but stands in the way of
matching two semantically related terms. The random distribution of data items leads
to mapping semantically related terms to arbitrary locations in the network. Hence,
the first challenge entails devising a strategy to organize and map data items across
a structured peer-to-peer overlay in a way that reflects their semantic and syntactic

relationships.



3.4.1.2 Efficient and Effective Semantically Decoupled Lookup Operations

Conventional DHTSs leverage Key-based routing primitives to perform ID-centric lookup
operations. Such primitives are aided with a closeness metric that allows nodes initiat-
ing lookup operations to iteratively find closer nodes to the key being mapped. Prior
approaches have tackled the semantic matching problem through the use of mapping
tables. Such tables store the correspondence between values and are shared among par-
ticipating peers [52]. With such tables, when a participating peer attempts to retrieve
a file called X, it first consults a shared or local mapping table to find the names of X
in each of the target peers. It then uses the underlying KBR primitive to issue exact-
match lookup operations for all the identified names of X. However, as such tables grow
in size, they can hinder the performance of the system by forcing peers to initiate many
lookup operations. Moreover, they may take a lot of manual work and expert knowledge
to build, and their semantic coverage can be considered limited compared to the wide
semantic spectrum of recognition at the scale of human ability. The challenge at hand
entails replacing conventional KBRs with a semantically decoupled routing primitive,
i.e. lookup protocol, that has the ability to map data items via a closeness metric that

reflects shared semantic and syntactic properties.

3.4.2 Content-based Matching and Routing of Multimedia Event Types

Generally, under a peer-to-peer setting, the targeted expressiveness of content-based
publish/subscribe systems defines the requirements placed on the underlying overlay
structure [31]. The notion of content is typically implemented assuming a well-known
schema for both subscriptions and events. The schema often takes the form of an
ordered set of attribute-value pairs. Quite conveniently, DHTs are suitable for ID-
centric queries, whereby, any data item having a given ID, (e.g. attribute name), can
be mapped to the node with the closest ID. As stated by Voulgaris et al. [54], ” Any
indexable set of data can be appropriately mapped to the nodes of a DHT overlay and
spread accordingly”. Consequently, several approaches for content-based event matching
rely on subscription indexing by decomposing predicates or strings into successive nodes
in a binary tree [118, 152]. Events are first mapped to the root node via rendezvous-
routing, then they follow down a predicate-based exact-match path towards the leaf
nodes. It is clear that the matching scheme in DHT-based solutions is dictated by
the event-schema and the underlying exact-match key-based routing primitives. On
the contrary, in the case of multimedia content, the interaction between publishers and
subscribers is mediated by classifiers and object detectors that place a finite number of

labels on disseminated content for target data searchability. The resulting event schema
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comprises a collection of terms of unknown length and no pre-defined attribute names.
In a way, each event resembles a collection of values with no explicit agreement between
publishers and subscribers on the terms used to describe the semantic concepts that

values might carry.

In the case of visual multimedia content, i.e. raw images and video frames, classifiers and
object detectors acquire labels from the datasets used to train computer vision models.
Such datasets can be classified into two broad categories, namely specialized small-
scale datasets, and generic large-scale datasets. Specialized small-scale datasets (e.g.
COCO [153] and PascalVOC [154]) cover 10s to 100s of semantic concepts. The bounded
concept space of such datasets facilitates an event matching model based on term-level
full agreement but limits participants to a relatively small number of semantic concepts.
On the contrary, generic large-scale datasets (e.g. ImageNet [155] and Openlmages
[137]) structure the labeled data following hierarchical semantic structures borrowing
concepts from Cognitive Science. Motivated by the observation that for recognition at
the scale of human ability, categories will necessarily overlap and display a hierarchical
structure [156]. ImageNet, which is one of the largest available image datasets, organizes
the different classes of images according to WordNet [157]. WordNet can be seen as a
combination of dictionary and thesaurus. It is a network of words linked by lexical
and semantic relations. Nouns, verbs, adjectives and adverbs are grouped into sets of
cognitive synonyms (i.e. synsets), each expressing a distinct concept. There are around
80,000 noun synsets in WordNet. ImageNet covers over 30,000 synsets with on average
500-1000 images per synset. Openlmages by GoogleAl is another large-scale image
dataset that provides images with 19794 different classes, 600 boxable objects of which
are organized into a semantic hierarchy. As depicted in Fig. 3.4, the use of large-scale
datasets for training facilitates an event matching model based on concept-level shared

agreement via ontologies.

In a peer-to-peer setting, an agreement on a conceptual model would be utilized in a

manner similar to the use of mapping tables as discussed in section 3.4.1.2. A node



issuing a subscription, would first consult a local or shared conceptual model and fetch
all the synonyms and semantically related concepts to all the terms present in the sub-
scription. The subscriber would then map all the acquired terms to various locations
across the overlay. However, the same challenges associated with mapping tables would
follow suit. As a consequence, and in the absence of an explicit agreement on event
semantics, whether it being a term-level full agreement or an agreement on a conceptual

model, event matching and routing challenges arise.

In what follows, I elaborate on research question Q3. and its associated technical re-

quirements.

Q3. How to support a conjunctive content-based subscription language over multimedia

events spanning a large semantic content space in structured peer-to-peer networks?

Technical system requirements:

e R3.1 Low cost in defining rules. Low barrier to entry for participants in
terms of establishing semantic agreements on terms present in exchanged events

and subscriptions.

e R3.2. Effectiveness in matching event and subscription semantics. This
entails the accurate assessment of the semantic relevance between events and sub-
scriptions containing heterogeneous terms that might describe the same or highly

related semantic concepts.

e R3.3. Effectiveness in mapping event and subscription semantics. This
entails mapping arbitrary predicates and event attributes that share semantic prop-

erties to the same nodes in a large structured peer-to-peer overlay network.

3.4.2.1 Low Cost in Defining Rules

In a peer-to-peer network where participants constantly join and leave, reaching an
agreement on the training datasets used may not be possible. No one dataset covers
all the concepts that can be recognized at the scale of human ability. In addition, the
same semantic concept can be described using different terms by different datasets. This
aspect yields a matching model based on term-level full agreement insufficient. Besides,
even if we were to take advantage of the hierarchical semantic structures offered by some
large-scale datasets, at the scale of 10s of thousands of semantic concepts, there is high
difficulty in creating mappings across different semantic hierarchies. Therefore, due the
dynamics of the network, the multiplicity of available training datasets, and the wide

semantic scale of human-level recognition, the publish /subscribe system should facilitate



low barriers to entry for participants in terms of establishing semantic agreements on

terms present in exchanged events and subscriptions.

3.4.2.2 Effectiveness in Matching Event and Subscription Semantics

Following a content-based matching model, multimedia events are first disseminated
in their native unstructured formats. Classifiers and/or object detectors would then
perform a knowledge extraction task by placing a finite number of labels describing
the published multimedia content. On the other end, subscribers submit expressions
as conjunctive predicates comprising a number of labels representing semantic concepts
that describe the multimedia content they’re interested is receiving. The challenge
at hand concerns assessing the relevance between events and subscriptions containing
heterogeneous and arbitrary terms that might refer to the same of highly related semantic
concepts. Conventional approaches that perform exact string comparisons between the
terms present on both ends would not suffice and would result in a high numbers of

missed matches, i.e. false negatives.

3.4.2.3 Effectiveness in Mapping Event and Subscription Semantics

In a structured peer-to-peer network offering a publish /subscribe communication service,
events and subscriptions may be submitted by any participating node in the network.
For the matching process to take place, events and subscriptions should be mapped to
the same node in the overlay. Section 3.4.1.2 discussed the limitation of conventional
key-based routing primitives and how they should be replaced with semantically decou-
pled lookup operations. However, in order to map events and subscriptions comprising
multiple labels (i.e. attributes), such routing primitives should be aided with sufficient
selective routing strategies that focus on maximizing the hit ratio while keeping messag-

ing overhead to a minimum.

3.5 Summary

This chapter elaborates on the three research questions tackled in this thesis along
with their associated technical requirements (Table 3.1). First, I present two motiva-
tional scenarios that showcase the problem under semi-centralised broker overlays and
full decentralized peer-to-peer overlays. I then discuss the challenges associated with
supporting multimedia event types in federated broker overlays. The focus is on the in-

tegration of operators that extract semantic concepts from multimedia content and how
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they impact the event matching and routing requirements. In particular, the broker
overlay should ensure fast and resource aware knowledge extractions, a decomposable
workload, adaptive routing decisions, and relay free event propagation. I then delve
into the challenges associated with structured peer-to-peer overlays, which can be split
into two main challenges. The first concerns semantic coupling in distributed hash ta-
bles, whereas the second focuses on establishing loose agreements between publishers
and subscribers on event semantics, matching event and subscription semantics, and

provisioning efficient and effective routing strategies.






Chapter 4

Adaptive Filtering and
Dissemination of Multimedia

Content in Federated Broker

Overlays

4.1 Introduction

This chapter tackles research question (Q1.) and proposes an encompassing approach

targeting its three technical requirements stated below.

Q1. How to integrate fast and resource-aware knowledge extractors into the forwarding

function of distributed publish/subscribe systems comprising federated broker overlays?

Technical system requirements:

e R1.1. Efficient extraction of semantic concepts. Timely and resource-aware
materialization and filtering of raw images that scales well with the increase in the

number of subscriptions.

e R1.2. Decomposable workload and adaptive routing decisions. This en-
tails the provisioning of event matching and routing techniques that facilitate a
decomposable processing workload as mutually independent operations that lever-

age the distributed nature of federated broker overlays.

e R1.3. Relay-free event propagation. This entails eliminating or minimizing

the participation of relay nodes in the event matching and routing process.
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The chapter is organised as follows. Section 4.2 discusses related work. It elaborates on
the strengths the limitations of three main categories of approaches, namely, content-
based publish/subscribe broker overlays, optimized neural network inference over video
databases, and continuous queries over commutative Boolean filters. Following that,
section 4.3 formalizes the problem, provides a cost model comprising the main metrics
that need to be minimized, and provides an overview of the proposed approach. Section
4.4 details the proposed solution and elaborates on the implementation details of its
various components. In particular, section 4.4.1 discuses the event matching and distri-
bution component which implements an adaptive greedy algorithm for the ordering of
execution and placement of binary classifiers across the overlay network, section 4.4.2
discusses the topological reconfiguration component and elaborates on two proposed
metrics for quantifying the similarity between brokers. Section 4.5 provides an empiri-
cal evaluation of the proposed algorithms. Section 4.5.1 discusses the methods employed
in the experimental setup, which includes, the simulation environment, the construction
of an overlay based on real-world traces, and building binary classifiers using optimized
neural network architectures. Section 4.5.2 provides and analyses the experimental re-
sults. Finally, section 4.6 summarises the chapter and highlights the contributions of

this work.

4.2 Related Work

The following categories of approaches are recognized.

4.2.1 Content-based Publish/Subscribe Broker Overlays

Prior work on improving the performance of distributed content-based publish /subscribe
systems manipulate three main dimensions that highly impact in-network processing
costs and event delivery latency, namely, event matching, event routing, and overlay de-
sign. In the following, I discuss different approaches for the realization of each dimension

and how they interplay towards improving the efficiency of the entire system.

Content-based Event Matching Algorithms: The content-based publish/subscribe
event matching problem generally comprises a set of subscriptions and an incoming
stream of events. A subscription s consists of a collection of predicates each of which
is a triple consisting of an attribute, a value, and a relational operator (e.g., >, <,
=, etc.). An event e on the other hand, consists of a set of tuples, each comprising
an attribute:value pair. An event e satisfies a subscription s if every predicate in s is

matched by some tuple in e. Well known algorithms for event matching can be split into



two main classes, namely, predicate indexing algorithms [61, 162-164] and tree-based
algorithms [98, 99, 165]. The former conveniently allocate subscription predicates into
forwarding tables by leveraging criteria such as the intersection, coverage, and popularity
of predicates. Whereas the latter, insert the set of subscriptions into a matching tree
where internal nodes and edges represent individual predicates and leaf nodes represent

subscriptions.

Fabret et al. [162] propose a cache conscious matching algorithm that leverages an
efficient data structure comprising a set of indexes, a predicate bit vector and a vector of
references to subscription cluster lists. To cluster subscriptions, they group them based
on their size and common equality predicates so that several subscription attributes can
be evaluated using a single comparison. Carzaniga et al. [61] propose an optimized
counting algorithm for event matching based on predicate indexing. The algorithm
relies on a dictionary data structure that maintains the different Boolean predicates
indexed based on the specific properties of constraint operators (i.e. =, <, >, etc.).
During event matching, the algorithm maintains two running data structures, the first
structure is a table of counters for partially matched filters, the second data structure is a
set containing the interfaces (i.e. neighbours) to which the message should be forwarded.
They leverage the early identification of matched interfaces to shortcut the matching
process by eliminating all subscriptions that came through the same interface. They
halt the matching process at a broker once at least one subscription was matched from
each neighbouring broker. More recently, Qian et al. [163] focused on quickly filtering out
unlikely matches. They propose REIN (REctangle INtersection) where they transform
the event matching problem into a rectangle intersection problem. Rectangles are defined
over an m-dimensional space where m is the number of attributes present in events. A
rectangle r intersects another rectangle r’ if r and r’ have at least one point in common. A
concise index structure is utilized to efficiently address the rectangle intersection problem
by using bit operations. Contrary to identifying matched subscriptions by counting
satisfied constraints (e.g. SIENA [61]), REIN initializes a bit set where the number of
bits equals the number of subscriptions, it first marks unlikely matched subscriptions
in the bit set by applying efficient bit operations. The unmarked bits represent the
matched subscriptions. Zhang et al. [164] propose Oplndex, a two-level partitioning
scheme to organize the subscription predicates into disjoint subsets each of which is
independently and efficiently indexed to minimize the number of candidate subscriptions
accessed for event matching. Each subscription is associated with a pivot attribute.
Subscriptions are first partitioned based on their pivot attributes into subscription lists,
and the predicates in each subscription list are then further partitioned based on the
predicate operator into predicate lists. Each predicate list is then independently indexed

using an efficient method that is appropriate for the predicate operator. To identify



matching subscriptions for an input event e, the candidate pivot attributes are first
enumerated from the set of distinct attributes in e. All attribute:value pairs in e are
then evaluated against the relevant predicate lists that were indexed in the previous

step.

Aguilera et al. [98] follows a tree-based approach to event matching. The matching al-
gorithm initially pre-processes the subscriptions into a tree structure. The event model
is based on attribute-value pairs where each subscription is a conjunction of elementary
predicates, each predicate represents one possible result of an elementary test. They
define an elementary test as a simple operation on one or more attributes of an event.
In a matching tree: leaves represent subscriptions, non-leaf nodes contain individual el-
ementary tests, and outgoing edges represent the results of the tests. An event traverses
down the tree by following all matching paths and reports a matching subscription for
each leaf node reached. Kale et al. [99] argue that tree-based algorithms tend to com-
putational outperform matching algorithms based on predicate indexing. They observe
that in real-world publish/subscribe applications, many events have only a few relevant
properties by which they will be matched. First, they define the light query model as
a binary model used to quantify relevant properties in events. They partition the con-
tent space taking each partition as a binary property that maps to relevant attributes
where subscriptions are also partitioned based on their interest in the content space
partitions. Then, they propose RAPIDMatchTree, a tree-based mechanism where they
build a search tree per subscription set. Upon reception of an event, the algorithm iden-
tifies relevant properties and maps the event to its corresponding search trees. Hence,
minimizing the number of subscriptions to evaluate against the event. Finally, Qian et
al. [165] propose H-Tree, an index structure for subscriptions that is a combination of
hash lists and hash chaining. The value domain of each indexed attribute is divided into
cells on which a hash list is built. Multiple hash lists are then chained into a hash tree.
The intuition is to design an index structure which is capable of filtering out most un-
matched subscriptions. By chaining multiple hash lists, subscriptions that finally need to

be checked are exponentially decreased with the number of chained indexed attributes.

Event and Subscription Routing Algorithms (R1.2.): Matching is a way to sup-
port routing decisions. Its scalability is impacted by the event matching workload, that
being, the event input rate and the number of subscriptions. Routing can have an ef-
fect on the total matching cost and the time for events to reach interested subscribers.
As depicted in Fig. 4.1, routing controls the propagation of subscriptions and events
throughout the system. The number of brokers, subscriptions, and events should not
cause a serious degradation in performance. Hence, approaches aim for limiting event

propagation to brokers hosting interested subscribers and for reducing the amount of
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FIGURE 4.1: An illustration of a broker overlay employing Filtering-based event
routing.

routing information (i.e. subscriptions) maintained at each broker. Event and sub-
scription routing solutions targeting broker overlays can be classified into three main
categories: Flooding algorithms, Filtering-based algorithms, and Multicast-based algo-

rithms. I refer the reader to section 2.3.2.1 for a detailed breakdown of each approach.

Topological Reconfiguration Approaches (R1.3.): The cost of event processing
can be influenced by the number of hops it takes for an event to reach interested sub-
scribers. The performance of the system is sometimes degraded due to redundantly
matching events along paths towards subscribers. By eliminating pure-forwarders and
placing brokers with similar interests within a limited number of hops, prior approaches
were able to reduce the total matching and routing costs. Pure-forwarders are brokers
that participate in event matching while having no locally interested subscribers. The
elimination of such brokers has been attained by modifying the overlay structure and
creating interest regionalism [62—65]. In these approaches, brokers of similar interests
are wired together thus reducing the publication forwarding overhead. The notion of
broker similarity is determined based on the amount of shared subscriptions and event
traffic. Chockler et al. [65] first introduced the Minimum Topic-Connected Overlay
(Min-TCO) problem which aims to strike a balance between the scalability of the over-
lay (i.e. node fan-out) and the message forwarding overhead incurred by individual
brokers. Topic connectivity is achieved using a distributed protocol that maintains a
separate overlay per topic. A Min-TCO aims to minimize the number of links needed to
create a topic-connected overlay for the given interest assignment. They prove that the
problem is NP-Complete and propose the Greedy Merge (GM) algorithm which provides
an approximate solution that iteratively finds the next best edge that maximizes topic
connectivity. Chen et al. [64] propose divide and conquer (DC) algorithms that effi-

ciently solve the problem of dynamically joining two or more topic-connected overlays.



The aim is to tackle three main drawbacks of past approaches, (1) prohibitively high
running time cost, (2) requirement of full system knowledge and centralized operation,
and (3) constructing overlay from scratch. They propose the Star Merge algorithm which
constructs the TCO with a logarithmic approximation ratio compared to the optimal
solution. Their DC algorithm successfully produces low average node degree TCOs with
significantly lower running time cost than alternative solutions. Baldoni et al. [62] pro-
pose a distributed on-line heuristic that automatically adapts the structure of the broker
overlay network to the communication costs of the links, the processing costs of brokers,
and the patterns in the notification flows between brokers. The intuition is to reduce the
distance between brokers that consume a lot of identical notifications, while respecting
communication and processing costs. The notion of shared interest between brokers is
defined based shared event traffic (i.e., the notifications that two brokers consume or
publish). They introduce a cache in every broker to keep track of delivered or received
notifications. They use a bloom filter to represent the cache of each broker. A Bloom
filter is a space-efficient probabilistic data structure that helps reduce the amount of ex-
changed data between brokers. Jaeger et al. [63] studied the effect of the introduction of
a self-organizing algorithm in the context of a specific system implementing a tree-based
routing strategy (i.e. SIENA [15]). To assess the similarity between two brokers B; and
Bj, they compute a probability measure that captures the ratio of events matched by B;
that also match subscriptions registered at B;. They propose a convenient overlay reor-
ganization algorithm that only exploits information local to each broker. Furthermore,
they aim to strike a balance between optimizing overlay hops and network-level metrics,
like latency or bandwidth, whereby a reconfiguration of the overlay network does not

spoil the initial overlay topology with respect to network-level metrics.

Discussion: Conversely to the discussed approaches, the goal of this work is to support
multimedia content as native event types. This requires fitting brokers with appropri-
ate content extractors to facilitate the matching process (R1.1.). However, the cost
of uncovering meaningful semantic concepts from raw unlabelled multimedia content
may impose a burden on the scalability of the system. Hence, the aim is to strike a
balance between matching, routing, and overlay design, in order to minimize processing
costs while enhancing the efficiency and expressiveness of distributed publish/subscribe

systems comprising federated broker overlays.

4.2.2 Optimized Neural Network Inference over Video Databases

Recent advances in computer vision backed by deep learning breakthroughs have helped
surpass human accuracy in detecting and labeling objects in images and videos. Em-

ploying advanced CNN architectures for inference, however, is a costly process requiring
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FIGURE 4.2: Inference optimization via light-weight specialised filters in large-scale
image and video databases.

expensive resources such as GPU equipped devices or server clusters in cloud environ-
ments [46]. In response, recent approaches have focused on inference optimization to
handle selective user queries on large video databases. As depicted in Fig. 4.2, this
has been achieved by devising light-weight specialized image classifiers with a trade-off
between accuracy and latency to be pushed to the start of a query processing pipeline

in a manner similar to the conventional predicate push-down optimization (R1.1.).

For instance, NoScope [46] proposes the use of model specialization as a way to build
smaller models that can mimic the behaviour of a reference deep CNN on a particular
task. Instead of passing all video frames through a generic model that can detect thou-
sands of classes, they were more interested in identifying a handful of objects that can be
initially probabilistically detected by much less costly models as a method for intelligent
load shedding. Lu et al. [38] later extended NoScope by exploring the design space
of specialized filters and using both CNN architectures and more traditional machine
learning methods such as SVMs and Kernel Density Estimators (KDEs) for a range of
different tasks and data types. Furthermore, Anderson et al. [58] manipulate the pre-
possessing phase of the pipeline by treating the physical representation of input images
as part of the query optimization process. More precisely, they explore techniques for

image transformations such as resolution scaling and color-depth reduction.

Discussion: The major limitation with the aforementioned approaches is that they all
follow a store-and-query model with per-query optimizations. This opposes the goal
of serving long-standing queries in the form of user subscriptions across a broker over-
lay. The high number of potential publishers and subscribers and the dynamic and
distributed nature of publish/subscribe broker overlays stand in the way of designing
specialized models per subscription. These aspects render this category of approaches
infeasible considering the real-time processing requirements of publish/subscribe sys-

tems.

4.2.3 Continuous Queries over Commutative Boolean Filters

Prior to the adoption of deep learning as the main driver for conducting computer

vision tasks, practitioners used to rely on building cascades of binary classifiers using
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traditional machine learning techniques. This can be attributed to the complexity of
building models that can detect multiple objects (i.e. multi-class classifiers and object
detectors) by manually identifying the features for every object or semantic concept.
Fig. 4.3 shows how the use of binary classifiers to answer user queries represented
as conjunctions of filters allows for leveraging the sharing and ordering of classifier
executions to enhance system performance in response to overlapping queries (R1.2.).

This problem is known in the literature as the Shared-Filter Evaluation Problem [59].

The Shared-Filter Evaluation Problem consists of a set of queries (), and a set of com-
mutative Boolean filters F'. Each query is represented as a conjunction of filters where
the evaluation of each filter on an event results in a Boolean outcome of either true or
false. The goal is to find a near-optimal ordering of filter executions to resolve all the
queries that exist in the system. The problem was premiered and formally defined by
Munagala et al. [60], they identify three important factors that decide the utility of

executing individual filters.

e Cost: ¢; denotes the time cost required by a filter f; to process an event e. Intu-

itively, less costly filters should be evaluated earlier.

e Selectivity: x; denotes the probability that an event e will satisfy filter f; resulting
in a true outcome. Executing filters with high selectivity earlier would result in

more data reduction.

e Popularity: p; denotes the participation of a filter f; in the registered subscrip-
tions. It's intuitive that filters with high popularity should be executed earlier.
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FIGURE 4.4: Adaptive filter evaluation on the basis of a binary decision tree (a) or a
bipartite graph by leveraging edge-coverage (b).

Munagala et al. [60] identify that the problem is NP-hard and that the nearest ap-
proximation can be achieved with an adaptive strategy that greedily decides the next
filter to execute. They propose an adaptive greedy algorithm that constructs a decision
tree on the basis of a pRank metric to determine the order of execution of filters (Fig.
4.4 (a)). pi(lcixi).
gorithm picks the filter that is expected to resolve the maximum number of unresolved

The metric is calculated as pRank(f;) = At each iteration, the al-
queries per unit cost (i.e. the filter with the lowest pRank). Liu et al. [59] later identify
that the outcome of the current filter being executed has an impact on the popularity
of the remaining filters. For instance, provided that queries are conjunctive, a single
false outcome is enough to decide that an event doesn’t match an entire query, which
allows for the elimination of a number of queries hence changing the popularity of the
remaining filters. As depicted in Fig. 4.4 (b), they model the problem as a bipartite
graph (i.e. Residual Graph) that maps queries to filters, they order filter evaluations
based on a metric composed of their cost, selectivity, and edge-coverage in the generated
graph. The notion of edge-coverage helps determine the impact of filter executions on
the remaining queries. Recently, the work by Xie et al. [166] focuses on the variation
in data streams and its impact on the selectivity of filters at run-time. They propose a
framework for monitoring and updating the selectivity of filters. For single filter mon-
itoring, they record the estimation outcome in a window, estimate its selectivity, and

determine whether it should be updated by applying confidence interval.

Discussion: The limitation with this category of approaches is that they all assume a
single processing engine that connects all the data producers and consumers and resolves
all queries registered in the system. On the contrary, in a distributed publish/subscribe
With a high number

of publishers and subscribers, even an optimal ordering of filter executions at a single

scenario, the system comprises a federated overlay of brokers.

broker can generate bottlenecks and degrade system performance.
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4.2.4 Discussion and Analysis

Based on our study of the state of the art (Table 4.1), we identify a number of limita-
tions with past approaches that we aim to overcome in this thesis. The first category
comprises approaches on improving the efficiency of content-based publish/subscribe
broker overlays. We further split those approaches into three groups, namely, predi-
cate indexing and tree-based event matching algorithms, filtering-based event routing
protocols, and techniques for creating interest regionalism via overlay topology reorga-
nization. We identify that such approaches lack support of unstructured multimedia
event types (R1.1.), but generally offer efficient methods for workload decomposability,
adaptive routing decisions (R1.2), and relay-free event propagation (R1.3.). As later
discussed in the chapter, we adopt the adaptive routing technique utilized by Siena [61]
to shortcut the processing of subscriptions. We also augment techniques for overlay
topology adaptation [62, 63] by adopting a novel broker similarity estimation measure
based on shared filter executions across brokers. The second category of approaches
focuses on optimized neural network inference over video databases. We identify that
the surveyed approaches utilise optimized neural network architectures and traditional
machine learning techniques (e.g., SVMs, KDEs, etc.) to maximize content extraction
throughput and lessen memory footprint. The proposed models offer efficient techniques
for real-time content extraction (R1.1.) and intelligent load shedding, but lack support
for adaptive routing (R1.2) and relay-free event propagation (R1.3). We re-purpose the
proposed specialised lightweight content extractors to work over a distributed publish/-
subscribe system comprising federated broker overlays as opposed to the store-and-query
model presented by Kang et al. [46] and Lu et al. [38]. Finally, the third category of
approaches comprises techniques for optimizing the execution of commutative Boolean
filters against overlapping queries. Such approaches are highly generalizable in terms of
content extraction (R1.1.). The Boolean filters used by Munagala et al. [60] and Liu
et al. [59] can be replaced with more recent light-weight neural network architectures.
Moreover, filters being Commutative (i.e. mutually independent) offers a highly efficient
technique in terms of workload decomposability (R1.2). However, surveyed approaches
assume a centralized environment where a single server has access to all the filters and
processes all the queries that exist in the system. On the contrary, in a broker overlay
setting, the workload has to be intelligently distributed across the available resources
to be able to answer a growing number of subscriptions under near real-time latency

constraints.



4.3 Proposed Model and Problem Statement

We propose embedding optimized content extraction models (i.e. binary classifiers)
into the forwarding function of brokers in an overlay network. The binary classifiers
work together in a commutative manner to support multimedia content as native events
types. In distributed publish/subscribe systems comprising federated broker overlays,
a routing substrate is commonly in place to control the propagation of subscriptions
and events. We leverage the distributed nature of the system to design a forwarding
algorithm that distributes the ordering and execution of classifiers (i.e. filters) along
various paths towards subscribers. The identified problem can be referred to as the

shared-filter placement and ordering problem.

The shared-filter placement and ordering problem consists of a set of subscriptions .S,
a set of commutative Boolean filters F', and a set of brokers B. Each subscription is
represented as a conjunction of filters where the evaluation of each filter on an event
results in a Boolean outcome of either true or false. The objective is to minimize the
Processing Delay Cost which may be defined as the time required by filters executed
along a path towards a subscriber to process an event. Let B be the set of n brokers
comprising the path between a subscriber s and the corresponding publisher of interest
rooted at broker By € B. Each broker B; € B executes a subset of all the required filters
according to the employed execution plan. Let cp, be the cost (i.e delay) at broker B;,

then the cost of an execution plan P as perceived by s is given by:

cost(s, P) = ZCBZ. (4.1)

The shared-filter ordering problem in distributed publish/subscribe systems can be for-

mally defined as follows:

Definition 4.1. Given a set of subscriptions .S, a set of filters F', and a set of brokers

B. Find a shared execution plan P that minimizes cost(S, P).

Since the filtering workload will be distributed across various brokers, the same filter
might occur multiple times at brokers belonging to separate paths. This introduces a
redundancy overhead trade-off which can be measured as the total processing cost for
a notification n € N along all paths towards interested subscribers. A poor overlay
topology would lead to increasing the redundancy overhead due to a high degree of
sparsity in the distribution of subscribers with similar workload on separate paths. This

problem can be formally defined as follows.
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Definition 4.2. Given a Graph G(V, E), V representing nodes in the graph (i.e. bro-
kers), and FE representing edges (i.e. links). And given a set of notifications N. Find an

acyclic topology T of G that minimizes cost(N,T).

4.4 Distributed Multimedia Event Processing Model

The proposed solution comprises three main techniques, an event matching model based
on a cascade of binary classifiers, an event distribution protocol that utilises a novel pub-
lication routing graph for event forwarding, and a topological reconfiguration algorithm
that utilises a novel broker workload similarity estimation technique. Fig. 4.5 shows the
different components comprising an event broker and how they interact to ultimately
match and route incoming unstructured multimedia events throughout a broker overlay

network.

4.4.1 Matching and Distribution of Multimedia Events

As presented in Padres [16] and Siena [61], filtering-based event routing in content-based
publish/subscribe broker overlays can be split into three stages: Advertisement flooding,
a deterministic reverse path propagation of subscriptions, and a selective propagation of
events. As depicted in Fig. 4.6, when publishers join, they issue advertisement messages
that provide schematic information about events they intend to publish. On reception
of an advertisement, a broker registers it along with the link it came from in a local
Subscription Routing Table (SRT), then forwards it to all its neighbours. Subscribers
interested in receiving published events send their subscriptions to their connecting bro-

ker. Subscriptions are then evaluated against advertisements in the local SRT and routed



FIGURE 4.6: Filtering-based event routing in the form of advertisement flooding
followed by a deterministic reverse path propagation of subscriptions towards
publisher-end brokers.

along reverse paths towards publisher-end brokers. At each broker, received subscrip-
tions are registered along with the links they came from in Publication Routing Tables
(PRTs). Each broker is then aware of a subset of all the subscriptions based on its
position in the overlay. Event matching is carried out in each broker by comparing
subscription predicates against numerical or textual event attributes; on identification
of a match, the notification is forwarded to the neighbouring broker where the matching
subscription came from. The matching process is then repeated at each broker along
the various paths towards interested subscribers. To this end, the introduction of con-
tent extractors (i.e. filters) challenges this match-and-forward model. More precisely,
executing a portion of the required filters at a broker would enrich a multimedia event
by uncovering some of the semantic concepts it represents. Consequently, downstream
brokers receiving the event need to be aware of the concepts previously identified and the
filters executed in order to avoid redundant processing and carry on with the matching
process. In what follows, I outline how the proposed event matching and routing process

is carried out.

4.4.1.1 Publication Routing Graph

To maintain the loosely-coupled nature of interaction in publish /subscribe overlays, the
adaptive ordering of filter executions should only consider the local information available
at each broker. Consequently, based on each broker’s PRT, a Publication Routing Graph
(PRG) is constructed as two connected bipartite graphs. The PRG is used to adaptively
order and distribute the execution of filters across brokers in the overlay. It facilitates
the event matching and routing process. Fig. 4.7 shows the PRGs of brokers B and Bg
(See Fig. 4.6). The left-hand side of the graph (i.e. first bipartite graph) represents the
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FIGURE 4.7: The Publication Routing Tables (PRTs) and Publication Routing
Graphs (PRGs) of broker By and Bs.

Residual Graph proposed by Liu et al. [59] (Fig. 4.4 (b)). An edge between two nodes in
the graph simply resembles that the filter f; is part of the conjunction of filters required
by the subscription s;. The right-hand side (i.e. second bipartite graph) represents a

mapping between subscriptions and the links they were received through in the overlay.

4.4.1.2 Match-and-forward Edge-Coverage-based algorithm (MEC)

The Event Matching component implements the MEC algorithm. The goal of MEC
is to adaptively determine what filters to execute at the current broker, their order of
execution, and what filters to defer to downstream brokers. The MEC algorithm starts
with an initial PRG at the publisher-end broker and evaluates filters one-by-one in a
sequential order then terminates when all edges have been resolved (i.e. covered). If
a filter f;’s evaluation outcome comes out as true, only the outgoing edges denoted A,
are covered. This essentially means that the associated subscriptions (i.e. subscriptions
including f; in their conjunction of filters) are only partially matched. Otherwise, if f;
yields a false outcome, all its outgoing edges are covered along with all the outgoing
edges of the associated subscriptions denoted A;. Given the conjunctive nature of
subscriptions, only a single false outcome from one of the filters they include is enough
to identify that the current event doesn’t yield a match, which allows us to eliminate

the subscriptions from the PRG along with all their associated edges.

C;

:CZ'At —+ (1 — l‘l)Af

UP(fi) = (4.2)
At each step, the decision to execute a filter is based on its unit price UP(f;) as in
equation (4.2). The filter with the lowest unit price is evaluated and then removed from

the graph. A low unit price reflects a low filter execution cost in addition to higher



expected edge coverage (i.e. popularity among subscriptions). Based on the outcome of
the current filter being executed, all satisfied subscriptions are removed as well as their
outgoing edges. The unit prices of all impacted filters are then updated to select the

next filter in the adaptive ordering.

Graph Short-cutting: The algorithm shortcuts the evaluation of filters on the basis
of a subscription-link mapping that helps extend the edge coverage of filters. If a link is
satisfied by a matching subscription, it is also removed with its associated subscriptions
and their edges. The intuition here is that any additional executions of filters required by
subscriptions received through the same link would not provide additional information
in terms of event forwarding. In other words, if an event matches one subscription
associated with one of the links, there is no need to evaluate the same event against
other subscriptions received through the same link. Consider the example in Fig. 4.7,
By is aware of subscriptions si, s2, and s3 through link /; and s4 through l5. The
outcome of the first filter (f1) is true, hence subscription s; and link I; are satisfied.
This yields the removal of subscriptions s and s3 in addition to filter fo and by that

short-cutting the execution of filters by deferring the execution of fy to Bs.

Extended Edge Cover (EMECQC): Prior to executing a filter f; having probability x;
of resolving a subscription, we incorporate the possible edges that can also be covered by
link elimination into Az(f;). That is, all the edges associated with the other subscrip-
tions that were received through the same link. This simple procedure results in more
expected edge coverage and decreases the unit price of f; (i.e. UP(f;)). This ultimately

impacts the adaptive ordering of filter executions and leads to faster evaluation.

4.4.1.3 Message Propagation Schema

When the local PRG is empty, the algorithm proceeds to attach the results to the event
and forwards it through matched links. When an internal broker receives an event, it
first fetches the results of prior filters, updates its local PRG, and proceeds to process
the event using the resulting graph. By eliminating all subscriptions received through
a link as soon as a subscription that came through the same link is satisfied, we end
up with two important advantages: (1) The updated PRG at the current broker is
tailored towards choosing the next best filter for satisfying the remaining links without
considering subscriptions that can be answered by downstream brokers. And (2) the
distribution of subscriptions across brokers gets sparser as we go further down the tree,
and by deferring computations downstream, the popularity distributions of filters from
the point of view of each broker will change and by that the decisions on filter ordering

will be more tailored for the subset of subscribers in each broker’s local PRT.
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4.4.2 Topological Reconfiguration

Based on the distributed filter ordering algorithm described in section 4.4.1.2, the early
offloading of filters to downstream brokers by short-cutting the PRG is a result of priori-
tising the execution of filters with the highest possible edge-coverage. Each broker in the
overlay has its own locally connected subscribers with a distribution of filters that can
be different from other brokers leading to a different local priority ranking for filter ex-
ecutions. Offloading filter executions downstream is highly beneficial to speed up event
processing and delivery and minimize latency as perceived by individual subscribers.
However, it leads to the execution of the same filters on the same event multiple times
at different brokers along separate paths in the overlay. This aspect increases the total
processing cost which we refer to as the redundancy overhead. By creating regionalism
in the overlay and grouping together brokers with a similar workload, we can enhance
the performance by reducing the redundancy overhead. Prior works on overlay design
focus on eliminating pure-forwarders which are brokers that participate in the processing
of events but have no local interest in them. Regionalism in these works is created by
connecting brokers that have the most overlapping traffic and the least non-overlapping
traffic. However, the introduction of filters uncovers a limitation in this similarity met-
ric because it does not capture how similar two brokers are in terms of the filters they
execute. In the following, I discuss two methods that utilize vector distance measures to
quantify how close two brokers are as per their subscription workload. On the basis of
this similarity metric, the overlay topology can be modified by eliminating links between
brokers with low similarity and provisioning new links between brokers with high simi-
larity. These modifications also entail keeping the overlay connected, that is, ensuring

the existence of a tangible path between every publisher and its associated subscribers.



4.4.2.1 Popularity Distribution Similarity

In this method we record the frequency of occurrence of every filter in the local subscrip-
tions of a broker and load the values into a vector of n components corresponding to all
the filters available in the system. To measure the similarity between two brokers we
use the Bhattacharyya distance [167] which measures the similarity of two probability

distributions.

4.4.2.2 PRG Impact Similarity

By only including the popularity of filters through their frequency of occurrence, we do
not capture the impact of their execution on the local subscriptions. Given that we base
the ordering on the PRG, we derive an impact measure from the unit price of a filter.
More precisely, the impact of a filter f; can be defined as its possible edge coverage given
by (x;A¢ + (1 — 2;)Ay) divided by the total number of edges in the PRG. Similar to
the previous method, we load the impact of all filters into a vector and we measure the
similarity between brokers using the Cosine Similarity measure which is a well-known
measure for how close two vectors are in space by obtaining the cosine of the angle

between them.

4.4.2.3 Overlay Construction

To construct the overlay we adapt Kruskal’s Minimum Spanning Tree (MST) algorithm
[168] by first calculating the distance between all brokers in the system using either of
the similarity measures discussed above, then we rank them from the most similar to
least, and we start to select edges in a descending order making sure at every step that
(1) they do not introduce a cycle, and (2) they do not violate a preset maximum node
degree. Fig. 4.8 shows how the overlay structure can be modified by identifying that
brokers 5 and 7 are highly similar based on the filters they execute. In particular, based
on the distributions of subscribers, the MEC algorithm executes filter fo at broker 2
(the publisher-end broker). A true outcome of f, satisfies subscriptions s3 and s4, hence
there is no need to execute any more filters locally. The event is propagated towards the
subscriber-end brokers which in turn execute filters f1 and f3. As depicted in the figure,
filter f; is executed twice at the two brokers due to having them on two separate paths
with each having locally connected subscribers that need to be served. By eliminating
the link between brokers 4 and 7, and introducing a link between brokers 5 and 7, we

can make sure that the two brokers are now on the same path. This modification results



Label Parameters [, 7] Load (ms) Inference (ms)

Sofa [1.0 * 224] 190 170
Motorcycle [1* 128] 190 140
Refrigerator [0.75 * 192] 160 140

Sheep [0.5 * 160] 110 118

Bus [0.25 * 128] 75 95

TABLE 4.2: Load and Inference time of binary Classifiers based on MobileNets with
multiple combinations of the Width Multiplier o and image Resolution r

in executing f1 only once at broker 5 and by that reducing the processing redundancy

overhead and improving the efficiency of the overlay structure.

4.5 Evaluation

In this section the proposed solution is empirically evaluated via simulation. To illustrate
the performance benefits of applying the different heuristics, we implement two extreme
baselines that resemble the upper and lower bounds for the shared filter placement and
ordering problem in publish/subscribe broker overlays. The two baselines are based on
Residual Graph [59]; we implement the edge-coverage based algorithm to be executed
in publisher-end brokers and subscriber-end brokers respectively. Without adaptively
distributing or offloading the execution of filters along intermediary brokers. In the
first case, referred to as All in Root (AIR), publisher-end brokers carry out the adap-
tive ordering until all subscriptions are resolved before disseminating matched events.
Whereas for the second baseline, namely All in leaves (AIL), all events are flooded to-
wards subscriber-end brokers where the adaptive filter ordering is carried out based on

local residual graphs that only consider directly connected subscribers.

4.5.1 Experimental Setup

This section details the methodology for overlay construction based on real-world traces,

the filter prototypes used (i.e. binary classifiers), and workload generation (Fig. 4.9).

4.5.1.1 Overlay Construction

The overlay network implementation is based on a distributed publish/subscribe system
simulation written in Java. We construct tree topologies based on real-world traces that
provide network latencies across servers in the PlanetLab public research network. The

dataset collected by Zhu et al. [169] includes round-trip latency readings between 490



' )
Ovwerlay Construction
bazed on real-world traces

ilobileMe

-
Classifier prototyping using

from the FPlanetlab research
network

Mobilenets: |dentify
execution costs and
selectivity ranges

v

' )
Assignment of publishers
and subscribers to random
brokers across the overlay

Generation of subscriptions
as conjunctions of filters
following a Zipf filter

Generation of simulated
filters with pre-zet
execution cost and

distribution selectivity ranges
. .,l, A Y g
I '
Simulated event stream W
generation by decicing Collection of results

h 4

filier outcomes based on
assigned selectivity

.

FIGURE 4.9: Experiment Workflow Chart
servers. It comprises several 490 x 490 matrices measured over multiple time slices,
where the (7, j)-th entry of a matrix m; indicates the measured Round Trip Time (RTT)
from node ¢ to node j at time t. We select 100 nodes at random to host the brokers
and compute the Minimum-Spanning-Tree (MST) that connects them. We follow this

process to create five different broker overlay topologies.

4.5.1.2 Binary Filters

To construct image classifiers with a good trade-off between cost and accuracy, we use
MobileNets [151]. MobileNets is an efficient CNN architecture that achieves comparable
accuracy to deep CNN models while allowing us to tune two hyper-parameters to build
very small, low latency models. We build 40 binary classifiers with different configura-
tions and object categories using a fine-tuned implementation of MobileNets that had
been pre-trained on ImageNet. We select 40 classes from the ILSVRC 2014 [170] dataset
and acquire up to 500 training images per category and roughly the same amount of
images not belonging to the category of interest. For each classifier we vary two parame-
ters out of 16 possible combinations made from the cross product of the width multiplier
and resolutions. Table 4.2 shows 5 different instances of the classifiers we created and

the impact of varied parameter combinations on the load and inference time.



4.5.1.3 Instance Generation

Based on the work by Mungala et al. [60], the filters are generated by specifying their
cost and selectivity values based on a random distribution from preset value ranges.
We specify the costs of individual filters out of the range [12,16] that was decided via
extensive prototyping using MobileNets. The selectivity range was set to [0, 0.25] because
the matching ratio of subscriptions is known to be low [171] in the publish/subscribe
literature. We then generate subscriptions comprising combinations of filters selected
following a Zipf Distribution due the close resemblance between image filtering based on
object category occurrences and text search engines and the inverse relationship between
the frequency of word occurrence and its rank. Finally, we generate an event stream of
consecutive event items that are simulated by deciding for each event whether each filter
fi has a true or false outcome based on its selectivity x;. Subscriptions are distributed
across brokers based on a load-value § € [0, 1] chosen randomly for each broker. For
each run, the publisher issues 1000 events; each experiment instance is repeated 5 times

using 5 different topology structures resulting in a total of 25 runs for each configuration.

4.5.1.4 Metrics

In our experiments we focus on measuring two metrics. The average Processing Delay
Cost and the Total Processing Cost. The former captures the processing latency as
perceived by individual subscribers (R1.1. & R1.2.), whereas, the latter captures the

processing redundancy overhead (R1.3.).

The average Processing Delay Cost (PDC) is measured by taking an event e and summing
the execution cost of filters evaluated over e along various paths towards subscribers.
Every path e is propagated along exhibits a different ordering and placement of filter
executions based on the distribution of subscribers across brokers. Hence, we calculate
the average PDC by taking the total processing cost perceived by all subscribers and
dividing it by the total number of notifications delivered. A low average PDC indi-
cates efficient content extraction (R1.1), high workload decomposability by ensuring the

distribution of filter executions across brokers, and efficient routing decisions (R1.2).

On the other hand, for a notification set N, the total processing cost is the sum of
the execution costs of all filters evaluated against all n € N along all paths towards
subscribers. The goal is to capture the processing redundancy overhead resulting from
offloading the execution of filters to intermediate brokers, which may lead to to executing
the same filter on the same event multiple times along various paths. Measuring the
total processing cost quantifies the impact of modifying the overlay topology in response

to the variation of filter execution workload across brokers (R1.3.).
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4.5.2 Results

This section discusses the experimental results based on three main parameters: Number

of subscriptions, number of filters, and topology structure.

4.5.2.1 Impact of Subscriptions

In the first experiment we vary the number of subscriptions while fixing the number of
filters to 100. We measure the average processing delay cost along every path towards
subscribers which accounts for the impact of the processing cost at each broker (i.e. filter
executions) on the average perceived latency by subscribers while excluding communi-
cation costs. As shown in Fig. 4.10, the MEC and EMEC algorithms perform 50 — 70%
better than the AIR baseline when filter popularities follow a Zipfian distribution. The
sharing degree in this experiment is highly skewed, which makes a few filters very popu-
lar and leads to resolving many subscriptions at an early stage by adaptively prioritizing
filters with high edge-coverage. Fig. 4.11 shows the same experiment under a uniform
distribution where we eliminate skew by randomly assigning every filter a weight between
[0,1] and assigning filters to subscriptions based on a weighted probability. Results show
a noticeable increase in the processing delay cost of all approaches because the adaptive
ordering of filters requires more filter executions to resolve all subscriptions when the

popularity of filters is less skewed.

EMEC consistently outperforms all other approaches due to short-cutting the residual

graph earlier by incorporating the extended edge cover into the calculation of a filter’s
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unit price. Furthermore, as the number of subscriptions increases, more possible com-
binations of the available filters is covered, resulting in an increase in the number of
possible matches, as well as the chance of every filter getting evaluated as part of the
adaptive ordering. This is in the benefit of our algorithms since finding a matching event
as early as possible results in reducing the number of filters executed at brokers closer
to publishers, and offloading filters to be executed downstream on the paths towards
subscribers. This explains why the trends of MEC and EMEC are less steep than the
baselines. Offloading more filters tapers down the number of filters executed on each
path because as described earlier, as we go further in the tree, the popularity values of
filters across subscriptions changes based on the view of each broker, which makes the
algorithm take better decisions than upstream brokers. Ultimately, if filters were to be
only executed at subscriber-edge brokers and ordered according to their local residual
graph as in AIL, the results would be optimal with respect to the distribution of sub-
scribers, but at the expense of (1) flooding the network with unmatched events, and (2)

introducing a maximal redundancy overhead.

In the third experiment, we measure the redundancy overhead of all approaches as the
total cost of filter executions across all broker in the overlay. This captures the additional
processing cost imposed by two factors, (1) a poor ordering of filters and (2) executing
the same filter at multiple brokers on different sub-trees. Results in Fig. 4.12 show how
AIL leads to a linearly increasing total cost as the number of subscriptions increases.
This is because sharing across subscriptions is only leveraged locally at each subscriber-
end broker as opposed to sharing filters early on in the overlay. We can also see how AIR
introduces the least overhead due to executing each filter only once at the publisher-end

broker. Even though our algorithms can lead to some redundancy by executing the same
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filters at different paths due to offloading, this is balanced by decreasing the number of
filters executed on each path, which explains the slight increase in processing cost as
shown in Fig. 4.12. We also highlight how EMEC consistently leads to slightly more
total cost than MEC because of offloading more filters to be executed downstream by
eliminating more subscriptions earlier with the extended edge cover resulting in more

redundant processing on separate paths.

4.5.2.2 Impact of Filters

In this experiment we fix the number of subscriptions to 3000 and vary the number of
filters. We observe that the performance of AIR is more sensitive to the increase in the
number of filters as compared to that of subscriptions. This is because in the latter,
all algorithms use the same set of filters in the evaluation process. As the number of
subscriptions increases, each filter will have a larger chance of being evaluated but the
overall cost is bounded by the total cost of executing all filters available in the system.
In Fig. 4.13 we show how the increase in the numbers of filters increases the processing
delay cost of all approaches. However, it is also clear how the performance when applying
MEC or EMEC degrades slower because distributing the execution of filters help reduce
the impact of their increase as opposed to only resolving subscriptions at the publisher-
end broker as in AIR.



4.5.2.3 Impact of Topology

In this experiment, we evaluate our overlay construction algorithm using the two pro-
posed similarity measures based on the Bhattacharyya distance between filter popular-
ity vectors (Bhatt.) and the cosine similarity between PRG impact vectors (Cos.). We
also implement the Intersection over Unoin (IOU) similarity measure where we record
matched events at every broker and measure the cardinality of their intersection squared
divided by the cardinality of their union. Under a Zipfian distribution all similarity mea-
sure decrease the total processing cost almost equally as seen in 4.14. However, at a
more balanced distribution of filters (Fig. 4.15) both our distance measures appear to

outperform IOU which only utilizes traffic similarity as opposed to workload similarity.

4.5.3 Conclusion

In conclusion, experiments with varying toplogies, subscription workloads, and filter
distributions, show how our Match-and-forward Edge-Coverage-based (MEC) algorithm
outperforms both the All-in-Root (AIR) and the All-in-Leaves (AIL) baseline algorithms.
In particular, intelligently distributing and ordering the execution of filters along various
paths towards subscribers decreases the average Processing Delay Cost by 50% - 70%
as compared to AIR (R1.1 & R1.2). The adaptive and greedy nature of the MEC
and Extended-MEC heuristics helps tailor the ordering of filters on each path to the
distribution of subscribers across brokers and the variations in filter distributions (i.e.
popularity) across the subscriptions down each path. The reorganization of brokers in
the overlay on the basis of PRG similarity between brokers shows a 20% decrease in the
Total Processing Cost as compared to alternative approaches (e.g., shared event traffic
IOU and static topologies) (R1.3.). The PRG similarity metric aims to capture shared
filter executions between brokers along with the impact each shared filter has on the

PRG of each broker in terms of expected edge coverage.

4.6 Summary

This chapter tackles research question (Q1.) concerned with supporting multimedia con-
tent as native event types in distributed publish/subscribe systems comprising federated
broker overlays. It proposes the use of the publish/subscribe communication model as a
medium for an asynchronous and decoupled interaction between multimedia producers
and consumers. More precisely, It introduces fast binary classifiers (i.e. filters) into the

forwarding function of brokers in an overlay network, it proposes an adaptive greedy



algorithm inspired by previous approximation algorithms for the ordering and place-
ment of filter evaluations across paths towards subscribers. The chapter also proposes
two novel broker workload similarity metrics that facilitate the reconfiguration of the
overlay topology subject to a skewed distribution of subscribers with similar interests.
Experiments with varying publish/subscribe workloads show clear improvements in the
average processing delay cost perceived by individual subscribers, a negligible increase

in resource consumption across the overlay, and a low overall messaging overhead.






Chapter 5

SemanticPeer: A Distributional
Semantic Peer-to-Peer Lookup
Protocol for Large Content

Spaces at Internet-scale

5.1 Introduction

This chapter tackles research question (Q2.) and proposes SemanticPeer, a DHT con-
struction algorithm and lookup protocol that tackle the two technical requirements

stated below.

Q2. How can loose semantic coupling be achieved within the exact-match lookup func-
tionality offered by conventional DHTs underlying structured peer-to-peer networks
while ensuring the dynamic organization, allocation, and retrieval, of data based on

their shared semantic and syntactic properties.
Technical system requirements:
e R2.1. Effective organization and mapping of semantic data. This entails

the distributed organization of data in a way that reflects the basic meaning of

data items and the semantic relationships among them.

e R2.2. Efficient and effective semantically decoupled lookup operations.
This entails departing from ID-centric file sharing to loose semantic coupling in

DHTs. The retrieval of data items should be on the basis of a semantic routing

100



model that relaxes strict agreements on semantics and locates the target data items

at a low cost.

This chapter is organised as follows. Section 5.2 provides an overview of SemanticPeer, it
highlights the four main procedures that facilitate building a semantic DHT. Section 5.3
discusses related work. It elaborates on existing structured peer-to-peer networks and
their underlying DHTs. It also discusses existing peer-to-peer publish /subscribe systems
while emphasising on their matching model and degree of expressiveness. The section
also discusses semantic overlay networks and categorises the main event matching mod-
els that exist in the literature, namely, the content-based approach, the concept-based
approach, and the approximate semantic matching approach. Section 5.4 elaborates on
the proposed solution. In particular, section 5.4.1 discusses the distributional hypothe-
sis which constitutes the fundamental foundation for learning the semantic vector space
underlying SemanticPeer. Section 5.4.2 explains the intuition behind using hierarchical
clustering for partitioning the vector space and details the inner workings of the cluster-
ing algorithm. Section 5.4.3 discusses how the network is constructed via bootstrapping
and how tight groupings of related semantic concepts are dynamically assigned to nodes
in a structured peer-to-peer overlay. Section 5.4.4 discusses how a new node joining the
network finds a point of entry and populates its own routing table. Section 5.4.5 presents
the proposed semantically decoupled lookup protocol. Section 5.4.6 elaborates on how
rendezvous routing can be utilised to map two semantically related terms to the same
node atop SemanticPeer. Finally, section 5.5 provides an empirical evaluation of the
different functionalities offered by the network and section 5.6 summaries the chapter

and highlights the contributions of this work.

5.2 SemanticPeer Overview

SemanticPeer [172] is a DHT construction algorithm and lookup protocol that aims to
elevate the tight semantic coupling between its participants. It takes a vector space
consisting of N vectors, each representing a distinct semantic concept, and dynamically
assigns groupings of vectors that fall in semantic proximity to each other to nodes in a
structured peer-to-peer network (R2.1.). The proximity notion is defined according to
a closeness metric (i.e. Cosine distance) that allows for performing lookup operations
that converge to nodes maintaining the target or highly similar vectors (R2.2.). The
intuition is that data items sharing semantic properties should be mapped to the same
or neighbouring locations in the network. The overlay network is built on the basis of

four main procedures as outlined below (Fig. 5.1):
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FIGURE 5.1: SemanticPeer Node Architecture

1. Semantic agreement: Participants (i.e. nodes) loosely agree on a large corpus
of text comprising thousands of terms. The corpus is then mapped to a vector
space by leveraging learning methods based on distributional semantics. In this
work, we use pre-trained word embeddings obtained by training Word2Vec [158] on
the GoogleNews corpus. Word2Vec is a 2-layer neural network that takes a large
corpus of text as its input and produces a vector space. However, the methods
introduced are generalizable in the sense that any corpus can be used and it can
be paired with any learning model (e.g. BERT [173], Glove [174], etc.).

2. Partitioning the space: A vector space consisting of N vectors, each represent-
ing a distinct semantic concept, is partitioned via an unsupervised hierarchical
clustering technique [160]. The result of the clustering is a dendrogram (tree-like)
structure that links together the original vectors at multiple levels. The tree rep-
resents a taxonomy of clusters with parent-child and sibling relationships. Each
cluster comprises a grouping of vectors that fall in semantic proximity to each

other.

3. Network construction (R2.1.): The Connection Management Service is re-
sponsible for dynamically assigning the resulting partitions to nodes in a large
structured peer-to-peer network. The network is constructed via bootstrapping,
where, an entry node maintaining a partition of the space (i.e. sub-tree) passes
along half of its local dendrogram to the new node and the two nodes exchange
routing information. Two nodes are considered neighbours if they maintain parti-

tions that share a sibling relationship in the original dendrogram.



4. Content routing (R2.2.): The Lookup Service provides low level communica-
tion abstractions by exposing a routing substrate that maps the vector represen-
tations of terms to a location in the space via an iterative lookup operation. The
lookup operation leverages Cosine distance to map terms to nodes responsible for

a partition of the space comprising terms that share semantic properties.

5.3 Related Work

This section is split into four segments. First I discuss existing structured peer-to-peer
networks in terms of the properties and inner workings of their underlying DHTs. 1
then discuss existing decentralised publish/subscribe systems that operate atop struc-
tured peer-to-peer networks. Following that, I present approaches for constructing self-
organizing semantic overlay networks based on structured and unstructured overlays. Fi-
nally, I categorise existing event matching approaches into three groups, namely, content-
based, concept-based, and approximate semantic matching approaches, I highlight their

shortcomings in light of the identified requirements.

5.3.1 Structured Peer-to-Peer Networks

Chord [117] is a distributed lookup protocol and algorithm for constructing, maintaining,
and operating a DHT. Chord provides a distributed computation of a hash function
mapping m — bit keys to nodes using Consistent Hashing. Keys are ordered along an
identifier circle modulo 2. Key k is assigned to the first node whose identifier is equal to
or follows k in the identifiers circular space. To enable scalable key location, each node
maintains a Finger Table. The ith entry in the table at node n contains the identity
of the first node that succeeds n by at least 2°~! on the identifier circle. This property
ensures that by forwarding a key to the closest node at each step, the Chord protocol

guarantees that the number of routing hops necessary will be O(log N).

Pastry [6] assigns each node a 128 — bit identifier within [0,21%® — 1]. Node Ids and keys
are thought of as sequences of digits with base 2°. It organizes nodes in a ring structure
so that a message can be routed from any node to any key in a logarithmic number of
steps with respect to the total number of nodes. It implements a prefix-based routing
protocol whereby a key is forwarded to the node whose identifier has the longest common
prefix with the key's identifier. Each record in row ¢ of the routing table of node n is a
node identifier that shares ¢ prefix bits with the identifier of n. Similar to Chord, the
partitioning of the key space in Pastry along with each node's state guarantees reaching

any key in O(log N) steps.



Kademlia [5] assigns each node a 160—bit opaque ID. It treats nodes as leaves to a binary
tree, with each node's position determined by the shortest unique prefix of its ID. The
protocol guarantees that each node knows at least one node in each of the sub-trees.
Kademlia uses the XOR distance measure to identify how close two nodes are in the
key space. To route messages in a logarithmic number of steps, for each 0 < ¢ < 160,
each node maintains lists (i.e. k-buckets) of identifiers for nodes of distance 2 and 2¢+!

from itself.

CAN [7] maps keys as coordinates in a d-dimensional Cartesian Space. The space is
dynamically partitioned among nodes such that every node is assigned a distinct zone.
Each node maintains routing information to reach its immediate neighbors. Two nodes
are considered neighbors if their coordinate zones overlap along d — 1 dimensions and
abut along one dimension. A node routes a message in a greedy manner by forwarding
towards the neighbor with a zone closest to the destination based on Euclidean Distance.

The average routing path that CAN guarantees is (%) <n5> hops.

Discussion: All the algorithms and protocols discussed above construct a structured
peer-to-peer network from a purely logical key-space that bears no relation to any physi-
cal space. The space is partitioned arbitrarily where data items are mapped to partitions
following a uniform random distribution. They all offer Key-based Routing primitives
(KBRs) that route a message m with key x to the node responsible for the partition
where x falls in a relatively small number of routing hops. The exact-match key or
hash that is used for content-addressing has no meaningful relationship to the data it
represents, it is merely a logical pointer. Attempting to match two semantically related
terms would result in mapping their identifiers (i.e. keys) to two distant locations in
the network. Conversely, SemanticPeer utilises a semantic vector space as its underlying
key-space. The space can be conveniently used to map lexical items as a function of
their distribution in linguistic contexts (R2.1.). By that, SemanticPeer preserves the
semantic and lexical relationships between data items and ensures that with a certain
probability, semantically related data items will be mapped to the same or neighbouring
nodes in the network (R2.2.).

5.3.2 Peer-to-Peer Publish/Subscribe Systems

Scribe [18] is one of the earliest Topic-based Publish/Subscribe systems built over the
Pastry DHT. It employs Rendezvous routing by applying two data mapping functions to
associate subscriptions and events to nodes in a structured peer-to-peer network. The
intuition is that publishers and subscribers routing towards the same key (i.e. topic

identifier) will meet at the same node in the network. Scribe takes the union of the



paths traversed from subscribers towards the rendezvous node to maintain and persist

a group spanning tree that is then utilized for event dissemination.

Hermes [17] is a content-based publish/subscribe system built over the Pastry DHT. It
employs rendezvous routing to associate event-types and subscriptions to nodes in the
network. Here, an advertisement message that usually expresses the schematic structure
of produced events should meet user subscriptions at the same node in the network. At
each node n;, it associates a filter with each link to a neighbor node n;. As a subscription
s is being routed towards its rendezvous node, whenever it comes across a node n; that
has seen a matching advertisement, s is also routed towards n;, where n; is the neighbor

of n; that sent the matching advertisement.

Meghdoot [35] supports subscriptions with numerical range predicates. It was build over
the CAN DHT leveraging its d-dimensional Cartesian space. Subscriptions are defined
over a schema of n attributes as key-value pairs. The intuition here is that the content
space defines a 2n dimensional Cartesian space where each attribute is associated with
a domain range [L;, H;]. A subscription defining a range predicate l;, h;, 1 < i < n

occupies a point in the 2n dimensional Cartesian space.

DHTStrings [175] and PastryStrings [118] are approaches that focus on supporting sub-
scription predicates on string attribute types. Matching operations may include suffix
(e.g. ABC¥*), prefix (e.g., *ABC), and containment (e.g. A*B). DHTStrings uses the
hash function native to the underlying DHT to map an event attribute holding value
(ABCD) to nodes in the network. To map subscription predicates, they use the same
hash function h to map all possible prefixes (e.g. h(A), h(AB), h(ABC), and h(ABCD)).
The approach for supporting suffix and containment follows the same methodology. Pas-
tryStrings on the other hand is more comprehensive in the sense that it supports both
numerical and string attributes. The proposed model relies on an indexing structure
that organizes nodes in a hierarchy (i.e. string trees), where the number of constructed
trees is equal to the number of letters in the alphabet. The key-based routing primi-
tives native to the underlying DHT are used to map event attributes to the root (i.e.
Tnode) of its respective tree. Relevant subscriptions are stored at child nodes where
events traverse down the hierarchy based on the sequence of letters being matched and
on the basis of whether the matching is based on numerical ranges or on suffix, prefix,

or containment.

Tariq et al. [176] propose a broker-less peer-to-peer content-based publish/subscribe sys-
tem that focuses on satisfying the individual message delay requirements of subscribers
in the presence of bandwidth constraints. The authors distinguish between peer-level

and user-level subscriptions in an attempt to, (1) minimise resource usage by avoiding



false positives, and (2) ensure scalability by balancing the contributions of peers ac-
cording to their available resources. They propose the use spatial indexing, e.g. DZ
expressions [177, 178], which play an important role in efficient multiway recursive divi-
sion of N-dimensional space. The event space is divided into regular sub-spaces which
serve as enclosing approximations for user-level subscriptions. The intuition is to coarsen

peer-level subscriptions so that additional events can occupy a share of its bandwidth.

Discussion: Plenty of structured peer-to-peer publish/subscribe systems exist in the
literature. I refer the reader to the work by Kermarrec et al. [31] for an extensive
analysis of existing solutions. The survey paper neatly categorises solutions along three
dimensions, namely, expressiveness, DHT dependability, and state. However, all the
solutions discussed are designed to work over structured textual and numerical content
under the assumption of term-level full agreement between participants. The underlying
logical key-spaces and exact-match KBR primitives do not suffice to overcome the se-
mantic boundary between multimedia event producers and consumers. In addition, the
use of spatial indexing by dividing the event space into an N-dimensional space is only
applicable under the assumption that every dimension in the space is known, e.g. struc-
tured content space, which is turn challenged by the unstructured nature of multimedia

events.

5.3.3 Semantic Overlay Networks

Chand et al. [67] propose event routing strategies that spread messages within a com-
munity of peers that share similar interests. Peers organise in a hierarchy that defines
neighborhood relationships based on interest intersection, containment, or equivalence
relationships. For instance, the containment hierarchy tree is defined as follows: A peer
P that registered subscription S is connected in the tree to a parent peer P’ that regis-
tered subscription S’ if S’ is the subscription in the system closest to S according to the

containment proximity metric.

Voulgaris et al. [66] propose Sub2Sub, a collaborative self-organizing publish/subscribe
system deploying an unstructured overlay network. The network utilises an epidemic-
based routing strategy to organise nodes by continuously exchanging subscription in-
formation and assessing their semantic similarity. The idea is that every subscription
defines an N-dimensional space, subscriptions are partitioned into M disjoint hyper-
spaces, whereby, relevant events fall into one of these partitions. This aspect simplifies
the dissemination of events where publishers only need to locate any one matching sub-
scriber for its potential event(s), and deliver the event(s) to it. From that point on,

dissemination is taken care of by the matching subscribers themselves.



Tang et al. [179] propose pSearch, a decentralized non-flooding peer-to-peer information
retrieval system that distributes document indices through the peer-to-peer network
based on document semantics generated by Latent Semantic Indexing (LSI). They define
the notion of a semantic overlay as a logical network where contents are organized around
their semantics such that the distance (i.e. routing hops) between two documents in the
network should be proportional to their dissimilarity in semantics. They use the CAN
DHT [7], which organises nodes over a d-dimensional Cartesian space, to map the vector
representation of a document (generated by LSI) as the key to store the document index
in the CAN DHT.

Li et al. [180] propose the Semantic Small World (SSW) overlay network that facilitates
efficient semantic search over peer-to-peer networks. The overlay dynamically clusters
peers with semantically similar data closer to each other and maps these clusters in a
high-dimensional semantic space into a one-dimensional small world network. The in-
tuition is that structured data objects, usually represented by a collection of attribute
values, can be projected as a point in a multi-dimensional semantic space. They pro-
pose a dynamic dimension reduction method to construct a one-dimensional SSW that

operates in a high dimensional semantic space.

Penzo et al. [181] propose methods to cluster peers that are semantically related into Se-
mantic Overlay Networks (SONs), while maintaining a high degree of autonomy. Choice
of neighbors is supported through the introduction of two kinds of selections, one based
on a semantic similarity threshold (range-based selection) and the other one is based
on a maximum number of neighbors (k-NN selection). Semantic similarity is defined
according to the WordNet thesaurus [157], in particular, they quantify the distance be-
tween two semantic concepts by computing the depths of the concepts in the WordNet

hypernymy hierarchy and the length of the path connecting them.

Qian et al. [53] propose JTangCSPS, a semantic broker overlay built on the basis of an
Ontology Class Weighted Tree (OCWT). The tree is mapped to a 1-dimensional space
where each class is assigned a unique key. An Ontology Routing Table stores the IDs
of ontology classes in different sets that reflect the taxonomy of classes in the OCWT.
The system provides logarithmic bounds for the performance of the proposed semantic

routing model as a function of the network size.

Tariq et al. [182] propose a content-based peer-to-peer publish/subscribe systems that
leverages distributed spectral cluster management to, (1) reduce the cost for event dis-
semination by clustering subscribers exploiting the similarity of events, and (2) preserve
the expressiveness of the subscription language. To cluster similar peers into a single
dissemination structure they propose not only using the overlap between subscriptions,

but also take into account the number of events recently matched by the subscriptions.



They use the Jaccard index to capture overlapping events between peers. One the sim-
ilarity graph is computed, the subscription clustering is performed by partitioning the

similarity graph into k disjoint sub-graphs.

Discussion: The approaches discusses above put forward various definitions of seman-
tic similarity between peers. The various similarity metrics used include the following:
(1) intersection, containment, and equivalence for subscription predicates that spec-
ify relational operators over string and numerical value types [66, 67] (Content-based
approach), (2) associations between concepts based on semantic and syntactic relation-
ships stored using conceptual semantic hierarchies (e.g. ontologies) [53, 181] (Concept-
based approach), and (3) mapping of terms and documents to high dimensional spaces
on the basis of multi-attribute structured data objects [180] or by leveraging methods
based on computational linguistics (e.g. vector space semantics) [179] (Approximate
semantic matching approach). In the following subsection, I elaborate on this cate-
gorization of matching approaches while highlighting their shortcomings in light of the
identified requirements (R2.1. & R2.2.).

5.3.4 Current Event Matching Approaches

This section discusses the three main event matching models that exist in the literature.

(See table 5.1)

5.3.4.1 Content-based Approach

In this approach, participants are tightly coupled by the structure and semantics of the
data being disseminated. The system performs exact string comparisons between event
attributes, and subscription predicates. In broker-based environments, explicit configu-
rations are required to setup the routing of events and subscriptions across the system
(e.g. SIENA [33] and PADRES [69]). The closed nature of the event processing envi-
ronment guarantees high effectiveness in terms of event matching accuracy. However,
scaling the system to cope with higher numbers of data producers and consumers comes
at a high cost and usually requires cloud deployments. On the other hand, structured
peer-to-peer networks organize nodes in a specific logical structure such as a tree, a ring,
or a multidimensional space. The targeted expressiveness of content-based publish/-
subscribe systems defines the requirements placed on the underlying structure [31]. The
expressiveness of the system is dictated by the properties of the underlying key-space and
the employed data mapping function (i.e. hash function). Content-based systems usu-
ally define events as tuples of ordered attributes as key-value pairs. Quite conveniently,

this structure resembles a multidimensional space with one dimension per attribute [35].



sotproiddy JuarIn)) :1°G ATV,

P ToAR $9%99 JO sure)sn[)
YSIH 09 YSIH 09 L AL USIH 09 r10d100 9310] ROTUDIRION 29
: ' WeISOIPUD(] i 1o . I99Jo1jueiag
WINPT WINIPIJA OATIBIO WNIPIJA U0 SJUSUISDIGE ssurppequuIy :
e SurystqeIsy POATPION Surgerery
aATyruurad S1X03 39 (IST) os.gdﬁwm
YSIH 09 USIH 0% o USIH 09 e10d100 931€] Surxepuj S overoidd
WINIPaIA WNIPaIA e WINIPOTA U0 SJUOUIODIGE OTJUIRUIOG [621] wieog yeoH v
NVD SurysTqeIsy juayer]
o SOIZ0[0JUO JO .
SIH o SIH o Am@H mwOv oIS Py S9190[0JuI0 ) mmw
O 93 2T 93 1%L urewop U0 S)UOWIITe oM [eg] sdSpSueyr
WINIPOA WINIPOA surnoy o) 110 S sse[n)
A3o[o1u( spuoda(] A3ojoyu(
S9I30[0JUO JO
31 o 21 o ﬁmwwmoﬁﬁmwmmv 9ZIS pue SOI30[0jU0 SULIIST]O
M?ﬂ@ ¥ M:.Wo } Sur .MOH Surewop U0 S)UOUIdIS® 190d [181] 'Te 10 ozuag
PO PN o HMWEWH o} Uuo surystqe)syy [eO130[09U()
a 5 spuada( Surgerery
WINIPAA MO HACBIN 7§ Mo surddepy jordxe JoN [¢] e 10 woy 1deouon)
. soAnyuId mz.S@QO .
qd31 ]
Suidissor) / SOLL surmgsn )
JO Iequinu 9] "Te 90 puey)
WINPT WINIPIJA soanyrurid WNIPIJA Ioad
oBre © ‘[99] anszang
qdg31 Jnuemog
SuIgR( SuryoyeN
soaryrurtad MWN mm [9] ButrygAniseq poseq-
WINIPaIA MO I MO @%m o jo17dx0 JON ‘lge] 100pySey JIDIUO))
[0JeW-}0eX ] wQEM@Q ‘[L1] seuroy
SSOUDATIDRLH Aouaotgyq POTIdIN SSOUATIOOH 1500) POI_IN

suorjerado dnxyoo|

pordnoosp Af[esnjueieg gy

$1doouod orjurwas
JO uoryeziuesi() Ty




To this end, the most fitting peer-to-peer infrastructure is the one based on a multidi-
mensional spaces (i.e. Meghdoot [35] over CAN [7]). Moreover, a plethora of indexing
structures have been proposed to support range queries and queries that define predi-
cates on string attribute types such as prefix, suffix, and containment (i.e. DHTStrings
[175] and PastryStrings [118]). Approaches such as Scribe [93] and Hermes [17] rely on
creating and persisting dissemination structures that are derived from rendezvous rout-
ing strategies where event attributes and subscription predicates should satisfy an exact
string match. Finally, content-based approaches that aim to cluster nodes based on their
semantic similarity perform exact string comparisons between terms present in events
and subscriptions or look for intersections between subscription predicates with con-
straints over numerical ranges [66, 67]. It is clear that under both environments, namely
broker-based and peer-to-peer, the publish/subscribe system tends to be limited as far
as scaling out to more heterogeneous environments (i.e. large semantic content spaces)
due to the effort required to keep the agreement on shared schemata and semantics, and

to develop a large number of rules [55].

5.3.4.2 Concept-based Approach

In this approach, participants may use different terms to describe the same concept given
that both parties agree on a hierarchical structure that preserves semantic and lexical
relationships between terms. This approach was originally employed in centralized pub-
lish /subscribe systems (i.e S-TOPSS [184] & G-TOPSS [72]). The proposed semantic
matching model translates the content of incoming events to all possible synonyms and
semantically related concepts before matching. In the context of peer-to-peer file shar-
ing systems, Kementsietsidis et al. [52] propose the use of mapping tables to overcome
the exact-match limitation of existing key-based routing primitives offered by various
DHTs. At their simplest, mapping tables are populated by pairs of corresponding iden-
tifiers from two different sources. With such tables, when a participating peer attempts
to retrieve a file called X, it first consults a shared or local mapping table to find the
names of X in each of the target peers. This approach is complementary to peer-to-peer
publish/subscribe systems and can serve as a rule-base to overcome the tight semantic
coupling between participants. Mapping tables can also be replaced with conceptual
semantic hierarchies which may serve as a much more dense data structure to store
semantic information. However, as such structures grow in size, they can hinder the
performance of the system by forcing peers to initiate many lookup operations (R2.2.
Efficiency). Other concept-based peer-to-peer approaches aim to organise nodes on
the basis of a semantic space representing the various data items stored in the network

[53, 181]. The notion of semantic association or similarity is derived from hierarchical



semantic structures (i.e. ontologies). However, the conceptual model itself takes a lot
of manual work and expert knowledge to build; the semantic coverage of the model in
terms of the number of concepts and semantic relationships can be considered limited
compared to the wide semantic space of recognition at the scale of human ability (R2.2.

Effectiveness).

5.3.4.3 Approximate Semantic Matching Approach

In this approach, participants may also use different terms to describe the same semantic
concepts given that they establish a loose agreement on large corpora of texts. In the
domain of Natural Language Processing (NLP), word meaning is mathematically mod-
elled and learnt by mapping terms to high-dimensional vector spaces leveraging large
amounts of contextual information presented in large corpora of texts [8]. The resulting
mappings along with an efficient vector similarity metric (i.e. Cosine distance) have
previously been employed to build a centralized approximate event processing model
for addressing semantic coupling in event-based systems [55]. The authors propose an
approximate event matching scheme that is rooted in uncertain schema matching where
they create pairwise mappings between the vector representations of terms present in
structured approximate events and subscriptions. In a peer-to-peer setting, relevant
approaches tackle structured event types by mapping the attribute space of events to
a multi-dimensional semantic space that is then used to organize peers in a way that
reflects the semantic relationships between the data items stored in the network [180].
However, semantic similarity is defined over structured event types and is limited in
terms of matching semantically related terms. An alternative approach for unstructured
data items (e.g. documents) leverage vector space semantics and latent semantic index-
ing to map documents as indexes in a multi-dimensional semantic space [179]. However,
this approach is limited to identifying semantic similarities between documents instead
of lexemes or terms. The computational semantics method used (i.e. LSI) is outdated
when compared with the recent neural network based approaches (e.g. Word2Vec [158]
& Bert [173)).

5.4 SemanticPeer System Design

SemanticPeer is a DHT construction algorithm and lookup protocol that aims to over-
come the tight semantic coupling between its participants. The system departs from
ID-centric file sharing to loose semantic coupling in DHTs. This is facilitated via the
construction of a structured peer-to-peer network that organizes and maps data in a

way that reflects the basic meaning of data items and the semantic relationships among
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FIGURE 5.2: Example of a CAN 2-d space with 5 nodes

them. Storing and retrieval of data items is done on the basis of a semantic routing
model that relaxes strict agreements on semantics between participants and locates the

target nodes in a small number of routing hops.

The intuition behind our design was rooted in CAN [7]. As shown in Fig. 5.2, CAN
is a DHT design that maps keys as coordinates in a virtual d-dimensional Cartesian
space. The space is completely logical and bears no relation to any physical coordinate
system. It is dynamically and arbitrarily partitioned among nodes such that every node
is assigned a distinct zone. Two nodes are considered neighbors if their coordinate zones
overlap along d — 1 dimensions and abut along one dimension. If the space is partitioned

into n equal zones, individual nodes maintain 2d neighbours.

In SemanticPeer, we replace CAN’s Cartesian space with a high-dimensional semantic
vector space. CAN’s approach to overlay construction and content routing would not
translate well to high-dimensional vector spaces due to scalability and space traversabil-
ity constraints. On the one hand, as the value of d increases, the number of neighbours
maintained by each node may increase to a degree that can hinder the performance of
the system. On the other hand, the closeness metric utilised by CAN (i.e. Euclidean
distance) is known to under-perform when applied to the retrieval of the most similar
texts to a given document. Moreover, as the dimensionality increases, the volume of the
space increases so fast that the available data becomes sparse. This sparsity is prob-
lematic mainly because organizing and searching data often relies on detecting areas
where objects form groups with similar properties; in high dimensional data, however,
all objects appear to be sparse and dissimilar in many ways, which prevents common

data organization strategies from being efficient.
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FIGURE 5.3: Distributional vectors of the lexemes car, cat, dog, and van. [§]

5.4.1 Distributional Hypothesis

The theoretical foundation of Distributional Semantics has become known as the Dis-
tributional Hypothesis: Lexemes with similar linguistic contexts have similar meanings
[8]. Distributional approaches to word meaning acquisition originally leveraged statisti-
cal properties of linguistic entities as the building blocks of semantics. The hypothesis
was premiered by Harris [185], who argued that “difference of meaning correlates with

difference of distribution.”

The aforementioned statistical properties initially identified as the frequencies of word
co-occurrences in a corpus of documents have led to the conception of the vector space
model in information retrieval [186]. The representation of a set of documents as vectors
in a common vector space is known as the vector space model and is fundamental to
a host of information retrieval operations ranging from scoring documents on a query,
document classification and document clustering. Since its conception, the vector space
model has also been used to identify semantically associated words by measuring the
similarity of their corresponding vectors (Fig. 5.3). In particular, Cosine Similarity
is a widely used measure of how similar two documents are irrespective of their size.
Mathematically, it measures the cosine of the angle between two vectors projected in
multi-dimensional space. Cosine similarity is beneficial because even if the two similar
documents are far apart by the Euclidean distance, chances are they may still be oriented

closer together. The smaller the angle, higher the cosine similarity.

The availability of larger corpora and faster computers have recently resulted in the
conception of highly accurate Machine Learning models based on Neural Networks such
as Google’s Word2Vec [187] and BERT [173], Stanfords’s Glove [174], and Facebook’s
Fasttext [188]. Such models are used to produce word embeddings (i.e. vectors) by



Algorithm 1 Agglomerative Hierarchical Clustering

1: Given:

2: A set V of vectors {v1,...,v,}

3: A distance function Dist(c;, ;)

4: procedure AGGLOMERATIVE(V,DIST)

5: C+ 0 > Initialize empty forest of clusters
6: for i + 1,n do

T: C+ CU{{v}}

8: T+ C > Initialize Tree as sequences of Merges
9: while |T'| > 1 do

10: ¢, ¢j = min(Dist(c;, ¢j))

11: Ve, Cj € C

12: C+C \ C; \ Cj

13: C(—CU{CZ'UCJ'}

14: T(—TU{CZ'UC]'}

15: Return T

reconstructing linguistic contexts of words. The resulting vectors are typically com-
prised of several hundreds of dimensions. The produced semantic vector spaces render
themselves a very promising candidate to serve as a key-space to construct semantically-
aware DHTs. The challenge to be tackled is twofold. Mainly, the partitioning of the
vector space is supposed to create compact semantic groupings of vectors as key-space
partitions. In addition, each node in the network has to maintain enough state to be
able to route a message m containing the vector v to the node responsible for vector v

in a few number of hops relative to the network size.

5.4.2 Hierarchical Clustering

Hierarchical clustering [159] is an unsupervised clustering technique that aims to build a
hierarchy of clusters (i.e. dendrogram structure). A dendrogram is a tree-like structure
that visualises the relationship between data points. There are generally two ways to
construct a dendrogram. The first method is bottom-up, where you start with the
original observations and keep merging the individual data points and sub-clusters. The
other alternative is top-down, where you start with the entire dataset as one cluster
and divisively partition the space until you reach individual data points. The limitation
with the latter is that you need to determine at each step how many clusters to create.
Whereas, in the former, the branching reflects the distance between individual data

points and formed clusters at dendrogram construction time.

In this work, we apply agglomerative clustering (i.e. bottom-up hierarchical clustering)
based on Cosine distance to obtain tight groupings of word embeddings. In this tech-

nique, initially each data point (i.e. vector) is considered as an individual cluster. At



each iteration, the similar clusters merge with other clusters until one cluster is formed.
The basic clustering algorithm is straight forward (Algorithm 2). We compute the prox-
imity matrix based on Cosine distance, where, for a vector space containing N vectors,
the proximity matrix is an N x N symmetric matrix with the ith and jth entry repre-
senting the cosine distance between the ¢th and jth vector. The algorithm begins with
a forest of clusters, i.e. original vectors that are yet to be used in the hierarchy being
formed. When two clusters ¢; and ¢; are combined into a single cluster {c; U ¢;}, ¢
and c¢; are removed from the forest, and {¢; U ¢;} is added to the forest. When only
one cluster remains, the algorithm stops, and this cluster becomes the root. We adopt
the group-average method [160] to calculate the distance between two newly formed
clusters u and v (Equation 5.1). For all points ¢ € v and j € v where |u| and |v| are the
cardinalities of clusters u and v, respectively, the distance between u and v, d(u,v) is

computed as follows.

e dulila)
4w =D ) (5.1)

¥

As shown in Fig. 5.4 (left), The output of the clustering is a dendrogram structure with
the final single cluster as the root cluster and the two sub-clusters that were merged to
form the super-cluster as its children, and so on. The leaves of the tree are the original

vectors.

The reason behind choosing a hierarchical clustering approach as opposed to other pop-

ular clustering techniques is twofold:

e Number of clusters: Hierarchical clustering offers a way of not having to declare
the number of clusters needed beforehand. This property is desirable because it
is challenging to provide an accurate and up-to-date estimation of the number of

nodes participating in a given peer-to-peer network [? 7 ].

e Space traversability: The resulting tree-like structure provides a taxonomy of
clusters with parent-child and sibling relationships. The dendrogram structure
allows us to successively partition the space into sub-trees that are addressable
using Cosine distance, in a similar fashion to Kademlia’s binary tree [5] which is

in turn paired with the XOR distance metric.

5.4.3 Network Construction

To construct the network, we start with one node (i.e. bootstrap). The first node is

passed the entire vector space after clustering as a dendrogram structure. When a node
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FIGURE 5.4: Dendrogram structure resulting from Hierarchical clustering (left).
Network construction example (right).

attempts to join, the bootstrap node randomly chooses a node from the network for
the new node to join through. Initially, no other nodes will be present. The bootstrap
proceeds to split its vector-space partition with the new node by dividing the dendrogram
it maintains into two clusters (i.e. sub-trees) and passing one cluster to the new node.
The bootstrap node keeps reference to the mean vector of all the vectors that fall in the
cluster it passed to the new node along with its IP address as a new entry in its routing
table. Similarly, the new node keeps reference to the mean vector of the vectors that
lie in the other cluster along with the IP Address of the entry node. The mean vector
of the cluster maintained by a node in the network serves as its identifier. In the case
of Word2Vec embeddings, a vector happens to be of magnitude 300. Here we note that
the magnitude of vectors is subject to the method used for learning. As more nodes
attempt to join, the bootstrap either selects itself, or some other random node from the
network to split its partition with the new node. Once a node n is chosen, it splits is
local cluster into its children clusters, and proceeds to exchange references with the new
node, it also passes along all the references (i.e. Mean Vector and IP Address pairs) in
its local routing table. The exchange of routing information guarantees that the joining
node knows at least one node it each of its sub-trees. As the network grows, the original
dendrogram will continue to be successively split into its subsequent sub-trees which

serve as stand-alone dendrograms at the nodes that maintain them.

Fig. 5.4 shows an example of the construction algorithm given the dendrogram on the
left. Node ng serves as the bootstrap and is initially passed ¢y representing the root
cluster. When n; attempts to join, ng splits cg into its two children clusters ¢; and cso.
The two nodes exchange the mean vectors of both clusters to populate their routing
tables. As shown in the dendrogram, c; is considered to be a compact cluster that

should no longer be split. When node n9 attempts to join by sending a Join message to



the bootstrap node, ng defers the message to n1. Node n; proceeds to split the sub-tree
it maintains into c3 and ¢4. The two nodes exchange the mean vectors of both clusters
and ny also forwards the mean vector of cluster ¢; along with the IP address of node
ng, so that node ny knows at least one node in each of its sub-trees. Similar to ¢y,
c4 is no longer splittable, hence, when node n3 attempts to join, the Join message is
first deferred to n;. Node nj then checks whether any of its subsequent neighbours can
further split their partition. No other nodes can further split, so n1 proceeds to split cg
into its children clusters c5 and cg, passes along cg to n3 and retains c;. The two nodes
exchange references so that ns knows the mean vectors and IP addresses of (c1, ng), (cs,
n1), and (c4, n2) respectively. At this point, all four nodes in the network can no longer
split their partitions making the network saturated. As it is clear, the potential size the
network is subject to the initial size of the vector space, and the maximum number of
flat clusters that can be generated from the given dendrogram. Furthermore, note that
when nq split ¢o into c3 and cg4, the node identifier of n; changed from the mean vector
of ¢co to the mean vector of c3. However, ng was not informed of that change, nor was it
passed the mean vector of ¢4 which represents the identifier of no. The intuition to keep
n1 addressable by the mean vector of ¢o from the perspective of ng is the following: If
np wants to address a vector v that is stored in ng, the closeness metric should identify
that the closest partition to v is ¢y which leads to forwarding the message to n;. On
reception of the message, n; had already split co. If the vector belongs to ¢4, ny will
identify that the vector is closer to the mean vector of ¢4 than it is to the mean vector
of its current local partition c3, hence, ny should then forward v to ny. This process
mimics the traversal of the original dendrogram but in a distributed fashion. Also, after
c3 was split by n1 into c¢5 and c¢g, ng and no where not informed about the new node ng.
Not informing parent nodes about new partitions of the dendrogram guarantees that
the routing table does not grow beyond log(N) where N is the number of nodes in the

network.

In the following we fill in the details on how the bootstrap chooses other nodes from
the network to act as entry nodes. We define the notion of splittable nodes and how
nodes keep track of them. We then provide a lookup protocol that allows any node in
the network, given a vector v, to locate the node retaining the partition where v belongs

in a logarithmic number of hops.

5.4.4 Finding an Entry Node

Fach node maintains a table to keep track of what neighbors are still able to split
their vector-space partition. A neighbor is removed from the table when it satisfies two

conditions: On the one hand, the partition maintained by the neighbour (i.e. cluster)
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FIGURE 5.5: Node n maintains a partition of the vector space containing one original
observation (i.e. vector), the ovals show sub-trees in which node n should know at
least one contact

should be considered compact enough to not be further split into its subsequent child
clusters. On the other hand, the neighbour should have no subsequent neighbors that can
further split their vector-space partition. Keeping track of splittable neighbors allows
any node to defer a Join message to a random node from its neighbors. Upon reception
of a Join message, the bootstrap node either chooses itself as the entry node or forwards
the Join message to one of its splittable neighbors. Under the latter case, once the
neighbour receives the Join message, it either chooses itself or proceeds to recursively

forward the message to one of its splittable neighbours until an entry node is chosen.

To keep the table of splittable neighbours up-to-date, once a node n splits its partition
with a new joining node n/, it checks if the partition it just passed to n’ can further
be split. If so, it adds the IP address of n’ as an entry in its local splittable nodes
table. Otherwise, n should check whether the partition it was left with could further be
split or is compact enough. If its compact enough, the node then consults its splittable
nodes table to check whether any of the other neighbouring nodes maintain splittable
partitions. If the table is empty, n notifies its parent node that no nodes down this path
can further be split. The parent node proceeds to remove n from its local splittable
nodes table and repeats the same process by checking whether its local partition can
further be split and whether the local splittable nodes table is empty. In which case,
the parent node back-propagates the message to its parent node, and so on. Following
the example in Fig. 5.4, when ny joins, ng identifies that ¢y is still splittable, so it adds
n1 to the splittable nodes table. Once ny attempts to join, ng identifies that its local
partition c; is no longer splittable, so it consults its local splittable nodes table, and
forwards the Join message to ni. Following that, when n; splits co into c3 and ¢y, it
identifies that c4 is no longer splittable, hence, it does not update its local splittable

nodes table. Finally, when ns joins through ny, n; identifies that neither the partition



Lookup  Opera- | Procedure
tion
Store This operation halts once the K closest Nodes identified at
each iteration converge to the same nodes. In other words, the
K node IDs identified at the current iteration should match
the Node IDs stored in the local buffer from the previous
iteration. The Node then instructs each of the K nodes to
store a {vector:value} pair for later retrieval.

Node Discovery This operation halts once the node with an identifier that
matches the Lookup vector is identified.

Exact Vector | This operation halts once the recipient of an Exact Vector
Lookup Lookup message identifies that it stores a data item with the
same identifier as v.

Approximate Similar to Store, This operation halts once the K closest
Vector Lookup Nodes identified at each iteration converge to the same nodes.
The initiating node then sends a fetch vector message to each
of the K nodes identified. The recipients of the fetch vector
message return the Top-K closest values they store by mea-
suring the Cosine distance between their identifiers and v.

TABLE 5.2: SemanticPeer Protocol Operations

it passed i.e. cg, nor the partition it retained i.e. c5 are splittable. At this point, ny has
no splittable neighbours and its local partition is no longer splittable so it informs its

parent node ng which in turn removes it from its local splittable nodes table.

Finally, to determine whether a partition is compact enough, we use the Group-average
distance method. The Group-average distance between two clusters is calculated accord-
ing to Equation 5.1. This method forms a flat cluster u so that the original observations
between its two child clusters have no greater a group-average distance than a predefined
threshold ¢. More precisely, when a node passes along a partition v and retains v, it
computes the group-average distance d between the child clusters of u. If d < t, u is
deemed no longer splittable. It then calculates the group-average distance d’ between
the child clusters of v to identify whether the partition it retained is further splittable

or not.

5.4.5 SemanticPeer Protocol

The SemanticPeer protocol can be split into four main operations: Store, Node Discov-
ery, Exact Vector Lookup, and Approximate Vector Lookup. All four operations are
derived from a single Lookup function that initiates a Lookup operation once passed a

vector and halts once one or more target nodes have been identified.



The Lookup function takes a vector v of magnitude 300 along with a unique vector iden-
tifier as its arguments and identifies the K closest nodes available in the local routing
table. The routing table stores contact information as a list of Node identifiers i.e. the
mean vectors of clusters maintained by contacts, paired with their IP addresses. To
identify the K closest contacts, the node initiating the Lookup simply calculates the
Cosine distances between v and the Node identifiers, then ranks the results in ascending
order. The node proceeds to send a Store, Node Discovery, Exact Lookup, or Approx-
imate Lookup message to the K nodes identified in the previous step. K is a constant
that determines the size of the search space and can impact the performance and accu-
racy of the Lookup operation. The recipients of any of the four messages return the IP
addresses, and Node identifiers of the K closest nodes available in their routing tables,
along with the identifier of v. Once the initiating node receives K replies that match the
identifier of v, it removes any duplicates from the returned node identifiers, identifies
the K closest Nodes to v, then stores them in a temporary buffer, and repeats the same
process until the target nodes are identified. The conditions upon which each of the
four Lookup operations halts and the subsequent actions done by the node initiating

the Lookup operation are outlined in Table 5.2.

5.4.6 Rendezvous Routing atop SemanticPeer

At this point, we can easily see how a peer-to-peer publish/subscribe system with loose
semantic coupling can be achieved atop SemanticPeer. Just like Scribe [18], we employ
rendezvous routing. The advantage here is that the hash or key that was previously
used to reach the rendezvous node maintaining a certain topic can now be replaced with
a vector (i.e. word embedding) and routed towards a node that maintains a compact
grouping of vectors that are semantically related. So, instead of being limited to an exact
string match, users can subscribe to semantic concepts by using related terms. Publishers
and subscribers can loosely agree on the corpus used to learn the vector space underlying
the structured peer-to-peer network. Fig. 5.6 shows a subscriber interested in receiving
images of cats. Publishers may call the underlying Store operation to route an event
containing an image of a cat and labelled with the term ”kitty” instead. The vector
representation of the term ”cat” would be routed towards target nodes that maintain
related concepts (e.g. "kitty”, "wild cat”, etc.). Just like ranked data retrieval, when
a subscriber routes a subscription containing the term ”cat”, the rendezvous node(s)
may return the Top-K most related semantic concepts registered by publishers where

subscribers may then select what topic(s) to subscribe to.
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FI1GURE 5.6: Rendezvous Routing atop SemanticPeer. Participants may call the
underlying Lookup Operations to route a value x into the network as a
{vector : value} pair.

5.4.7 Dendrogram Traversability Constraints

In agglomerative hierarchical clustering, during the construction of the dendrogram,
we do not have any assumption on the number of clusters. After its construction, we
may form flat clusters by slicing the dendrogram horizontally, whereby, all the resulting
branches formed below the horizontal cut represent individual clusters. An alternative
way is to cut the dendrogram inconsistently by utilizing some distance measure and
a threshold to separate clusters individually. In SemanticPeer, the entire hierarchy of
clusters is not known to all nodes due to scalability constraints, hence, the system uses
the latter method to facilitate a distributed and dynamic formation of clusters. Every
node successively divides the branch it maintains and passes along one of the resulting
branches to the new joining node. If the node identifies that the branch it already
maintains is compact enough and need not be further split, it ceases to act as an entry

node and defers join messages to splittable neighbours.

Furthermore, all the members (i.e. vectors) of a branch belong to a certain class. How-
ever, to infer this class entity, one has to go through individual samples at each level
within the formulated cluster and find out what feature is common in the resulting
cluster. Such an approach is infeasible due the high-dimensionality of the space. Al-
ternatively, we represent every class by the mean of all the vectors in its membership.
The class identifier (i.e. mean vector) is then used to traverse the structure by assigning
vectors to clusters based on Cosine distance. The closest class identifier to a vector v is
regarded as the cluster (partition) it should be assigned to. Hence, a lookup operation
for v iteratively finds closer class identifiers (acting as node identifiers) by consulting

local routing tables at every node the lookup message is propagated to.



To populate its routing table, a node inherits all the references (node identifier and IP
address pairs) from its parent node. These references include contacts that the parent
node previously acquired by acting as an entry node (parent node) and dividing its
own partition, in addition to contacts that it previously inherited from its parent node
when it joined the network. Thus, the SemanticPeer protocol guarantees that every node
knows at least one node in each of its adjacent branches (Fig. 5.5). With this guarantee,
any node can locate any other node by its identifier with a certain probability. Unlike
the Kademlia binary tree, the traversal of the hierarchy of clusters is probabilistic due

to the following constraints.

e Hierarchical clustering is heavily driven by heuristics, which does not eliminate
the possibility of forming sparse clusters or clusters that do not accurately reflect
tight semantic groupings of terms. As a result, the traversal of the space becomes
prone to arbitrary cluster assignments due to the greedy and iterative nature of

the lookup protocol.

e The mean vector of all the member vectors in a cluster may not act as a precise
representation of all the different terms it groups together. The mean here is merely
a summarization of the vector representations of terms which would ultimately lead
to loss of information. To mitigate this issue, one would incorporate additional

parameters such as the numbers of data points in a cluster, their distribution, etc.

e The high dimensionality of the space coupled with an angular distance metric (i.e.
cosine distance) opposes the unidirectionality of conventional distance measures
(i.e. Euclidean distance over Chord’s circular identifiers space or the XOR metric
over Kademlia’s binary tree). A unidirectional distance measure is where for any
given point = and a distance 0 > 0, there is exactly one point y, such that d(z,y) =
0. This property does not hold in SemanticPeer which might eventually lead to

erroneous cluster assignments.

Nonetheless, under the assumption of an accurate assessment of the closest clusters
at every iteration of the lookup protocol, and given that the original dendrogram is
successively split in half during network construction, we can guarantee a logarithmic
bound on the number of hops taken to reach a target node with respect to the number

of nodes in the network.



5.5 FEvaluation

In this section, we present our evaluation methodology and experimental results obtained
from a prototype implementation of SemanticPeer. The prototype was implemented in
Python mostly because of the support this language has for Machine Learning and Nat-
ural Language Processing with libraries such as Numpy, Scipy, and NLTK. Hierarchical
agglomerative clustering has been implemented in standard numerical and statistical
software such as R, MATLAB, Mathematica, and SciPy. The computational complexity
of the algorithm arising from the need to continuously compute distances between data
points has been reduced in various modern algorithms available in the Scipy Python
library [160]. To perform experiments at the scale of thousands of nodes, we resort to
an event-based peer-to-peer network simulation framework. We note that the size of the
network is bounded by the size of the vocabulary (i.e. number of vector representations
of terms used). We discuss how the simulation environment mimics the properties of
a real world network environment. We also detail the methodology of our evaluation

capturing evaluation metrics along two dimensions, namely, efficiency and effectiveness.

5.5.1 Simulation Environment

We use an event-based peer-to-peer network simulator implemented in Python using
SimPy. SimPy is a process-based discrete-event simulation framework based on standard
Python. The library is based on the concept of Generator Functions (GF). In summary,
a GF returns a generator iterator by calling yield. The yield statement suspends the
function’s execution and sends a value back to the caller, but retains enough state to
enable the function to resume where it left off. When resumed, the function continues
execution immediately after the last yield run. This allows us to model nodes in a peer-
to-peer communication network. We simulate bootstrapping and messaging, enabling
network construction and content routing. The simulation framework is available on

GitHub [189].

The simulated network comprises object instances from an OpenPubSub node class im-
plemented in Python. If a node X wants to pass a message to node Y, it simply adds a
data item, in the form of a JSON string, to a FIFO queue data structure maintained by
node Y. The simulation is event-based, which essentially means that tasks executed at
nodes, e.g., send, receive, etc., operate by taking events, one at a time, and propagating
them throughout the system. Each operation is a process described by a Python Gener-
ator Function. The yield statement allows for the suspension of operations executed at
nodes in response to event triggers. For instance, a send operation may wait for a time-

out event representing delay. Events of this type are triggered after a certain amount of



simulated time has passed. The suspension of operations via event triggers allows nodes
in the overlay to execute operations asynchronously as in real-world implementations.
Consequently, certain operations may be evaluated several times in a single cycle be-
cause of the different arrival times of the inputs and feedback events from downstream

operations.

5.5.2 Evaluation Methodology and Metrics

Evaluation metrics fall into two categories: efficiency and effectiveness. Efficiency met-
rics measure the performance of the peer-to-peer network. This includes, network con-
struction and routing overhead. On the other hand, effectiveness metrics measure the
quality of event matching in a peer-to-peer publish/subscribe system. Such metrics cap-
ture the accuracy of our SemanticPeer Protocol including Store, Exact Vector Lookup,

and Approximate Vector Lookup.

5.5.2.1 Evaluation Methodology of Efficiency

The evaluation methodology of efficiency is based on the methodologies of existing DHT's
such as Chord, Pastry, CAN, and Kademlia. To construct the network, we used a high-
dimensional vector space instead of conventional key-spaces. The performance of any
network construction algorithm depends on the messaging overhead caused by individual
node joins. We define the messaging overhead as the number of nodes traversed to
find a random node in the network for the new node to join through. Moreover, the
performance of any routing primitive depends on the length of the path between two
arbitrary nodes in the network. We define the path length as the number of nodes

traversed during a lookup operation.

5.5.2.2 Evaluation Methodology of Effectiveness

The evaluation methodology of effectiveness is based on Recall and Precision in the In-
formation Retrieval community. In the context of Information Retrieval as manifested by
publish/subscribe systems, we may have subscriptions and events as opposed to queries
and documents. Matching a document to a query as reported in the human-labelled
ground-truth set translates to matching a subscription to an event. We identify two
important factors that decide the effectiveness of event matching over a DHT interface:

Routing Accuracy and Rendezvous Lookup Correctness.



Routing Accuracy We can measure the accuracy of the routing algorithm given
a known set of messages to be routed and the key-space partitions (i.e. nodes) they
belong to. The set of pairs of messages (i.e. vectors) and their corresponding key-space
partition ID is what we consider as our ground-truth set. It conveniently mimics a
human-labelled set of documents and their associated single class assignments as in the

standard text classification effectiveness evaluation.

Rendezvous Lookup Correctness The standard approach to matching in pub-
lish /subscribe systems atop a DHT interface is rendezvous routing. More precisely, for
the system to undergo event matching, the event should meet the subscription at the
same node in the network. The accuracy of this aspect of the system is what we refer to
as rendezvous lookup correctness. In a ranked retrieval context, appropriate sets of re-
trieved documents are naturally given by the top-K retrieved documents. For each such
set, precision and recall values can be plotted to give a precision-recall curve. Precision
means the percentage of results which are relevant. Whereas, recall refers to the percent-
age of total relevant results correctly returned by the Lookup function. In the context
of Information Retrieval in a peer-to-peer network with an underlying high-dimensional
vector space. The probabilistic nature of distributional models in vector space seman-
tics result in probabilistic lookup operations. More precisely, a vector lookup operation
targeting a rendezvous node may result in True Positives, False Positives, and False Neg-
atives. A True Positive means that two related semantic concepts, as reported in the
ground-truth set, actually coincide at the same node in the network. A False Negative on
the contrary means that the two terms got routed to two distinct nodes in the network.
Finally, a False Positive means that two terms that are not actually semantically related
coincide at the same node and are returned as a match. We capture such measures by
generating ground truth data comprising the correct results of lookup operations for a

selected set of vectors (i.e. word embeddings).

5.5.3 Dataset Description

Visual Genome [138] is a dataset and knowledge-base for training Machine Learning
models for various Computer Vision tasks (Fig. 5.7). The dataset connects image
concepts to language by mapping object instances, attributes, and relationships to their
equivalent WordNet Synsets (as shown in table 5.3). The dataset covers 5996 WordNet
Synsets in total. Synset instances are the groupings of synonymous words that express
the same concept. Each synset contains one or more lemmas, which represent a specific

sense of a specific word.
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FIGURE 5.7: Evaluation Workflow

Visual Genome Image Concept WordNet Synset

”blue and white coat” ”coat.n.01”
"beautiful sight” ”sight.n.01”
”water is rough” ”water.n.01”

7elk.n.01”

”moose”

TABLE 5.3: Visual Genome - WordNet Mappings

Most similar terms according to WordNet

Word
["coat”, ”dufflecoat”, ”furcoat”,
7 coat” "overcoat”, "topcoat”, ”jacket”]
["sight”, " percept”, "perception”,
”Sigh 9 ?7ﬁeld?7, ”VieW”, 2 aspect77]
["water”, "tapwater”, "bathwater”,
”water” ”groundwater”, ”springwater”
["elk”, "moose”, "deer”,
7elk” "fawn”, "reddeer”, " whitetaildeer” |

TABLE 5.4: Semantic Concept Expansion via WordNet

We expand the acquired Synsets by fetching the ten most similar Synsets to each based



Word  Most similar terms according to Word2Vec

7jacket”, ”overcoat”, "skiparka”
) M )

” coat” "furcoat”, ”sweater”, ”trenchcoat”]
["eyesight”, ”earshot”, "eye”,
”sight” "nowhere”, ”spectacle”, ”stare”]
["sewage”, ”groundwater”, ”"potable”,
”water” "aquifer”, ”seawater” |
["deer”, "muledeer”, "whitetaildeer”,
?elk” ”antelope”, ”quail”, ”pheasant” ]

TABLE 5.5: Semantic Concept Expansion via Word2Vec

on the shortest path that connects the senses in the is-a (hypernym/hypnoym) Word-
Net taxonomy. We unpack the fetched Synsets into their corresponding lemmas. We
then apply a few pre-processing steps which include: removing punctuation, removing
special characters (i.e. spaces, underscores, dashes, etc.), transforming all the words to
lowercase, and removing all duplicates. A snippet of the resulting seed semantic con-
cepts and their related terms according to WordNet is shown in table 5.4. We retrieve
vector representations from Word2Vec by taking the intersection of the resulting set of
extended semantic concepts and the Word2Vec vocabulary of 3 millions words acquired
by training the Word2Vec model on GoogleNews Text. The result is a set of 22374
{word, vector} pairs. Finally, after retrieving the vector representations, for each seed
semantic concept we determine the ten most similar concepts according to Word2Vec
by taking the ten closest vectors to the vector representation of each seed concept using

Cosine distance. A snippet of the result is shown in table 5.5.

In what follows, we construct a peer-to-peer network by taking the resulting vector
space consisting of 22374 vectors as its underlying key-space. We cluster the vectors
using the Agglomerative Hierarchical Clustering technique as discussed in section 5.4.2.
We then use the SemanticPeer network construction algorithm and protocol to perform
efficiency an effectiveness experiments. We show results that take into account three
main parameters: The size of the network N, the group-average distance ¢ used to
identify splittable nodes, and the constant K used to configure the search space for

Lookup operations.

5.5.4 Experimental Results

This section discusses the experimental results along two main dimensions, namely,

efficiency and effectiveness.
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5.5.4.1 Network Performance

The first experiment shows the number of routing hops taken as a function of the network
size. We vary the number of nodes from 1000 to 5000 in a network where each node
maintains a vector-space partition. We carry out 3000 trials (i.e. lookup operations)
where two arbitrary nodes are selected at random and a message is routed between
the two. A lookup operation for vector v is initiated by one node and we measure the

number of hops until it reaches the second node responsible for vector v.

Fig. 5.8 shows the average number of routing hops taken as a function of the network
size. For reference we plot the values of log N and 2log N where N is the number of
Nodes. This shows how SemanticPeer performs in comparison with Pastry, Chord and
Kademlia. All three systems present mathematical proofs for Lookup operations taking
no more than log N steps due to the deterministic nature of traversing their ordered
circular identifier spaces and Binary tree respectively. The plot shows that the number
of routing hops exceeds 2log N by an average of 1 to 3 Hops when the size of the
network is between 3000 to 5000. We attribute the overall increase in routing hops to
the Dendrogram structure. More precisely, network construction is based on partitioning
the Dendrogram in half with no guarantees that the tree is balanced. The split may not
result in partitions of the same size. Moreover, as more nodes join, we go further down
the hierarchy which impacts the accuracy of its traversal given the high dimensionality
of the space. In section 5.5.4.2 we show how the size of the network impacts the accuracy
of the lookup. Erroneous lookup operations may result in longer paths. This aspect of
the system can be mitigated by improving the clustering method, increasing the search

space similar to Kademlia, and/or acquiring better vector representations.

Fig. 5.9 shows the probability distribution of the number of hops taken for a network
of size 1000 in the same experiment. The results show that the path lengths with the
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highest probability for 3000 trails are 4, 5, and 6 which exceeds log N by a maximum of
3 hops.

In the second experiment, we measure the messaging overhead resulting from a node join
operation. As mentioned earlier, upon reception of a join request, the bootstrap initiates
a recursive random lookup for a node to act as an entry point for the joining node. Fig.
5.10 shows the average number of hops this operation takes as a function of the network
size. The plot shows that the number of hops varies between =~ 7 and ~ 13 hops for
a network of size 1000 to 5000 nodes respectively. The random nature of this process
may result in longer paths when finding an entry node as the network grows. However,
this process ensures that not only close nodes to the bootstrap are always chosen which
in turn improves load-balance. Furthermore, by maintaining splittable nodes tables at
nodes, we ensure that the entry node lookup operations don’t go down the wrong path,
and that they will always result in choosing an entry node unless all nodes in the network
are saturated meaning that they reached a point where the partition they maintain can

no longer be split.

5.5.4.2 Routing Accuracy

Routing Accuracy measures the effectiveness of the routing algorithm employed by Se-
manticPeer. The Publish/Subscribe implementation calls the native lookup function
provided by the underlying DHT when attempting to route a subscription or an event
to its corresponding rendezvous node. In the following, we evaluate the accuracy of
Lookup operations. More precisely, routing a message m containing vector v should
reach the node responsible for vector v. While excluding Churn and possible network
partitions, DHTs such as Chord, Kademlia, or Pastry guarantee high-probability in rout-
ing a data item with an identifier k£ to the node responsible for the key-space partition
where k falls.
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In the context of lookup operations in SemanticPeer. Recall measures the proportion
of correct Lookups to all the known correct Lookups in the ground-truth set such that
Recall = TP/(TP + FN). Furthermore, to generate the ground-truth data we select
3000 vectors at random from the existing vector space partitions. For every vector v;
used, we identify what node is responsible for v; as part of its vector space partition.
Then at random we select nodes to initiate Lookup operations for these vectors and

compare the resulting destinations of the Lookup operations to the ground-truth data.

Fig. 5.11 shows the average Recall of 3000 Lookup operation trials as a function of the
number of nodes. We vary the constant K which represents the number of the closest
nodes chosen at each iteration of the lookup process. Recall varies between 66% and
45% when the number of nodes ranges from 1000 to 5000 where K = 1. However, as we
increase the value of K we can see how the Lookup operation achieves 97% recall for 1000
nodes at K = 20. This comes at the expense of more messages sent which may reduce
the efficiency but can be explained for networks with larger sizes where high effectiveness
is a requirement. Moreover, Fig. 5.12 shows the effectiveness of the lookup operation
while varying the threshold ¢ chosen at network construction, where ¢ represents the
group-average distance between two child clusters which the node uses to determine
whether it should further split its vector space partition. Varying this threshold can
impact the quality of clusters. The default value chosen for all the previous experiments
is 0.5. For a small value of ¢ the number of Singleton clusters increases considerably
which explains the high routing accuracy because locating a partition with fewer vectors
by its mean vector would be much more accurate than larger partitions. On the other
hand, for a high value of ¢ the quality of generated clusters diminishes making the vector
distribution a lot more sparse. Hence the accuracy of the lookup operation decreases
because the mean vector doesn’t offer a good representation of larger clusters with sparse

vectors.
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5.5.4.3 Rendezvous Lookup Correctness

In this experiment we measure the accuracy of approximately matching two related
semantic concepts on top of SemanticPeer. We have two ground-truth sets for this
experiment as discussed in section 5.5.3. We select 1000 random terms from the seed
semantic concepts (i.e. Synset names) taken from the Visual Genome dataset and we
consider them as events to be sent by publisher nodes. For each term we select 5
random related terms from each of the sets of related terms returned from Word2Vec
and WordNet to act as subscriptions to be sent by subscriber nodes. For each of the
1000 events selected we end up with 10 approximate subscriptions. We then conduct

two experiments, one for each ground-truth set.

The goal of choosing the related words according to Word2Vec is to measure the effec-
tiveness of our vector space partitioning method. First, for each of the 5000 Word2Vec

subscriptions we choose a random node from the network to send a subscription message



by routing the vector representation of the term. The receiving nodes store the subscrip-
tions in a subscription table. The constant K determines how many nodes the lookup
function is looking for as target nodes, hence, for the value K = 3 the subscription gets
stored in the three closest nodes to the vector representation of the semantic concept.
Similarly, for each of the 1000 events, we choose a random node to publish the vector
representation of the term to K nodes. Once a target node receives an event it matches
it against registered subscriptions using Cosine distance and we compare the results
with the ground-truth set. We then repeat the same experiment for the subscription
acquired from WordNet. Fig. 5.13 shows the results of both experiments. As shown,
SemanticPeer achieves 90% recall for a network of size 1000 where K = 10. Recall starts
to decrease as the size of the network increases which can be attributed to the depth
of the dendrogram as more partitions of successive sub-trees occur, hence, the routing
getting less accurate. On the contrary, WordNet subscriptions don’t perform as well.
This can be attributed to the quality of the vectors and the training method. As can
be seen in tables 5.4 and 5.5, the intersection of top related terms to the same semantic
concept as reported by WordNet and Word2Vec is small. But, both sets can be con-
sidered relatively related to the semantic concept making the WordNet experiment very

subjective.

Finally, the last experiment compares our approximate Lookup approach against using
mapping tables as in conventional DHTs (Fig. 5.14). For this experiment we select 1000
seed semantic concepts at random and fetch the top 20 most related terms according to
Word2Vec. For every seed semantic concept, we then select one of its 20 most related
terms as an event to be sent by publisher nodes, and 5 other random terms as subscrip-
tions to be sent by subscriber nodes. We vary the value of K between 3 an 20 for a
network of size 1000 nodes. The Mapping Tables baseline takes the top K most related
words and sends a Lookup message for each using conventional DHTs. We assume 100%
lookup accuracy, hence, the goal of the baseline is to check whether any of the top K
related words taken from the mapping table match the event. When K covers all the
possible related words we should reach a matching accuracy of 100%. On the other end,
the Approximate Lookup approach sends the vector representation of a subscription to
the Top K closest nodes in the vector space. The results show that for a small value of
K we outperform the baseline. Further, as the Mapping tables approach covers a bigger
portion of the possible related terms for every seed concept, it starts to outperform the
approximate Lookup Approach. However, the continuous increase in the value of K can

hinder the performance of the system and lead to high messaging overhead.



5.5.5 Conclusion

In conclusion, we highlight that the proposed approximate semantic lookup protocol
achieves over 97% in routing accuracy. This metric assesses the traversability of the
dendrogram structure resulting from hierarchical agglomerative clustering and the via-
bility of routing information acquired by nodes at network construction time (R2.2.).
However, this result comes at the expense of high messaging overhead due to the constant
K used to parameterise the lookup operation. A high value of K leads to consulting
up to K nodes for the Top-K closest node identifiers in their local routing tables at ev-
ery iteration of the lookup operation, hence, more messages are propagated throughout
the overlay network. In terms of matching related semantic concepts via rendezvous
routing, the SemanticPeer protocol achieves over 90% accuracy in mapping the vector

representations of two synonymous concepts to the same node in the network (R2.1.).

5.6 Summary

This chapter presents a novel distributed lookup protocol and algorithm for approximate
semantic content addressing in structured peer-to-peer networks based on DHTs. The
proposed approach is based on distributional models of word meaning. Conventional key-
spaces used to construct DHT's are replaced with a high-dimensional vector space that
preserves the semantic properties of the data being mapped. We partition the space
using agglomerative hierarchical clustering. This process is followed by a distributed
algorithm that constructs a structured peer-to-peer network via bootstrapping. The
overlay is augmented with an approximate semantic lookup protocol that, when passed
a vector v, iteratively finds closer nodes by leveraging a proximity metric based on
Cosine distance. Ultimately, it locates a target node that maintains a partition of the
space containing data items that share semantic and syntactic properties. Experiments
show comparable routing performance to existing DHTs in terms of the average path
length for Lookup Operations. The proposed Lookup protocol achieves up to 97% in
routing accuracy and up to 90% recall in matching two semantically related terms via

rendezvous routing.






Chapter 6

OpenPubSub: Supporting Large

Semantic Content Spaces in
Peer-to-Peer Publish/Subscribe

Systems

6.1 Introduction

This chapter tackles research question (Q3.) and proposes OpenPubSub, a decentralized
content-based approximate semantic event matching model that addresses the technical

requirements stated below.

Q3. How to support a conjunctive content-based subscription language over unstruc-
tured multimedia events spanning a large semantic content space in structured peer-to-

peer networks?

Technical system requirements:

e R3.1 Low cost in defining rules. Low barrier to entry for participants in
terms of establishing semantic agreements on terms present in exchanged events

and subscriptions.

e R3.2. Effectiveness in matching event and subscription semantics. This
entails the accurate assessment of the semantic relevance between events and sub-
scriptions containing heterogeneous terms that might describe the same or highly

related semantic concepts.
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e R3.3. Effectiveness in mapping event and subscription semantics. This
entails mapping arbitrary predicates and event attributes that share semantic prop-

erties to the same nodes in a large structured peer-to-peer overlay network.

This chapter is organized as follows. Section 6.2 provides an overview of OpenPubSub.
Section 6.3 discusses related work. It discusses peer-to-peer publish/subscribe systems
while highlighting the difference between having an underlying structured vs. an un-
structured peer-to-peer overlay network infrastructure. It also discusses approaches on
image and video analytics. Following that, section 6.4 presents the various services
comprising an OpenPubSub node. It discusses how they interplay towards realizing
the proposed decentralized approximate semantic event matching model. Section 6.4.1
presents the event and subscription language models. Section 6.4.2 presents the inner
workings of the approximate semantic matching service. Sections 6.4.3 and 6.4.4 discuss
the event management and subscription management services, respectively. Section 6.4.5
presents the member management service responsible for clustering rendezvous nodes
with shared interests. Sections 6.4.6 and 6.4.7 discuss the connection management ser-
vice responsible for building the network via bootstrapping and the Lookup service,
respectively. Section 6.4.8 presents an improved hierarchical clustering algorithm based
on shared nearest neighbours. The algorithm is utilized to partition the vector space
underlying the overlay network. Following that, section 6.5 presents an empirical eval-
uation of OpenPubSub. And finally, section 6.6 summarises the chapter and highlights

the contributions of this work.

6.2 OpenPubSub Overview

OpenPubSub is a layered, distributed, and approximate event matching model where
participants loosely agree on a semantic space, i.e. finite set of terms, represented in the
form of a large corpus of text (R3.1.). The corpus is then mapped to a high-dimensional
vector space by leveraging learning methods based on distributional semantics. The re-
sulting vector representations are useful to quantify the semantic relatedness between
terms. As shown in Fig. 6.1, this agreement is manifested by creating a structured
peer-to-peer overlay network on the basis of a semantic vector space. Every node (i.e.
participant) is assigned a vector as its unique identifier and maintains a partition of the
space comprising the vector representations of terms that fall in semantic proximity to
each other. The peer-to-peer infrastructure provides low level communication abstrac-
tions by exposing a routing substrate to the event processing layer to route events and
subscriptions throughout the overlay. The underlying routing scheme maps the vector

representations of terms present in events and subscriptions to a location in the space



' |
) 1
L] 1
[} 1
] » 1
. .| Membership |
g Management Approximate e |
AR pproxim g
I Semantic -
! »  Matching il
il 1
] 1

FI1GURE 6.1: Layered Architecture of OpenPubSub’s loosely semantically-coupled and
decentralized event processing model

via an iterative lookup operation. The lookup operation leverages a proximity measure
to map terms to nodes responsible for a partition of the space comprising terms that

share semantic properties (R3.3.).

The approximate matching scheme employs rendezvous routing by mapping conceptu-
ally related events and subscriptions to the same nodes in the network (i.e. rendezvous
nodes). A membership management module comprising a gossiping service and an ap-
proximate subscription similarity estimation technique are used to cluster rendezvous
nodes with shared interests (R3.3.). Events are first mapped to their respective ren-
dezvous nodes then propagated throughout a sub-overlay of nodes hosting similar sub-
scriptions. This hybrid routing technique is followed by an approximate event matching

model rooted in uncertain schema matching (R3.2.).

6.3 Related Work

In the following, I discuss existing publish/subscribe systems over structured and un-
structured peer-to-peer overlay networks. I also discuss related work on image under-
standing, action recognition, and accelerating image and video analytics in relational
platforms (Table 6.1).



6.3.1 Peer-to-Peer Publish/Subscribe Systems (Structured)

Structured DHT-based peer-to-peer publish/subscribe systems employ rendezvous rout-
ing strategies to facilitate large-scale event matching and dissemination. I refer the
reader to section 5.3.2 for a discussion on existing structured peer-to-peer publish/sub-

scribe systems.

Discussion: The matching scheme in structured DHT-based solutions is dictated by
the event schema and the underlying exact-match key-based routing primitives. In
OpenPubSub, the event schema comprises a collection of terms of unknown length and
no pre-defined attribute names. In a way, each event resembles a collection of values
(topics) with no explicit semantic agreement between publishers and subscribers. The
resulting semantic boundary and the lack of a well-defined fixed schema challenges con-
ventional exact-match routing primitives and indexing structures. Instead, we resort
to provisioning semantic routing (R3.3.) and matching strategies (R3.2) by replacing
conventional logical key-spaces with a high-dimensional semantic vector space (R3.1.).
The system departs from exact string matching to approximate semantic matching by

leveraging methods based on distributional semantics.

6.3.2 Peer-to-Peer Publish/Subscribe Systems (Unstructured)

Unstructured peer-to-peer publish/subscribe systems employ gossip-based routing strate-
gies to facilitate large-scale event matching and dissemination. Gossip protocols rely on
having all nodes in the network maintain contact information about a subset of all the
other nodes. Such information is referred to as the partial view of a node and is used
to disseminate messages throughout the system in an epidemic manner [92]. Popu-
lar research solutions, such as, Tera [94], Spidercast [125], Vitis [68], StAN [126], and
Poldercast [19], propose topic-based event routing protocols over unstructured overlay
networks. They use a combination of peer sampling and clustering. Peer sampling works
by establishing random links between nodes through periodic randomized partial view
exchanges. Peer clustering organizes nodes into topic-connected overlays by exploiting
shared interests between nodes. The resulting structures vary based on preset require-
ments on node degrees, overlay diameter, absence or presence of churn, and the expected
number of topics. The main goal behind peer selection is eliminating relay nodes which

in turn reduces the messaging overhead.

Discussion: Nonetheless, proposed peer selection functions perform exact string com-
parisons between topics registered at nodes. Such an approach would not suffice when
users use different terms to refer to the same semantic concepts. Conversely, in Seman-

ticPeer [172], topics that share semantic properties are mapped to the same or already
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neighbouring nodes in the network (R3.3.). However, the probabilistic nature of the
proposed approximate lookup function leads to having some stray topics (semantic con-
cepts) get mapped to distant nodes. To mitigate this issue, in OpenPubSub, we leverage
peer clustering to link together rendezvous nodes that share similar subscriptions. We
employ randomized peer sampling and peer clustering via a novel peer selection func-
tion that utilizes a subscription similarity estimation technique based on vector space
semantics (R3.3.).

6.3.3 Image and Video Analytics

I refer the reader to section 2.4.4 which discusses the field of Computer Vision and
Image Understanding in addition to various Deep Neural Network architectures used for
image classification and object detection tasks; and section 4.2.2 which discusses existing
solutions that attempt to design light-weight and optimized neural network architectures

to run on resource constrained devices.

Aside from still image classification and object detection tasks, there has been a number
of approaches that build systems for video event processing, e.g., human action recogni-
tion, motion detection, or collision detection tasks. Yadav et al. [131] propose VID-WIN,
a video complex event processing engine that utilizes an expressive video event query
language, a Knowledge Graph based approach to represent video streams, and various
query-aware window optimization techniques, to facilitate fast spatio-temporal event
pattern matching. Gao et al. [45], propose an adaptive fusion and category-level dic-
tionary learning model for multi-view human action recognition. The system processes
video streams from multiple cameras to overcome viewpoint variations and to optimize

the reconstruction of samples toward the action recognition task.

Discussion: We consider the works discussed above as complementary to OpenPubSub.
Ambient Intelligent services in IoT smart environments comprise intelligent software
agents that help orchestrate all aspects of an environment. Agents with image and video
analytics capabilities may reside in resource constrained edge nodes or more resourceful
fog or cloud nodes (see section 2.4.3). They cooperate and work together with a semantic
publish/subscribe event processing layer to facilitate the dissemination of image and

video event types to a plethora of users and applications.

6.4 OpenPubSub

This section presents the various services comprising an OpenPubSub node and how

they interplay towards realizing its decentralized approximate semantic event matching



_______________________________________________________

{‘vehicle’: [1.2,-0.1, 4.3, 3.2],
‘cyclist’:[0.6, 1.5, -0.4, 0.2],
‘crossing’:[4.1, 0.3, 0.1, 0.7 ]}

______________________________________________________

{‘car’: [1.4,-0.3,3.9,2.6] A
‘bicycle’:[0.4, 1.1, -0.6, 0.3] A !
‘junction’:[4.4,0.2,-0.1, 1.1 ]} !

FI1GURE 6.2: Illustrative example of an IoMT event and subscription describing an
accident involving a cyclist and a car

model, it also delves into the implementation details of each of its components.

6.4.1 Event & Language Model

The event model used in this work evolves throughout a two stage process. Initially, an
unstructured multimedia event such as a raw image or a video stream is received by an
AT agent that employs a knowledge extraction task and adds descriptive labels prior to
publishing. In the next stage, we have a semi-structured event consisting of the payload
(i.e. unstructured multimedia content) and meta-data comprising a set of textual labels.
Following that, the same agent, or another participating agent incorporates the vector
representations of the present labels by transforming the meta-data into a set of tuples.
Each tuple consists of a word:vector pair. A word:vector pair collectively represent a
semantic concept that was extracted from the multimedia content being disseminated.
On the other end, a subscription follows a conjunctive query model and comprises a
set of predicates stringed together with the conjunction symbol ’A’; each predicate also

consists of a word:vector pair (Fig. 6.2).

The intuition behind adopting vector space semantics to represent terms present in
events and subscriptions is to guarantee a low barrier to entry for event producers and
consumers in heterogeneous environments such as the IoT/IoMT (R3.1.). This model
allows participants to loosely agree on large corpora of texts which may contain tens of

thousands of terms.

6.4.2 Approximate Semantic Matching

Assuming that F is the set of all events, and S is the set of all subscriptions. W &

V represent the sets of possible words that describe human-recognisable content, and



Algorithm 2 Approximate Semantic Matching

1: Given:

2: A set V of vectors {v1,...,v,} representing a subscription
3: A set V' of vectors {v],...,v},} representing an event

4: procedure APPROXMATCHING(V,V’)

5 A « getMapping(V, V')
6 for i <+ 1,n do

7 if A; <t then

8 Return False

9 Return True

Algorithm 3 top — 1 Mapping

1: Given:

2: A set V of vectors {v1,..., v}

3: A set V' of vectors {v], ..., v, }

4: procedure GETMAPPING(V,V’)

5: M+ 0 > Initialize empty n*m matrix
6: for i+ 1,n do

7 for j «+ 1,m do

8: M;;j < CosineSimilarity(v;, v})

9: A« {0} > Initialize Mapping as an empty set
10: for i + 1,n do

11: A; < argmaxM;;

12: Return A

their vector representations according to the distributional model used for learning,
respectively. We define a function {F(w — v) : w € W Av € V} that maps words
to their vector representations, such that for all w € W Awv € V there exists a unique
mapping w — v. For all e € E and s € 5, the same word:vector mapping in e or s

cannot occur twice.

The inner workings of our matching scheme are inspired by the top — 1 approximate
semantic matcher presented by Hasan et al. [55]. The goal of matching is to effectively
assess the semantic relevance between a subscription s € S and an event e € E (R3.2.).
A relevance score is computed by obtaining pairwise mappings between the word:vector
pairs in s and e. Given that the words on both ends are unlikely to result in an exact
string match, the pairwise comparison is done by measuring the Cosine similarity of
their vector representations resulting in a value between 0 and 1. The matching scheme
works as follows (Algorithms 2 and 3): Initially an nsm similarity matrix M is computed
by measuring the semantic relatedness between each word-vector pair in s and all the
word-vector pairs in e. Where n is the number of predicates in s and m is the number
of tuples in e. Secondly, the most likely mapping is chosen by taking the tuple M; with

the top — 1 similarity measure for every predicate M;. Finally, to reach a final outcome
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FI1GURE 6.3: OpenPubSub Node Architecture

on whether the most likely mapping amounts to a match or not, all the final pairwise

mappings chosen should have a similarity measure greater-than a preset threshold ¢.

6.4.3 Event Management

This component is responsible for disseminating events throughout the overlay net-
work. It interacts with the underlying Lookup service at the network layer to map the
word:vector pairs present in an event e to nodes in the network. For every tuple w — v in
e, an approximate lookup operation is initiated. This operation recursively finds closer
nodes to v and is parameterized by a constant k which allows for increasing the search
space by choosing the top — k closest nodes at every iteration. Once I = k * m nodes
are identified, where m is the number of tuples in e, the event management component

calls a publish method to route e to each of the [ nodes.

On the receiving end, an event handler is in charge of delegating e to the Approximate
Event Matcher component which carries out the matching process against subscriptions
registered in the active subscriptions table. It also forwards e to all its neighbours
by consulting the local neighbour table which is in turn populated by the membership

management service as we discuss in section 6.4.5.

6.4.4 Subscription Management

This component is responsible for registering subscriptions in a local subscriptions table

and mapping them to rendezvous nodes in the network. The mapping process works in



a similar fashion to the event management component by calling the underlying lookup
service and performing an approximate lookup operation for every predicate w — v in
a subscription s. It results in routing s to [ = k * n nodes where n is the number of
predicates in s. On the receiving end, a subscription handler is in charge of registering

s in the local active subscriptions table.

6.4.5 Membership Management Service

The goal of the Membership Management service is to aid with the propagation of an
event e targeting rendezvous node r to additional nodes that hold active subscriptions
similar to the ones registered at r (R3.3.). The intuition is to support the selective
yet probabilistic lookup operation with a randomized gossip-based technique that max-
imizes the probability of a match while keeping the constant k used to parameterize
the lookup service to a minimum. Gossiping techniques have previously been used to
minimize messaging overhead by exploiting shared interests in topic-based publish/sub-
scribe systems atop unstructured overlay networks [19, 68, 94, 125-127]. Approaches
dynamically construct topic-connected clusters of nodes by actively connecting nodes
that subscribe to the same topics into relay-free sub-overlays. We repurpose random
overlay construction and interest clustering techniques to work over a structured overlay

due to the approximate nature of OpenPubSub.

This service is based on the work by Voulgaris et al. on Cyclon and Vicinity [54], it
implements a two-layered framework comprising a peer sampling service at the bottom
layer and a peer selection service at the top layer. The two services gossip periodically

and asynchronously.

6.4.5.1 Peer Sampling

This service is in charge of periodically updating the partial view of a node via a basic
swapping protocol [190]. Initially the partial view of a node n is a replica of its routing
table which was populated upon joining the network by the Connection Management
Service. The routing table stores references to partitions from a semantic vector space
that are then assigned to nodes in the network. The peer sampling service starts by
querying each of the nodes in its partial view and acquiring the vector identifiers of the
subscriptions they have received from subscriber nodes. A vector identifier of a subscrip-
tion s registered at rendezvous node r is simply the vector v used by the subscribing
node to map s to r. Basic swapping simply works by exchanging a subset of node de-

scriptors from a node’s partial view with a random node within the same subset. A node



Algorithm 4 Peer Selection

1: Given:

2: Set P of Node descriptors (Partial View)

3: Set N of Node descriptors (Neighbour Table)
4: procedure SELECTNEIGHBOURS(P,N)

10:
11:
12:
13:

Q < N.randomDescriptor()

N.remove(Q)

mergedView <~ PUN U {self}

QcandNeighbs < SubSimEst(Q, mergedView)
send(QcandN eighbs, Q)

receive(candNeighbs, Q)

mergedView <~ P U N U candNeighbs

N « SubSimEst(sel f, mergedView)

Return

Algorithm 5 Subscription Similarity Estimation

1: Given:

2: Node descriptor Q (Target Node)

3: Set N of Node descriptors (Merged View)
4: procedure SUBSIMEST(Q,N)

11:
12:
13:
14:
15:

16:
17:
18:

19:

S=10 > Empty set of peer similarity scores
CN=10 > Empty set of candidate neighbours
V + Q.subVeclds

for N; € N do

V' < N;.subVeclds
A « getmapping(V, V")
card =0 > Cardinality of intersection
for A; € A do
if A; >t then
card = card + 1
S.append((N;, card))

S.sort(card)

for i < 1,G do
C'N.append(S;[0])

Return CN

descriptor includes its contact information (i.e. IP Address) and the vector identifiers

of registered subscriptions.

6.4.5.2 Peer Selection

This service is in charge of periodically updating the neighbour table with a fixed number

of node descriptors that share the most similar subscriptions with the current node. As

shown in Algorithm 4, it selects a random neighbour Q and removes it from its neighbour

table, it merges the node descriptors in its neighbour table and partial view and adds its

own descriptor. Then, it selects a fixed number of descriptors G that carry subscription



identifiers most similar to the ones registered in Q’s active subscriptions table. G is
the maximum pre-set fan out (i.e. degree) of a node. To obtain the descriptors, the
peer selection service applies the subscription similarity estimation component on Q’s
active subscriptions identifiers and the ones in each of the node descriptors available in
its merged view. It sends the top — G descriptors with the highest similarity scores to
Q, and receives not more than G descriptors from Q. Finally, the two nodes merge the
received descriptors with their own partial view and neighbour table and rebuild the

neighbour table by selecting the top — GG most similar descriptors to their own.

6.4.5.3 Subscriptions Similarity Estimation

This component identifies the candidate neighbours of a node Q) by evaluating its sub-
scription identifiers against the subscription identifiers from a set N of node descriptors
(Algorithm 5). It obtains a similarity score for @ and each of the nodes in N, it then
ranks the results in descending order, and returns the top — G with the highest scores.
To obtain a similarity score between two sets of subscriptions identifiers, similar to the
approximate semantic matcher, we establish a pairwise mapping between the vector
identifiers in the two sets based on cosine distance (Algorithm 3). Once the most likely
mapping is chosen, the cardinality of their intersection is computed by simply count-
ing the pairwise vector mappings that have a similarity measure greater-than a preset
threshold t.

6.4.5.4 Discussion and Analysis

Voulgaris et al. [54] provide full proofs and extensive experimental results on various
emerging properties exhibited by the overlay as a result of the swapping operation per-
formed by the the peer sampling service. Analysed properties include, (1) guaranteed
overlay connectivity, (2) convergence of the average path length and clustering coefficient
to the exact values expected in a random graph, (3) a node degree distribution with low
standard deviation, and (4) a convergence state that is independent from gossip length.
The authors also highlight the role of the interaction between the peer sampling service
and the peer selection service. Essentially, the peer sampling layer constantly supplies
the peer selection layer with random links to nodes from all over the network. This
aspect allows the peer selection service to add new joining nodes or nodes with recent

emergent interest to the semantic cluster.

The emergent dissemination structure that clusters nodes with similar interests is con-

ventionally referred to as a semantic overlay network [66, 67, 191, 192]. In OpenPubSub,



the peer selection service identifies semantically close peers using an approximate seman-
tic matching technique rooted in vector space semantics. The randomness introduced by
the peer sampling service improves the traversability of the semantic vector space under-
lying SemanticPeer. In particular, the convergence properties of random peer sampling
make up for the sparsity resulting from the high dimensionality of semantic vector spaces
and the heuristics-driven unsupervised clustering techniques used to partition the space.
It is important to note that assessing subscription similarity based on a pairwise vector
identifier mapping and Cosine distance is one of many possible peer proximity measures
that can leverage vector space semantics. For instance, utilizing shared event traffic
between nodes has previously been employed in several approaches that explore the
impact of overlay structure on the performance of publish/subscribe systems [62, 63].
Incorporating vector space semantics into the assessment of shared event traffic may
induce the emergence of an enhanced semantic dissemination structure. Furthermore,
utilizing both, subscription similarity and shared event traffic would result in clustering
subscriber nodes with publisher nodes of interest, which would greatly improve event

dissemination efficiency and effectiveness.

6.4.6 Connection Management Service

This component implements the SemanticPeer overlay construction algorithm [172]. We
use bootstrapping to dynamically construct an overlay network where nodes constantly
join and receive a partition of the vector space along with routing information. The
connection management service is responsible for (1) processing Join requests, (2) finding
an entry node, (3) partitioning the vector space and passing along one partition to the
joining node, (4) setting up the received partition at the new joining node, and (5)
populating the routing and splittable nodes tables. The notion of a splittable node
essentially means that a node maintains a partition that may be further split into its
child clusters. This table is used to randomly propagate Join messages to entry nodes.
A node is removed from the table if the sub-tree it maintains (cluster) is compact enough

and if it has no splittable neighbours.

6.4.7 Lookup Service

This service implements the SemanticPeer Lookup protocol. It facilitates four opera-
tions, namely, Store, Node Discovery, Exact Vector Lookup, and Approximate Vector
Lookup. All operations are derived from the same lookup function. When passed a vec-
tor v, the Lookup Initiator consults a Close-Contacts Finder that measures the Cosine

distance between v and all the node identifiers, i.e., mean vectors of maintained vector



space partitions, in the local routing table. It then ranks the results and returns the
top — k closest identifiers. The Lookup Initiator proceeds to route v to the k closest
nodes. Each of the recipients returns the top — k closest node identifiers present in their
local routing tables. Once the initiating node receives the results, it removes duplicate
identifiers, finds the top — k closest to v, and repeats the same process until the target

nodes are identified.

The lookup function halts based on the type of operation initiated. A Node Discovery
operation halts once one of the recipients of v identifies that v matches its own node
identifier. An Exact Vector Lookup operation halts once one of the recipients identifies
that it stores a data item with an identifier that matches v. The Store and Approximate
Vector Lookup operations halt once the target nodes converge to the same nodes as
the ones identified in the previous iteration or once a pre-set timeout has passed. The
Store function then routes the data to be stored at the identified nodes, whereas, the
Approximate Lookup function consults the identified nodes to return the closest data

items they store by measuring the cosine distance between v and their identifiers.

6.4.8 Partitioning the Vector Space

In the following we improve on the agglomerative hierarchical clustering algorithm dis-
cussed in section 5.4.2 by adopting a distance measure based on shared nearest neigh-
bours. The intuition is to tackle the sparsity of high-dimensional data which degrades
the quality of clusters due to the locality of cluster composition stemming from the
bottom-up nature of agglomerative clustering methods. More precisely, the successive
merging of close clusters based solely on the cosine distance disregards the distribution of
the entire set of vectors to be clustered. Our approach was inspired by the Jarvis-Patrick

[161] clustering algorithm.

6.4.8.1 Jarvis-Patrick Clustering

The Jarvis-Patrick (JP) clustering method adopts a shared nearest neighbour approach
for clustering. The key structure involved in this method is a shared nearest neighbour
(SNN) graph. The SNN graph is based on creating links (edges) between vectors (nodes
in the graph) based on the number of nearest neighbours they share. The algorithm
starts with a set of n original observations i.e. vectors. Initially, we keep a record of
the k nearest neighbours (k-NN) of each vector based on cosine distance. Now, let each
vector represent a node in the SNN graph (see Fig. 6.4). Two nodes ¢ and j will be
joined by an edge in the graph if and only if 7 contains ;7 in its k-NN list and vice versa.

The strength (weight) of the edge corresponds to the number of nodes n < k that are
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FIGURE 6.4: A toy example of an SNN graph resulting from Jarvis Patrick clustering.

common in both their k-NN list. The Jarvis-Patrick clustering method simply sets a
threshold on the weight of the edges and deletes the edges with weights less than the

threshold. The resulting connected components that remain form the final clusters.

Shared nearest neighbours provide an efficient way to handle the curse of dimensionality
for high dimensional data. Both Houle et al. [193] and Steinbach et al. [194] illustrate the
same fact. However, the issue with using JP clustering is that we cannot allocate clusters
dynamically to nodes in a network while ensuring the traversability of the resulting

partitions.

6.4.8.2 Agglomerative Clustering using k-NN

To handle high dimensionality and at the same time get the advantages of hierarchical
clustering, we perform agglomerative clustering based on a distance metric stemmed from
the shared nearest neighbours similarity measure used by the JP clustering algorithm.
Initially, we compute the k-NNs of each vector based on cosine distance. Now, instead
of creating an SNN graph and setting a threshold to remove edges, we populate a
proximity matrix, where, for a vector space containing n vectors, the proximity matrix
is an n * n symmetric matrix with the ¢th and jth entry representing the cardinality
of the intersection of the k nearest neighbours of the ith and jth vectors subtracted
from k which results in a dissimilarity (distance) measure between the two vectors. The
resulting matrix is then normalized to make sure all the distances obtained fall within 0
and 1. The proximity matrix is then fed to the average-linkage agglomerative clustering
method which, in essence, resembles performing agglomerative clustering on the SNN
graph, prior to determining a threshold to remove edges, by successively merging the

nodes connected by edges with the highest weights. Consequently, The average-linkage
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FIGURE 6.5: An illustration of a dendrogram [9)

method creates a hierarchy of clusters by successively merging closer clusters based on

the shared k-NN distance measure.

The result of the clustering is a dendrogram structure (tree) that links together the orig-
inal vectors at multiple levels (see Fig. 6.5). The height of the link between two clusters
containing two original observations is known as the Cophenetic distance between the
two observations. We use the Cophenetic Correlation Coefficient (CCC) [195] to verify
the validity of the cluster tree. This technique compares the Cophenetic distances with
the original distance data provided through the proximity matrix. The closer the value
of the CCC is to 1, the more accurately the clustering reflects the original data. Our
experiments show that applying cosine distance results in a CCC of 0.4, whereas apply-
ing the distance metric based on shared k-NN for multiple values of k results in a CCC
around 0.8. The improvement in the quality of generated clusters is further validated in

our rendezvous routing experiments which we discuss in detail in section 6.5.4.1.

6.5 FEvaluation

This section provides an empirical evaluation of OpenPubSub.

6.5.1 Experiment Setup

We implemented a prototype of OpenPubSub using SimPy. SimPy is a process based
discrete-event simulation framework based on standard Python. With the help of Python
generator functions and the yield statement, SimpPy allows us to model nodes in a peer-
to-peer communication network and to test OpenPubSub on large simulated networks at

the scale of thousands of nodes. The simulation framework is available on GitHub [189].



We simulate bootstrapping and messaging, enabling us to build an overlay network and
to propagate events and subscriptions throughout the network. The peer sampling and
peer selection protocols are cycle-based. They execute a view exchange between nodes

at each cycle; a cycle represents the time unit between two executions.

6.5.2 Evaluation Methodology and Metrics

In our experiments, we construct an overlay network via bootstrapping, by allowing
nodes to join, in order, receive space partitions, and exchange contact information. The
vector space underlying the network comprises a set of 43060 word embeddings (i.e.
vector representations of terms) that we acquire from the ConceptNet Numberbatch
semantic vector set [196]. The set is clustered using an optimized implementation of the
average-linkage hierarchical agglomerative clustering algorithm available in the Scipy
Python library. The result of the clustering is a Dendrogram structure that is then
passed to the Bootstrap node to initiate building the overlay. After the specified number
of nodes join and populate their routing tables, we start by selecting nodes at random to
propagate subscriptions to rendezvous nodes. We then select nodes at random to propa-
gate events. We note that until this point, all routing operations are facilitated through
the Lookup Service. We then measure the effectiveness of event matching via rendezvous
routing. The variation in matching accuracy provides a measure for the effectiveness of
the clustering algorithm and the iterative lookup operation used to traverse the space.
To evaluate the Membership Management service, after the propagation of subscriptions
throughout the overlay, the peer sampling and peer selection services are activated for a
fixed number of cycles; nodes swap partial views and populate neighbour tables. Finally,
we select nodes at random to propagate events and we measure the impact of gossiping

on event matching.

We focus on measuring the effectiveness of our decentralized approximate event match-
ing model. The evaluation is based on precision and recall as in Information Retrieval
(IR) systems. In an IR system, precision is the fraction of the total number of relevant
documents retrieved among the total number of retrieved documents, whereas recall is
the fraction of the relevant documents retrieved among the number of known relevant
documents. In the context of pub/sub systems, queries and documents are replaced
by subscriptions and events. As shown in Fig. 6.6, we generate a ground-truth set
by performing Boolean semantic matching over the events and subscriptions we gen-
erated. The matching engine uses a Knowledge-graph to perform query (subscription)
translation prior to matching. The resulting matches form the known set of results
to be compared with the matches resulting from running our approximate semantic

matching experiments over a large peer-to-peer network. A True Positive (TP) result
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FIGURE 6.6: Precision & Recall. The outcome of approximate event matching as
compared to query translation

refers to an approximate event match that is also present as a match to the same sub-
scription in the known set, whereas a True Negative (TN) result refers to a discarded
event that is not present as a match in the known set. On the other hand, A False
Positive (FP) result refers to an approximate event match that is not present in the
known set, and finally a False Negative (FN) result refers to a discarded event that
is present as a match in the known set. In our experiments, recall measures the pro-
portion of correct matches to all known matches such that Recall = TP/(TP + FN),
whereas precision measures the proportion of correct matches to all outcomes such that
Precision = TP/TP + FP. The F-measure also known as the F-score is used to mea-
sure the overall accuracy of the matching process, it combines both recall and precision

such that F' — score = 2 % Precision * Recall/Precision + Recall.

6.5.3 Workload & Dataset

Constructing the overlay requires an underlying vector space with a finite number of
vectors, each representing a unique semantic concept. To acquire our vocabulary we
turn to Visual Genome [138] and ConceptNet [197]. Visual Genome is a dataset that
provides annotated images to train Computer Vision models for tasks such as classi-
fication and object detection. It links visual concepts to language by mapping object
labels, attributes and relationships to WordNet [157]. WordNet is a lexical database
(ontology) that groups nouns, verbs, adjectives and adverbs into sets of cognitive syn-
onyms (synsets), each expressing a distinct concept. Visual Genome provides a total of
108077 images with annotations linked to 7605 WordNet Synsets. The Synset names,
e.g. ’pyramid.n.01’; ’airport.n.01’, 'flute.n.01’, represent the seed representations of se-
mantic concepts in our experiments. On the other hand, the ConceptNet knowledge base

is a semantic network that captures a wide range of concepts and relations. Just like
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FIGURE 6.7: Semantic Expansion and Evaluation Workflow

WordNet, it can be used for tasks such as query expansion and identifying semantic sim-
ilarity, but it focuses on linking concepts rather than words. It emphasises on informal
conceptual connectedness for a more practical and context-oriented use over real-world
texts such as the corpora commonly used to train distributional semantic models. The
intuition behind using ConceptNet instead of WordNet is that Synsets or terms in Word-
Net are linked by a small set of semantic relations such as ‘is-a’ hierarchical relations
and ‘part-of’ relations, whereas, ConceptNet covers pieces of commonsense knowledge
to describe the real world, there are 20 kinds of relations categorized as causal, spatial,

functional, etc [198].

6.5.3.1 Semantic Expansion

The goal of semantic expansion is to create a large vocabulary comprising collections
of related semantic concepts whose vector representations can be used to construct a
large structured peer-to-peer network. In a previous work we resorted to WordNet by
fetching the most similar synsets to each seed synset based on the shortest path that

connects the senses in the is-a (hypernym/hypnoym) WordNet taxonomy [172]. However,



Word Most related terms according to ConceptNet

N ”

["pyramids”, ”pyramis”, ”pyramidal”,

”pyramid” ”pyramid_scheme”, ”ponzi_scheme” |
["aeroport”, ”international_airport”, "airside”,
7 airport” " air_station”, ”airfield”]
["flutes”, "flautist”, "flutist”,
" flute” ”tin_whistle”, ”clarinet” ]
["elk”, "moose”, " wapiti”,
7elk” "alces”, "red_deer”, ”deer”|

TABLE 6.2: Semantic Concept Expansion via ConceptNet

our experiments showed that current pre-trained word embeddings, namely, Word2Vec
[158] trained on Google News Text, and Fasttext [188] trained on the Wikipedia 2017
UMBC webbase corpus, did not reflect the formal linguistic relationships provided by
WordNet. In this work, we use ConceptNet to expand the seed synsets we extracted
from WordNet by fetching the top 10 most related concepts to each via the ConceptNet
WebAPI. The result is a set of 43060 distinct semantic concepts. A snippet of the results
is shown in table 6.2. The main reason behind choosing ConceptNet is the availability
of ConceptNet Numberbatch [196], which is a set of semantic vectors that have semi-
structured, common sense knowledge from ConceptNet itself. We obtain the vector

representations of each seed and expanded concept resulting in a set of 43060 vectors.

6.5.3.2 Events & Subscriptions

We create two sets of events paired with two sets of subscriptions. A single-label pair
(topic-based) and a multi-label pair (content-based). Here we note that the Approximate
Semantic Matcher presented in section 6.4.2 behaves as a topic-based matcher when the
number of labels specified in events and subscriptions is set to 1 and as a content-based
matcher otherwise. The methodology for workload generation is similar to that by Hasan
et al. [55].

o Single-label: For the topic-based workload, we select 5000 seed concepts as our
event set (topics). We then replicate this set by creating 5000 subscriptions that
satisfy an exact string match for every topic. Then, for every event e we select 3 re-
lated concepts at random as expanded events from e. This results in a set of 15000
expanded events. To generate the ground-truth set, we run a matching function
that translates all the subscriptions to their related terms (using ConceptNet) be-
fore performing exact-string matching against the generated expanded events and
we record the results. An example subscription would be s1: ?airport”, relevant

events would be e;: Yaeroport”, ey: air_station”, and e3: 7airfield”.



o Multi-label: For the content-based workload, we select 1000 annotated images at
random from the Visual Genome dataset as our seed event set. Images are anno-
tated with 15 labels on average. For every event e, we generate 5 subscriptions
by choosing up to 5 labels at random from e for every subscription. This results
in a set of 5000 exact subscriptions. We then perform semantic expansion on the
seed event set, where for every annotated image, we generate 5 expanded events
by replacing a random number of its labels with related concepts. This also results
in a set of 5000 semantically expanded events. An example seed event would be,
e1: [’spectacles”, ”building”, "sign”, ”tree”, "back”, "trouser”’]. An example
subscription to e; would be s;: ["building” A ”tree”]. Finally, es: [’spectacles”,
” constructing”, "sign”, ”pear_tree”, "back”, "trouser”] would be an expanded
event from e;. We generate the ground-truth set via translating labels in subscrip-
tions to all their related terms and performing exact-string matching against the

expanded event set.

To perform our experiments, we pair all labels with their vector representation which
we retrieve from the ConceptNet Numberbatch semantic vector set. The evaluation

workflow is outline in Fig. 6.7.

6.5.4 Experimental Results

In the following, we evaluate the approximate semantic matcher in a centralized setting
over the single-label and multi-label workloads. The result is considered to be the upper-
bound accuracy for running the same inside the network. The peer-to-peer approximate
event matching process is facilitated via rendezvous routing and gossiping. The goal of
the remaining experiments is to measure, to what extent, events and subscriptions are
mapped to the same nodes in the network for the matching process to take place. The
mapping can be impacted by several factors which include (1) the quality of generated
partitions at network construction time, which is in turn impacted by the clustering
method, (2) the performance of the Lookup function, which is impacted by the size of
the network and the value of the constant k, and (3) the subscription similarity method
which dictates the structure that emerges from running the membership management

service.

6.5.4.1 Agglomerative clustering via shared K-NNN

In this first experiment, we run the approximate semantic matcher, discussed in section

6.4.2, on our single-label workload in a centralized setting where events and subscriptions
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are sent to a single broker in charge of event matching and dissemination. We vary the
threshold ¢ (i.e. cosine distance) that the top-1 pairwise mapping should satisfy, i.e., be
less than or equal to, for the event to be considered a match. In the case of single-label
approximate matching, there will be a single one to one mapping between the vector
representation of the subscription label and the vector representation of the event label,
which will in turn have a Cosine distance value between 0 and 1. We calculate recall,
precision, and the subsequent Fl-score for each value of . As shown in Fig. 6.8,
the optimal value of ¢ is 0.3, which results in the highest Fl-score at 64.2%. For this
same F1-score, recall is 57% and precision is 73%. In the next experiment we set the
matching threshold ¢ to 0.3, and we focus on measuring recall (i.e. hit ratio) under
a decentralized setting. In other words, we run the approximate matching experiment
over a structured peer-to-peer network. We run two experiments by employing average-
linkage agglomerative clustering based on Cosine distance (agg-CosDist) for the first
and on the shared K — NN distance measure (agg-KNN) for the second. We vary
the network size between 2000 and 10000 nodes. The matching scheme is based on
rendezvous routing, where for each of the 5000 subscriptions, we pick a random node to
issue a subscription by mapping the vector representation of the subscription label to a
node in the network. On the other end, for each of the 15000 events (i.e. Topics) we pick
a random node to publish an event. The higher the recall means that more matching
events and subscriptions coincided at or were mapped to the same nodes in the network.
We set k, which is used to parameterize the Lookup service to 1. As can be observed
in Fig. 6.9, agglomerative clustering based of shared nearest neighbours consistently
outperforms the one based on Cosine distance. This result can be attributed to the
formation of better groupings of vectors that share semantic properties. Having higher
quality clusters leads to nodes being assigned better partitions and more related terms

being mapped to the same nodes. Accurately organising vector representations in a
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hierarchy (i.e. Dendrogram structure) that reflects semantic relatedness enhances the
effectiveness of rendezvous routing. For the remaining experiments we construct the
network using the Dendrogram resulting from average-linkage agglomerative clustering

using the shared nearest neighbour method.

6.5.4.2 Content-based Approximate Semantic Matching

In this experiment, similar to the single-label workload, we first run the approximate
semantic matcher on the multi-label workload in a centralized setting while varying the
value of . As shown in Fig. 6.10, the optimal value of ¢ is 0.4, which results in the
highest F1-score at 83%. For the same value of ¢, recall is 85.4%, and precision is 80.4%.
We then perform the same experiment over the overlay network by mapping multi-label
events and subscriptions to nodes in the network using the event management service
and the subscription management service respectively (as discussed in sections 6.4.3 and
6.4.4). We measure recall while varying the number of nodes in the network between
2000 and 10000. The matching scheme is also based solely on rendezvous routing with
the gossiping service switched off. The Lookup service parameter k is set to 1. Fig. 6.11
shows that recall varies between 83% and 79% which is close to the upper-bound recall
of 85.4 %. We attribute the high hit-ratio to two reasons, (1) enhanced Dendrogram
structure and traversability due to utilizing shared K — NN as a distance measure for
agglomerative clustering (R3.2. & R3.3. Effectiveness), and (2) the high number
of labels present in events (15 on average), which results in mapping the event to a
relatively high number of nodes. Even further, each subscription contains up to 5 labels
which also results in mapping each subscription to up to 5 nodes in the network. The
trade-off here is a higher messaging overhead in addition to an increase in the number

of duplicate matches.
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6.5.4.3 Impact of £ on Rendezvous Lookup Correctness

In this experiment, we use the single-label workload to perform approximate matching
over the OpenPubSub overlay network. The matching scheme is also based on ren-
dezvous routing, however, we fix the network size to 10000 nodes and vary the Lookup
Service parameter k between 1 and 20. This results in mapping events and subscriptions
to the top — k closest nodes, at each iteration of the lookup operation, as a result, each
event and subscription would be delivered to the top — k closest nodes as identified by
the lookup service, which would ultimately increase the probability of a hit. As can be
observed in Fig. 6.12, as the value of k increases, matching recall follows and nears the
upper-bound for £ = 20. We compare our result with an implementation of the Mapping
Tables approach on the basis of theoretical guarantees on Lookup accuracy as presented
in the Pastry DHT [6, 53]. We perform exact match key-based Lookup operations for
the top — k most related terms as reported in a local Mapping Table. Results show that
the rendezvous lookup accuracy of mapping tables increases linearly with the value of k.
For small values of &, the approximate lookup approach over OpenPubSub outperforms
the baseline, whereas as k goes beyond half the amount of possible related terms as re-
ported in the mapping table, the baseline approach outperforms approximate matching.
We note that the messaging overhead can be considerably impacted due to mapping ev-
ery event or subscription to multiple nodes in the network (Further discussed in section
?7?). This increase in messaging overhead is a trade-off for achieving higher recall. We
also note that the accuracy of our rendezvous routing approach is also bounded by the
performance of the vector space model in a centralized setting. Further training and

fine-tuning the distributional learning method may considerably enhance the results.
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6.5.4.4 Impact of the membership management service on matching recall

In the following we evaluate the impact of peer sampling and clustering on event match-
ing recall. We fix the network size to 10000 nodes, we then use the single-label workload
by choosing nodes at random to send each of the 5000 subscriptions to their respec-
tive rendezvous nodes. following that we run the membership management service as
discussed in section 6.4.5. Finally we choose nodes at random to publish each of the
15000 expanded events (topics). In the first experiment we vary the number of cy-
cles which essentially dictates how many times the peer sampling service and the peer
clustering service perform view exchanges and neighbour table updates prior to event
publishing. The number of neighbours (i.e. fan out) is set to 5. As can be observed
in Fig. 6.13, when the number of cycles is set to zero, meaning that the membership
management service is turned of, recall is at 30.2%. This is the result of relying solely
on rendezvous-routing with the Lookup service parameter k set to 1. As the number of
cycles increases, rendezvous nodes start to populate their neighbour tables with nodes
sharing similar subscriptions. This is reflected by the consistent increase in recall until
the number of cycles reaches 150. However, we can also see that recall starts to stabilise
as the number of cycles goes above 50 which shows how periodic gossiping is starting
to converge towards a stable state. In the next experiment, we fix the number of cycles
to 100 and vary the number of neighbours to be selected by the peer selection service.
As shown in Fig. 6.14, as the number of neighbours increases from 5 to 20, the match-
ing recall consistently increases from 32.8% to 43.8%. This increase in recall is at the
expense of additional overhead due to forwarding events to more nodes after reaching

their respective rendezvous node.
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6.5.4.5 Messaging Overhead

In this experiment the messaging overhead is defined as the average number of nodes
visited upon publishing an event and reaching a matching outcome. We compare the
messaging overhead when applying rendezvous-based routing while varying the value of
k between 5 and 20 versus applying our hybrid approach which comprises rendezvous-
based routing with k set to one in addition to the membership management service
activated. The latter approach allows rendezvous nodes to actively look for other nodes
(neighbours) that share similar subscriptions. For the hybrid approach, upon reception
of an event e, in addition to matching e against hosted subscriptions, the rendezvous
node also forwards e to all its neighbours. We vary the number of neighbours between
5 and 20. As can be observed in Fig. 6.15, the rendezvous-based approach results in
considerably more overhead due to the recursive nature of the underlying approximate
Lookup operation. However, as discussed earlier and shown in Figs. 6.12 and 6.14, the
rendezvous-based routing approach achieves more recall than the hybrid approach for
higher values of k. Here we note that the goal of the hybrid approach is to benefit from
node clustering to increase recall while keeping the value of k to a minimum. Hence the
reason why k is set to 1 for the hybrid approach. This result reemphasises the trade-off
between achieving high recall and minimising messaging overhead (R3.2. Effectiveness
and R3.3. Efficiency).

We note that for conventional approaches, i.e., content-based and concept-based, the
total number of lookup operations performed for the same workload would be equiva-
lent to the number of rules that exist in the system. Given that we acquire the top 10
most similar concepts to each seed concept. And given that we expand our event set by
picking random related concepts. The number of rules in the content-based model or
the number of entries in the Mapping Tables approach (Concept-based model) would be
equivalent to the size of the entire vocabulary. Hence, the number of Lookups would be
tenfold that of OpenPubSub’s (R3.1. Number of Rules). This is further exacerbated



by the iterative nature of Lookup protocols which are often parameterized by a constant
k that increases the number of nodes targeted at every iteration, e.g., Kademlia. The
theoretical logarithmic bounds on the number of hops in conventional DHTSs, i.e., Pastry,
have been shown to be very close to experimental simulation results based on PeerSim
[537 ]. On the basis of such bounds and as shown in Fig. 6.15, the iterative nature
of lookup protocols ultimately leads to a linear increase in messaging overhead (R3.3.
Efficiency). At low values of k (1 and 5), Mapping Tables would result in lower messag-
ing overhead at the expense of much lower event matching recall (Fig. 6.12). However,
as the value of k increases, matching recall follows but so does the messaging overhead.
We observe that employing the hybrid routing approach over OpenPubSub creates the
least messaging overhead at the expense of moderate matching recall. Conversely, the
rendezvous routing approach results in high matching recall at the expense of moder-
ate messaging overhead. The computational and generalizable nature of vector space
semantics allows for expanding the vocabulary to very large semantic spaces, whereas,
mapping tables or ontologies, would require time and expert knowledge to create. Most
semantic hierarchies are limited to specific domains, e.g. Animals, Medical Equipment,
Sports, etc., which ultimately limits the semantic coverage of the system. Finally, in an
attempt to cater for different constraints posed by subscribers on event matching recall
or messaging overhead, one can expose or prompt Quality of Service (QoS) or Quality
of Experience (QoE) parameters that can be set by subscribers as part of the language
model. This feature would allow the system to choose between the different techniques
proposed, e.g., the rendezvous-based routing approach, the hybrid routing approach,
or the mapping tables approach. Having control over the choice of event routing and
matching methods would aid with prioritizing matching recall over messaging overhead
or vice versa and ultimately cater for user needs or present overlay network capabilities

and constraints.

6.5.5 Conclusion

In conclusion, we propose OpenPubSub, a content-based approximate semantic peer-to-
peer publish/subscribe system. Participants (i.e. peers) in an overlay network loosely
agree on a large corpus of text (R3.1.). The corpus is then mapped to a vector space
by leveraging learning methods based on distributional semantics. The resulting vector
space is then clustered into groupings of vectors that fall in semantic proximity to each
other. Each cluster is assigned to a node in the overlay. The peer-to-peer infrastruc-
ture provides low level communication abstractions by exposing a routing substrate that
maps the vector representations of terms present in events and subscriptions to a loca-

tion in the space via an iterative lookup operation (R3.3.). We augment the overlay



with a content-based approximate semantic event matcher (R3.2.) and a membership
management protocol that groups nodes with shared interests into semantic sub-overlays
(R3.3.). Experiments with approximate events and subscriptions from image annota-
tions and knowledge graphs show a 15% improvement in event matching recall as a
result of utilizing shared K — NN as a distance measure for hierarchical agglomerative
clustering (R3.2.). Furthermore, the rendezvous routing approach reduces overall mes-
saging overhead by up to 44% and increases event matching recall by up to 53%. Finally,
the utilization of Gossiping reduces the overall messaging overhead by up to 59% and

increases event matching recall by up to 35% (R3.3.).

6.6 Summary

This chapter tackles research question (Q3.) and proposes OpenPubSub, a decentalized
approximate semantic matching model that addresses the emergence of multimedia-
based services and applications in the Internet of Multimedia Things. More precisely, the
wide semantic content space of human recognisable concepts that can be stemmed from
video and audio content introduces challenges in wide scale data integration and dissem-
ination. This chapter proposes a content-based peer-to-peer publish/subscribe system
that offers loose semantic coupling between its participants and facilitates the exchange
of information between geographically dispersed, heterogeneous, and autonomous data
producers and consumers. OpenPubSub addresses an inherent limitation in the current
implementations of DHTs arising from their underlying logical key-spaces and exact-
match key-based routing primitives. The scale of the content space limits the appli-
cability of exact string matching when participants use different terms to address the
same semantic concepts. It replaces logical key-spaces with a high-dimensional vector
space. We further augment the overlay with an approximate semantic Lookup function
coupled with a membership management protocol based on gossiping. When combined,
the two routing strategies facilitate mapping related terms to the same nodes with high
probability and by that enable us to apply rendezvous routing strategies followed by

approximate semantic event matching rooted in uncertain schema matching.






Chapter 7

Conclusions and Future Work

7.1 Thesis Summary

This thesis addresses research problems that arise when attempting to support multime-
dia content as native event types in distributed publish/subscribe systems. The three

main research questions tackled are outlined below.

Q1. How to integrate fast and resource-aware knowledge extractors into the forwarding

function of distributed publish/subscribe systems comprising federated broker overlays?

Q2. How can loose semantic coupling be achieved within the exact-match lookup func-
tionality offered by conventional DHTs underlying structured peer-to-peer networks
while ensuring the dynamic organization, allocation, and retrieval, of data based on

their shared semantic and syntactic properties?

Q3. How to support a conjunctive content-based subscription language over unstruc-
tured multimedia events spanning a large semantic content space in structured peer-to-

peer networks?

The recent emergence of multimedia-based services and applications in the Internet of
Things (IoT) has led to a noticeable shift in the type of data traffic generated by sensing
devices and the data management requirements they demand. More precisely, the wide
semantic spectrum of human recognisable concepts that can be stemmed from video and
audio data introduces a very large semantic content space. The Internet of Multimedia
Things (IoMT) is an emerging paradigm that concerns the processing and delivery of
multimedia content, e.g. audio, video, acquired from the physical environment. The
enormous growth of multimedia sensing devices in the Internet of Things (IoT) has

emphasised the need for bringing additional functionality that deals with the complex
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nature of multimedia content. Connecting sensing devices to the internet is at the core
of many IoMT applications and plays an immediate role in facilitating the acquisition
and on-the-fly processing of data for real-time applications such as Autonomous Driving,
Traffic Management, and Smart Agriculture. The scalability and interoperability offered
by the publish/subscribe communication pattern has proved beneficial for connecting
heterogeneous sensing devices and actuators to each other and to the internet. There
are many publish/subscribe protocols being used in IoT applications today, perhaps

most notably MQTT and DDS but there are numerous others.

Distributed publish/subscribe systems often comprise an application-level overlay of
nodes that organize on top of an underlying physical network. The overlay infrastructure
has direct implications on the performance of the system. It dictates the employed
event matching and routing strategies. Overlay networks, as seen in the literature, take
the form of semi-centralized federated broker overlays or fully decentralized peer-to-
peer overlays. The former scales to dozens of nodes and is often managed by a single
administrative entity, whereas, the latter often scale to thousands of nodes and is widely

known to be self-organizing and permission-less where nodes join and leave at any time.

The problem at hand entails integrating knowledge extractors, i.e. Operators, into the
event processing pipeline within the event matching engine of publish/subscribe sys-
tems. These operators are in charge of uncovering meaningful semantic concepts from
the multimedia data being disseminated. Extracted concepts can then be evaluated
against expressions submitted by subscribers as in conventional content-based event
matching approaches. In the case of federated broker overlays, the closed nature of the
system, and the availability of a single entity with explicit control over nodes in the
overlay allows for the integration and management of such operators. The challenges
that arise concern the optimization of the execution of such operators over incoming
streams of multimedia events. The overlay should (1) ensure fast extraction of semantic
concepts (R1.1.), (2) leverage the distributed nature of the system (R1.2.), and (3)
ensure the rapid delivery of matched events to interested subscribers (R1.3.). On the
other hand, the decentralized and self-organizing nature of peer-to-peer networks forces
participating publisher nodes, subscriber nodes, or intermediary nodes, to manage their
own operators. The wide semantic spectrum of human recognizable semantic concepts
that can be stemmed from multimedia content gives rise to a semantic gap between pub-
lishers and subscribers. More precisely, participants may use different terms to describe
the same or highly related semantic concepts. This aspect results in a semantic match-
ing and routing challenge that is exacerbated by the dynamic of peer-to-peer networks.
In particular, the peer-to-peer network should facilitate the distributed organization of
data items based on semantic and syntactic relationships between them (R2.1.). It

should also allow for performing approximate semantic lookup operations that allow for



matching two semantically related terms via rendezvous routing (R2.2.). Furthermore,
participants in the network should have a low barrier to entry which prevents them from
establishing strict semantic agreements (R3.1.). With a loose semantic agreement in
place, the system should facilitate an efficient and effective mapping R3.3. and matching
(R3.2.) of event and subscription semantics. In this work, we tackle the challenges that
arise in both cases and propose solutions that ultimately support multimedia content as

native event types in distributed publish/subscribe systems.

7.2 Main Contributions

The section outlines the contributions of this thesis.

7.2.1 Distributed Shared-Filer Ordering and Placement (Q1, R1.1.
and R1.2.):

This contribution comprises embedding light-weight binary filters (i.e. image classifiers)
into the forwarding function of brokers organized into a federated overlay. The intuition
is that the cooperation of multiple binary classifiers provides a simple and broadly ap-
plicable knowledge extraction technique that allows for extending the semantic coverage
of the system’s matching engine by provisioning new classifiers as needed to support a
continuously evolving content-space. We further formulate the shared-filer placement
and ordering across brokers in a federated broker overlay and the provisioning of event
matching and routing algorithms (i.e. MEC and EMEC) for the adaptive ordering and
distribution of classifier execution along paths towards interested subscribers (Zaarour
et al. [40]). The shared-filter placement and ordering problem consists of a set of sub-
scriptions S, a set of commutative Boolean filters F', and a set of brokers B. Each
subscription is represented as a conjunction of filters where the evaluation of each fil-
ter on an event results in a Boolean outcome of either true or false. The objective is
to minimize the Processing Delay Cost which may be defined as the time required by
filters executed along a path towards a subscriber to process an event. The proposed al-
gorithms leverage a Publication Routing Graph (PRG) maintained at each broker. The
PRG consists of two bipartite graphs, one that maps subscriptions to filters, and one the
maps subscriptions to the links they came from. The algorithms leverage the cost, selec-
tivity, and the PRG edge-coverage, of individual filters to greedily order and distribute
their execution through-out the overlay. Experiments with varying publish/subscribe
workloads show clear improvements in the average processing delay cost perceived by
individual subscribers, a negligible increase in resource consumption across the overlay,

and a low overall messaging overhead.



7.2.2 Topological Reconfiguration of Broker Overlays (Q1, R1.3.):

A skewed distribution of subscribers with shared interests across brokers in an overlay
network may result in increasing overall event matching and routing costs. The partic-
ipation of pure-forwarders in the processing of events increases redundant processing.
Pure-forwarders are simply brokers that participate in event processing without having
any locally interested subscribers. The existence of such brokers is exacerbated by the
early offloading of filters to be executed by downstream brokers. This aspect leads to
the execution of the same filters on the same event multiple times at different brokers
along separate paths in the overlay. By creating regionalism in the overlay and grouping
together brokers with a similar workload, we can enhance the performance by reducing
the redundancy overhead. This contribution comprises two methods that utilize vec-
tor distance measures to quantify how close two brokers are as per their subscription
workload. On the basis of these similarity metrics, the overlay topology is modified by
eliminating links between brokers with low similarity and provisioning new links between

brokers with high similarity.

7.2.3 Utilizing a semantic vector space as a key-space to build seman-
tically aware DHTs (Q2, R2.1., and Q3, R3.1):

Assuming that semantic coupling can be quantified by the number of mappings between
terms, then a semantic model that condenses these mappings can be very useful. Onto-
logical models require granular agreements on term meaning while distributional vector
space models leverage the statistics of term co-occurrences in a large corpus to estab-
lish semantics. The latter allows event producers and consumers to establish a loose
semantic agreement on large corpora of text. This contribution consists of replacing
the logical key-space underlying conventional DHT's with a vector space that preserves
the semantic properties of the data being mapped (Zaarour et al. [47]). We propose
methods based on hierarchical clustering to partition the space and create traversable
groupings of word embeddings. We dynamically assign the resulting partitions to nodes
in a structured peer-to-peer network where each node maintains a partition of a large
semantic vector space comprising tight grouping of vectors representing terms that have

semantic relationships.



7.2.4 Mapping semantic data via a novel distributed and iterative vec-
tor lookup operation (Q2, R2.2, and Q3, R3.3):

Conventional DHTs leverage Key-based routing primitives to perform ID-centric lookup
operations. Such primitives are aided with a closeness metric that allows nodes initiating
lookup operations to iteratively find closer nodes to the key being mapped. With the aid
of consistent hashing, data items are mapped to locations in the key-space following a
uniform random distribution. The uniqueness of each generated key allows for employing
exact match search queries. However, key-based routing primitives stand in the way of
matching two semantically related terms. The random distribution of data items leads to
mapping semantically related terms to arbitrary locations in the network. To mitigate
this issue, after replacing logical key-spaces underlying DHT's with a semantic vector
space. We propose a semantically decoupled lookup protocol that can be initiated by
any node in the overlay (Zaarour et al. [47]). It takes the vector representation v
of a data item d, and recursively finds closer nodes until it identifies the target node
maintaining the vector space partition where v falls. The receiving node stores data
items that share semantic properties with d. This aspect allows us to map data items
that share semantic properties to the same nodes via rendezvous routing (Zaarour et al.
[172]).

7.2.5 Approximate Semantic Event Matching Rooted in Uncertain
Schema Matching (Q3, R3.2):

We propose a matching scheme that decides on the relevance between events and sub-
scriptions based on distributional semantics (Zaarour et al. [48]). Distributional seman-
tics offers a way of quantifying the semantic relatedness between two linguistic items
based on their distributional properties in large corpora of text. A distributional seman-
tic model maps terms to high dimensional numerical vectors where we can decide on the
relevance between terms based on how close their vector representations are oriented in
space (i.e. by measuring the Cosine of the angle between them). Events are comprised
of a set tuples, each containing a word:vector pair. Each pair collectively represents a se-
mantic concept that was extracted from a multimedia data item. Subscriptions comprise
conjunctions of predicates, each also containing a word:vector pair. We quantify there
overall semantic relatedness by obtaining a similarity score for each pairwise mapping
between the vectors in predicates and tuples. We then identify the most-likely mapping

and compute an aggregated overall similarity score.



7.2.6 Semantic peer clustering and regionalism via gossip-based peer

sampling and selection (Q3, R3.3):

In a structured peer-to-peer network offering a publish /subscribe communication service,
events and subscriptions may be submitted by any participating node in the network.
For the matching process to take place, events and subscriptions should be mapped
to the same node in the overlay. A loosely semantically coupled lookup function al-
lows related terms to rendezvous at certain nodes in the overlay. However, due to the
high dimensionality of the space and the unsupervised nature of hierarchical clustering,
lookup operations can be highly probabilistic. Some events or subscriptions might get
erroneously mapped to nodes maintaining distant semantic groupings. To mitigate this
issue, we propose a membership management protocol that helps constrain the propa-
gation of events and increase the probability of a match by maintaining sub-overlays of

nodes that share semantic properties (Zaarour et al. [48]).

7.3 Limitations and Open Questions

The proposed approach have a number of limitations and shortcoming as is outlined

below.

e Static selectivity of filters. To tackle the shared-filter placement and ordering
problem in federated broker overlays, we propose adaptive greedy algorithms (i.e.
MEC and EMEC) that take into account the cost, selectivity, and edge-coverage of
individual filters. Based on the true or false outcome of a filter evaluation against
an event, the algorithm proceeds to update the unit costs of the remaining filters
and selects the filter with the lowest execution cost and the highest expected edge
coverage in the local Publication Routing Graph (PRG). However, the expected
edge coverage is subject to two metrics, one being the selectivity of the filter,
and the other being its popularity among the remaining unresolved subscriptions.
The problematic aspect or limitation we identify is that the selectivity measure is
assumed to be static and not updated at run-time. Yet, variations in the distri-
butions of semantic concepts that appear in incoming multimedia event streams
can have a major impact on the selectivity of filters. Prior works have used ap-
proaches based on windowing and confidence interval to update the selectivity of
filters at run-time in a centralized setting. However, in a distributed broker over-
lay setting, the adaptive ordering results in executing the same filter at different
locations in the network. Hence a filter’s selectivity depends on where the filter

is being executed. Hence, devising strategies that take into account the dynamics



of subscribers and filter executions across a broker overlay to update the selec-
tivity measure at run-time is a challenging aspect that can improve the system’s

efficiency and reduce the Processing Delay Cost.

Overlay reconfiguration. The distributed execution of filters across a broker
overlay leads to an increase in redundant processing due to the execution of the
same filters at various paths towards interested subscribers. To mitigate this issue,
we devise two broker similarity metrics and an overlay construction algorithm
that calculates the distance between all brokers in the system using either of the
similarity measures, then ranks them from the most similar to least, and starts to
select edges in a descending order. The limitation with this approach is that the
algorithm is assumed to have knowledge about all the brokers in the overlay. In
addition, updating the overlay structure needs to be done offline and in a periodic
manner. This aspect may not be ideal in practice due to the live and real-time
nature of publish/subscribe systems. The challenge at hand demands devising a
strategy to eliminate links between brokers with low similarity and provisioning
new links between brokers with high similarity in a distributed manner. Each
broker in the overlay should be able to leverage its local knowledge about the
overlay to identify new potential neighbours and current neighbours that should

be eliminated.

The curse of high-dimensionality. Conventional DHTs are built on the basis of
virtual key-spaces that take the shape of rings, trees, and d-dimensional coordinate
spaces. The key-spaces are partitioned arbitrarily and each node is assigned a
unique key as its identifier and maintains a partition of the space with well-defined
boundaries. Such networks are ideal of ID-centric exact match queries but fall
short when attempting to match two semantically related terms. To mitigate this
issue, we replace conventional logic key-space with a high-dimensional vector space
that preserves the semantic properties on the data being mapped. However, as the
dimensionality increases, the volume of the space increases so fast that the available
data becomes sparse. This sparsity is problematic mainly because organizing and
searching data often relies on detecting areas where objects form groups with
similar properties; in high dimensional data, however, all objects appear to be
sparse and dissimilar in many ways, which prevents common data organization
strategies from being efficient. We propose unsupervised clustering algorithms
to partition the space, however the traversability of the space after partitioning
becomes highly probabilistic which we further address by using a constant K to
increase the search space of lookup operations. This approach trades off an increase
in routing accuracy with a high messaging overhead. The limitation at hand

demands provisioning dimensionality reduction techniques and optimised routing



strategies that minimize the messaging overhead while increasing the effectiveness

of matching two semantically related terms.

e Lookup Path Convergence. In conventional DHTs, when two arbitrary nodes
issue lookup operations for the same key, the underlying KBR primitive itera-
tively finds closer nodes until it reaches the target node. As it gets closer to the
target, there is high probability that the two paths will meet at the same node
before reaching the rendezvous node. The proximity metrics used, e.g., Kadem-
lia’s XOR metric, or Chord’s clockwise identifier circle, are unidirectional which
allows for paths to converge before reaching the rendezvous node. This enables
Caching and generating better spanning trees (e.g., Scribe [18]). However, the
high-dimensionality of semantic vector spaces and the angular nature of the prox-
imity metric used by the approximate lookup operation (i.e. Cosine distance)
prevents the convergence of two paths. This limitation is mainly concerned with
the ability to create efficient spanning trees that aid with the dissemination of

events to a group of interested subscribers.

e Load-balance. In conventional DHTSs, the underlying key space is arbitrarily
partitioned among nodes in the overlay. Data items are mapped to locations in
the key-space via consistent hashing. These two aspects result in the assignment
of data items to nodes following a uniform random distribution. This inherent
property carries a major benefit in terms of load-balancing across nodes in the
overlay. However, in the case of a semantic vector space, the partitioning is not
arbitrary. Clustering methods are used to make sure that data items sharing
semantic properties are assigned to the same group or cluster. As a consequence,
the distribution of data items being mapped to nodes in the overlay network is
subject to the distribution of the underlying vector space. Which is in turn also
impacted by the popularity of terms being searched for by arbitrary nodes in the
overlay. Hence, this limitation demands provisioning approaches that identify and
relieve hot spots in the network. That is, nodes that are overloaded with search
requests. Such nodes may pose bottlenecks and lead to reliability issues when it

comes to storing and retrieving highly popular data items.

7.4 Avenues for Future Work

This section discusses interesting research directions that we identify based on the re-

search problems tackled in this work.



e Multi-class Classifiers. To support multimedia content as native event types
in federated broker overlays, we propose the integration of binary classifiers in the
forwarding function of individual brokers. Such classifiers would serve as a gen-
eralizable model for extracting meaningful semantic concepts from incoming data
streams. The intuition is that users may continuously provision new classifiers to
expand the semantic coverage of the matching engine in response to a continu-
ously evolving content-space. Such filters work together in a commutative manner
where each filter is mutually independent which allows for leveraging the ordering
of their execution in the face of overlapping subscriptions. The introduction of
multi-class classifiers, that is, classifiers that are able to detect a handful of classes
(i.e. semantic concepts) would ease with expanding the semantic coverage of the
system but would render the proposed shared-filter placement and ordering algo-
rithms insufficient for identifying a near optimal ordering and distribution of their
executions across brokers in the overlay. Hence an interesting avenue for future
work would be to look at filters that are trained to detect multiple concepts instead
of binary filters. This increases the complexity of the ordering problem where each
individual filter can hold the impact of executing multiple filters on the current

unresolved subscriptions.

e Self-Organizing Semantic DHTs: In this work we presented algorithms to
construct a semantic DHT on the basis of a semantic vector space. The resulting
overlay network organises data in a way that takes into account shared seman-
tic properties. Yet, conventional DHT’s are known to be self-organising, coping
naturally with node departures and arrivals, and resistant to node failures. Our
bare-bones design of a semantic DHT, however, assumes a static overlay. This
challenge demands provisioning approaches that deal with nodes leaving the net-
work and node failures. Such approaches need to ensure redundancy, that is, data
items being stores at various locations in the network. In addition to making sure
that nodes have the ability to reallocate the partition they are responsible for to

other nodes before leaving the network.

e Distributional Models of Word Meaning: Many distributional models based
on neural networks exist today (i.e. BERT, Fasttext, etc.). We acknowledge
that the quality of the Lookup Operations in SemanticPeer is also dependent on
the quality of the vector representation of terms.thus an interesting avenue for
future work is exploring various learning methods and text corpora and assessing
their utility for generating semantic vector spaces that can be used to construct

semantically aware DHT's.



7.5 Conclusion

The work tackled in this thesis concerns supporting multimedia content as native event
types in distributed publish/subscribe systems. The work can be split into two main cat-
egories of approaches. In the first category, we focus on semi-centralised broker overlays
and propose the integration and optimization of binary filters that extract meaningful
semantic concepts from the multimedia data being disseminated. The optimization of
their execution is facilitated via an adaptive greedy algorithm that orders and distributes
their execution across brokers in an overlay based on the execution cost, selectivity, and
popularity of individual filters (Zaarour et al. [40]). We further propose two metrics
to assess the similarity in workload between two brokers. The metrics are then used
to modify the overlay structure in response to skewed distributions of subscribers with
similar interests across brokers in the overlay. In the second category of approaches,
we focus on fully decentralized peer-to-peer network. We propose approach to elevate
the tight semantic coupling that exists between publishers and subscribers. In particu-
lar, we identify that the exact match lookup functionality offered by underlying DHTs
would not suffice to support the wide semantic spectrum of human-recognizable concepts
that can be stemmed from multimedia data. We present a peer-to-peer content-based
publish/subscribe model that we equip with an approximate semantic event matcher
leveraging distributional semantics (Zaarour et al. [47, 48]). We propose a hybrid event
routing model that combines rendezvous-based routing and gossiping over a structured
peer-to-peer network. The network is built on the basis of a high-dimensional seman-
tic vector space as opposed to conventional logical key-spaces. We propose methods to
partition the space, construct a semantic DHT via bootstrapping, perform approximate

semantic lookup operations, and cluster nodes based on their shared interests.
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