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Abstract

The work presented in this thesis describes the design and development of smart contract
system for blockchain based applications. The main objective is to investigate the current state
of blockchain technology and its implementations and to reveal how main principles of this
disruptive technology can reshape "business as normal™ activities. This work examines the
Blockchain technology as a whole and addresses its potential for the development of distributed
applications. Blockchain based smart contract system for different applications that
demonstrate a streamlined access management system using Ethereum blockchain has been
designed and implemented. Ethereum reinforces the second gen of blockchain technology by
providing an open and global computing/environment platform allowing for the exchange of

cryptocurrency (Ether) and the creation of self-verified smart contract applications.

Smart contracts provide a framework for the ownership of digital assets and a range of
distributed applications in the blockchain region. Ethereum and smart contracts are open,
decentralized and unalterable, as such, they are susceptible to vulnerabilities that arise from

developers ' simple coding errors.

We have designed and implemented smart contract system for blockchain based applications
across healthcare management to Facilitate Medical Ecosystems and Energy systems to
increase energy efficiency by designing smart contract system for energy-saving certificates.
We also identified key themes, developments and emerging areas of healthcare and energy

research.

In this thesis, blockchain technology has been applied in areas such as healthcare and Energy
sector. Healthcare applications are the main contribution of this thesis and the work on the
Energy systems reflects as an additional contribution of this thesis. Hopefully the work
presented in this thesis will give enough motivation towards developing distributed
applications (BApps) using blockchain based smart contract system.
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1 Introduction

Over the past few years there has been an increasingly growing interest in the Bitcoin and
distributed ledger technologies. Bitcoin is basically a blockchain technology-based
cryptocurrency. Cryptocurrencies are the most common and widespread application of
blockchain technologies, although there are different use cases which has been proposed in the
recent times. In this thesis, we are going to investigate modern blockchain-based applications
with an emphasis on metadata, smart contracts and different access rights. It is important to
understand the fundamental concept of the distributed ledger in order to explain the working

principles of blockchain technology and its application presented in this thesis.

Blockchain is the technology behind the Bitcoin virtual crypto-currency. The
blockchain is a distributed ledger of all authorized, executed, and transmitted transactions
between the participating parties. The majority of Network participants validate each
transaction. This contains a record of each transaction happening on the network. A blockchain
is an immutable collection of verified records, known as blocks which are connected and

secured using cryptographic hashes.

Digital virtual currencies store a ledger with a full list of transfer of funds [1]. In
such a method, when a consumer chooses to make payments, they create and share a transaction
with the required data (e.g. the sum of the currency to be sent and the receiver). In the end, the
transaction is put in a new block to be added to the blockchain. Blockchain was first introduced
in 2008 by a person named' Satoshi Nakamoto'. He published a white paper [2] on' Bitcoin: A
peer-to-peer electronic cash system." Blockchain Technology documents the transaction of
digital Ledger that is distributed over the network making it uncorrupted. Any digital assets,

such as land resources, vehicles and so on, can be recorded as a Blockchain transaction.

In the simplest possible terms, blockchain can be defined as a data system that holds
transactional records while maintaining the security, personal privacy and the principle of

decentralization. One could also think of it as a sequence of records stored in block structures

1



that no central authority controls. It is a distributed ledger which is cryptographically secure
and completely open to everyone on the network. Once a data is stored on a distributed ledger,
it is extremely difficult to change it or alter it. It is a decentralized digital ledger
which includes all the verified interactions in the network. It helps digital currency wallets to
measure their available to spend balance in order to check transaction records while ensuring
at the same time that they are fully owned by the contributor. Encryption technology enforces
the authenticity and chronological order of the block-chain. Crypto wallets hold a hidden piece
of data called an encryption keys or pattern being used sign the transactions, offering
computational evidence that they came from its account original owner. These cryptographic
signature also prohibits someone from modifying the digital transactions once it's released. All
the transactions are distributed to the system and typically begin to be validated by a process
known as mining as soon as they receive. The process of Mining can be defined as a consensus
mechanism which is being used to validate the pending transactions in the blockchain network.
It codifies a sequential order in the block chain, maintains network neutrality, and allows
multiple processors to settle on the structure of the network. To be authenticated, transactions
should be packaged into a block that matches very complex encryption rules which the system
can check. Such rules forbid the alteration of subsequent layer, since doing so would disprove
all the previous blocks in the chain. The process of mining also produces the essence of a
competitive draw, which prohibits any person from effectively introducing new pieces to the
network chain consecutively. No one may therefore regulate what would be in the block chain

network or substitute segments of a block chain to reinstate their individual spending.

The following section offers a brief introduction of blockchain technology,
Ethereum blockchain and smart contracts to understand this chapter and the overall thesis.
Blockchain has the potential to be applied in multiple applications such as internet
communications networks, public utilities, Supply chain management, the Internet of Things
(1oT), and the financial and business systems.
Blockchain technology and cryptocurrencies have gained significant interest in industry and
academia. We can define this a fully distributed public ledger and a peer-to-peer digital
platform which uses cryptography techniques to host applications, transfer digital currency and
digital assets and also store data securely. Bitcoin is one of the most popular and widely used
decentralized crypto-currency and has significant importance. Alternatively, the
Ethereum platform is also attracting lot of attention due to its smart contract feature and the

execution of smart contracts, i.e. programs which are operating in a much decentralized
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manner, with its native help and support. Such apps can be either completely new ideas or
distributed reworks of existing concepts. It effectively cut off the intermediaries and all the

associated costs with third - party service participation.

Ethereum has been taking the digital technologies behind Bitcoin and expanding
its functionality significantly. It is an entire network, with its own web browser, programming
language, and trading platform. Most notably it helps users to build distributed applications on
the Ethereum Blockchain. For instance, the sole benefit that results from people 'sharing' and
'liking' content on the social media platform Facebook from their preferred artist is created by
an ad put on their profile, and it transfers straight to the Facebook. The both artists and the
viewing public will receive an award for positive coordination and communication in an
ethereum variant of such social media network. Ethereum has better infrastructure and more
applications than Bitcoin. Due to the fact that Ethereum seems to have more use cases than
Bitcoin — and hence serves a broader purpose — It is actually a better Bitcoin substitute
ultimately. Blockchain technology is still in its early phase, therefore Ethereum and Bitcoin
are receiving constant updates. Yet Ethereum is the clear winner at the moment and the reason
is its unique features as Ethereum blockchain uses smart contracts which adds an additional
layer of controlled permissions and security features to the platform. Compared to the Bitcoin,
it is more developed digital platform. Running transactions on Ethereum platform is much
cheaper as compared to the other blockchain platforms. Also the transactions execution process

is very quick on Ethereum.

On the basis of current crypto-currency market capitalization, the second most
popular and widely used blockchain platform is Ethereum as of November 2017 which is
simultaneously the main focus of this research thesis. According to Ethereum’s founder, Vitalik
Buterin, Ethereum is a blockchain platform that can understand general purpose scripting. As
well as acting as a peer-to - peer decentralized cryptocurrency (Ether) trading network [3]. The
concept of a Turing-complete blockchain was first implemented by Ethereum. Any device or
computer language capable of computing something computable with adequate resources is
known as Turing complete. Turing-complete development environment on a blockchain-based
platform provides an incentive for a number of decentralized applications to be deployed in

different areas.



These decentralized applications are referred to as smart contracts on the Ethereum
platform and other blockchain-based networks which enforce Turing-completeness.
As we mentioned earlier, this is the main component that distinguishes Ethereum not only from
Bitcoin, but also from other blockchain-based platforms because of its unique features and
being the first of its kind in this area. However, Nick Szabo first introduced the concept of
smart contracts in 1997, in which he explains the humble vending machine with a real-life
scriptural / primative example [27]. Smart contracts can be defined as a piece of code that runs
on EVM. This really is a distributed "computing machine” where all of the peer nodes provide
the computational power. All network node that provide computational power are paying in
Eth coins for that service. These are called smart contracts, because once the objectives are
fulfilled these are automatically enforced. Imagine for instance creating a
distributed application regarding fund sourcing using Ethereum blockchain platform.
Somebody might set up a smart contract for the Ethereum that would collect cash to give to
somebody else. The smart contract might be coded to state it would all be sent off to the
receiver once the desired amount would be collected or, if the desired threshold has not been
reached within a month, then all money will be returned to the currency's actual owner. This
will use Eth tokens, rather than the dollars. All this will happen as per the smart contract rules
embedded in the code which implements the transactions automatically with no need for a
reliable party party to hold the funds and signing off on the agreement. Smart contracts could
be used to create several distributed applications. Coders may build smart contracts that offer
other smart contracts features, similar to how different software utilities operate. These smart
contracts may potentially be used to store data about the Ethereum blockchain as an app. It has
to submit enough Ether as a transaction fee to actually execute smart contract code. This would
actually pay for the involvement and the allocation of the computing resources to the ethereum
nodes. Ethereum is considered a fairly new and intensely experimental platform, both because
of its emergence (July 2015) and for its ability to develop decentralized applications with a
Turing-complete scripting language running on a distributed, peer-to - peer platform like

blockchain.

1.1 Research objectives

This research work investigates the feasibility of blockchain-based smart contract applications.

In particular the main focus of this research work is designing and development of smart



contract system for blockchain-based distributed applications. This thesis main objectives are

summarised as follows:

e Adopting the blockchain technology for enhancing the security and auditability of
EHRSs in current Healthcare systems
e Designing of healthcare smart contracts to facilitate different stakeholders involved in
the system and how much computational resources do they consume
e Deployment of a blockchain-supported medical healthcare system which comply with
the regulations and estimating the economic costs related to implementation of
blockchain based smart contracts
e Trading mechanisms for energy-saving certificates designed to achieve energy
efficiency as blockchain applications, and analysing the computing resources they are
consuming
e Blockchain-supported local energy market which comply with legislation and can help
the local governments to achieve energy efficiency, and analysing the economic cost
associated with the real-world implementation
e Building a chain code implementations for the blockchain based smart contracts
e Implementation of the proposed reward system
e Implementing the business logic and processes needed for the blockchain network to
remain operational
e Creating a self-contained distributed applications
These research objectives are  achieved by designing and development of blockchain bas-
ed smart contracts for the  distributed  applications. These have been deployed
on a blockchain test networks. Simulations are performed with model cases and tolerance on
both the regulatory framework and product architecture. The resulting computational resources
are then evaluated which reveals significant parts of the technological feasibility. Furthermore,
these scientific findings provide the basis for the research work presented in this thesis.

1.2 Thesis Motivation and Contributions

The emphasis in this dissertation will be on how blockchain technology can be applied to
enhance the principles of security and auditability of such systems on top of already existing
Healthcare management systems and Energy efficiency domain smart systems. The thesis will
provide an implementation of blockchain based smart contracts using the Ethereum blockchain
platform as stated in the research objective section. The deployed system would incorporate
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the proposed smart contracts in the Healthcare framework for enhancing the security and
auditability of the current Healthcare systems and exchanging of energy saving certificates to
achieve energy efficiency by introducing a new energy policy regulatory scheme. Smart
contracts act as an intelligent representation that links all the stakeholders involved in the
system. It Encodes metadata that allows information to be accessed securely only by the
authenticated party, unifying access to data across the network. The metadata contains
information about ownership, permission and the integrity of the information being requested.
The smart contract based framework demonstrates how design concepts of decentralization and
blockchain can lead to stable, interoperable systems. These smart contracts are utilized to
facilitate a content-control network through various storage and provider sites, authentication
log controls access rights while offering full record monitoring, auditability and data sharing
to the parties involved. The operational cost has been compiled for deploying smart contracts
for the system.

1.3 Thesis organisation

In chronological order, the chapters of this thesis are:

Abstract - Summary of the most important aspects discussed and introduced in the thesis

1 Introduction - Chapter 1 specifies the research objectives and background which will be
studied during the whole process to get to the intended logical outcome. It specifies the
objectives, thesis motivation, scope and future contribution details.

2 Background - An introduction to the theory and background literature on the blockchain
technology has been presented. Different protocols on cryptocurrencies have been explained.
An introduction of the Ethereum blockchain, explaining its implementation of smart contracts
and definition of participating nodes, including Metamask extension, Etherscan details are
included here.

3 Literature Review- Chapter 3 provides a detailed literature review on blockchain based
distributed applications in the Healthcare and Energy sector. It also introduces the theory
applicable to Blockchain and EHRs. Explanation of the traditional healthcare system vs
Blockchain powered medical eco system are included. Existing available Blockchain based
distributed applications in healthcare and energy systems have been discussed here.

4 Smart contract framework for healthcare management applications - A presentation of the
methods and system implementation details used to design and developed the Healthcare
management framework using distributed ledger technology. Chapter 4 provides an

explanation of the methods and the implementation details used for medical blockchain. This
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includes a description of the components that make up an Ethereum blockchain based smart
contract system for healthcare and different medical workflows presented in this chapter.

5 Ethereum smart contract Implementation — In Chapter 5, the detailed explanation and
implementation of ethereum smart contract structures and functions along with process flow
diagrams have been presented.

6 Blockchain smart contract system for Energy Efficiency applications - In this chapter, we
present the blockchain based smart contract solution for Energy Efficiency, obtained results
along with a description of how the network is to be configured and deployed correctly.

7 Conclusion - Discussion about the research outcome and conclusions derived from the
obtained results. Chapter 7 concludes the thesis with a suggestion for possible future work.
The Journal publications and conference publications associated with this thesis are referred to
the chapters as; Blockchain in Energy Efficiency: Potential Applications and Benefits mainly
linked to Chapter 6. A Blockchain-based Smart Contract System for Healthcare Management
linked to Chapter 4. Privacy concerns on Android devices — A Publication from a side project.
Android permission system and user privacy — A review of concept and approaches —

Originated from a side project.



2 Background

In this chapter, a brief introduction and discussion of cryptographic algorithms, hashing and
consensus algorithm has been given. There is a detailed explanation on the first blockchain
Bitcoin and other cryptocurrencies in this chapter. Detailed description of blockchain
technology from the technical aspect, Ethereum and smart contracts have been included with
some coding example on how to program a smart contract. Different components and structs

involved in the contract have been explained in detail.

2.1 Blockchain and cryptocurrencies

Blockchain is defined as a distributed ledger technology which is managed by different nodes
on a peer-to-peer network [4]. This system operates without any centralized data storage
management or central administrators. Data is commonly distributed across several nodes, and
replication and encryption protect the integrity of the data. The idea of blockchain came into
being on 31 October 2008 in a white paper, written by Satoshi Nakamoto. He came up with the
concept of Bitcoin transactions on a network where payments online could be sent directly
from one peer to another without going through a banking institution. Satoshis’s main idea was
to develop a trust-less ledger [5] which solves the double-spending problem by using peer-to -
peer distributed ledger technology and computing the chronological order of digital
transactions. When we say blockchain, it refers to a chain containing blocks and each block in
a chain stores information about all the transactions which happens at any point of time[6].
Thus every block plays a vital role in linking with the block header, and the proceeding block,
as soon as a part of the chain enters the system. Each block has the main role of recording,
validating and distributing the transactions among other blocks. This implies that a block in the
system cannot be excluded or significantly changed because each subsequent block would
be changed [7].

The system is therefore a distributed information system that includes information
on all past transactions and continues to operate on a pre - determined protocol defining the

direction in which the transactions are carried out and validated, as well as the ability to
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function of the entire system and its participants [8]. In addition, this network is generally
meant to refer as a decentralized registry, as information is stored on each node allowed to

operate for each of the channels.

The group of transactions in the blockchain networks is combined into chain-
connected via blocks using the hashes of the previous blocks register [9]. Hence the basic
security feature of blockchain networks is enforced as a property of immutability [10]. The
more the block is in the chain (the later it is), the more safe from changes are the data contained
in it. When an attacker attempts to change some of the keys, the local record will cease to be
valid immediately as the hash values inside the next block headers will vary completely based
on the cryptographic hash function. [11]. In Figure 2.1, the longest proof of work chain and
information contained in each block has been shown.

Longest proof-of-work Chain
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Figure. 2.1 Schematic of a blockchain Proof-of-work.



2.2 First generation of a blockchain technology: The Bitcoin

The Bitcoin, the first and perhaps the most famous cryptocurrency, has attracted considerable
attention and the value of academic research on Bitcoin (BTC) continues to develop. The
technological advantage of Bitcoin[12] is that it allows for trustworthy exchange processes
without the need for central control, even though the system includes unknown participants.
Blockchain consists of a chain of blocks tampered with evidence, durability, and time-
stamping. Miners do the job of adding new blocks to the network and the overall process is
known as mining refers to as the method of creating new blocks. Basically, the process starts
with solving of a mathematical puzzle [13], whenever a new block is created and have been
added to the chain of existing blocks, a special mechanism takes place which solves a
computational puzzle and this is the job which has to be completed by the miners in the network
and the whole process is called as the proof of work, which continues in the shape of a chain.
We have shown a block diagram in Figure 2.2 which help us to understand the basis of
blockchain. Information contained in each block has been shown to understand the overall

mechanism.

Validator ETE] Validator Data Validator Data

Recorder Block ID .. WPSPN... Recorder Block ID <2 9-=~, Recorder Block ID

(Previous i (Previous (Previous

Distributor & Current) Distributor & Currant) Distributor & Current)

Figure. 2.2 Basic concept of blockchain. Reprinted with permission from Khatoon et al.,
Energies 2019; 12(17), 3317.

2.3 Consensus algorithm and hashing

It is essential to solve a consensus algorithm to start a new block in bitcoin. There are indeed a
number of consensus algorithms such as: proof - of - stake; proof- of- burn, proof of time
elapsed and proof of work. Bitcoin however is based on proof of work. . The method of solving
the difficulty is known as the mining, which is a real challenge, it fails the attempts to create

an invalid block in the network but this process is easy and safe to validate the blocks on the
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network. A mining process in the blockchain can be seen in figure 2.3. The aim of mining is to
generate the safest hash to be formed for next block. A consensus algorithm is a method for
organizing users or machines within a distributed environment. It must guarantee that all
participants in the system are able to rely on a single source of evidence, even if those peers in
the system fail. In short, the system should be immune to faults (fault-tolerance). A single entity
has the power over the system in a centralised setup. They could even make major changes as
they wish in many other cases — there is no supportive regulatory system among the system-
administrators to achieve agreement. But that's a whole different story in a decentralized
system. Let say one need may to deal with a distributed system — how do they come to mutual
consensus about what records are being linked to? Maybe the most sensitive time opening the
way for blockchains was to gain sustainable competitive advantage in a world where random
people don't trust one another. In the cryptocurrencies, the balance of participants is registered
in a blockchain ledger. It is important that everybody (or, most specifically, each network node)
keeps an equivalent copy of the ledger. Otherwise it will easily end up with contradictory

details, weakening the cryptocurrency network'’s overall objective.

CHALLENGE
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Unknown Information
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-
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The mining process on the Blockchain

Figure. 2.3 Mining process in a blockchain.

Public-key cryptography determines that participants would not be able to use

each other’s coin. But also there requires to be a central source of authority on which network
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members depend, in order to be able to decide whether the funds are being allocated yet.
Bitcoin's founder Satoshi Nakamoto has suggested a Proof of Work method for organizing
stakeholders. When we say blockchain is resilient, we means that it is really hard to attack on
this system because hacker should have control over 51% of Blockchain to completely hack
the system. Proof of Work (PoW) is the real base of consensus algorithms in blockchain. It was
first introduced through Bitcoin. In Proof of Work, participating nodes termed as validator
nodes (miners) encrypt (generate hash) the data they wish to add when a particular solution is

generated.

A hash is apparently a random string of numbers and symbols that would
be generated whenever you execute a hash function. And, if you pass through same data again,
you'll still finish up with the same results being generated. And change just one item, and
the hash will be entirely opposite. There is another very popular consensus algorithm called as
proof of stack on which ethereum Blockchain has based [14]. In reality, Proof of stake [15]
algorithm works better with 51% attack, it would detects the anomaly in the distributed network
and held the value of coins. Exchanging the digital assets is one of the widely used concept and
very common application of a Blockchain now a days. Around 2,957 cryptocurrencies [16] are
traded with a combined market capitalization of $221bn (as of Oct 8th 2019). Therefore, the
top 10 cryptocurrencies [17] [18] [19]account for about 85% of the overall market cap [20]

[21] [22]. The mostly used crypto-currencies are Ethereum, Bitcoin and Litecoin [23] .

There are other features besides the exchange of digital assets and one of the most
popular among these is smart contracts. Smart contracts can be described as computer programs
that function like the legal contract system and make it easier to check, execute and negotiate
legal contracts. They run as blockchain transactions and communicate as a rule defined by the
blockchain network participants with crypto-currencies. After the predefined rules / conditions
are met, these contracts run autonomously. As we know that these smart contracts operate on
Blockchain, they operate as planned without any alteration of the rules laid down before their

execution and no third party can interfere with the Ethereum smart contracts network.

Furthermore, implementations of blockchain technology have started to emerge for
items other than currencies. It has great potential to handle contracts like digital rights
management because of its ability to resist against security attacks and minimise the third part

cost as the system works without any central authority.
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2.4 Blockchain characteristics and technology types

Basically, there are three major types of blockchain widely discussed as public,

private and consortium Blockchain [24]. These types of technology vary in terms of usability,

permission management and operating characteristics, such that each type of blockchain can

be used in various applications. The most important features of these Blockchain types have

been compared and discussed in Table 2.1.

Table 2.1. A summary of the blockchain types and characteristics.

Public Blockchain

Private Blockchain

Consortium Blockchain

Database

Secure

Cost

Speed

Consensus
Protocol?

Network
Congestion

Block Propagation

Every participant can access

database and store the copy

of a transaction and change
them.

Very secure as each block
has a copy of individual
transaction.

High cost.

Slow speed as each
transaction has to be
validated and synced with
each node!.

Everyone can participate in
throughout the consensus
process.

High network congestion.

The block size keeps
increasing.

Central authority who

manages the rights to

access or change the
database.

Specific people have access

and it is considered secure

because all the participants
are known.

Cost lower than public
blockchain.

High speed due to limited
number of participants.

Consensus mechanism
supports large number of the
participants.

Scales more easily
compared there is a
controlled process for joining
CONSENSUS Process.

Few participants are
involved.

Open for the public but not all
the information is accessible
by them.

Provides privacy for the
transactions. Known entities
and governs the rules who
can have access to read the
ledger.

Usually lower cost as
compared to public
blockchain.

High speed compared to
public blockchain.

The consensus process is
controlled via pre-selected
nodes.

Controlled by enterprise and
having lower network
congestion.

Block size is controlled as
only known participants are
involved.

! Nodes are the computers/machines which are running the software.
2 All the nodes on the network should agree on the state of blockchain that means creating a self-verification network.
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Feasibility Not a very feasible solution Easy to maintain and
in terms of resources feasible solution in terms of  More feasible in cost but also
consumed and cost. cost and resources. dependent on the enterprise.

2.5 Blockchain based smart contracts

A Smart Contract is an integral part of the blockchain-based applications. It is an agreement
made between the various parties involved in the defined system. It is a computer protocol that
meets specific rules, codes and restrictions agreed upon by all participants in the network. For
example, a smart banking transaction or financial purpose contract includes all of the terms and
conditions agreed by each stakeholder in that process[25]. Traditional contracts are deemed
lengthy and are encountered as a resource-consuming process, either in writing or in any

actions.

The term smart contracts is probably a misleading term, because they were neither
smart nor contracts in common sense. Smart contracts, in the context of blockchain, are merely
logic that is published on a blockchain, can accept or execute transactions such as any address
(transactions may be rejected or distinctive arguments may be necessary to function) and can
continue serving as an immutable agreement [26]. Smart contracts are intended to serve as a
"computerized transaction protocol executing contract terms"” (Szabo, 1994), coined for the
first time by the cryptographer Nick Szabo. The central concept, and the origin of the contract
element in the title, is that some elements of contracts should be incorporated in the code in
such a way that violating them is either costly or difficult [27]. Smart contracts are often
mistaken for Ricardian contracts (Griggs, 2015), which is the electronic recording system and
related to other contract law systems. That's not what smart contracts are meant to mean,
because they does not have to be legal or linked to external systems in any way [28].
Nevertheless, in conjunction with the smart contracts system to Ricardian ones, one could
easily imagine interest to "outsource" the features of legal contracts to smart contracts. For the
access control rights, smart contracts are the best option to consider while deploying distributed
applications. In this thesis smart contracts are used to control access rights and manage different

permissions on the network.

Thesis logical contracts need to have a few features to be described as a truly smart
contracts, according to Szabo definition of smart contracts [29]. These include: transparency,
online enforceability, verifiability and confidentiality. Accessibility (Szabo uses the word

observability) means contract participants should be able to see the quality of the contract terms
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of each other or be able to demonstrate fulfillment of their own conditions to other participants.
It also applies to the transparency of the actions taken by the logic in the contract; a point of
sale screen showing the amount to be paid to the customer while omitting the fact that the credit
card retrieves information is an example of such a secret action. There is a simple example of

a smart contract given below in figure 2.4,

<0.7.0;

[§%]

1 pragma =2olidity »>=0.4.2

contract SimpleSample |
uint stateVar;

funetion set (uint =) public {
=stateVar = x;

(I S Y

10 funection get () public wview returns (uint) {
11 return stateVar;

13

Figure. 2.4 Simple example of a smart contract

The version of the solidity can be seen in the first section, pragma. It tells us that this contract
will compile between the given versions of a compiler. That line uint stateVar; specifies a
vector of state named stateVar. It could be seen that it is of the uint kind, meaning this is an
unsigned 256-bit integer. To change stateVar it could call functions, or question it. Throughout
this example two specified functions can be seen as:
Set the stateVar-value changes
Get stateVar value retrieved

Smart contracts also need to be verifiable and auditable in the case of a dispute.
Eventually, smart contracts should be as private as possible, meaning that information and data

access rights in an intelligent contract will only be open to the participants if necessary.

One might find that the objectives of the smart contracts just listed; transparency,
online enforceability, verifiability and privacy lead in two separate directions. Privacy
exercises control over the contracts with a view to restricting contact with third parties. The
other three objectives, transparency, enforceability and verifiability, are diametrically opposed,
allowing participants or auditors to have access to contract information. A balance must

therefore be found where outsiders are granted as little data and power as possible, but there is
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still the possibility of testing, tracking, and implementation. In 1997, Szabo's solution to the
optimization issue was to trust an intermediary, a third party, like an auditor, before blockchain
technology and developments in zero-knowledge proofs as well as stable multi-party

computations.

2.6 Ethereum blockchain

Ethereum is considered to be a promising and relatively new and highly innovative platform,
due both to its launch in 2015 and to its ability to create distributed applications with a Turing-
complete programming language operating on a decentralized, peer-to - peer network such as
blockchains[30]. Accordingly, this field of interest has gained much attention from academia
over the past two years. Ethereum is a distributed computing platform based on a public
blockchain that provides functionality for smart contracts[31]. It provides a virtual
decentralized computer, known as the Ethereum Virtual Machine (EVM), as a runtime
framework for smart contract execution [32]. The Ethereum network is a particular blockchain
netwrork and a platform for using a virtual machine (Ethereum Virtual Machine, EVM) to run
smart contracts. Since the world only functions on the blockchain in the form of a virtual
machine, the smart contracts on the node machines are completely isolated from the network,
file system or other processes. A high-level, Turing-complete language was developed for the
writing of intelligent contracts with Ethereum. Ethereum has been taking the digital
technologies behind and expanding its functionality significantly. It is an entire network, with
its own web browser, programming language, and trading platform. Most notably it helps users
to build distributed applications on the Ethereum Blockchain. Ethereum blockchain is user-
friendly when it comes to build Dapps.

Solidity, however, has now become standard for other platforms with smart
contract capabilities as well. In syntax, solidity is similar to JavaScript, but written in a different
style altogether. It is compiled into EVM bytecode after a contract was written in Solidity and
then deployed at a particular Ethereum address. Nonetheless, a special JavaScript RPC-library
is used in combination with a web API to deploy and communicate with smart contracts on
Ethereum. As smart contract programming originated with Ethereum blockchain technology

and Solidity [33] it remains a rising discipline.
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2.7 Public key-cryptography

The Ethereum blockchain platform uses a special elliptic curve encryption algorithm for its
public key cryptography and a set of various mathematical parameters as specified by the US
National Standards and Technology Institute (NIST). Elliptic curve cryptography encryption
technique is a powerful cryptographic technique from a very well-known RSA (Rivest—
Shamir—Adleman), and an evolutionary method [34]. RSA is a very popular asymmetric
algorithm which is developed in 1977. It has been widely used in the network protocols such
as SSH and SSL / TLS, and for email encryption, such as OpenPGP and S / MIME. The RSA
algorithm is driven by the fact that 2 large numbers are very easy to multiply but it is very
difficult to categorize large numbers. The development of the pair of keys is this algorithm's
most complicated procedure, and that is what make it so different from the symmetric key
encryption. There are the numerical steps for creating the key pair. There is another significant
aspect of the RSA algorithm which is its capability to create a message signature digitally.
With that kind of function the source of the message can be confirmed. To achieve that, the
sender of the message signs the message with its encryption key. The recipient validates the
digital certificate with the caller's public key, to validate the source of the text. The very first
step of digital signature creation is the formation of a message hash. To build the hash you
must apply a hashing algorithm to the text, the most widely used is SHA-256. Once this feature
is implemented, the text is simplified to a significant size, 256 bits long. The overview of the

encryption and decryption process of RSA algorithm can be seen in figure 2.5.
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Figure. 2.5 Encryption and Decryption process in RSA algorithm
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By singing the mathematics behind elliptic curves, a technique used for public key encryption
is to establish privacy between key pairs. ECC has grown steadily in popularity due to its
potential to provide the same level of security as RSA (Rivest-Shamir—Adleman) with a

relatively low key size [35].

R=P+Q

Figure. 2.6 Elliptic Curve (ECC). [39]

When working on the spatial plane, we can describe a group structure at any smooth cubic
curve. In Weierstrass's normal form, such a slope will have one additional point at infinite
space, O, at the particular emphasis that function as the identity of the group.

If X and Y are two main points on the graph then we can specifically define a third point, X +
Y initially, draw the line between X and Y as it can be seen in figure 2.7. This will usually
intersect the cubic on a third point, Z as shown in the Figure 2.7.
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Figure. 2.7 Graph of curves. [39].
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2.8 Ethereum virtual machine

The EVM manages the calculations on the blockchain network and contract status and is based
on a stack-based language with the predefined set of instructions (opcodes) and arguments. So,
in essence, a contract is just a series of opcode statements that the EVM (Ethereum Virtual
Machine) executes sequentially. The EVM can be seen as a distributed global computer which
is running all the smart contracts. Although it acts like a giant or a super computer, in constant

communication it is rather a network of smaller discrete machines.

All transactions on Ethereum network, including the execution of smart contracts,
are local and executed in relative synchronization on each node of the blockchain network.
Each node validates and integrates transactions sent by users into the specific blocks and
attempts to add them to the blockchain network to receive a related reward. This method is
called the mining process, and miners are called the participating nodes in the network. Each
set of instructions that the EVM executes has a cost associated with it, calculated in gas units,
and to ensure proper resource management of the EVM. Operations requiring more
computational resources cost more gas than operations requiring less computational resources
on the network.

It means that denial-of-service attacks do not interfere with the system, where
users seek to overload the network with time-consuming computations. Consequently, the gas
purpose is twofold. It encourages developers to write quality apps by avoiding wasteful code,
while at the same time ensuring that miners are compensated for their contributed resources by
performing the requested operations. When it comes to paying for gas, Ether, the Ethereum
network'’s built-in digital currency, and the token with which miners are rewarded for executing
transactions and producing blocks, will charge a transaction fee in small amounts. Ultimately,

Ether is known as the Ethereum blockchain platform fuel.

2.9 Ethereum-based smart contracts

Smart contracts are software that are built on the blockchain network and run as part of the
verification of the transaction autonomously. A special development transaction will be
conducted to create a smart contract in Ethereum platform, which will add a contract to the
blockchain network. During this method, a unique address in the form of a 160-bit identifier is
allocated to the contract and its code is submitted to the blockchain network [36]. A smart
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contract, when successfully established, consists of a contract address, a balance of contracts,
predefined executable code, and a state of a contract.
Let us just start with a simple example that determines a variable's value, and enables it to use

for other contracts.

1 pragma soliditcy >=0.4.22 <0.7.0;

JE=
# @title Storage
* @dev Store & retreive value in a wariable
®f

contract Storage {

1 on

uint256 number;

L1 fHE
L2 * @dev Store wvalue in wariable
I # @param num value to store
*f
function store(uint256 num) public {
number = num;

1

SR
# @dev Return value
21 * @return value of "number'
22 *f
E function retreive () public wview returns (uint256){
return number;

[a]

Figure. 2.8 Smart contract code example.

The initializes with the Solidity version and tells that the source code has been written for the
solidity version 0.4.22. For scripting languages, Pragmas are standard guidelines on how to
handle the code.

A contract throughout the context of solidity is a set of code (its components) and information
(its condition) that exists on the Ethereum blockchain at a particular address. In this code
the uint establishes a variable of type unsigned 256-bit integer.

Smart contracts are usually implemented by blockchain network nodes, so it is not
possible for a single entity to circumvent the rules specified in this code, as most participants
would need to agree on this to happen. Smart contracts have the key advantage of being able
to simplify the business logic of an enterprise and a system [37]. The move to automation of
the contracts, in addition, cancels the consequences of human errors and misunderstandings
which can result in legal disputes among different stakeholders involved in the system. Specific
interpretations may be subject to a legal contract or statute, but code is deterministic; there is
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no space for personal interpretations. A typical structure of a smart contract can be seen in
figure 2.10.

Smart Contract

Address

Invoke other Contracts

) Function (Data)
Transaction ,

Function
(Data)

Functions

Events

Variables

Figure. 2.9 Smart Contract Structure.

Through nodes submitting contract-invoking transactions to a specified contract address,
different parties can then communicate with a specific contract. As a result of this, these can
trigger any number of actions, such as reading and updating the contract state, interacting and
carrying out other contracts, or transferring value to others. A contract-invoking payment must
include the execution charge and a transfer of Ether from the caller to the client may also be
required. It can also be described as input data for a function invocation. Once a transaction is
accepted by the miners, the contract code is executed by all the network participants, taking
into account the current blockchain status and input transaction data.

The network then agrees by participating in the consensus protocol on the output

and the next contract state. Therefore, Ethereum can be regarded as a transaction-based state
machine on a conceptual level, where its state is changed after each transaction happened.
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2.10 Solidity

In Ethereum blockchain, smart contracts are typically written in higher-level languages and
then coverted to the bytecoded on the EVM. High-level languages are Serpent which resembles
a lot with Python, LLL, Viper (a Python-like language), and Solidity which is very much
similar to Javascript [38]. In the early stages of the platform, LLL and Serpent were developed
while Viper is currently under development to replace Serpent. Solidity is the most prominent
and widely used language for the development of smart contracts [39]. Contracts are designed
similar to classes in object-oriented programming languages when using Solidity for contract
creation. As in conventional imperative programming, contract code consists of variables and
functions that interpret and modify these. The Solidity language has a number of known
peculiarities and a list of upcoming changes, meaning software now being written may not be
fully functional with the upcoming update. There are a few programming best practices related
to the design of smart contracts, gathered in the (relatively) short time Solidity was in use. The
coding example of solidity has been given to understand the basic structs and mechanism of
solidity program which is as follows;

The very first variable of that we must declare is address in the contract. This has a value of
160-Dbit, and stores the smart contract address. By accessing the public, it will let the variable
access to other contracts that has been declared.

Mapping would then map the uint variables address (unsigned integers assigned to)

1 contract cryptoCoin {
2 addre=s= public minter;
3 mapping (address => uint) public balances:

Figure. 2.10 Creation of a contract

The next step is about declaring an event showing in figure 2.11. When the send
function needs to execute this will be provoked. Ethereum clients could monitor and track

the transactions by listening to these events and receiving arguments.

1 event Sent (addre=ssz from, address to, uint amount) ;

Figure. 2.11 Event declaration in a contract

22



As shown in figure 2.12, once the contract has been created, the constructor will then execute:

1 constructor () public {

2 i minter = m=2g.=sender;

: 1

Figure. 2.12 Creation of a constructor in a contract

This contract has two functionalities as mint and send. Only one can call mint as the contract-
creator. While doing so, one can create a given number of coins and can send them to another
address.

The enable function call is to be used to define the constraints under which the adjustments
should be switched back. In the figure shown below, it ensures that the minter really is the

contract originator and describes the highest number of coins to be sent:

1 function mint (address receiver, uint amount) public {
2 E reguire (m=sg.sender == minter);

3 E reguire (amount < les0);

4 § balances [receiver] += amount;

5 i
Figure. 2.13 Mint and send function

Unlike the mint, sending is accessible to everyone possessing coins. They can send a whole lot
of tokens to somebody else by successfully executing it.

Unless the sender attempts to transfer more coins as compared to what they currently own, then
the call for the required function will not be executed. An error occurred and the error message
would pop up in this situation

1 function =send(address receiver, uint amount) public {

2 regquire (amount <= balances[m=sg.=sender], "Balance too low!"™);
3 balances[m=sg.sender] —= amount;

3 balances[receiver] += amount;

emit Sent (msg.sender, receiver, amount):

1 &

Figure. 2.14 Example of running a contract code
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2.11 Smart contracts programming on Ethereum platform

Ethereum blockchain contract development requires a different approach to engineering than
most web and mobile developers are familiar with [40]. In contrast to traditional programming
languages, which accept a wide range of convenient data types for processing and
manipulation, the programmer is responsible for deeper-level internal structure and data
manipulation [41]. This implies that details that the developer may not be used to deal with
must be addressed. For example, a developer would have to implement a lowercase string
method, which are usually tasks that developers don't have to think about in other languages.
Here is a simple smart contract example where the contract contains a constructor function and
the message in figure 2.16. Function setMessage will change the state of message whenever a

user wants to change its value.
1 contract Hello {

string public message;

function Hello(=string initialMes=sage) public {
message = initialMess=zage:

1 oy i

function setMes=zage (string newkMessage) public {
10 message = mewkMezssage:!

12

Figure. 2.15 Simple smart contract example.

In addition, the Ethereum framework and Solidity [42] are constantly evolving at a rapid pace
and the developer is facing a continuous transformation of application functionality and the
security environment as new instructions are introduced and bugs and safety threats are
discovered [43]. Developers need to consider that code written today will probably not be

compiled in a couple of months or will need to be refactored at least.
2.12 Metamask

Ethereum has always been about discovering future innovation's potential. If we knew what it
was good for, instead of a virtual machine, it would have shipped all those features. And the
inventions continued to come. A MetaMask plugin is a script loaded over a protocol such as
ENS, IPFS or Swarm that is checked and unauthorized [44]. By default, these scripts have zero

rights, but will be able to request from MetaMask a number of important wallet APIs, via a
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new API called the wallet API. The wallet API is an expansion of the classic ethereum or
web3.currentProvider API, but with some additional features designed to make some of our
favorite use cases simpler, such as layer 2 scaling techniques, and even more contract account
support features. Metamask has been used to calculate the cost for a specific transaction on the
ethereum blockchain for the distributed applications being implemented in this thesis.

‘ @ Kovan Test Network @
aw

Account 2

>

v

2.9852ETH

Deposit Send

#29-2/20/2019 at 15:49

. Sent Ether -0 ETH

#28-2/20/2019 at 15:49

. Sent Ether -0 ETH

#27-2/20/2019 at 15:48
4 Contract Deploym... -0 ETH

Figure. 2.16 Metamask Extension.

2.13 Etherscan

Etherscan is Ethereum blockchain’s pioneer BlockExplorer. A BlockExplorer is essentially a
search engine that allow users to search, confirm and verify transactions that happened on the
Ethereum Blockchain effectively [45]. Figure 2.18 is an illustration of Etherscan transactions
and blocks. In this thesis, Etherscan has been utilized to verify the transactions on the Ethereum
Blockchain. Every transaction has been recorded, confirmed and verified using Etherscan for
the smart contract applications implemented in the upcoming chapters.
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Figure. 2.17 Etherscan Transactions and Blocks.

2.14 Blockchain based smart contract applications

Ethereum blockchain platform makes it possible to develop and test smart contract apps or
distributed applications (D-Apps) conveniently [46]. Public smart contracts allow start-ups to
raise funds through Initial Coin Os (ICQOs). On the other hand, big companies mainly want to
take advantage of authorized smart contracts to incorporate their models and enforce enterprise
procedures. Some of the common use cases include Fintech industry, Electronic Medical
Record (EMR), loT information management, supply chain and Energy sector. Other
interesting applications like smart waste management, real estate, and ride-sharing arcade city

are also available.
2.15 Conclusion

In this Chapter, we have briefly given the overview about the basic concepts of blockchain
technology along its types and platforms. The foundation of blockchain technology has been
discussed in details alongside Ethereum platform, solidity, Metamask, Etherscan and smart
contracts. Different components and structures involved in the smart contract have been
explained in detail. A brief introduction and explanation of cryptographic algorithms, hashing,
and consensus techniques is provided in this chapter. This chapter also provides few examples
on blockchain based smart contract applications which will be explained in detailed in the next

chapters in terms of Healthcare and energy system application. The concepts presented here
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will help to understand the next chapter which provides the literature review on blockchain
based distributed applications mainly focused on healthcare applications and energy systems.
This is a foundation technique chapter which provides all the details about the tools and

techniques utilized in this thesis.
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3 Literature review: Blockchain based

Distributed applications

In this chapter, literature review has been conducted on existing blockchain based distributed
application for Healthcare and Energy Systems. There has been detail provided on gaps in non-
blockchain system. The usage of blockchain technology is making transaction histories more
transparent. Since blockchain is a distributed ledger, rather than having individual copies of
documents, all network participants have access to the same information. Only by consensus
can that shared version be updated, which means everyone must agree on it. To amend a single
transaction record, all future records would have to be changed as well, and the entire network
would have to agree. As a result, data stored on a blockchain is more trustworthy, reliable, and
transparent than the information stored in the existing Non-DLT systems. It is also accessible
to all participants who have been granted permission. In this chapter we will discuss in details
the existing literature on blockchain based applications while at the same time addressing the
gaps in the existing non blockchain systems and the motivation to the work we have proposed
for blockchain based distributed applications. All the basics concept of smart contracts,
distributed applications and the tools and technologies we are using in our work has already

been discussed in detail in the previous chapter which is the foundation technique chapter.

3.1 Traditional healthcare system vs Blockchain based healthcare infrastructure

Existing Health record systems were never intended to handle the complications of multi-
institutional, lifelong medical records. Individuals' data becomes distributed among numerous
organizations as they move between providers, making it difficult to access previous records.
Patients encounter significant challenges in reading their results, fixing false data, and
disseminating the content because caregivers, not patients, mostly handle the data. The scenario
is similar to that of consumer finance, where a person may have multiple bank accounts, debit
cards, debts, and investments but no centralized means to access and manage them. However,
in the financial services space, there is a system in place to lubricate the rims. With health

information systems, we are still lagging behind.
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The volume of healthcare information are now steadily growing, yielding the
enormous amount of data being generated. This reality relates closely to the emergence of
software technologies and smart phones, and of course health records digitisation and clinical
documentation. Healthcare data might contain very sensitive and important information. These
healthcare data helps in improving healthcare outcomes, anticipating infectious diseases,
gaining useful insights, preventing diseases, helping in lowering the healthcare costs and
improving the overall quality of life. Keeping in view these aspects, healthcare information

needs to be secure.

The emergence of healthcare apps, devices and digital transformation of medical
records are rising exponentially. These medical healthcare data are collected, and used in
legacy applications, which have serious concerned regarding mishandling of sensitive
information. A resolution would then be required and this is where the blockchain technology
emerges, as an innovative solution to make things simpler, more confidential and much more

efficient.

The recognition of the key benefits of blockchain technology have been growing at a
significant rate. This reality contributes in such a growing number of research studies related
to the development of blockchain based healthcare applications. In most of these research
findings new technologies have been created that can be classified on the basis of their goals
such as: improving the insurance pay-outs process; facilitate the delivery of health records;
promoting the medical and clinical studies and development of health care applications using
the distributed ledger technology. These solutions aim to address emerging problems in
conventional health care and data sharing for healthcare systems.

Conventional healthcare systems are centrally controlled: an entity is in place
that monitors and manages all the information. Blockchain is built on the principle of consensus
algorithm, where each node enables to evaluate the information is being exchanged, to whom
and of all, each node does have a copy of all the data and information stored on the blockchain

network. Furthermore, distributed systems also helps in reducing the transaction costs.

Medical healthcare informationare classified as sensitive  information
which requires high level of privacy and transparency. Often, though, it is really needed

sometimes to share this information with other parties. This can be really challenging in the
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existing health-care systems due to a lack of standardization. Most systems do not have
compliant data structures which preclude information sharing. Blockchain powered healthcare
system improves system-to-system information sharing and is more effective in managing
huge data volumes and different parties in the system. Blockchain enable data sharing system
helps in the data exchange and integration between distributed apps and other systems
efficiently. The blockchain based system allows real time updates in all the network nodes,

streamlining the data sharing in the network.

Blockchain based smart contracts play a significant role in maintaining blockchain
network's confidentiality and anonymity. There are conflicting rules and privileges in the
existing healthcare systems which limit some certain party to access patient's data. A set of
rules can be created with "smart contracts” to regulate the information about the patient’s
records. While doing so, the individual, who owns the health records, may choose to exchange
medical-healthcare records with whoever he wants to. In addition, smart contracts are among
the main features of blockchain crypto algorithms, which make a contribution pragmatically to
the optimization of decentralized management, as it enables regulations and authorizations to
be published in the code, thus instantaneously accomplished even without the need of

any centralized system.

3.2 Existing blockchain based healthcare solutions and applications

In this section, we have conducted literature of existing Blockchain based healthcare
frameworks. Although there are very few implementation of Blockchain based healthcare
architectures and there is one very well known among them MedRec, which has been discussed
in this chapter. The Legacy systems normally only end up sharing medical and healthcare
resources structurally and are not fully compatible with external entities [47]. Nonetheless,
there are multiple benefits of integrating these networks for integrated and better wellbeing,
calling for interconnections between various organizations for researchers in health
information technology [48]. One of most crucial issues is the low- and mid-organizational
data exchange, which requires other entities, such as a physician or research institute, to have
easily access to medical data obtained by a healthcare provider. Blockchain technology
redefines data management and transparency in many Healthcare implementations. This is due
to its adaptability and secure exchanging and sharing of medical data. Blockchain technology

is at the leading edge of many current developments in the healthcare industry [49].
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With developments in electronic health data , cloud storage systems and patient
data protection regulations, business challenges for managing health data are opening up, as
well as service quality for patients to access and start sharing their health data [50]. Blockchain
based applications including data sharing, data management, data storage and EHR are
discussed in detail in this section.

Emerging blockchain-based healthcare technologies are conceptually divided into
many layers, like data sources, blockchain technology, healthcare implementations and
stakeholders. In [51] a healthcare blockchain analysis was conducted where they concluded
their discussion about how blockchain technology would allow patient-centric control over
institution-centric control of data sharing in healthcare. In their study they explored how
blockchain technology transforms the healthcare sector by allowing digital access rights,
patient recognition across the network, managing a large volume of healthcare data and
immutability of data. In another work [52] on health records using the fabric Hyperledger
platform where they sent medical data to the blockchain hyper ledger network. They have used
smartphones to collect those medical records. In their research they tried to ensure that health
care data were stored with the Blockchain network. There is another work [53] which provided
a better way to effectively manage health-care information using blockchain technology. They
included different types of studies in their study and most of the work among this study was
discussing potential healthcare benefits and limitations of blockchain technology without any
evidence or system evaluation being provided. They concluded their discussion on how
blockchain could be better suited for managing cloud-based health care records while

maintaining data security and privacy at the same time.

There are different blockchain platform including permissioned and permissioned
less architectures. The authors in [54] identifies an approach to address the limitations of
permission and permission less blockchain networks. They have also used an instance of
Hyperledger blockchain platform for the patient-controlled health data management system.
There are numerous surveys conducted on healthcare blockchain possible solutions. In [55] the
authors conducted a literature survey on healthcare management systems while proposing two
algorithms for the network security. They have also suggested using a distributed ledger system
for the better healthcare data management and to establishing the efficient regulations for the
healthcare systems. Blockchain technology and 10T devices are playing very vital role in the
healthcare industry. The study in [56] proposes a medical data sharing system using blockchain

and peer-to - peer networks named as MedChain. This system was designed for healthcare data
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generated through medical assessment and patient data gathered from loT smart sensors and

other mobile applications.

In another work [57] the authors have analyzed different healthcare management
system issues, and how blockchain technology could be used to solve them. They have
addressed the current healthcare research using distributed ledger technology with some
possible cases of medical use where blockchain technology can play an important role in
making the process efficient. They also proposed delivery of the IoMT system using
networking protocols. Healthcare data privacy and security is very important. Litchfield et al.
[58] have addressed different issues regarding healthcare data security and privacy breaches
and suggested blockchain as a solution to overcome these issues. They have also conducted a
survey on the healthcare issues.

Patient’s healthcare data needs to be protected in every situation. In [59] discussed the
infringement of patient information, such as name, address etc. This work suggested a system
for managing electronic health records through blockchain. The main goal of this paper was to
examine the success of their program and see how their proposed solution meets the needs of
a patient, clinicians and private entities including third parties. Various healthcare blockchain
use cases have been [60] addressed. They have stressed the importance of the blockchain-based
healthcare system and how blockchain technology delivers efficient healthcare design. In
another work, [61] the authors, mentioned how blockchain technology and smart contracts
benefit the healthcare sector by streamlining processes as a whole. In their work, they have
mentioned that the management of health care records is extremely important and that
blockchain has the potential to reduce the loss and prevent the manufacture of data by securing

the ledger information.

Blockchain technology may be a great tool in the standardization of drugs and pharma
industry. Jamil et al. highlighted issues regarding drug regulations and how to standardize the
overall drug regulation process using blockchain were discussed. Throughout their research,
they highlighted the difficulties of detecting counterfeit drugs and suggested blockchain as a

way of detecting counterfeit products [62].

Human nails are very distinctive, and reflect the human being's physiological nature.
Lee and Yang have worked and studied the fingernail analysis management system using
blockchain technology and microscopy sensors. They used microscopic sensors in their work

to collect the nail images, and used pre-processing image techniques to obtain clear images. A
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deep, neural network was used to monitor an extracting features algorithm’s performance.
Blockchain technology has been used as a means of protecting user data and providing security

and privacy so that any system changes can be tracked and recorded through the Ledger [63].

Ensuring data protection, processing, transactions, and managing their seamless
integration is immensely important to any data-driven enterprise, particularly in health care
where blockchain technology has the potential to address these critical issues in a robust and
efficient manner. In [64] the authors, conducted a comprehensive study of latest literature on
blockchain healthcare applications. To answer their research query they selected 65 research
articles. Their study indicates that blockchain could be a potential technology for various
healthcare case scenarios that includes the supply chain of drugs, clinical research, and
electronic healthcare records management. However, they also analyzed the fact that more
understanding of blockchain technology still needs to be developed and how it could best fit

for different healthcare complex problems.

Innovation in healthcare has been slowed due to inefficiencies and heavy regulatory
requirements. Azaria et al. discussed these regulatory issues which cause EMR system
inefficiencies [65]. They have recommended blockchain-based solution recognized as MedRec
to manage huge quantities of medical data in EMR system. They illustrated an innovative and
unique approach to accessing healthcare records which offers a fair access log system for audit
access. Using distributed ledger technology, MedRec allowed patients and doctors to share the
medical data between different parties. They give people such as researchers, other health
individual’s incentives to take part in the mining process. MedRec enables the data to be

anonymised and available to the miners as a reward for participating in the network.

In [66] the work states that how blockchain based smart contracts have the ability to
fix various healthcare concerns. The authors took some initial steps in their work to incorporate
blockchain technology for specific healthcare use cases and referred to numerous obstacles in
adopting blockchain technology. They also worked out that creating blockchain-based

applications will address healthcare problems more effectively.

Blockchain technology has many opportunities for medical scientists, health care
practitioners and individuals [74]. 1t will enable both research and tissue engineering to create
a single location for all health data, monitor personalized information directly and set
permissions for fine-grained access to data [75]. The work [67] identified different blockchain

applications for healthcare system. They outlined problems and challenges with the adoption
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of blockchain technology and presented smart contracts for blockchain-based health care

system.

Digital security is a big challenge because of hacking motives and privacy
breaches. In [68] the authors, formulated consent governance in E-health environments and
proposed blockchain as the most stable and reliable solution for handling health data. In this
digital world age, access to personal information has become a major concern, with challenging
aspects of security and privacy. This is possible in the area of eHealth where the health
information management system for patients has to comply with many legislation while
remaining accessible to duly authorized healthcare professionals. Because of its most common

use-Bitcoin-most in the payment area must have heard of blockchain.

There are many advantages to the blockchain technology and distributed ledger
system as discussed briefly in [69] that includes identity management, security of personal data,
sensitive handling of information, elimination of third parties. With exception of centralized
networks, the capability of the network continues even if single nodes break down. It increases
confidence, as individuals do not assess the trustworthiness of the intermediary or other
network participants. If people boost confidence within the system itself, that should be
enough. The lack of intermediaries also facilitates the data security. As in the current practice
of third parties collecting personal data, there is the possibility of security breaches. By using
the blockchain, third parties may become redundant and effectively increase user protection.
There was a report by the MIT Media Lab [70] highlighting the data protection aspects and the
handling of personal information underline all the implementation of blockchain technologies.
Itis the significance of data processing which is secure — in the sense that it cannot be exploited.
The data protection and privacy are another dimension of data security. For instance, Enigma
is a decentralized, private information-guaranteed computing platform and a breakthrough on
blockchain. Enigma’s goal is to enable developers to build an end-to - end digital platform
without a trusted intermediary. Enigma is indeed an extension of blockchain technology
because processing and data management are not achieved inside the blockchain, rather the
blockchain is an "interface” for protected multi - party computations performed by network-
participating storage and computing nodes. Relevant data is split between different nodes, and
various nodes work together to measure functions without leaking classified information
towards the other nodes. In conclusion, "not a single party has any kind of access to the data in
its entire duration; instead, each party has a meaningless piece of it (i.e., apparently arbitrary).
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Blockchain holds the potential of creating a new data contract, a greater degree
of personal data ownership, control and content delivery, through a network that enables the
world to benefit from data collection. Within Google Maps, traffic congestion information is a
direct example of the advantages of data aggregation: by incorporating location, travel pace
and other important personally identifiable information, drivers leverage from the existing data
pool to achieve shorter traffic times and avoid traffic jams. But Google attempts to integrate
driver's personal location data to do this. BlockVerify, on the other contrary, is an illustration
of a start-up using blockchain to assert proprietary information by verifying the origin of luxury
goods, physical objects and by investigating the legal status of generic medicines, diamonds
and electronics to resolve the issue of counterfeit goods. This type of security occurs because
blockchain is decentralized so that it does not rely on a single authority for its maintenance,
and therefore a single example of misappropriation that causes a failure does not affect the
reliability of the records.

Another study [71] describes blockchain and etherum as a secure platform for
handling sensitive information of all kinds. It states that blockchain is a decentralized system.
This has significant skill in solving market problems. The encryption secures the data in a
blockchain transaction, and each transaction is linked to previous transactions or a database.
Blockchain transactions are validated through algorithms on the nodes. A single person might
not be able to make a transaction. Blockchains eventually have transparency, allowing each
user to track the transactions at any time. Smart contract enforces a secure process which helps
to prevent third party interruption. In [72] the authors used the cloud technology scenario and
pick the cloud records as a data unit to easily classify user activity from source to collect data.
By embedding the data into blockchain transactions, they develop and implement ProvChain,
an architecture for cloud data provenance collection and verification. ProvChain operates
mainly in three phases such as provenance data collection, origin data storage, and provenance
data validation. The results of performance assessments show that ProvChain provides security
features for cloud services and applications, including misleading provenance, consumer rights
and low overhead durability. There are number of surveys conducted among numerous
professionals about the conceptualisation of blockchain and the implementation of blockchain
technology in healthcare institutions. Another study in [73] discussed how different business
players are pursuing blockchain widely in the healthcare sector to improve their business
operations. It can help improve patient outcomes, reduce costs and standardize the whole

process.
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This systematic review includes all the research studies that creates a new
blockchain- based solution, algorithm, method, technique, or architecture to healthcare. Also

included are review type research, discussion of possible blockchain uses and applications.
3.3 Discussion and motivation for a blockchain powered healthcare infrastructure

Medical researchers need comprehensive data sets to increase understanding of the disease,
accelerate medical innovation, track drug development rapidly and design clinical, product life
cycle and history care plans for patients [76]. Blockchain's decentralized data network would
provide a broad array of data through the inclusion of patients from diverse ethnic and cultural-
economic backgrounds and from different economic areas. It offers effective information for

clinical studies, since blockchain collects health data over the life of a person [77].

A blockchain in medical care will likely encourage the development of a new breed
of "digital" medical provider applications that bypass the latest medical studies and establish
tailor-made treatment pathways. Health care professionals and patients would have access to
the same information and should participate in a cooperative, informed discussion of research-
based treatment options, rather than the best possible case. In this chapter, the existing
blockchain based applications for healthcare has been explored. The proposed medical
healthcare smart contract system has been presented in the next chapters. In the existing
medical blockchain applications, not a single implementation gives complete medical
workflows built on distributed ledger technology. The work presented in this thesis gives a
Blockchain based framework for the medical workflows involved in the healthcare eco system.
The exchange of electronic medical data among different stakeholders in the healthcare eco-
system, such as patients, physicians and researchers, will encourage greater and efficient
integrated healthcare infrastructure. These private information should be only made available
to the approved and authorized users in the system. From the overall associated healthcare data
, Some users may only wants to have access to only certain parts of the information and they
might not be needed to have access to the overall healthcare records, The proposed healthcare
model in this thesis will help to avoid the risk of exposing all the sensitive information to those
users . Other than just accessing such information, peers might also want to upgrade certain
information and distribute that information among the other peers of the system, that model
will help them in doing so very efficiently by maintaining the privacy and taking care of all the

sensitive information in the system at the same time.
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3.4 Blockchain based applications for energy Efficiency

Energy efficiency gains must increase by 2030 to meet the Environmental Sustainability
Agenda. However, due to a number of market constraints, the adoption of energy efficiency
solutions is gradual. By enabling transparent, decentralized, and tamper-resistant systems,
blockchain technology has the ability to solve these constraints or perhaps radically
revolutionize energy system architecture. A blockchain solution does, however, come with
trade-offs that must be considered on a particular scenario. In this section, we address how to
overcome the stated challenges to blockchain adoption and emphasize the importance of policy
action to accelerate the development of pilot studies. Blockchain allows creative designs that
help accelerate the adoption of energy saving initiatives by decentralizing system governance.
A thorough literature review has been conducted on existing blockchain based applications in

the energy system domain.

The use of Blockchain technology recently emerged as a significant technology in the
energy sector's digital revolution and a number of international experts [139] [140] [141] have
also identified the blockchain potential use cases for the energy eco-system. In addition, it will
also facilitate energy consumers ' ability to monetize their excess energy that could have come

either from generation or energy savings.

The rapid pace of innovation in communications technology and the growing
consumer interest in energy efficiency offer significant opportunities for transformation to a
low emission energy system [78]. Distributed ledger technologies , especially blockchain, have
recently gained considerable popularity in making the energy sector safer, more transparent
and more efficient [79]. Blockchain has been researched as mentioned in the previous section,
for several applications in the energy sector. It has been extensively discussed in connection
with P2P energy trading and there are a number of articles available that describe this idea [80]
[81] [82] [83] [84], a range of early product launches as well as [85] [86] [87] [88]. However,
our literature review revealed that blockchain is still just an idea that is yet to be thoroughly
investigated in terms of its application to energy efficiency. There is only a limited number of
articles on this topic so the purpose of this section is to highlight those key literatures, media

articles, blogs or any other relevant writings where the idea has been conceptualized.
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Energy Service Companies (ESCOs) are looking for potential blockchain
alternatives to overcome the energy performance contracting (EPC) complexity[89]. Over the
last couple of years , the prevalence of EPC business models has increased significantly [90]
and EPCs have become a popular method for improving energy efficiency in buildings. The
problem with the EPC model is that it requires several stakeholders who maintain their own
records of energy baseline data, implementation costs of technology, project expenditures, and
the amount of energy savings achieved, which can generate conflicts between stakeholders
when payment is due. It has even been pointed out that the smart contract functionality will
substantially decrease transaction fees, and therefore ESCOs will have the opportunity to
pursue smaller projects so the cost and time involved in setting up and administrating each EPC
will be reduced significantly. It will boost the number of ESCO projects, and the overall amount
of energy savings that can be achieved as a result. A study by Gurcan et al. created a practical
prototype where blockchain technology was applied to the EPC and removed the need for third-
party audit committee to perform large volumes of benchmark and actual consumption data

measurement and verification [91].

Ethan has addressed the interesting aspect of how blockchain may improve
energy efficiency valuations. This includes a discussion on how to encrypt and share energy
savings across a blockchain platform to improve the transparency of the energy efficiency
market, information security, and service reliability. The American Council for Energy
Efficient Economy (ACEEE) is also investigating how blockchain could be utilized to improve
the measurement and verification process and how a more fluid energy market could be
facilitated [92]. Toyo [93] stated how the application of blockchain technology could boost
energy efficiency in the supply side and how it can tackle energy poverty through a

decentralized energy network.

In the scope of energy-related certification schemes, a recent research explored the
possibility for using blockchain to trade Certificates of Origin Guarantee (GoO), also referred
to as Green Certificates. The regulator awards a green certificate to renewable energy producers
for each Mega-Watt hour (MWh) of renewable energy generated from certified sources. Those
green certificates document details of when it was produced, where, how, and by whom. This
certificate also documents who owns the related renewable assets of the clean energy. The
certificates may be transferred, bought, sold or withdrawn, but the processing process for such

certificates is slow and opaque. The research carried out by Castellanos et al [94] demonstrates
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that blockchain can be used to guarantee the validity of green certificates, increase system
transparency and minimize transactional costs by eliminating any need for the third party

regulators to manage the scheme.

The existing structure of energy regulation may face new challenges as a result of a
decentralized system. The insights provided in this research, reveal that blockchain applications
provide innovative organizational forms and advantages that have the potential to greatly alter
and transform current energy systems. Blockchain technology could help small and large firms
alike deliver energy-efficient products and services, providing innovative business models that
could enhance energy efficiency in developing nations. Blockchain can improve accountability
and cost-efficiency in these systems by decentralizing power. This research analysis reveals
that blockchain technology can solve legacy system design constraints such lack of
accountability, asymmetric information, high costs, and limited access to funding that are
currently preventing the scaling up of energy efficiency solutions. Finally, whether and how
blockchain-based energy solutions emerge in the highly regulated energy industry will be

primarily determined by regulators.

3.5 Conclusion

In this chapter, detailed literature review has been conducted on Blockchain based distributed
applications in the healthcare and energy sector. EXxisting available Blockchain based
distributed applications in healthcare and energy systems have been discussed here. Using
blockchain technology, privacy, security, availability and fine-grained control of data access
rights can be ensured. The ultimate goal of using blockchain is to improve processes and thus
the overall outcomes of the system. It can be concluded easily from the above discussion in the
literature from the perspective of Healthcare and Energy system applications, that blockchain
based systems will help in; reducing costs by using smart contracts which are embedded
general purpose protocols to simplify procedures, reduce administrative burdens and remove
intermediaries provides a better alternative to the non-blockchain systems. This will solve
many of the current issues, including high administrative costs, lack of data security, and

unaddressed privacy concerns.
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4 Smart contract framework for

healthcare management applications

Blockchain is transforming into a safe and efficient infrastructure for safe data exchange in
applications such as the finance industry, operations management, food processing industry,
the energy market, the Internet of Things and healthcare systems. Information sharing
among health care and hospital systems is a key utilization of blockchain technologies in the
medical eco-system. In this chapter, we have designed multiple healthcare ecosystem
workflows using blockchain technology to effectively manage the data and processes. Using
the ethereum blockchain, different medical workflows have been designed and implemented.
This also involves accessing and managing a considerable amount of medical data. This work
would facilitate the delivery of better health care services and cost optimisation whilst also
multiple stakeholders involved in the medical system. The detailed implementation of all the
medical work flows defining all the coding structures and functions executed in the smart
contracts are included in the chapter 5 of this thesis.

In this chapter, using practical clinical databases, we examined the applicability of
blockchain to the various healthcare workflows and the viability of existing blockchain
implementation in specific healthcare eco-system use cases. Within the implementation of the
medical workflows for the healthcare management, the associated costs for this system were
estimated in terms of a feasibility study which is presented in this chapter. Blockchain
technology has emerged recently as a crucial technology in the healthcare sector 's digital
transition and numerous academic studies [131] [132] [133] have identified potential for
blockchain in the health care ecological system. It is ready to revolutionize the way in which
traditional medical systems and companies have been engaged in the healthcare sector over
several years [110]. Information technologies (ICTs) and blockchain are the key technologies
that enable healthcare institutions to be decentralized and digitized, and provide patients and
service providers with modern and digitized healthcare ecosystems [134]. Blockchain data
management applications create utilities for patients , doctors and healthcare institutes in the
areas of patient record access and control, claims and payment management , medical 10T

security management [135] research data authentication and financial audit exchange [136] and
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openness. Real-time updates for distributed and encoded, decentralized blockchain network are
done in these applications to understand, track , and manage medical information [137]. This
also makes it easier for healthcare providers to restrict the unwanted person's access to
confidential information.

Management of healthcare involves a number of activities such as management of
finances, personnel, patients, legal issues, logistic support, inventory, etc. Medical workflows
also include routine activities related to the treatment of patients, which can be depicted as a
sequence of conditional acts. These are designed to provide stronger internal controls, enhance
quality, compliance, profitability, and minimize risk, work cycles and overhead costs in
hospitals and other providers of health care. In this chapter, multiple medical workflows are

designed for various application areas of health care management systems.

This research introduces a smart contract healthcare framework for managing
medical data, and streamlining complex medical procedures. We addressed state-of-the-art
blockchain work in the field of healthcare, and introduced ethereum-based healthcare
management solution. This research work also aims to indicate the prospective use of
blockchain in healthcare and to demonstrate the challenges and possible directions of

blockchain research.

4.1 System design and implementation framework Ethereum

The aim of our designed system is to facilitate different parties involved in the health care
system including medical professionals, patients and healthcare insurance providers. This
research thesis proposes an innovative new of decentralized data management framework
using blockchain technology for managing Electronic Healthcare Records. The system
architecture provides patients with extensive, unalterable logging and accessibility to
their health records throughout different facilities and treatment care units. Using specific
blockchain properties, this model manages data authentication, data retention, monitor changes
for previous data records, updating data for clinicians and patients) and makes efficient data
sharing in the system. It manages the records without having any central information
repository; the modular framework architecture incorporates existing, local digital storage
mechanisms for doctors, enabling interoperability and exchange of data among different
stakeholders. Our objective is to develop a system which facilitate patients, providers and other
stakeholders, over time, without creating the database that centralized the data and risked

creating an attack on patient’s information. Patient’s electronic healthcare records contains
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sensitive information. We have showed the patient EHRs hierarchy in figure 4.2. There are
different permissions which shows who have access to what data in the system. Those
permissions and the workflows are explained in detailed in this chapter. The detailed
implementation of these data access rights and workflows have been given in the chapter 5 of
this thesis. The platform implementation will be a decentralized application (DApp) that
supports a private blockchain network at the back end, with a distributed file system (DFS).
Ethereum has been used to implement a smart contract framework for blockchain in healthcare.
This platform is open source, and presently one of the largest public blockchain networks with
a community formed and a wide set of public DApps. The platform apparently uses a consensus
proof-of - work (PoW) algorithm based Ethash, but in the immediate future, engineers are
working to turn it into a proof-of - stake (PoS) scalability algorithm. Ideally a Delegated Proof-
of-Stake for the creation of distributed applications, the consensus algorithm (DPoS) or
Functional Byzantine Fault Tolerance (PBFT) is suitable. By matching DFS content with
ledger registers, the DApp will have the potential to detect irregularities, unauthorized data
insertions and missing entities. An Audit Timeline is labeled for each step. Functions, events,
state variables, and modifiers are the essential elements of the smart contracts and are written
in the language of the solidity programming. Remix and Kovan test network was used to build
smart contracts on the testnet and testnet ethers to pay the transaction cost. The creation of
smart contracts involves three stages, using Solidity programming to write, compile, and
announce the contract on the network. The bytecode is created through the real-time Solidity
compiler. Ethereum Wallet was used to announce smart contracts on the Ethereum Blockchain
network. Figure 4.1 shows the overall mechanism of a smart contracts with Ethereum
blockchain network, where the mining process has been excluded for the purpose of
simplification. This smart contract has been constructed into machine-level byte code in which
each byte reflects a function, and then posted as an EVM-1 transaction to the blockchain. A
miner then picks it up, and confirms Block-1. When a user processes the response through the
web interface, the EVM-2 queries and embeds the web-based data into Transaction tx and
deploys it to the blockchain. In Block-2 the transaction tx status is changed. If node 3 decides
to test the states that are stored in the contract, then it must synchronize the changes that tx
triggers up to at least Block -2.
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Figure. 4.1 Ethereum Smart Contract Mechanism. Reprinted with permission from
Khatoon, A., Electronics 2020, 9(1), 94.

4.2 Medical Blockchain smart contracts

We leverage Ethereum's smart contracts to construct digital representations of actual medical
records that are stored within individual nodes on the network. We are building contracts to
include metadata, permissions and data validity of record ownership. Blockchain transactions
of our network hold cryptographically signed instructions to handle certain properties. The
contract's State-transition functions execute policies only through valid transactions that
enforce data alternation. Such laws can be designed to implement any set of rules governing a
specific medical record as long as it can be interpreted in a computational way. For example, a
policy may involve the sending of separate consent transactions from patients and healthcare
professionals before granting permission to a third party to access. Smart contracts were
designed for different medical workflows and then data access permissions were managed
between different entities in the healthcare ecosystem using Ethereum blockchain network. In
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our system, we are managing an off-chain local database for the healthcare records. Hierarchy

of electronic healthcare records (EHRS) can be seen in the figure 4.2.

EHRs

-

Clinical

=

Images

VAN
\

* + + + + + \.l - - *

Clinical
Trials

Healthcare
Insurance

Diagnostic
Reports

Medications Allergies Physcial Ultrasound Lab Results

Prescriptions

‘ MRI ’ ‘ X-Ray

Figure. 4.2 Electronic Healthcare Records.

A smart contract, stored on blockchain technology has been developed and tested
that have all the conditions from managing different permissions to accessing data as shown in
Figure 4.3 and it can be seen that a number of stakeholders are involved in this scheme trying
to perform various activities. This will create stronger interactions between patients and doctors
with the help of smart contracts. The rules on data access rights are incorporated into smart
contracts. This can also help monitor all behaviors with specific ids from their origin to their
surrender. There will be no need for a centralized body to oversee and authorize the project
because it can be handled directly via the smart contract that will greatly reduce the
management process administration costs. All medical record data is stored in local database
storage in order to preserve efficiency and economic viability, and the data hash is the data

item of the chain's block.

The information transactions shall be signed with the private key (patient or doctor)
of the owner. Data ownership and access rights exchanged by users of a peer-to - peer private
network are the block material for the program. Blockchain technology encourages the use of
smart contracts that allow us to automate and monitor such state changes (such as a shift in
accessing rights or the birth of a new system record). We sign patient-provider relationships on

an Ethereum blockchain via smart contracts that combine a medical record with accessing
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permission rights and via providing data retrieval instructions (essentially information pointers
and metadata) for the outside server execution to prevent tampering, we include a
cryptographic hash of the blockchain record to ensure data integrity.

Providers may attach a record number associated with a particular patient, and patients can
require sharing of records between providers. In both cases, the party receiving new
information receives an automatic notification and may check the submitted record before
approving or rejecting the data. That keeps the participants informed and engaged in the
evolution of their records. This system prioritizes usability by also offering an assigned contract
that aggregates links to all a user's patient-provider relationships, thus creating a new reference
point for checking for any updates in medical history. We are using public key cryptography
technique for the management of identity verification and using a DNS-like implementation
structure that is mapping an already existing and widely accepted form of ID as person’s hame
or their social security number to the Ethereum blockchain address of the user. After referring
to the blockchain network to confirm different permissions via our system such as database
authentication server, then a syncing algorithm will handle “off-the-chain” data exchange

between patient’s database and a provider’s database.
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Figure. 4.3 The Schematic of the System workflow with smart contract controlled access.

Reprinted with permission from Khatoon, A., Electronics 2020, 9(1), 94.
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4.3 System design and development

Different medical workflows were developed and enforced via the blockchain smart contract
framework, involving unique medical procedures. This include the issuance of specific medical
prescription for the treatment of complex diseases and their procedure such as care protocol for
patients under surgery. The purpose of designing these smart medical contracts is to facilitate
the overcoming of administrative inefficiencies for the patients, doctors and healthcare
organization. This system will help in the collection, analysis and management of complex data
and procedures in healthcare.

Algorithm 4.1: Patient Monitoring and updating records

Input: Ethereum address of the patient and all the other stakeholders involved in the system
Initialization of the process = Access approved
If Enrolment stage is finished
Then
Allow all the transactions to be added in the network

Mapping of data to the respective address

end
else
Don’t allow/accept unauthorized transactions
End
If Patient drop outs

Then Stop processing that further
Update the records
Notify/update the other peers in the network about the progress

End
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Algorithm 4.2: Patient Monitoring in the event of Emergency

Input: Emergency case reported

If during the monitoring phase an emergency occurs

& Ethereum Address = Primary doctor’s EA /GP

Then
Allow the Input details to be included as a valid transaction

End
else

Don’t allow/accept unauthorized transactions
End
If Ethereum Address = Specialist

Approve the transaction from valid EA
End
else

Don’t accept unauthorized transactions

End

Algorithm 4.3: Reporting and Analysis

Input: Finalized the reports and update the EHRs
If Analysis and reporting is completed

Accept the input as valid transaction

End
else
Don’t allow/accept unauthorized transactions
End
If Primary doctor/GP =EA  then
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Allow the accept/reject decision for the reports and analysis
else
Don’t accept unauthorized transactions

End

4.3.1 The process flow of a smart contract for medical prescriptions

The key purpose is to improve the process of medical prescription handling by eliminating the
long waiting period cycle, removing the fraud factor from the system and the human error rate
caused by misunderstandings by the doctors. A doctor to write a prescription for the patient
and needs to put it through a smart contract into the patient's healthcare records. The pharmacy
then utilizes this prescription through the Ethereum blockchain smart contract, with the
permission of the primary providers and the patients. After obtaining the prescription, the
pharmacy then assigns the medication to the patient's healthcare records through smart
contracts along its expiry date and dosage use, and then the medication is ready for patient
selection. Medicine satisfaction among doctors and drug stores is generally coordinated by the
smart contract app. Doctors spend less time discussing demands for medications or speaking

directly to drug stores during a patient's visit.
As shown in Figure 4.4. data flow for the issuance of a medical prescription includes

patient, primary doctor (GP), and pharmacy. It also contains prescription details which would

include the medicine Id, date of expiry and patient Id.
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Figure. 4.4 The Smart contract for issuing and filing of medical prescriptions. Reprinted

with permission from Khatoon, A., Electronics 2020, 9(1), 94.
4.3.2 Laboratory Test Results
The main goal is to share the information through smart blockchain contracts by allowing
laboratories, doctors, emergency clinics and different parties involved in the system to
effectively access and share the therapeutic information of a patient among different

stakeholders as shown in Figure 4.5.

Here we consider a use-case in which a patient has to visits a blood test laboratory.
After processing, the laboratory will put the outcomes into the patient records, the patient
receives these information updates via Ethereum blockchain, a notification that now the test's
processed results are available, and can either choose to enable the laboratory to encode the
relevant information and place it on Ethereum blockchain. The patient grants approval to post
the details on the blockchain. In the case of an emergency with the patient where he is
unconscious, the emergency department may easily access patient details through Ethereum
blockchain and provide personalized care.

By having allowed patient records to be posted on healthcare blockchain, a patient
avoids having to either carry the laboratory results on their own or arrange for records to be
faxed to various care providers. He also makes sure all of his health care professionals have

the knowledge available to deliver the best medical treatment. Laboratories minimize printing

49



and mail or fax regulatory expenses for each test result to singular distributors. In addition,
laboratories and patients have access to the healthcare blockchain, where they may obtain
installments from protective firms advising the transferred information to process claims or
from pharmaceutical organizations selecting the information to be used in contemplates.
Consultants and emergency departments have free access to gather restorative information

about their patients, reducing authoritative research and costs.
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Figure. 4.5 Smart contract for sharing lab results. Reprinted with permission from

Khatoon, A., Electronics 2020, 9(1), 94.

4.3.3 Communication between Patients and Service Providers

Under this use-case, as seen in Figure 4.6 the patient submits an application for a medical
condition. It automatically adds that request through the smart contract system to the primary
doctor. A doctor must consider the request and respond with a recommendation, and, where
appropriate, refer the patients to the specialist for further care. Any patient information
regarding treatment history should be reported on the EHR. Please note that patient records are
maintained by a local database, where there are specific rules that can access the record to what

extent and to what extent these rules are governed by the Ethereum blockchain smart contracts.
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Another case in which the patient submits an application for a particular medical
procedure. Accordingly, the strict structure of the agreement sends this application to the
appropriate specialist. A doctor acknowledges the demand and respond appropriately with a
recommendation, and where patients are forwarded with the specialist for further care. Any
patient information about treatment history must be recorded on the EHR. Notice that a local
database holds patient records where there are clear rules which can approach the record to
what degree and how well these guidelines are implemented through the competent Ethereum
blockchain contracts.

Patients who are seeking health information on a particular topic receive
recommendations that are much more customized than those offered by a web search. Senior
doctors are finding a new way to monetize their experience without having to overbook their
schedules, whereas junior doctors can enter a new potential customer audience and develop
their brand within their specialization. Payments motivate patients to receive Junior Physician

recommendations.
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Figure. 4.6 Smart contract for enabling communication between patient and service

provider. Reprinted with permission from Khatoon, A., Electronics 2020, 9(1), 94.



4.3.4 Healthcare reimbursement

The main aim is to speed up the reimbursement process for the medical healthcare system. In
this, doctors will be able to continue to proceed with treatment quickly, instead of having to
put their patient's treatment on hold while waiting for the payer to respond. Automated smart
contract execution will supervise the entire process. Reducing-and eventually eliminating-the
human effort to manually monitor and respond to inquiries for prior authorisation, and reducing
appeals caused by misinterpretation of manually written prior authorisation forms.

Health Insurance Companies posts its policies through smart blockchain contracts
which contain the policies used to ascertain authorization. A supplier then lodges a request for
prior authorisation for a consultant appointment, treatment or prescription via
Ethereum blockchain network. The payer's smart contract for a health policy automatically
decides authorization using the patient's medical details processed by Ethereum blockchain and
the request details. Authentication data are then immediately returned to the provider. Further,
the patient, as well as any laboratories, pharmacies, specialist doctors and other stakeholder’s
involved in the systemto whom the patient has delegated access, will also verify the

authorization for insurance in real time. The whole process can be seen in Figure 4.7.
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Figure. 4.7 Smart contracts for healthcare reimbursement. Reprinted with permission
from Khatoon, A., Electronics 2020, 9(1), 94.

The automated prior authorisation process will result in considerable cost savings for
payers, which already spends large sums on manually monitoring and responding to requests.
Doctors can proceed with treatment quickly, rather than having to stop their patient's care while
waiting for the payer's response. In fact, patients will be spared concerned about how their
insurance will cover the medication their doctor recommends. With instant prior authorisation
information available, doctors and patients can work easily with a care plan specially tailored
to the patient's needs and adequate medical insurance coverage.

4.3.5 Ethereum Blockchain contracts for clinical trials

Providing healthcare, medical technology manufacturers and all the multiple stakeholders
involves in the system throughout the processes of initialization, verification and validation of
a trial with a quicker and more cost-effective alternative to the existing recruitment in the

process of conducting clinical trials. This will also entails substantial expenditures in
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purchasing patient contact information from independent data suppliers and carrying out

extensive pull-marketing campaigns.

The main objective is to allow users to run clinical trial-related smart contracts on an Ethereum
network leading to safer medicines and increased public interest in medical research. We will
handle metadata in this process including protocol registration, pre-set study information,

screening and enrolment logs through smart contracts.

A pharmaceutical company is searching for metadata stored on the Ethereum
blockchain to identify possible patients for clinical trial inclusion as shown in Figure 4.8. The
organization then sends a letter, including an application to read access to their medical records,
to selected patients, including any related laboratory test results. If the patient provides access,
a pharmaceutical company bill will be processed via smart contracts, awarding the patient part
of the fee paid, and another portion to the laboratories which recorded the patient's correct test

results.

Drug and medical device manufacturers will significantly reduce spending on data
purchases and marketing efforts through direct targeting of qualifying customers. Patients,
meanwhile, will gain access to alternative care options, in addition to obtaining compensation
for engaging in trials. Laboratories responsible for delivering results would have a new way to
monetize their data. The whole clinical trial processes includes different parties such as Review

Board, FDA, Sponsor, Primary Investigator and lab scientist throughout the process.
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Figure. 4.8 Schematic diagram of Smart contracts for conducting clinical trials. Reprinted

with permission from Khatoon, A., Electronics 2020, 9(1), 94.
4.3.6 Surgical procedure via smart contracts

In a busy clinical process, the procedure associated with surgery can be a huge burden. The
EHR Surgical Workflow System addresses the needs of busy practices and converts a dynamic
process into a simplified, all-in-one workflow. The practice could be fully integrated with EHR
Surgical Workflow system via Ethereum blockchain smart contracts. This also allows
administrators, billing, front desk operations, and other tasks to accomplish things from pre-
operative medication care to post-operative patient management to support the
overall workflow. Then, the details are seamlessly inserted into the patient's prior surgical
record. Patient consent taking and initial assessment of the patient could be recorded through
the smart contract features. Our process workflow consists of different activities associated
throughout the patient surgery process. This requires pre-approval, medical certification,
scheduling of surgical operations, pre-operative testing and consent to record. The visit is
documented in the process, and treatment is registered and compensated. This would be useful

55



in revising the past surgical cases or the cancelled surgical procedures. Figure 4.9 and Figure

4.10 respectively display algorithmic workflow and the solidity smart contract components.
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Figure. 4.9 Algorithmic workflow for a smart contract with surgery patients. Reprinted

with permission from Khatoon, A., Electronics 2020, 9(1), 94.

Surgery {
[1] consultant;
[1 consultantEnabled;
[1 realtionships;
surgicalteam;
sugicalteamEnabled;
patient;
patientEnabled;
anesthesiologist;
anesthesiologistEnabled;
isowner () {
enable;
(agentEnabled && mesg.sender == agent) enable =
(unit i = 8; i < consultant.length; i +) {
(consultantEnabled [i] ) && mesg.sender == consultant[i]) {

Figure. 4.10 Smart contract surgery.
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4.4 Cost estimation

In terms of setting up and deploying a medical blockchain, an estimate of the costs
associated with deploying smart contracts for healthcare needs to be made. The ultimate aim is
to develop a program with all the advantages of blockchain that can offer a feasible electronic
health system. In Ethereum blockchian, all programmable computations and calculations cost
some sort of fees to avoid network abuse and to resolve other computational related problems.
The fee is listed as gas in Ethereum blockchain to run all kinds of transactions. Gas in the
Ethereum blockchain network refers to the payment or price value necessary for a successful
transaction or contract execution on the Ethereum blockchain platform. The exact and
accurate gas price is determined and calculated by the miners of the network, who could refuse
to validate a transaction if the gas price does not meet their limit. All operations running on the
Ethereum also including computations, message calls, smart contract creation / deployment
and storage on Ethereum Vitual Machine (EVM) therefore require gas to perform all of these
multiple tasks. To perform transactions on Ethereum virtual machine, if anyone wants to do
some kind of activity on EVM, they must have unique amount of gas in their account. With
any transaction there is a gas cap, and if there is any remaining gas it will return to the user
account after the transaction has been completed. If a user has no valid balance account, he is
unable to carry out any type of operation and is therefore considered invalid. In EVM Ethers,
gas is purchased and the users on the network running the transactions can set their account gas
limit for that particular transaction. But then again if they tend to approve and endorse the
transaction or not, it is on the miner again. When a sender wants low gas price, charging for
the gas will cost them high price and miners would be able to get great value and would be
rewarded for the transactions. A miner then performs the computation to add that transaction
to a block. A miner can then transmit the new block to the network after the successful
execution of transactions. The gas utilizes during the broadcasting of smart contract depends
on how complex the function of that specific smart contract is and also the number of

stakeholders and interaction involved in the system.
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4.5 Validation of the workflows with HSE datasets

We have used our smart contract workflow processes built to estimate the cost of
implementation using actual healthcare datasets which we have taken from HSE Ireland. In
ethereum, details of the blockchain transaction can be seen in Figure 4.11. The datasets are
described in section A. In section B, using the actual datasets, the cost of deployment is

calculated and plotted for different factors.

4.5.1 HSE Dataset
Datasets have been taken from the Health Service Executive (HSE )lreland from their

different archive system (https://data.ehealthireland.ie/) [138]. The Health Service Executive

is responsible for delivering public funding for all people living in Ireland to the health and
personal social services. In this work, all the outpatients, the waiting list of hospitals across
different departments / hospital in Ireland were considered to be used. The waiting lists for the
outpatient, hospital and day cases are managed by the National Treatment Purchase Fund
(NTPF) from data collection to its validation phase. The OP's Waiting List study reveals the
cumulative number of patients waiting for a first consultation appointment at a consultant-led
outpatient clinic in the different time ranges. Each individual report is composed of the numbers
waiting in each specialty per hospital. The numbers were aggregated under a 'Small Volume'
heading to protect the confidentiality of individuals where < 5 patients are waiting in a

particular specialty / hospital. All reports consist of monthly data over the course of a year.
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Figure. 4.11 Metamask extension for calculating smart contract cost.

The cost of creating, deploying and running of a smart contract needs ethers as a gas as seen in
the figure 4.11. Whenever we need to broadcast a transaction on the network it needs a gas
which can be measured in wei units. We are paying for the gas needed to run the transaction
and function of a smart contract on the ethereum blockchain network via ethers using

Metamask. MetaMask calls eth estimateGas on the Ethereum node. eth estimateGas

basically measures the amount of gas used to run the transaction. It also depend on the block
hash and block number that how much gas would be needed to run the specific smart contract

transaction on ethereum blockchain.
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Figure 4.12 below shows the county wise number of pharmacies, Figure 4.13 shows the number

of transactions for different departments.
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Figure. 4.12 Plot showing county wise pharmacy list from Ireland.
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Figure. 4.13 Number of IPDC and their transaction across different

departments/specialty.

4.5.2 Cost estimation using real datasets

The costs associated with implementing smart healthcare contracts need to be calculated in

terms of the deployment of healthcare blockchain. The ultimate goal is to develop a system that

will provide a sustainable electronic health network with all the advantages of blockchain. All
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programmable calculations in Ethereum blockchain cost some fees to prevent network misuse
and to solve other computational related problems. All activities, multiple computations,
message calls, intelligent contract creation / deployment and storage on Ethereum Virtual
Machine (EVM) therefore involves gas to perform all these certain tasks and activities.

The cost to deploy smart contracts for a healthcare management system has been
compiled. There is cost known as Gas for running an operation on the Ethereum blockchain.
All the transactions require 21,000 gas as the basic operational requirement. If a user interacts
with Ethereum'’s smart contract, an additional gas associated with running and excution of those
specific smart contract transactions will require 21,000 of the gas. The gas was compiled for
medical smart contracts to enable contract deployment to communicate with the different
contracts. More complex the smart contract functions / operations use more electricity,
resulting in more fees. From the point of view of feasibility, it is very much clear and
obvious from the results that the cost of smart contract deployment for healthcare management
system is extremely low. As far as medical system is concerned, this expense is very affordable
and everybody would like to pay this small charge to have control of their EHR and retain their
medical data for life. Figure 4.14 indicates the expense of deploying smart contracts for each
pharmacy, as our program estimates.

We have calculated the costs for patients in the general outpatients, paediactric clinic
and surgical patients. The number of smart contract transactions and their related costs as

calculated by our method are shown below in the Figures 4.14-4.29.
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Figure. 4.14 Plot showing smart contract deployment cost for countywise pharmacies in
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Figure. 4.15 Cost comparison among different smart contracts and entities.
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Figure. 4.16 Adding and removing entity cost for waiting list outpatients (OP) in the
system across different departments/specialities.
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Figure. 4.17 Smart contract deployment cost for Outpatients (OP) across different
departments/specialities.
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Figure. 4.18 Smart contract deployment cost for Inpatients and Day cases (IPDC) across

different departments/specialities.
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Figure. 4.19 Smart contract deployment cost for surgery outpatients across different

departments/specialities.
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Figure. 4.20 Number of paeds outpatients (OP) and their transaction detail across

different departments/specialities.
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Figure.
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4.21 Smart contract deployment cost for paeds outpatients (OP) across different

departments/specialities.
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across different departments/specialities.
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Figure. 4.23 Number of Outpatients (OP Surgery), smart contract deployment and their

transaction detail across different departments/specialities.
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Figure. 4.24 Smart contract deployment cost comparison for Outpatients (OP Surgery)

across different departments/specialties.
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Figure. 4.25 Smart contract deployment cost for Inpatients and Day cases (IPDC Paeds)
and their transaction detail across different departments/specialities.
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Figure. 4.26 Smart contract deployment cost for Inpatients and Day cases (IPDC Paeds)

across different departments/specialties.
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Figure. 4.27 Smart contract deployment cost for Inpatients and Day cases (IPDC
Surgery) and their transaction detail across different departments/specialities.
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Figure. 4.28 Smart contract deployment cost for Inpatients and Day cases (IPDC

Surgery) across different departments/specialties.
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Figure. 4.29 Smart contract deployment cost for adding and removing of an entity across

different counties.

4.6 Discussion

It is very well known that all patient records in conventional healthcare delivery models and
systems, suppliers, labs, payers (i.e., insurance firms) and drug companies are held in various
formats, so there is not at all standardization of the record keeping. This has contributed a lot to
data breaches and the disarray we see in health information sharing today. Impoverished data-
sharing infrastructure has also impeded advances in the drug discovery and public health
research investigations and findings. Efforts to tackle this problem have primarily been focused
on pushing a new universal standard around the ecosystem. These such attempts were
unsuccessful, as they were quickly rejected by regulation, lobbying, and patient apathy. Owing
to the lack of efficient collection and sharing of health data, the widespread acceptance of the
concept of adjusting medical care to a patient's characteristics, desires and aspirations has been
prevented. Personalized medicine and adequate treatment — or precision — has long been
recognized as the future of healthcare, and industry operators have dedicated substantial
resources to developing personalized healthcare opportunities, only to be stymied by the

present system.

In this chapter, we have discussed the current needs, trends and requirements of the

healthcare industry, the shortcomings of the present system, and given Ethereum-based
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solutions for efficient healthcare management. Giving an overall overview of the state of the
art personalized medicine, explaining the underlining issues with the existing healthcare
system that hinder the introduction of personalized medicine and demonstrating how our built
program provides solutions to these problems. We have also analyzed and calculated the
practical cost of deploying smart contracts system for different health care scenarios and
workflows, and found that with outpatient numbers the cost increases linearly. Health care
departments such as paediatrics and general surgery costs are higher than others for these

reasons.

4.7 Conclusion

Using the blockchain distributed technology, our blockchain based smart contract
for healthcare management framework has shown how the concepts of decentralization can be
applied to a large-scale data processing in medical environments and to expedite complex
medical procedures. We demonstrated a revolutionary approach to the handling of medical
records, offering traceability, connectivity and openness of the system through smart contracts.
This program is structured to document consistency and granularity and allows for the
exchange of patient data and opportunities to help the medical research program. We've
suggested and designed possible applications of blockchain technology in health data
management. From a medical perspective we have implemented a healthcare data management
and sharing system based on the specified requirements in the medical eco-system. It is possible
to ensure the utilization of blockchain technology, anonymity, protection, availability and fine-
grained control of access to EHR data. The main aim of using blockchain as explained in this
chapter is to improve the medical processes, and thus also improve the patient outcomes.
Blockchain can help in many ways; reduce transaction costs by using smart contracts
incorporating protocols for general purposes to simplify procedures, reduce administrative
burdens and eliminate intermediaries. Many projects on blockchain are aimed at improving
data collection, usage and exchange of health data from patients, researchers and sub-
processors. Our proposed framework uses blockchain technology to build a system based on
automated, distributed, stable, open and to provide a decentralized health-care ecosystem. This
will encourage patients to freely and securely exchanging their medical records with
physicians, hospitals, research organizations and other stakeholders involved in the
system while maintaining absolute authority over the confidentiality of their medical

healthcare data.
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5 Blockchain Implementation of

Ethereum Smart Contracts

In the blockchain research there are very few implementations of Blockchain-based smart
contract systems. This practical aspect is considered in this chapter, while giving detailed
description of the implementation of smart contracts that we introduced in chapter 4 of this
thesis. The exchange of electronic medical data among different stakeholders in the healthcare
eco-system, such as patients, physicians and researchers, will encourage greater and efficient
integrated healthcare infrastructure. In order to make this possible we implemented a system
for exchanging medical information based on permissions control mechanism over Ethereum
blockchain based smart contract and different bits of information is being shared
among various stakeholder of the system. All the healthcare information resides in the local
database, and permission-related information has been stored on the Ethereum blockchain
smart-contracts. In this chapter, implementations of smart contracts using Ethereum and
Solidity are presented along with explanation of the code structure which are designed to
automate the medical regulations. Also different workflows involving multiple stakeholders
have been discussed. Structures of smart contracts are discussed in detail which shows the
potential within a clinical data research network for managing data queries involving different
workflows. Our proposed blockchain solution for health care extends the collection of clinical
data to include data from groups of persons currently under-served by the health care system.
The open data architecture of Blockchain makes the participation of "tricky-to-reach” users

simpler, and more accessible for the general public.

5.1 Medical Smart Contract System

Here, we are taking the issuance of medical prescriptions as a first step to
go into the implementation details of the system. A process diagram for issuing medical
prescription has been shown in Figure 5.1, showing a medical prescription imitated by smart
contracts. It is meant to be designed as so that the programmable components can be added a

system, allowing for issuing and collection of a medicine, with expiry dates and patient ids.
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Also very helpful in investigating the adverse effects of the drugs. There are three main parties
involved in the system as doctors, patient and pharmacy, each of them having different

permission access rights on the ethereum blockchain network.

Collection of medicing

S Ethereum Blockehain

FPatient access

permission granted to access the prescription

Access prescriptions via smart contract

%]
=
=
=]
(=]
a
—_-
=
a
—
[ 7]
[=]
o

< Pharmacy ﬁ

lssues medicine along expiry date & dosage

Figure. 5.1 Process flow diagram for issuing a medical prescription via smart contract.

We are using Ethereum platform and wrote the smart contracts using solidity
programming language. After compiling the code, we deployed and executed the smart
contract code on the ethereum blockchain platform. Figure 5.2 shows a smart contract pseudo
code for the issuance of medical prescriptions written in Solidity and executed on Ethereum

which corresponds to the particular instance represented in figure 5.1.

Medical Prescriptions
pragma solidity ~0.4.15; J/Version of a =solidity, we are using

contract Prescriptions { // initialization of a smart contract
f/Mapping referred to hash tables (initialized wirtually)
// addresses referred to Ethereum address
mapping (addres=s => bool) patients; // Mapping for the address to the patients
mapping (address => bool) GPF; //Mapping for the address to the doctors
g mapping (address =» bool) Pharmacy; //Mapping for the address to the producers (pharmacy)
10 J/ structure for the Medicinekox; it holds expiry date, medicine id, dosage variables
11 struct MedicineBoxDef {
12 uint medicineboxId:
£ uint usedBeforeDate;
14 bool isUsed;

| T T S FUR

Figure 5.1 Pseudo code showing different stakeholder and their mapping addresses
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[vm] from:@xca3...a733c to:Prescriptions. (constructor) value:8 wei data:8x688...b882% logs: @
hash:@x86a...24e3f

Figure 5.2 Function executed with no error and the transaction has been successfully

completed and the event happened

status ex1 Transaction mined and execution succeed

transaction hash @x63583d3cazcebblfsceTesebroceas63cE5Te1848686aTenassdasdcfaarstat Iy
contract address Bxdce4977a287BcEffdfeEsde1ad1fos1becsas222 Iy

from @xca3shrdolsasdefsapadesesadrerfateefaraac Iy

to Prescriptions.(constructor) WYy

Figure 5.4 Transaction mined and execution succeed as the testing modifiers where a

function has been executed with no error as the required stakeholder was the assigned

actor
gas 3IEBEGEE gZas
L
transaction cost 882658 gaz MY
execution cost 626794 gaz WY
hash Bx5358ad3cd2c6bblT5ce7es58b20c64363cE5TE18486868Te8d48da6dcT4475TET E

Figure 5.5 Contract Execution cost shown in the figure upon the successful completion of

the transaction

Testing modifiers: In Figure (5.6) function executed with no error as the required admin was
the assigned actor while in figure (5.7) error appears when an intended actor has an invalid

address

transact to Prescriptions.removeddmin errored: Error encoding arguments: Error: invalid address (arg="", type
="string", walue="")

Figure 5.6 Function executed with no error

73



[vm] from:8xcad...a733c to:Prescriptions.removebdminfaddress) @x@c2...73%ef value:@ wel
data:@x178...7c@74 logs:8 hash:Bxe5b. ..a2edb

Figure 5.7 Error appears when an intended actor has an invalid address

5.2 Clinical Trials

A process flow diagram for conducting clinical trials have been shown in figure 5.8. Primary
investigatior initiate the study. FDA approves the application and gives approval of clinical
trial. Sponsor create the contract and initiate the process. A more detailed description has been
given in the previous chapter for the whole process. Algorithm 5.1 shows the clinical trial

initiation process which involves number of steps as given below.

Algorithm 5.1: Clinical Trial process initiation

Input: Ethereum address of the patient and all the other stakeholders involved in the system
Process start, number of patients required, procedure protocols

If the application has been approve by the Investigational New Drug Authority

Then Allow the Input details to be included as valid transactions on the network

Initialization of the process = Access approved

End
else
Don’t allow/accept unauthorized transactions
End
If Patient drop outs

Then Stop processing that further
Update the records
Notify/update the other peers in the network about the progress

End
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RFeview the details

]

Add patient record
Manitor their progress

@
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Provide his consent

Fatient test results

Study initiation

pragma solidity ™ 0.4.15;

contract ClinicalTrials{

Clinical Study approval

Create contract &
initiate the process

Process ends up

Start

w
ﬁ Clinical study closure

Eﬁ

Figure 5.8 Process flow diagram for Clinical Trials

// Version of solidity, we are using

//Smart contract initialization

J/mapping addresses of different participant involwed in the process of Clinical Trials on Ethersum

mapping (address =» bool) foodDrugsAuthority:;

mapping (address
mapping (address
mapping (address
mapping (address
mapping (address
mapping (address

=
=
=>
=
=>
=

bool)
bool)
bool)
bool)
bool)
bool)

address [] patientID;

// Mapping for the address to the food Drugs Authority;

patients; f/ Mapping for the address to the patients

RE: // Mapping for the address to the Review Board
labScientist; // Mapping for the address to the lab scientist
PrincipalInvestigator;
Sponsor; f/ Mapping for the address to the sponsor
Doctor; // Mapping for the address to the doctor

// Mapping for the address to the Principal Investigator

Figure 5.9 Pseudo code showing different stakeholder and their mapping addresses for

CTs

[vm] from:8xca3...a733c to:@xcalsb7do15458ef54@ades@eidfe2fa4e8far3i3c Bucald. . .a733c
value:8@ wel data:@x5da...08008 logs:d hash:@x386...c2608

Figure 5.10 Function executed with no error as the required admin was the assigned

actor and the transaction has been successfully completed
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5.3 Lab Test Results

A use case started when the patient visits a laboratory for the blood test. After all the processing,
laboratory will put the patient results to his records via smart contracts access right given to
them, the patient receives these notifications via Ethereum blockchain. A process diagram can

be shown in the figure 5.11 explaining the whole process.

Grants permission for the info/f
results to be posted

Visits 1ab | —

for blood test

|

Fut the results to the patients
records via blockchain

—

Get notified
about their results

Access patient's records

inthe case of emergency

Wirites test upon patient's
examination

Figure 5.13 Process flow diagram for Lab Test Results

76



=

T O L Y S

S

S SO s Y S

pragma solidity ~0.4.15;
contract LabResults{
mapping (address => uint[13]) Blood Test:;
function setBloodResult (uint[13] memory bloodResults) public {

Blood[msg.sender] = bloodResults;

function getBloodResult () public view returns (uint[1l3] memory) {
return EBlood[msg.sender]:

f®

Smart contract for storing test results data inside
the contract.

Figure 5.12 Pseudo code: Storing lab test results on the smart contracts

[vm] from:8xca3...a733c to:blood_test.{constructor) value:d wei data:9xG6@8...=20032 logs:@

hash:9x953...21a84

Figure 5.13 The event happened and the Function executed with no error hence the

transaction has been successfully completed

call to blood test.getBloodResult

@

[vm] from:@xca3...a733c to:8x@dcd2f752394c41875e259e8@bbd4fd5@5297 caf BxBdc...97caf

value:® wel data:@x914...e3f1f logs:d hash:0x318...fa515

Figure 5.14 Call to the blood test for getting results, event happened and transaction

successfully completed

5.4 Patient Consultant communication

To enable patient consultant communication and submitting a request for a medical condition.
A process flow diagram has been shown in the figure 5.15. It starts with the submission request
from patient for a specific medical treatment via Ethereum blockchain network. Primary doctor
receives the request from the patient via smart contract on the network. After receiving the
request, a primary doctor writes his recommendations and refer the patient to a specialist for
further treatment via a blockchain. A consultant read those recommendation written by a
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primary doctor and he proceed further with the further medication and treatment. Patient
receives those recommendation via Etherem blockchain. We have discussed this process flow
in more detail in the chapter 4 of this thesis. Here we are very specific towards the logical flow

of the smart contract system
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Figure 5.15 Process flow diagram for patient consultant and a physician communication

and recommendations
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1 pragma =solidity *~0.4.15;

3 //Represents both a Patient and a consultant,
- /fRepresents Primary Doctor,
/ fRepresents Hospitals,
contract PatientConsultant {
addres= public agent;
bool public agentEnabled;
9 addre=s=s[] public consultant:
1C bool[] public consultantEnabled;
11 addres=[] public relationships;

1

13 modifier isCwner() f{

14 bool enable;

15 if {agentEnabled &£& m=sg.sender == agent) enable = true;

16 for{uint 1 = 0; i1 < consultant.length; i++) {

17 if (con=sultantEnabled[i] && m=g.sender == consultant[i])} {
18 enable = true;

15 break:

22 if('enable) rewvert():

Figure 5.16 Pseudo code showing different stakeholders

[vm] from:@xca3...a733c to:Agent.(constructor) value:? wei data:@x6B6...40829 logs:@
hash:@x217...9252c

Figure 5.17 The event happened and the Function executed with no error hence the

transaction has been successfully completed

::; [call] from:@xca3i5Sb7de15458ef54B8aden@iBdfe2f4de8Ta733c toAgent. agentEnabled ()
data:ex99d. ..2%:71

Figure 5.18 Call to the participant, event happened and transaction successfully

completed

5.5 Health Insurance

Multiple stakeholders including physician, patient, pharmacy, lab and health insurance
company involves in the system as seen by the process flow diagram. Each party connected via
smart contract and putting every information on the Ethereum network. A diagram and a

pseudo code have been given below in figure 5.19 and 5.20 respectively.
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Figure 5.19 Process flow diagram for Health Insurance

pragma solidity ~0.4.15;

contract HealthInsurance{

//Mapping address to ids.

mapping (address=>uint) mapProposals;

S /Mapping addresses

mapping (address=>uint) mapReimbursements;
//Mapping for the adress to the hospital

mapping (address=>Hospital) mapHospitals;
S/Default deposit amount that the hospital gives.
mapping (address=>Customer) mapCustomers;

uint public deposit;
ffDefault premium amount in Ethers.
uint public premium;
S /Proposal ids counter.
uint public numberCfProposal;
uint public customerThreshold;
uint public votePercentLimit;
uint public wvotePercentlccept;
uint public customerCount;
bool public isihctive;
uint public hospitalCount;
uint public treatmentCount:;
uint public fundingPeriod;
uint public requiredHospital;
uint public requiredCustomer;
i*
Structure, It holds duration, wvalidity, total votes and eligibility Of the premium
for wvoting.
*f
struct Customer{
uint endPremium;
mapping (uint=>bool) mapHospitalVotes;
uint weight:;

Figure 5.20 Pseudo code for Health Insurance
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[vm] from:@xca3...a733c to:HealthInsurance.(constructor) value:® wel data:@x6@6...78029
logs:@ hash:8x9fa...a5f47

Figure 5.21 The event happened and the Function executed with no error hence the

transaction has been successfully completed

@ [call] from:@8xca35sbido15458efS4BadenBrBdfe?fddedfar33dc to:HealthInsurance. fundingPeriod()
data:@x74d. ..7c62b

Figure 5.22 Call to the participant, event happened and transaction successfully

completed

5.6 Surgery

Algorithm 5.2 shows the patient enrolment during surgical procedures. Getting consent for the
patient to thoroughly monitoring and the initial assessment of the patients have been recorded
on the blockchain as it can be seen from the figure 5.23. An algorithmic flow has been also

discussed in the previous chapter.

Algorithm 5.2: Patient Enrolment

Input: Ethereum address of the patient and other information including consent forms

If All the information has been recorded and get approved

Then Allow the valid transactions to be added
Mapping of Patient’s address

Update the network members about the progress

End

else

Don’t allow/accept unauthorized transactions
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End
If

Then

End

there is no consent
Stop processing that further
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Figure 5.23 Process flow diagram for Surgery
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pragma solidity ~0.4.15;

Lh R

S/ Buargery

contract Surgery {
addres=s public consultant;
bool public consultantEnabledEnabled;
address[] public relationships;
addres=s [] public surgicalteam;
bool[] public surgicalteamEnabled:
address[] public patient;
bool[] public patientEnabled;
addres=s anaesthesiologist:
bool[] public anaesthesioclogistEnabled;

& Ln

[T R ]

|l i ;
W L RS

& Ln

modifier isCwner() {
bool enable;
if (agentEnakbled && msg.sender == agent) enabkle = true;
forf{uint i = 0; i < consultant.length; i++) {
if (consultantEnabled[i] && m=g.sender = consultant[i]) {
enable = true;
break:;

[ s ¢

L R

if('enable) rewvert():;

o Ln

"

function Agent () public {
agent = m=g.sender:
agentEnabled = true;

[T e}

[AFRT LT S T N % I % T 6 T T B T LR T P

Figure 5.24 Pseudo code for the deployment of Surgery Smart Contract

[vm] from:@xca3...a733c to:Surgery.{constructor) value:d wei data:@x686...50829 logs:d
hash:@x72F...981587

Figure 5.25 The event happened and the Function executed with no error hence the

transaction has been successfully completed

Q:} [call] from:8xca35b7d915458f540aden@hBdfefa4de8+a733c to:Surgery. getlumiiewers()
data:exd46. ..f3ab7

Figure 5.26 Call to the participant, event happened and transaction successfully

completed
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5.7 Conclusion

In this chapter, we have discussed different medical procedures and their implementation detail
comprehensively. The aim of this chapter was to thoroughly discuss the structures, function
and the components of the smart contract system designed and implemented for the healthcare
applications. Different process flow diagram have been shown to explain the medical
procedures and the treatment protocols and different interaction among different stakeholders
involved in the system via Ethereum smart contract system in this thesis. This implementation
of the Ethereum smart contracts would show the great potential in developing distributed

applications (Dapps) for medical eco-system.
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6 Blockchain smart contract system for

Energy Efficiency applications

In this chapter, we have investigated the Blockchain trends in the energy sector and
implemented Blockchain based smart contract for trading of energy saving certificates to
enhance trust, privacy and transparency among energy efficiency market stakeholders.
Blockchain technology is ready to disrupt almost every business strategic model and the energy
industry is no exception. Energy companies around the world have already started to explore
the use of blockchain technology among other applications in large-scale energy trading
platforms, peer-to - peer energy trading markets, project financing, supply chain monitoring
and asset management. Information and communications technology (ICTs) have recently
begun to revolutionize the energy environment and now blockchain technology provides an
additional opportunity to make the energy system faster, more efficient, more reliable and safer
in the long run.

This work was done in a collaboration with IERC and Tyndall National Institute on introducing
a new energy policy regulatory scheme where my main focus was to design and implement a
smart contract system for the energy saving certificates. As | was looking into the blockchain
based smart contract applications, we extended our work for the energy systems applications.
This work is an additional contribution for the scope of this thesis. We looked more closely at
the use of blockchain technology for its potential use in the energy efficiency industry and
decided how it could make energy efficiency markets safer and more open in the longer term.
This work explores in depth the key advantages of using blockchain in the energy efficiency
market by introducing and analyzing two main case studies as appropriate for blockchain
applications — | the UK Energy Company Obligation Scheme (ECO) and ii) the Italian White
Certificate Scheme (IWCH). We discussed how the key issues surrounding energy efficiency
savings trading — correct estimate of savings, stakeholder data transparency, and inefficient
administrative processes — can be resolved by applying a smart contract framework centered
on blockchain. This chapter presents the implementation of an intelligent contract framework
for exchanging energy-saving certificates obtained via smart contract transactions on the

Ethereum blockchain platform.
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The energy sector is in transformation and the integration of distributed renewable
energy sources into the existing centralized energy system is facing several challenges. Digital
technologies like the Internet of Things (10Ts) [142] and blockchain system as enablers for the
creation of a decentralized and democratized network of resources. Blockchain is being
evaluated for various applications and systems in the energy sector as a means of solving
protection and accountability issues and improving process efficiency by providing a
decentralized authority framework, thereby creating a win-win scenario for all the stakeholders
involved in the system. This research examines the application of blockchain technology to
address the current challenges of the energy efficiency market and proposes a smart contract
framework for exchanging energy-saving certificates on a transparent and stable digital

transaction platform without any third party having to infer in the system.

Figure 6.1 shows main applications of blockchain based systems. For peer-to - peer
energy trading [143] [144] [145], blockchain can provide a secure trading verification
mechanism without requiring third party authentication. Having a centralized global
blockchain network can also provide cross-border, seemless energy trading. Blockchain will
enable prosumers to participate in the local energy market where they can rely on
digital technology that can make transactions faster, easier, and cheaper than a conventional
centralized energy system. It has also been tested in the charging facilities for electric vehicles
(EVs) where it will allow access to all charging points for EV drivers through the creation of a
network of EVs and charging stations and the development of such an simple payment and
efficient settlement mechanism for all parties involved. Several energy firms are also pursuing
blockchain technologies in supply and value chains with the aim of enhancing visibility and
reducing the loss of assets from output to consumption. Project financing is also studied where

blockchain is used to increase transparency and liquidity of pay-outs.
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Figure. 6.1 Schematic of the Blockchain-based key energy applications. Reprinted with
permission from Khatoon et al., Energies 2019; 12(17), 3317.

6.1 Smart Contract implementation for Energy Saving Certificates

In the previous sections of this chapter, we have briefly introduced smart contract
features in the energy saving certificate management systems as a way to overcome issues such
as third party reliance, improved data security, data audits and logs, and easy buying and selling
of energy saving certificates. The smart contract system enabled by blockchain will help end
users to securely trade their energy-saving certificates, offering to help one user achieve
acknowledgement for their additional energy savings while at the same time allowing another
user to fulfil their obligations. These will also help to monitor the energy saving certificates
with their unique identification number from their origin to the end of the process. All
permissions to access data are stored in the smart contracts by allowing authenticated users to
access and control the data. Within this chapter the design of an energy saving certificate smart
contract management system (Figure 6.2 and 6.3) has been prototyped using the Ethereum

Blockchain framework.
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Figure. 6.3 Blockchain-based smart contract system for energy saving certificates.

Reprinted with permission from Khatoon et al., Energies 2019; 12(17), 3317.
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The Koven test network was used as an Ethereum wallet alongside Metamask. The Kovan test
chain is basically a PoF blockchain for the Ethereum platform which uses the same technology
as the Ethereum Mainnet blockchain. The aim of designing this smart contract system is to
introduce such a platform where energy-saving certificates can be traded efficiently,
eliminating the necessity of third parties. The smart contracts' key elements are represented in
tasks, events, state variables, and modifiers. In Figure 6.4 which shows the main function of
energy saving certificates, it maps the buyer, seller and governing body to the transaction. If
the provider approves the request, the trading of energy certificates will go on further otherwise
not. An Authorization algorithm has been given below which shows how the process initiated

on the Ethereum network.

Algorithm: Authorization

Input: Ethereum address of stakeholders involved in the system
Initialization of the process = Access approved
If Initiation request approved
Add the record into the chain
Address Mapping for the stakeholders
Notify the other members in the network for enrolment of new members/peers
end
else
Don’t accept transaction from unauthorized persons

End

Through the function Sell), (we initialize the contract, declare variables, functions and assign
the owner as msg.sender. A modifier function, only Owner, has been used with the Sell)
(function whenever the owner of the smart contract executes it and verifies the owner to sell
the amount of energy overachieved). Solidity smart contract elements are well established in
Figure 6.4 which shows how a smart contract was developed, and it is possible to see different
interactions between various functions to run the transactions within the system. The very first
line in the source code reveals that for solidity version 0.4.15, this program is written for.
Pragma sets out the instructions provided to the compiler about how to handle the source code

elements. The whole smart contract system presents a collection of functions and data (its
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states), which resides on the Ethereum blockchain specific address. The owner is the

administrator in charge of selling energy-saving certificates.

pragma solidity 70.4.15;

contract energysaving certificates {

mapping (address => mapping (address => bool)) regulatory authority;
mapping (address => mapping (address => bool)) seller;

mapping (address => mapping (address => bool)) buyer;

event Overachieved (address tokenGet, uint amountGet, address tokenGive, uint amountGive,
uint expires, uint nonce, address user);

event Calculatesavings (address tokenGet, uint amountGet, address tokenGive, uint
amountGive, uint expires, uint nonce);

event Issuecertificates (address tokenGet, uint amountGet, address tokenGive, uint
amountGive, address get, address give);

Figure. 6.4 Components of a solidity smart contract. Reprinted with permission from
Khatoon et al., Energies 2019; 12(17), 3317.

Figure 6.5 The event happened and the Function executed with no error hence the

transaction has been successfully completed
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Figure. 6.6 Smart contract deployment on the Ethereum Blockchain.

The event happened and the function executed with no error hence the transaction has been
successfully completed in figure 6.5. Smart contract deployment and the development process
can be seen in figure 6.6. A smart contract is running on the Ethereum networkas shown in
figure 6.7, it also shows the transaction flow and how Metamask uses the owner's private key
to sign the transactions. To verify the transaction and that all of the relevant information is
stored for each transaction, we are using Etherscan. Etherscan is Ethereum’s leading
blockchain blockexplorer. A BlockExplorer is practically a search engine that helps the users
to search, confirm, and validate Ethereum blockchain transactions. Figure 6.8 is an image taken
for the blockchain transactions on the Etherscan. This data contains the level of complexity
whilst also mining the block, the hash function of the transaction, the gas limit, and the gas
used for the transactions to run on the Ethereum network; the nonce which is basically an
arbitrary number ("used only once" — during the mined result) makes sure that all the data has
been permanently stored on the blockchain. Whilst also giving the account details, one could
see the specific details of the transaction on the Etherscan. The proposed approach has been
implemented in the form of a smart contract on the Ethereum blockchain, as a distributed
execution code. The trade algorithm has been written in solidity programming language and

has been tested on the Ethereum blockchain network.
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Figure. 6.7 Ethereum transactions workflow. Reprinted with permission from Khatoon et
al., Energies 2019; 12(17), 3317.
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Figure. 6.8 Blockchain smart contract transactions on Ethereum. Reprinted with

permission from Khatoon et al., Energies 2019; 12(17), 3317.

6.2 Blockchain applications in the previous energy efficiency schemes

Blockchain technology has the potential to boost transparency and consumer trust and could
be used to transform many initiatives for energy efficiency. It can provide consumers with an

additional incentive to participate in energy efficiency and energy-saving campaigns by
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enabling them to trade those savings and start generating additional funds through an automated

process based on smart contracts.

The United Kingdom is enforcing its targets under Article 7 of the Energy
Efficiency Directive through the implementation and administration of the (ECO) [150]. This
imposes a burden on energy suppliers by introducing energy conservation programs to reduce
energy sales by 1.5 per cent annually. Member States (EU directive) have adopted a range of
approaches to achieving this objective, including the introduction of a White Certificate
Scheme (WCS). To date, WCSs have been in some form implemented in the UK, France, Italy
and (recently) Poland respectively. Specific deployment methods vary in each country but
generally WCSs require that:

e White certificates are issued by the regulatory authority (normally issued by the energy
regulators in the Member State) to verify that the energy consumption reduction has
been accomplished.

e Obligatory entities (usually energy suppliers and/or distributors) must show that they
may have accomplished their energy-saving obligations by submitting to the regulator
sum of white certificates that suits their energy-saving goal at the end of every year.

e White certificates may be obtained by the agreed party either by the implementation of
approved energy efficiency programs and the issuance of certificates directly by the
regulator or by the acquisition of white certificates from a third party directly or through
the spot market. Obliged parties who cannot return appropriate quantity of white
certificates at the end of the year must pay a fine.

e The White Certificates spot market must be regulated by an independent entity and

must register and verify all transactions that take place.

6.2.1 The Case Study 1: The Italian White Certificate Scheme (WCYS)

Italian White Certificate Scheme (WCS) has been one of the most popular examples of a
trading system designed to boost end-user energy efficiency. The White Certificate
Scheme WCS is also stated to have the maximum potential to promote energy efficiency in
Italian industries and is expected to achieve at least 60 per cent of the EU Directive 2012/27 /
EU 2020 target [151]. The scheme imposes an obligation on electricity and gas distribution

system operators (DSOs) with more than 50,000 customers in order to achieve an annual energy
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saving target either by enforcing energy-efficient solutions among end users, or by purchasing
white certificates from other DSOs equal to their obligation, or a combination of the two. Every
white certificate is equal to one ton of oil equivalent (toe) and is provided by the regulator when
additional energy savings compared to the aim are made. A basic block diagram of the Italian
White Certificates scheme (WCS) can be seen in Figure 6.8 and it can be noticed that this
scheme involves a range of stakeholders for different activities [152]. Dario Di Santo et al.
have explained the detailed workings of this scheme in [153]. There are two significant
mechanisms — measurement and verification (M&V), and white certificate issuance and
trading. These are the complex processes in nature which are not entirely transparent.
Blockchain technology will significantly boost the trust between the various stakeholders and

making these processes more efficient and reliable [154].

A smart contract which would be stored on the blockchain network, could be built that may
have all the terms from M&YV to certificate trading as shown in Figure 6.9. The blockchain
technology would allow end-users to exchange their white certificates easily and safely,
helping one user gain appreciation for their additional energy savings while the other user can
fulfill their obligation. It can also help monitor the white certificates from their origin to their
surrender with its unique 1d. There would be no need for a centralized entity to maintain and
authorise trading as it can be managed directly through the smart contract that will significantly
reduce trading management administration costs and can also motivate other smaller
consumers who were previously unable to take part in the scheme due to high transaction costs.
Blockchain will also improve the transaction speed, since trading approval by third parties will

no longer be required.
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6.2.2 The Case Study 2: The UK Energy Company Obligation Scheme (ECO)

Under Article 7 of the Energy Efficiency Directive, the UK is delivering its targets through the
implementation and management of the Energy Company Obligation (ECO) scheme. This
program places a specifications on energy suppliers with more than 250,000 domestic
consumers who deliver more than 500 GWh of electricity or 1400 GWh of gas to promote and
deploy energy efficiency measures at household [155]. The aim is to reduce energy
consumption required to heat homes by implementing energy efficiency measures (such as
insulation, more effective boilers and intelligent heating control systems) [156], Ultimately
targeting energy deprivation elimination in disadvantaged households. The benchmarks for
each compulsory energy supplier are set by the governing body, Ofgem, who is also responsible
for deciding whether each supplier fulfills its obligations, audits the scheme, prevents deceitful
compliance claims and reports advancement to the UK Government [157]. Energy suppliers
have recently been allowed to exchange their obligations with other contracted suppliers and

Ofgem is also responsible for managing the trade arrangements.

In order for this system to work properly and efficiently all the stakeholders in the
value chain system including energy efficiency initiatives installers, energy suppliers and the
UK government must support and trust Ofgem to implement the scheme safely, effectively and
with honesty. While using this type of centrally controlled third-party system is the widely
accepted method of ensuring transparency in the recent times through any supply chain, its
weakness is that the system relies on the integrity and ability of those system operators to keep
the data they manage secure. Therefore the system is open to failures because of organizational

bias, external hackers or potential fraud. Blockchain may be used to tackle this issue.

Blockchain could be used to build a digital public decentralized ledger to record
all the transactions relating to ECO delivery. A smart contract may indeed be built using the
blockchain technology that records a qualified installer based on a set of verifiable
requirements for any installation of an ECO measure at a home property. It can even be linked
to energy consumption before and after deployment in order to demonstrate compliance with
actual, rather than deemed, energy savings. By their design, the blocks on the ledger are
connected, meaning that the new entry relies on the content of the previous block that prevents
retroactive modification of any block because that would change all the subsequent entries. As
each participant in the production chain can attach blocks to the blockchain and use their own

digital signature to verify the validity of the transaction, peer-to - peer trading can take place
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immediately between the installer and the energy supplier or even between the energy suppliers
that enable them to transact their obligations directly with no need for a market operator to
validate transactions. It will theoretically reducing the operating costs for the ECO system

while also rising the degree of trust in the system at the same time.
6.3 Benefits of utilizing blockchain technology in the energy efficiency market

Energy efficiency already has great potential to bring the most positive effects. Energy
Efficiency 2018 study by the International Energy Agency notes that enhancing energy quality
will reduce energy bills to customers by more than $500 billion per year [146]. As the
technology such as blockchain progresses, it will give consumers the ability to exchange their
excess electricity. Consumers will be driven further towards energy savings and improving
their homes' energy efficiency as they will be given an extra additional benefit to monetize
their excess energy. As the market for energy efficiency is projected to grow over time,
blockchain technology could considerably improve the overall administrative procedures,
openness of the system, cost and trust between various stakeholders. Some of the key

advantages are shown and explained below in Figure 6.10.
6.3.1 Encryptions of the energy savings

Encryption is a method of converting digital data or other information to a code in order to
avoid unauthorized access. Encrypting and exchanging of the energy savings over the
blockchain has the potential to safeguard the market. Energy baseline and savings data are one
of the energy efficiency market's most important assets as well as several transactions, from
bank payments to amounts paid to energy service providers and technology companies, depend
solely on this. Data security has become a significant problem in this digitized world and
blockchain can provides opportunities to secure customer data on energy savings for a more
safe energy efficiency markets. When gathering and checking energy savings, it is difficult to
gain the confidence of customers. It involves high costs for energy control, estimation and
verification, and this, combined with a lack of clarity in energy measurements, acts as an
obstacle to energy efficiency contracting. By providing safe, independent verification of energy
transaction data and savings, blockchain provides accountability and establishes trust with

customers.
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Figure. 6.11 Benefits of blockchain in the energy efficiency sector. Reprinted with

permission from Khatoon et al., Energies 2019; 12(17), 3317.

6.3.2 Exchange of the energy savings

So far we have spoken about exchanging excess power production for peer-to - peer energy
trading. But what if people in their locality want to trade energy savings? Can energy savings
be built up and traded for a new energy-efficiency product that one would want to buy?
Blockchain technology seems to have some opportunities here because energy savings data can
be encrypted and stored on the blockchain platform to balance the energy bill or buy additional

energy services.

6.3.3 Valuation of energy savings

Energy efficiency valuation has been very difficult, since the benefits of energy
efficiency cannot be measured or evaluated technically in many cases. Blockchain, together
with ICTs and process automation, may help to some degree in determining energy savings
and their related benefits [147].

6.3.4 Increasing transparency

Since blockchain is a distributed ledger technology, digital data can be shared on a
secure and tamperproof platform in a transparent manner. Interfering with the shared data on
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the blockchain platform is a highly costly and technically impossible process. Blockchain is a
trustless system so each data shared with the other blocks is verified by all the blocks in the

chain, meaning that all the blocks will have data on energy savings [148] [149].

6.3.5 Lowering the transaction costs

Blockchain does not need intermediaries and the transaction may occur peer-to - peer
directly which reduces process complexity and associated costs. In this way, the transaction
cost of managing energy related contracts can be reduced considerably. In the case of the
energy efficiency market, particularly in energy performance contracting, streamlining the
transaction costs for ESCOs, banks, utilities and customers through a blockchain process can

be reduced.

6.3.6 Increasing reliability

Trust is very important term in this new world , especially when it comes to storing of
information when it can be stored either at a single point or in multiple account books
belonging to different stakeholders without any automated processes. If information is stored
at a single point, the time taken to gather the required information would make it very difficult
to track and audit. Since blockchain is a trustless distributed ledger technology where
information is recorded in different blocks, the overall system reliability can be significantly

improved.

6.3.7 Increasing customer trust and security

Blockchain is made safe through its cryptography methods, which ensures that the
energy saving data of consumers, information from financial institutions or data related to any
stakeholder in the energy efficiency industry would be encrypted. Blockchain can also make
the process automated rather than manual via smart contract features which can help increase

consumer trust in the system.

6.3.8 Increasing the market success

Once the blockchain technology, such as energy performance contracting, is applied

to the energy efficiency market, this can bring security , transparency, confidence, lower
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operational costs , energy savings authorisation, and payments in an automated way. This will
carry the energy efficiency market the next stage of growth. ICTs and blockchain can

significantly reduce market obstacles and set a new energy efficiency trajectory for success.

6.4 Conclusions

Moving to a smart, integrated prosumers grid would require the implementation of new
technology, as well as the opportunity to value energy conservation steps, so that the resulting
savings can be shared equally and transparently. Blockchain technology offers an optimism for
the energy sector that it will be possible to provide a safe and secure digital transaction system
in which consumers can participate directly in the energy market. In this chapter we
have addressed the use of blockchain for the energy efficiency market and some of the benefits
that implementation of blockchain technology could bring to the stakeholders if appropriate
structures could be introduced. The issues surrounding energy efficiency savings and trading
markets, such as proper savings valuation, stakeholder data transparency, inefficient
administrative procedures, and high energy-efficiency market complexities are very well
known. Blockchain's potential application to address some of these major issues was explored
by examining two case studies — the Italian White Certificate Scheme (WCS) and the UK
Energy Company Obligation Scheme. This chapter also presents an algorithm designed for the
trading of energy-saving certificates, which is implemented via a smart contract system based
on the Ethereum blockchain. Unlike the other conventional energy saving certificate trading
systems, our approach offers a decentralized, safe, automated, time-stamped and transparent

trading platform among multiple users using blockchain technology.

There will still be challenges around the technology on its own that are currently
being acknowledged such as scalability, performance, standardization, complexity, cost and
skills. Given that a number of pilot projects are already underway to assess the usage of
blockchain in a variety of energy-related applications, now is the best time to explore how the
technology might be useful to the energy efficiency sector and to thoroughly examine the
obstacles that exist before its commercialisation. This research work clearly suggests the
technology’s potential in the energy trading systems. While this technology has the ability to
impact the energy efficiency market positively, we must also consider how future policy and
regulatory models will look like and also what would be the position of the various stakeholders
in the future energy efficiency market will shift.
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In this work we have collaborated with International Energy Research Centre Cork and Tyndall
National Institute on implementing new energy policy regulatory scheme. We were involved
in the technical part of this work and our collaborators provided data on the energy policy side.
We were looking into the Smart contract applications for medical healthcare management
systems, we extended our work for the energy system applications. This chapter is an additional

contribution to this thesis.
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7 Conclusions and future directions

The work described in this thesis details the design and development of smart contract system
for blockchain based applications. We have designed and implemented smart contract system
for blockchain based applications across healthcare (Healthcare Management to Facilitate
Medical Ecosystems) and Energy efficiency (increasing energy efficiency by designing smart
contract system for energy-saving certificates). We have also identified key themes,

developments and emerging areas of healthcare and energy research in this thesis.

7.1 Smart contracts for Healthcare Management to facilitate Medical Eco-system

In this work, the feasibility of Blockchain based smart contracts for healthcare management
has been investigated. This research work also proposes multiple workflows that are involved
in the landscape of health care using blockchain technology for better data management. This
will includes accessing and managing a considerable amount of medical information. In
implementing the workflows of the medical smart contract management system, the related
costs for this system were calculated in terms of a detailed feasibility study. A transaction group
in blockchain networks is combined into blocks of transactions connected in the chain using
the hash of the previous block’s record. Therefore, as a property of immutability, the basic
security feature of blockchain networks is enforced. The further the block is along the chain
(the older it is), the more the data included in it is protected from changes. If an attacker tries
to change any of the keys, the local register will immediately cease to be valid because the hash
values inside the next blocks headers will be completely different depending on the hash
function mechanism. Moreover, this network is usually referred to as a distributed registry, as
data is stored on each node operating in each of the individual networks. Each block plays a
key role in connecting with the previous block, and with the following block, as soon as it
comes into the system to be a part of the chain. The main role of each block is to record, validate
and distribute the transactions among other blocks. This means that a block in the chain cannot
be removed or altered as this would change every subsequent block. It would serve research as
well as personalized medicine to create a single storage location for all health data, track

personalized data in real-time and set data access permissions at a granular level.
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Healthcare researchers need extensive data sets to accelerate disease understanding,
speed up clinical research discovery, quickly track drug development and design specific
treatment plans determined by genetics, lifespan and environment. While having patients from
different racial and socio-economic backgrounds and from various geographic regions, our
Ethereum-based blockchain shared data network will have a broad variety of data collection.
In longitudinal research it offers great knowledge as blockchain gathers health data over a
person's lifetime. It will expand health data collection to include data from groups of people
who are currently under-served by the medical system or who are not traditionally interested
in research. Blockchain's open data ecosystem makes it easier for "hard-to-reach” markets to
be involved, and more positive results for the general public. This program would likely
promote the development of a new breed of "smart" health care provider apps that would
circumvent the latest medical studies and create tailor-made treatment pathways. The health
care provider and patient would also have access to this information and they could
thoroughly engage in a cooperative, educated discussion of research-based treatment options

rather than the best case based on intuition.

In this thesis using blockchain technology, our smart contract-based healthcare
management system has demonstrated how decentralization concepts can be applied to large-
scale data processing in medical environments, and how complex medical procedures can be
streamlined. We show an innovative approach to medical record management, providing
auditability, interoperability and accountability through intelligent contracts. Developed to
monitor consistency and variability, this system allows patient data to be exchanged and
medical researchers have the opportunity to adopt the programme. We have presented possible
applications of blockchain technology in the management of health data. From a medical point
of view we have developed a demand-focused model of data management and sharing.
Blockchain technology, transparency, security, availability and fine control of access to EHR
data can be assured. The main aim of using blockchain, as stated in this thesis, is to improve
healthcare processes and hence patient outcomes. Blockchain can help in many ways; reduce
transaction costs by using smart contracts embedded in protocols for general purposes to
simplify processes, reduce unnecessary costs and remove intermediaries; our proposed
approach uses blockchain technologies to design an iterative, scalable, stable, open and
decentralized healthcare ecosystem. It will motivate patients to share their medical records

openly and securely with doctors, hospitals, research organizations and other stakeholders —
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all while maintaining complete control over the confidentiality of their health records. This
would resolve many of the current healthcare system's problems, including data siloing,
inconsistency with the legacy network, unstructured data processing problems, prohibitively

expensive operating costs, lack of information security and unanswered privacy issues.

7.2 Blockchain based smart contract system for energy efficiency

Throughout this work, we discussed how the key issues surrounding energy efficiency savings
trading — accurate estimate of savings, stakeholder data transparency, and inefficient
administrative processes can be solved by implementing a smart contract framework based on
blockchain. An implementation of the Ethereum based smart contract system for trading energy
saving certificates obtained through execution of smart contract transactions on Ethereum
blockchain was presented. We discussed in detail the key advantages and implications of using
blockchain in the energy efficiency sector by presenting and discussing some case studies as
potential blockchain applications — I The UK Energy Company Obligation Scheme and (ii) The
Italian White Certificate Scheme (WCS).

. In either sellers or local energy trading applications, such as peer-to - peer energy
trading, blockchain will provide a reliable trading verification process without needing third
party authentication. Having a standardized global blockchain infrastructure can also provide
cross-border, frictionless energy trade. Blockchain will enable prosumers to take part in the
local energy market where they would rely on technology that can make transactions faster,
cheaper and easier than a traditional centralized energy system. Blockchain has also been tested
in charging facilities for electric vehicles (EVs) where this will allow access to all charging
points for EV drivers through the creation of a network of EVs and charging facilities and the
development of an simple payment and efficient settlement mechanism for all parties involved.
Several energy firms are also pursuing blockchain technologies in supply and value chains with
the aim of enhancing visibility and reducing the loss of assets from output to consumption.
Project financing is also studied where blockchain is used to improve the efficiency and
effectiveness of the system and liquidity of payments.

Shifting towards a smart, integrated prosumers grid would require the implementation
of new technology, as well as the capacity to value energy conservation steps, so that the
resulting savings can be shared equally and transparently. For the energy market, blockchain

technology offers an optimism that a safe and trustworthy digital transaction platform can be
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built where customers can participate directly in the energy sector. We addressed the use of
blockchain for the energy efficiency market in this report, and some of the benefits that
applying this technology could bring to stakeholders if the correct frameworks could be
implemented. The issues surrounding trading savings in energy efficiency, such as proper
savings valuation, stakeholder data transparency, inefficient management procedures, and
the high energy efficiency market complexities are well known. Two case studies — the Italian
White Certificate Scheme and the UK Energy Company Duty Scheme — explored the possible
use of blockchain to resolve some of these key issues. In addition, we presented an algorithm
designed to trading energy saving certificates, implemented through a smart contract
framework based on blockchain.Unlike the traditional energy saving certificate trading system
system , this system offers a distributed, stable, automated, time-stamped and transparent

trading system between different users using distributed ledger technology.

7.3 Reflection and Impact Assessment

The smart contract based framework demonstrates how design concepts of decentralization and
blockchain can lead to stable, interoperable systems. Using Ethereum smart contracts to
facilitate a content-control network through various storage and provider sites, authentication
log controls access rights while offering full record monitoring, auditability and data sharing
to the parties involved. We demonstrated a revolutionary approach for accessibility of open

APIs and network structure.
7.4 Future Work

In our current system, we used (PoW) mechanism and maintained the data off-chain due to
cost constraint and the computation power. As it is always expensive to store the data on-chain.
As in the scope of future work, our intention is to use (PoS) protocol and keep the data on the
chain instead of maintaining it in a separate local database. However, doing (PoS) right away
is a significant technological issue, and it's not as trivial as using (PoW) to gain network
consensus. This allows the Ethereum network'’s nodes to agree on the current status of all data

stored on the Ethereum blockchain, preventing specific types of economic threats.

Ethash, the proof-of-work protocol, requires miners to compete in a game of trial and
error to obtain the nonce for a block. Only valid nonce blocks can be added to the network. A

miner will continually run a dataset, which can only be obtained by downloading and running
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the entire chain (as such a miner does), through some kind of mathematical function while

racing to build a block.

At its most basic level, proof-of-stake and proof-of-work have the same ultimate
goal: to assist the decentralized network in reaching safe consensus. However, there are some
distinctions in terms of procedure and personnel: For staked ETH, PoS reduces the importance
of computational resources. Validators substitute miners in PoS. Validators put their ETH on
the line to enable the creation of new blocks. The Validators do not strive to build blocks;
rather, an algorithm selects them randomly. At certain stages, the status of the block is declared
final if two-thirds of the validators agree. Validators must stake their entire stake on this, so if

they try to conspire later, they will lose everything.

Validators, unlike proof-of-work, shouldn't have to utilize a lot of computing power
as they're chosen at random and aren't competing. They don't have to mine blocks; all they have
to do is produce them when they're needed and validate suggested blocks when they're not.
Attesting is the term for this type of validation. Attesting might be thought of as stating, "This
block looks alright to us.” Validators are rewarded for suggesting new blocks and attesting to
existing ones. One can lose their stake if they try to attest the illegitimate blocks. The
fundamental mechanism that activates validators when enough stake is received is known as
proof-of-stake. To become a validator on Ethereum, users must invest 32 ETH. Validators are
assigned to produce blocks at random and are accountable for double-checking and confirming
any blocks they do not make. The stake of the user is also used to incentivize positive validator
activity. For example, a user may lose a portion of their share if they go offline, fail to validate
or lose their entire investment if they engage in wilful collusion. PoS is better when it comes
to utilize lot of computational power. The future scope of this work lies in migration to the
(PoS) protocol completely.
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