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Abstract: Large non-residential buildings can contain complex and often inefficient water distribution systems. 12 
As requirements for water increase due to water scarcity and industrialization, it has become increasingly 13 
important to effectively detect and diagnose faults in water distribution systems in large buildings. In many cases, 14 
if water supply is not impacted, faults in water distribution systems can go unnoticed. This can lead to unnecessary 15 
increases in water usage and associated energy due to pumping, treating, and heating water. The majority of fault 16 
detection and diagnosis studies in the water sector are limited to municipal water supply and leakage detection. 17 
The application of detection and diagnosis for faults in building water networks remains largely unexplored and 18 
the ability to identify and distinguish between routine and non-routine water usage at this scale remains a 19 
challenge. This study, using case-study data, presents the application of principal component analysis and a multi-20 
class support vector machine to detect and classify faults for non-residential building water networks. In the 21 
absence of a process model (which is typical for such water distribution systems), principal component analysis 22 
is proposed as a data-driven fault detection technique for building water distribution systems for the first time 23 
herein. Hotelling T2-statistics and Q-statistics were employed to detect abnormality within incoming data, and a 24 
multi-class support vector machine was trained for fault classification. Despite the relatively limited training data 25 
available from the case-study (which would reflect the situation in many buildings), meaningful faults were 26 
detected, and the technique proved successful in discriminating between various types of faults in the water 27 
distribution system. The effectiveness of the proposed approach is compared to a univariate threshold technique 28 
by comparison of their respective performance in the detection of faults that occurred in the case-study site. The 29 
results demonstrate the promising capabilities of the proposed fault detection and diagnosis approach. Such a 30 
strategy could provide a robust methodology that can be applied to buildings to reduce inefficient water use, 31 
reducing their life-cycle carbon footprint. 32 

Highlights: 33 

• Principal component analysis and support vector machines were combined to build a fault detection and 34 
diagnosis method for non-residential building water networks. 35 

• Data from a non-residential building was used to validate the developed fault detection and diagnosis 36 
model.  37 

• Improved performance monitoring of non-residential water distribution systems can be achieved using 38 
limited process data.  39 

• A comparative study illustrated that the proposed approach detected and diagnosed more actual system 40 
alarms than a conventional approach, while also utilizing less computational resources. 41 

 42 
Keywords: Water distribution system, Non-routine events, Fault detection and diagnosis, Principal component 43 
analysis (PCA), Support vector machine (SVM), Performance monitoring.  44 

1. Introduction: 45 
In Europe, the non-residential sector consumes about 28% of total water withdrawn (European Commission, 46 
2012). Thus, the efficient use of this water in such buildings is imperative. In certain areas of Europe, overall 47 
losses in water networks due to leakage are as high as 50% (Nowicki et al., 2012). For example, 41% of treated 48 
water is lost through damaged pipes in Ireland (Irish Water, 2019). It has been reported that water loss in buildings 49 
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is primarily linked to leakage within the water distribution systems (Datta & Sarkar, 2016; Skworcow et al., 2013) 50 
- in a recent study Sydney Water estimated that building leaks account for 28% of total water consumption 51 
(Sydney Water, 2011). It is thus vital to reduce the wastage of water through leakage and improve the performance 52 
of such water distribution systems (and thus reducing associated energy usage due to water pumping, treatment, 53 
etc.) This need has resulted in a growing focus on optimising water (and associated energy) usage across all 54 
building types using building management systems to detect problems (Sousa et al., 2019), particularly given the 55 
water scarcities impacting many countries today (Connor & Murphy, 2017). 56 

In many sectors, fault detection and diagnosis systems have been developed to optimise system operation and to 57 
detect and diagnose system abnormalities. Examples include heating ventilation and air conditioning (HVAC) 58 
systems, water and wastewater treatment processes, automotive industries, chemical and petrochemical processes, 59 
wind farms and some manufacturing facilities (Hu et al., 2019; Xu et al., 2017; Zhang et al., 2017; Naderi & 60 
Khorasani, 2016; Zhou et al., 2015; Yu et al., 2014; Bruton et al., 2014; Zhang et al., 2017). For example, the 61 
analysis of energy consumption in buildings as a key driver of fault detection and diagnosis has been extensively 62 
studied (Hu et al., 2019; Burak Gunay et al., 2019; Agostino et al., 2017; Balaras et al., 2017; Stavset & Kauko, 63 
2015). Previous studies have tended to describe one fault detection and diagnosis method at a time (either principal 64 
component analysis or support vector machines), often formulated as an optimization task. For instance, principal 65 
component analysis was used to compress the data or to identify the anomalies using detection indices, whereas 66 
the goal of using machine learning models (such as support vector machines) was to minimise the difference 67 
between the measurements taken on the system and predicted values from physics-based models (Grueiro et al., 68 
2018; Escofet et al., 2016; Nasir et al., 2014). A significant challenge impacting the performance of these 69 
approaches is the time varying characteristics of real time processes (such as change in mean, variance over time, 70 
process noise, etc.) which can be a particular feature of water consumption. 71 

Fault detection and diagnosis studies in the water sector have focused mainly on leak detection at a municipal 72 
water supply level (Seyoum et al., 2017). A range of detection approaches (such as leak-noise correlation, acoustic 73 
sensing, water balancing, pressure management, etc.) have been studied for these municipal systems (Robles et 74 
al., 2016; Escofet et al., 2016; Pérez et al., 2015; Makaya & Hensel, 2015). Although these approaches are 75 
considered the most accurate for leak detection, they are not suitable when it comes to large-scale building water 76 
distribution systems due to being relatively high cost, labour-intensive and time consuming. Other approaches 77 
have relied on hydraulic modelling techniques (such as transient analysis, pressure residual vector method, etc.) 78 
which have been validated using modelled or synthetic data. These approaches have focused on comparisons of 79 
measurements with predictions obtained from hydraulic models (Moors et al., 2018; Abdulshaheed et al., 2017; 80 
Alsaydalani, 2017; Soldevila et al., 2017; Perfido et al., 2016; Moser et al., 2015; Sedki & Ouazar, 2012; Mashford 81 
et al., 2012; Salam et al., 2015). Creating such models is often difficult and expensive due to the presence of non-82 
stationarity and uncertainties in complex non-residential water distribution systems.  83 

Overall, the implementation of fault detection and diagnosis for water distribution systems has received limited 84 
attention (Stetco et al., 2019; Geng et al., 2018). This is particularly the case for non-residential buildings 85 
(Adeyeye, 2014; Cosgrove et al., 2015) where it is acknowledged significant challenges remain in developing 86 
detection and diagnosis system for faults in building water distribution systems (Liu et al., 2016; Nezhad et al., 87 
2014). Furthermore, fault detection and diagnosis methods must be cognisant with challenges associated with real 88 
data that comes from non-residential building water distribution systems (e.g. to distinguish between routine and 89 
non-routine water usage, etc.). 90 

Currently, most building managers react to faults on an ad-hoc basis, responding to obvious faults and repairing 91 
infrastructure as required (Moser et al., 2015). This can result in low-level imperceptible faults persisting within 92 
a water distribution system, compromising water distribution system efficiency. The application of existing 93 
approaches developed for municipal water supply systems may be limited within non-residential buildings as key 94 
faults not only involve leaks but also comprise system related faults (such as equipment malfunctioning, 95 
operational errors, etc.) or non-routine events caused by inefficient water usage and infrequent sudden changes in 96 
demand (such as hosting a one-off event or increased production for a short period of time, taps left running, etc. 97 
- Figure 1). Furthermore, it is advantageous within buildings to distinguish between faults, inefficient water usage 98 
and unusual consumption which may or may not be the result of a fault.  99 



Building water distribution system studies have not leveraged the more sophisticated fault detection and diagnosis 100 
approaches used in other sectors such as principal component analysis or support vector machines (Gharsellaoui 101 
et al., 2020; Zhao et al., 2019). Thus, the development and validation of robust systems that can detect system 102 
alarms, and distinguish between faults and non-routine events in non-residential water distribution systems has 103 
the potential to significantly increase the efficiency of water consumption (Pelz, 2003; Danacova et al., 2016). 104 
The present work aims to fill these gaps by developing decision models based on a real site data that can detect 105 
faults in non-residential buildings. 106 

 107 
Figure 1: System alarm characterization. 108 

In general, fault detection and diagnosis methods can be categorized mainly as: signal-based detection, and signal 109 
and multiple model-based detection (Figure 2) (Pelz, 2003; Venkatasubramanian et al., 2003a; 110 
Venkatasubramanian et al., 2003b).  111 

 112 

Figure 2: Fault detection and diagnosis methods. Adapted from (Venkatasubramanian et al., 2003; Pelz, 2003). 113 

Basic fault detection systems comprise alarms which trigger when relatively high levels of water are being used 114 
(Mulligan et al., 2020; Clifford et al., 2018; Quevedo et al., 2014; Perfido et al., 2016) and provide high level 115 
statistics on water consumption. Typically, in such systems when water consumption exceeds a predefined 116 
threshold, an alarm is sent automatically. While the alarm may not be designed to detect excessive water 117 
consumption due to improper use (e.g. a tap left running) or other non-routine events, it can be adapted to do so. 118 
However, such systems are unable to identify complex patterns of water usage - such as distinguishing between 119 
actual faults or non-routine events. Additionally, such systems are embedded with alarm notification features but 120 
still require assistance from experts to choose thresholds for faults or non-routine events. More effective fault 121 
detection and diagnosis approaches must be capable of detecting inevitable deviations in water time series. 122 
Furthermore, non-residential water distribution system can feature non-stationarity statistical properties over time 123 
(e.g. water consumption can vary between seasons and depend on working hours, holiday periods, etc.) which can 124 



make it challenging to detect faults (Prabuchandran et al., 2019). It can also be noted (e.g. Table 1) that a 125 
significant gap exists in published literature relating to fault detection and diagnosis methods that utilize real case-126 
study data. Existing studies in the literature tend to focus on the use of generated or experimental data sets (Cody 127 
& Narasimhan, 2020; Grueiro et al., 2018; Moser et al., 2015; Villegas et al., 2010). The use of idealised data 128 
means the effect of random variations and outliers, which undoubtedly occur in industry are not taken into account 129 
in the assessment of proposed methodologies. This can lead to an over-estimation of the effectiveness of proposed 130 
approaches if applied to real case-studies.  131 

Principal component analysis is a versatile and well-known technique for unsupervised data analysis, which 132 
projects data in a reduced space defined by orthogonal principal components  (Izem et al., 2018; Wei Li et al., 133 
2018). It has been adopted in various disciplines, such as in damage detection of civil structures, data compression, 134 
face recognition, image analysis, visualization as well as in fault detection in petroleum/chemical industries (Laory 135 
et al., 2011; Saitta et al., 2005; Posenato et al., 2008; Harrou et al., 2013; Abdi & Williams, 2010; Li et al., 2000). 136 
Principal component analysis (PCA) is a vector space transformation predominately used to reduce data 137 
dimensionality by extracting correlation between variables in sets of independent variables, that explain the trend 138 
of the process while optimising the variance of the original data in reduced number of dimensions (Garcia-Alvarez, 139 
2014; Laory et al., 2011; Villegas et al., 2010). A PCA model leverages process history data and extracts a linear 140 
combination of variables explaining the major trend of the process being analysed (Ait-Izem et al., 2018).  141 

To measure the variation of samples within the PCA model and detect the abnormality of the new incoming data, 142 
Hotelling T2-statistics and Q-statistics (squared prediction error) have been applied in other engineering domains 143 
(Li et al., 2018; Horrigan et al., 2018; Zhang et al., 2017; Villegas et al., 2010). The T2-statistics measure the 144 
variability of a score matrix and can detect abnormality within new data by comparing it to variation in the 145 
parameters defined by baseline condition. Q-statistics evaluate the variability of a matrix which is the projection 146 
of the original data onto a residual subspace (Benaicha et al., 2013; Ahmed et al., 2012; Zumoffen & Basualdo, 147 
2008). PCA based methods have advantages over classical statistical methods (e.g. Shewhart chart, cumulative 148 
sum,, exponentially weighted moving average) which while accurate in many cases, have been shown to produce 149 
inaccurate results when introduced to multivariate systems (Maione et al., 2019; Xiao et al., 2017). Other 150 
challenges associated with the application of classical statistical approaches to building water distribution systems 151 
include the considerable variation in water consumption levels in buildings, and the possible mismatches between 152 
the proposed statistical model and the process being monitored (Chen, 2010).  153 

In recent times, the use of support vector machines learning has increased relative to other methods (e.g. artificial 154 
neural network) when modelling the relationship between the input and the output in classification and regression 155 
problems in various engineering sectors (Xu et al., 2020; Kouziokas, 2020; Gautam et al., 2020; Cody, 2020; Akil 156 
et al., 2019; Grueiro et al., 2018; Liu et al., 2019; Samer et al., 2018). This is due to SVM’s strong fault diagnosis 157 
ability in multi-class classification problems, high training efficiency, and its effectiveness when working with 158 
low-dimensional (small sample dataset) process data (Xu et al., 2017). In contrast, artificial neural network rep-159 
resents a more challenging pattern learning problem with inconsistent or unpredictable sampling of datapoints 160 
arising when working with smaller datasets (Kouziokas, 2020; Gautam et al., 2020). In the context of water stud-161 
ies, comparative analysis of different machine learning approaches (such as support vector machines, artificial 162 
neural network, nearest neighbours, etc.) has shown the robustness and improved performance of support vector 163 
machines when compared to other approaches in identifying municipal water network leaks in the presence of 164 
different uncertain conditions such as non-stationarity of water use, sensor noise, etc. (Grueiro et al., 2018; Cody, 165 
2020). The major drawback of using a machine learning approach (e.g. support vector machines) is that the trained 166 
classifier will only be able to deal with fault alarms that have been experienced by the water distribution system 167 
previously. In practical applications, the available data can be limited to a subset of the potential fault alarms that 168 
the system has experienced. However, that could be improved by utilizing knowledge of experienced faults or 169 
anomalous situations to update the model and provide a more reliable performance monitoring system. As the 170 
number of faults or anomalous situations in the fault detection and diagnosis model database increases, the system 171 
becomes more valuable and reliable. This study utilizes support vector machines to develop fault detection and 172 
diagnosis approaches for non-residential water distribution system for the first time in the literature. To this end, 173 
principal component analysis (PCA) and support vector machines (SVM) have not been applied to water distri-174 
bution systems, the proposed methodology not only to detect and diagnose faults in the water distribution system, 175 



but also involve robust means of identifying outliers within the water time series lead to an advancement in using 176 
these computational approaches without explicit knowledge of the system.     177 

Table 1 summarises relevant studies that describe the efficacy and applicability of the principal component 178 
analysis and machine learning tools in various engineering domains (municipal water network, nuclear power 179 
plants, rotary machines, etc.). The authors did not find any studies which applied principal component analysis 180 
and support vector machines methods to building water networks. Previously, literature has focused on stationary 181 
systems (and often utilized modelled data). The use of more advanced statistical techniques (e.g. principal 182 
component analysis) in conjunction with support vector machines has not been widely explored in water sector. 183 
Given that water distribution systems can often exhibit non-stationarity (change in statistical properties over time), 184 
the combination of principal component analysis and support vector machines techniques has potential to offer 185 
robust applications in water distribution system in non-residential buildings. 186 



Table 1: Literature review.  187 

References Objective Key points across studies 

PCA-based studies 

Horrigan et al., 2018 
Statistical fault detection scheme developed by utilizing commercial building 

energy performance data 
Proposed statistical-based performance prediction model utilizing univariate data time series. 
Actual fault scenarios were not studied to validate the fault detection method. 

Fault detection methodology developed based on principal component analysis and detection indices (T2 and Q - statis-

tics).  
Statistical method (principal component analysis) impact on detecting additive and multiplicative faults have been 

studied in context of fault detection rate. 

T2 - statistics performs better than Q - statistics in detecting additive and multiplicative faults.   
Several diagnostic features extracted, are analysed by PCA to detect leakage faults in a system. 

The PCA model shows good accuracy in providing detected fault information.  

PCA methodology developed to identify changes across operating point, assuring model robustness for system non-
linearity’s 

Li et al., 2018 
Sensor fault detection in a nuclear power plant using principal component 

analysis method 

Zhang et al., 2017 
Assessment of T2 and Q-statistics for detecting additive and multiplicative faults 
in multivariate statistical process monitoring 

Ahmed et al., 2012 
Fault detection and diagnosis using principal component analysis of vibration 

data from reciprocating compressor 

Villegas et al., 2010 
Principal component analysis for fault detection and diagnosis, experience with 
a pilot plant (two-tanks system) 

Grueiro et al., 2018 PCA-based leak detection and localization in water distribution network 
Use of measured data using district metering area (DMA) technique under normal operating conditions. 

The PCA model shows good accuracy with an average detection rate of over 80%.  

Laory et al., 2011 
PCA-based damage detection during continuous static monitoring of civil 

structures 

Use of measured sensor data from linear structures. 
Two conditions, damage detectability and time to detection, are evaluated with respect to changes in sensor-damage 

location, dynamic loading, and damage level in structures. 
Posenato et al., 2006 

SVM-based studies 

Escofet et al., 2016 
Model vs. data based approaches applied to fault diagnosis in potable water 

supply networks 
SVM based methodology developed for detecting leakage and to diagnose anomalies in a system.  

Use of simulated data rather than measured data. 
Support vector machines shows superiority over artificial neural network in terms of performance, robustness in both 

normal and noisy conditions. 

Support vector machines exhibit insensitiveness in detecting leaks in a noisy environment as compared to artificial 
neural network.  

Measurement/modelling uncertainties were not studied.  

Signal decomposition techniques along with support vector machines to extract features for classification.  
Classification accuracies of discrete wavelet at different levels were calculated and compared. 

Feature effect on individual fault found missing.  

Muralidharan et al., 2014 Fault diagnosis of monoblock centrifugal pump using support vector machines 

Nasir et al., 2014 
Measurement error sensitivity analysis for detecting and locating leaks in 

pipelines using artificial neural network and support vector machines 

Saberi et al., 2011 
Comparing performance and robustness of SVM and artificial neural network 

for fault diagnosis in a centrifugal pump 

Qu et al., 2010 SVM-based pipeline leakage detection and pre-warning system 

Mashford et al., 2009 
An approach to leak detection in pipe networks using analysis of monitored 
pressure values by support vector machines 

Cody, 2020;  

 
Compared performance and robustness of different classifiers for detecting leaks 

in water distribution networks 

Support vector machines, artificial neural network, nearest neighbours, and Bayes classifiers were used.  

Use of simulated data rather than measured data. 

SVM shows advantage over other classifiers in terms of performance, robustness under different uncertain conditions.  Grueiro et al., 2018 

Samer et al., 2018 SVM-based single event leak detection in pressurized water network pipelines 

Use of experimental data at lab-scale setup. 

Experiments were conducted using one inch and two-inch straight pipelines of materials ductile iron and polyvinyl 

chloride (PVC). 

Support vector machines performed with an accuracy of 98% in identifying leaks.  

Akil et al., 2019 
SVM-based smart monitoring of an institutional building using gas, electricity, 

and water use data 

Use of measured water, electricity, and gas usage data.  

Support vector machines shows effectiveness in identifying atypical behaviour of an institutional building (such as 

increased electricity, water use, etc.). 

Liu et al., 2019 Water pipeline leak detection based on SVM and wireless sensor network  
Use of simulated and experimental data to verify the effectiveness of the proposed approach. 

Integrated conditional probabilities and time-frequency analysis to identify leak signals within the network. 

Gautam et al., 2020 
SVM-based monitoring and forecasting for leak detection in household water 

storage 

Use of measured water use data.  

Compared actual values against predicted values to identify leaks. 

188 



This work leverages a case-study building with real-time water consumption data to illustrate the effectiveness of 189 
using PCA detection indices (Hotelling T2-statistics and Q-statistics) in identifying faults in a non-residential 190 
building water network. The proposed approach applies the PCA technique to measured time-series water data to 191 
(i) identify faults and (ii) classifying the faults into various categories, represented by prediction model output 192 
data, to reset and guide operational performance. The key contribution of the proposed methodology is an 193 
improvement in the performance monitoring of water distribution system through the identification of faults in 194 
early stage for building managers under realistic conditions. Moreover, by utilizing multi-class SVM classification 195 
the faults can be classified quickly and effectively with a relatively small amount of training data. This can enable 196 
building operators to target predictive maintenance and reduce the occurrence of false alarms, while also 197 
developing strategies to reduce unnecessary or inefficient consumption of water. 198 

The proposed fault detection and diagnosis methodology involves analysing water time series and monitoring 199 
inevitable changes in a system without the use of geometrical information. In the context of performance 200 
monitoring, to differentiate between features of routine and non-routine or anomalous water uses and to limit false 201 
detection. Principal component analysis is based on the covariance structure of the data in the PCA space and is 202 
sensitive to outlier measurements (Rousseeuw et al., 2018; Hubert et al., 2016). In the presence of outliers, 203 
principal components are often attracted towards outlying data points and may not be able to capture the realistic 204 
behaviour of routine variation in water distribution system. This can result in unreliable or false fault detection 205 
during the process. To address this in the current study, the methodology combines principal component analysis 206 
with a distance-distance approach for outlier localization (as discussed in Section 4.1) creating a robust approach 207 
where principal components are not influenced by outliers. The proposed methodology is also capable of 208 
considering biased uncertainties and non-stationarity of water use which are typical in water distribution system 209 
modelling challenges and is in practice seen as state of things rather than process disturbances. Furthermore, in 210 
this study the proposed fault detection and diagnosis approach is assessed using real site water distribution system 211 
data, with associated outliers and process noise leading to a more robust assessment of the machine learning 212 
techniques suitability to detect and diagnose faults in water distribution system.  213 

The objective of the proposed methodology is to obtain a simpler equivalent approach than physics-based models, 214 
to reduce the complexities linked with the hydraulic modelling of the non-residential water distribution systems. 215 
This proposed approach is designed to be effective in identifying non-routine events and faults of different types 216 
(such as equipment malfunctioning, high or low-level imperceptible process faults) not only leakage. Moreover 217 
data availability for non-residential building water distribution systems represents a significant and persistent 218 

challenge (Matos et al., 2020). In many such cases reliable and objective information about water use and network 219 
performance is poor, lacking or otherwise unavailable (Houngbo, 2019). The dataset used in this study is typical 220 
of what is available in non-residential buildings, and thus the aim was to develop a fault detection and diagnosis 221 
methodology which is capable of operating under these practical data constraints and assessing the effectiveness 222 
of a proposed methodology under these practical data constraints. 223 

This paper is arranged as follows: In section 2 materials and methods are presented which include the case study 224 
and pumping system details, measurable characteristics, followed by an introduction to principal component 225 
analysis, fault detection indices (T2 and Q-statistics ), and  fault detection and diagnosis methodology is outlined 226 
in Section 3. Later results and discussion are presented in Section 4. Section 5 summarizes the study and provides 227 
conclusions and future directions. 228 

2. Methods and materials: 229 

2.1. Case Study: 230 
The case-study site was the Alice Perry Engineering Building at the National University of Ireland, Galway (NUI 231 
Galway). The building is located on the west coast of Ireland in an area with a temperate marine climate. The 232 
building houses approximately 1,100 students and 100 staff during teaching and exam terms (approximately 26-233 
28 weeks a year in total) and about 150 research, academic, administrative, and technical staff and 50-100 234 
postgraduates during the rest of the year. The building includes lecture halls, classrooms, offices, laboratory 235 
facilities, a café, and shower and toilet facilities spread across 14,000 m2 of floor space on four storeys. Thus, it 236 
has a variety of end-uses of its water and hot water systems. The building is managed through a building 237 



management system that collects data on building performance and operational efficiency - including 11 water 238 
meters and a number of energy meters. Some of the key water uses include showers and hand wash basins, grey 239 
water from a rainwater-harvesting system for toilets and urinals and potable water for the water fountains and the 240 
café. This study deals primarily with mains water usage within the building (i.e. hot water system is not 241 
considered). 242 
 243 

2.2. Building Pumping System: 244 
The mains water system (MWS) in the building is divided into a cold-water system (CWS) and a potable water 245 
supply for drinking fountains and for the café. There are two sets of booster pumps (Figure 3), that deliver (i) the 246 
cold-water system and (ii) potable water supply. The cold-water system water is then divided into water for grey-247 
water system (GWS) applications and water for other uses such as laboratories, hot water mixing in showers and 248 
faucets and non-potable uses in the café. The grey-water system supplies water to toilets and urinal flushing as 249 
required by gravity. The building has a large rainwater-harvesting system (RWHS) for supplying grey water. 250 
When the rainwater-harvesting system cannot supply sufficient grey water, two holding tanks located on the roof 251 
of the building (8m3 capacity each) are topped up by the cold-water system. During the study period, the building 252 
rainwater-harvesting system utilised the cold-water system even during periods when rainwater was available due 253 
to system faults that remained undetected prior to this study.  254 

 255 

Figure 3: Simplified schematic of water network in the building. The dashed line indicates systems not 256 
considered in this study. 257 

2.3. Feature extraction: 258 
To perform fault detection and diagnosis in water distribution systems, measurable characteristics can play a vital 259 
role in discriminating between routine and abnormal events in the water network. The characteristics of the 260 
system, derived from meter readings, can be used to analyse the water usage baseline and diurnal patterns (or 261 
indeed patterns at any chosen time interval for which adequate data is available). For instance, analysing night 262 
time flow can assist in detecting continuous flow which can be due to leaks; analysing peak flows can assist in 263 
detecting exceptional events. Analysing water consumption at specific daily intervals (working and non-working 264 
hours) can help in identifying disruptions to normal routines. The details of the features utilized in this study are 265 
listed in Table 2. The daily flow and maximum flow features summarize the water usage over a 24-hour period 266 
from midnight to midnight. Whereas the remaining features (working hours, non-working hours, and night time 267 
flow) focus on water consumption for particular periods of the day which are linked to how the building is used. 268 
In this case, these periods comprise of four working hour time intervals, two non-working hour time intervals and 269 
a night time interval. Medium resolution data recorded at 7.5-minute intervals was collected in the case-study 270 
building from an inline displacement water meter equipped with a magnetic pulse output and analysed in 271 
developing the methodology for fault detection and diagnosis. 272 



Table 2: Features (measured in m3/hr) used to characterise daily water demand. 273 

 Feature  Description 

Total 
Daily flow Average flow in 24 h 

Maximum flow Highest flow in 24 h 

Time of day 

Working hours 

Average flow between 6 a.m. – 9 a.m. 

Average flow between 9 a.m. – 12 p.m. 

Average flow between 12 p.m. – 3 p.m. 

Average flow between 3 p.m. – 6 p.m. 

Non-working hours 
Average flow between 6 p.m. – 9 p.m. 

Average flow between 9 p.m. – 12 a.m. 

Night time flow Average flow between 12 a.m. – 6 a.m. 

For a given year the case-study monitoring period data was divided into Semester 1 - September to December, 274 
Semester 2 - January to May and a summer period (June-August). In general, water consumption would be higher 275 
in Semesters 1 and 2 than during the summer periods as undergraduate students would not be present during the 276 
summer periods. Figure 4a demonstrates the flow pattern at different intervals (Table 2) during Semester 2 and 277 
the summer period under the routine operating condition considered for PCA model training. Limited variation 278 
can be observed between working and non-working hour water usage in the summer due to reduced building 279 
occupancy as compared to Semester periods. In Figure 4b water consumption patterns are visualized during the 280 
summer period. The flow pattern during night time, when the building was not in use, is primarily due to the 281 
routine urinal flushing which operate irrespective of the building occupancy. These patterns derived from the 282 
water time series, can assist in analysing different faults in the water distribution system. 283 

 284 

Figure 4: Flow characteristics within the periods of interest (a) Average 7.5 minute interval flow pattern during 285 
the 12 working hours and the 6 non-working hours, (b) Maximum, 7.5 minute interval average over 24 hours and 286 
night time flow pattern over 6 hours.  287 

This study utilises multivariate statistical approaches (principal component analysis and support vector machines) 288 
to attempt to detect patterns in data, to develop a new fault detection and diagnosis approach for non-residential 289 
building water distribution systems. The theory behind the statistical methods used are outlined in the next section. 290 
It is noted that the primary advantages of the combined principal component analysis and support vector machines 291 
approaches are the ability to compress large data sets without losing data definition. In this case it can enable 292 
analysis of faults across a number of water usage features, both of which reduce the likelihood of false positives 293 
and false negatives within the fault detection and diagnosis system. In addition, support vector machine facilitates 294 
classification of faults, providing a greater level of information to building managers.  295 

                                                                                

              

 

 

 

  

 
  
 
  
 

 
  
 
 
 

                                                                      

                                                                                

              

 

 

 

 

 
  
 
  
 

 
  
 
 
 

                                      

                

                

   

   



3. Theory: 296 

3.1. Principal Component Analysis: 297 

Computation of all feature values for water consumption, gives a data matrix of X ∈ Rn×m  whereby n rows 298 
represent the values for all features (Table 2) within a single day and m columns represent a single feature (such 299 
as maximum flow, average flow, etc.) over the observation with mean zero and unit variance.  300 

  301 

 𝑋 =  

[
 
 
 
 
 
𝑥11 𝑥12 … 𝑥1𝑗

… 𝑥1𝑚

𝑥21 𝑥22
… 𝑥2𝑗

… 𝑥2𝑚

…
𝑥𝑖1…
𝑥𝑛1

…
𝑥𝑖2…
𝑥𝑛2

… … … …

… 𝑥𝑖𝑗 … 𝑥𝑖𝑚

… … … …

… 𝑥𝑛𝑗
… 𝑥𝑛𝑚]

 
 
 
 
 

=  (𝑤1 𝑤2
… 𝑤𝑗 … 𝑤𝑚) (1) 

 302 

where row vector Xi represents all feature measurements (i.e. daily flow, etc.) at specific time intervals and column 303 
vector wj represents single feature measurements (average flow, night time flow, etc.) in a series of days. The data 304 
matrix X ∈  Rn×m is then transformed by utilizing singular value decomposition as per (Jackson & Mudholkar, 305 
1979; Zenobi et al., 2011; Sheriff et al., 2017).   306 

 𝑋 = 𝑇𝑃𝑇 + 𝐸 (2) 

where T = [t1, t2, t3, …tm] ∈  Rn×m  is a matrix of transformed variables, where each column represents the score 307 
vectors and the 𝑖𝑡ℎ eigenvalue equals the square of the 𝑖𝑡ℎ singular value (i.e. 𝜆𝑖 = 𝜎𝑖

2 ). P = [p1, p2, p3, …pm] ∈308 
 Rm×m is the matrix of orthogonal vectors, where each column is populated by the eigenvectors associated with 309 
the covariance matrix of the data matrix X ∈  Rn×m. E is the residual matrix which ideally contain noise in the 310 
data. Typically, most of the data variance is contained in the principal components with larger eigenvalues, while 311 
the remaining principal components are considered as measurement noise which can be removed by reducing the 312 
data dimension (Grueiro et al., 2018;  Laory et al., 2011). The covariance matrix S quantifies the amount of linear 313 
correlation between all possible combinations of features within the dataset and can be computed as (Sengupta & 314 
Kundu, 2016; Rosen, 2001; Jackson & Mudholkar, 1979):   315 

 𝑆 =
1

𝑛 − 1
𝑋𝑇𝑋 = 𝑃𝛬𝑃𝑇  (3) 

where Λ is the diagonal matrix Λ = diag (λ1, λ2, λ3 … λm) ∈  Rm×m containing non-negative eigenvalues related to 316 
m principal components and magnitudes in a descending order λ1 ≥ λ2 ≥ … λm ≥ 0. The model built by principal 317 
component analysis contains the same number of principal components as the original number of features in the 318 
data matrix X ∈  Rn×m. In the case of water distribution systems, it may contain features (such as average flow, 319 
average flow during working hours, average flow during non-working hours, etc.) that are highly correlated. In 320 
this study, the number of components is selected based on the cumulative percent variance (CPV) due to its 321 
computational simplicity and wide adoptability (Sheriff et al., 2017). It provides a good estimate of the number 322 
of principal components that need to be retained for most practical applications. Cumulative percent variance is a 323 
measure of the percentage variance CPV(r)≥ 90% captured by the first r principal components (Zumoffen & 324 
Basualdo, 2008; Johnson & Wichern, 2007): 325 

 𝐶𝑃𝑉(𝑟) =  
∑ 𝜆𝑖

𝑟
𝑖=1

𝑡𝑟𝑎𝑐𝑒(𝑆)
100 (4) 

3.1.1. Score and orthogonal distance: 326 
To analyse the linear combination of water time series that restrain valuable information or outliers; the score 327 
distance SDi and the orthogonal distance ODi of each data point to the PCA subspace are given by (Hubert et al., 328 
2005; Harris et al., 2014; Rousseeuw et al., 2018). 329 



 𝑆𝐷𝑖 = √∑
𝑡𝑖𝑗
2

𝜆𝑗

𝑟

𝑗=1

         (5) 

 330 

 𝑂𝐷𝑖 = ‖𝑥𝑖 − �̂� − 𝑃𝑚,𝑟𝑡𝑖
′‖         (6) 

where tij is the score value of each data point, λj is the non-negative eigenvalues and Pm, r is the eigenvectors matrix 331 
related to r principal components, �̂� is the mean of the covariance matrix. Assuming the data follows a multivariate 332 

normal distribution. The cut-off for the data points were estimated using Chi-square distribution √𝑋𝑟,0.975
2 . Where, 333 

𝑋𝑟,0.975
2  is the 97.5% quantile of the Chi-squared distribution with r principal components (Rousseeuw & Hubert, 334 

2018). 335 

3.2. Fault detection indices: 336 

3.2.1. Hotelling T2-statistics: 337 

T2-statistics represents the major variation in the data (Garcia-Alvarez, 2014). The T2-statistics of the ith sample 338 
or observation x can be expressed by (Mujica et al., 2011;  Qin, 2003) as, 339 

 𝑇𝑖
2 = 𝑥𝑖

𝑇𝑃 𝛬𝑟
−1𝑃𝑇𝑥𝑖 (7) 

where,  Λ𝑟
−1 is the diagonal matrix containing the eigenvalues related to retained principal components, xi is the 340 

data vector of the ith observation and P contains the loading vector associated with the r columns. Under routine 341 
process conditions, the data follow a multivariate normal distribution, the T2-statistics is related to an F-342 
distribution considering that the population mean, and covariance are estimated from data (Qin, 2003). 343 

The control limit Tα
2 can be obtained by F-distribution as follows. 344 

 𝑇𝛼
2 =

𝑟(𝑛 − 1)

𝑛 − 𝑟
𝐹𝛼(𝑟,𝑛−𝑟) (8) 

where n is the number of observations in the data, r is the number of retained principal components, Fα (r, n-r) is the 345 
F-distribution. In the current study, the α-control limits  are calculated at a confidence level of 95%. The T2-346 
statistics can be interpreted as measuring the systematic variations of the process. Violation of routine conditions 347 
would indicate that the systematic variations are outside normal operating bounds, and thus the data set may 348 
indicate a fault or non-routine process condition (Vieira et al., 2014). The new observation is considered to be 349 
normal if it satisfies the following condition. 350 

 {
 𝑇𝑖

2 < 𝑇𝛼
2 − − − 𝑁𝑜𝑟𝑚𝑎𝑙             

𝑇𝑖
2 ≥ 𝑇𝛼

2 − − − 𝑆𝑦𝑠𝑡𝑒𝑚 𝑎𝑙𝑎𝑟𝑚 
 (9) 

3.2.2. Q-statistics or squared prediction error: 351 
The Q-statistics also known as squared prediction errors, measure the variability of the observation that violates 352 
the routine process correlation (with small or moderated magnitudes) not accounted by the principal component 353 
subspace. In case of water distribution systems, continuous flow usually does not impact on the overall water 354 
consumption in a short period and so may not be detected by conventional methods, however a low-grade fault, 355 
such as minor continuous flows, can  result in undesirable water loss and accumulate to significant losses. The 356 
portion of the measurement space corresponding to the lowest (m - r) eigenvalues are thus monitored (Ballabio, 357 
2015; Qin, 2012). 358 

 𝑄𝑖 = 𝑥𝑖
𝑇(𝐼 − 𝑃𝑖𝑃𝑖

𝑇)𝑥𝑖  (10) 

where I is the identity matrix. The control limit Qα can be computed from its approximate distribution (Ballabio, 359 
2015; Qin, 2012). 360 



 𝑄𝛼 = 𝜃1 [
ℎ0𝑐𝛼√2𝜃2

𝜃1

+ 1 
𝜃2ℎ0(ℎ0 − 1)

𝜃1
2 ]

1
ℎ0

⁄

 (51) 

 𝜃𝑖 = ∑ 𝜆𝑗
2𝑖

𝑛

𝑗=𝑟+1
 (62) 

 ℎ0 = 1 − 
2𝜃1𝜃3

3𝜃2
2  (73) 

where r is retained principal components inside the model and cα is the standard normal deviation with the upper 361 
(1 - α) percentile. When an unusual event occurs, and it produces a change in the covariance structure of the 362 
model, it will be detected by a high value of Q. The new observation is considered to be normal if it satisfies the 363 
following condition.  364 

 {
 𝑄𝑖 < 𝑄𝛼 − − − 𝑁𝑜𝑟𝑚𝑎𝑙             
𝑄𝑖 ≥ 𝑄𝛼 − − − System alarm 

 (84) 

When the Qi of the new experimental trial violates the Qα control limit, this is indicative of a fault or a non-routine 365 
event. The value of Qα is defined with an assumption that the observation data is multivariate normally distributed 366 
and time-independent (Harrou et al., 2013). The value Q-statistics are small and consequently more sensitive than 367 
the T2-statistics. This characteristic makes the Q-statistics ideally suited to detecting minor variation within the 368 
system behaviour. It evaluates the variation of the new incoming water data which are not accounted for by the 369 
principal component subspace. On the contrary, the T2-statistics require significant variation in the system 370 
behaviour to be measurable (Mujica et al., 2011).  371 

3.2.3. Fault alarm reduction: 372 

In order to isolate actual fault alarms from system alarms, and subsequently reduce false alarms in the fault 373 
detection and diagnosis system, the time series nature of the data over periods of two days or more were 374 
considered. Non-residential public use buildings such as the one explored herein, are occasionally used for large 375 
events which result in significant increases in water consumption (i.e. conferences, seminars, etc. on a given day). 376 
Thus, fault alarms in the proposed framework are raised only when system alarms persist over two or more 377 
consecutive days. Thus, when the analysed data exceeded the α-control limits (Eq. 15) for more than two days a 378 
fault alarm is triggered. The two-day time period was selected based on a historical analysis of the events within 379 
the building (conferences, seminars, workshops, etc.). The nature of the time series alarm system could vary for 380 
different buildings based on water consumption patterns and event patterns and can be established from a high-381 
level water audit. It is also noted that this framework step can be removed for buildings where occasional large 382 
occupancy events do not occur (i.e. food processing facilities, manufacturing facilities, etc.).  383 

{
 𝑡𝑎𝑐𝑐𝑒𝑝𝑡𝑎𝑏𝑙𝑒 < 𝑡𝑙𝑖𝑚𝑖𝑡 − − −  𝑁𝑜𝑟𝑚𝑎𝑙                        

𝑡𝑎𝑐𝑐𝑒𝑝𝑡𝑎𝑏𝑙𝑒 ≥ 𝑡𝑙𝑖𝑚𝑖𝑡 − − −  𝐼𝑛𝑑𝑖𝑐𝑎𝑡𝑖𝑣𝑒 𝑜𝑓 𝑓𝑎𝑢𝑙𝑡 
 (95) 

 384 

3.3. Fault diagnosis: 385 
Support vector machine (SVM) is a supervised learning technique widely used for classification and regression. 386 
SVM creates a decision boundary in between classes by mapping the training data (through kernel functions) onto 387 
a higher dimensional space, and then obtaining the maximum margin hyperplane within that space. Finally, this 388 
hyperplane can be regarded as a classifier. To achieve multi-class classification, error-correcting output code 389 
(ECOC) was used. ECOC represents a powerful framework to deal with multi-class classification problems based 390 
on combining binary classifiers (such as support vector machine, neural networks, decision trees, etc.) (Bagheri 391 
et al., 2012; Lin, 2018).  A detailed explanation of the support vector machine technique can be found in (Bishop, 392 
2013). The support vector machine technique has been used herein due to its wide use in different engineering 393 
sectors (such as thermal power plants, centrifugal pumps, bearing, etc.) in context of classification (Sabri et al., 394 
2017; Xiao, 2016; Bayar et al., 2015; Chen et al., 2011, Hmeidi et al., 2008). 395 



Fault diagnosis of the system alarms in this study was carried out based on the domain knowledge and process 396 
historical information of faults within the building. In this study, SVM was trained by considering the labelled 397 
flow water data. Samples with different system alarm labels (outlined in Table 3) were obtained from the training 398 
data. It is noted that fault data across various faults was somewhat limited in the training data due to lack of 399 
occurrence of these faults over the monitoring period. 400 

Moreover, prior to detecting a routine or faulty condition, cross-validation was carried out to optimize classifier’s 401 
hyper-parameters and asses the performance of the classifier. It is noted that SVM is less effective when the data 402 
is noisy and contains overlapping data points (Lin, 2018). The goal of cross-validation is to gauge the 403 
generalizability of an algorithm and to prevent overfitting by minimizing the influence of noisy data (Mutasa et 404 
al., 2020; Gupta, 2019; Mudry & Tjellström, 2011). In this study, the SVM classifier was trained by conducting 405 
stratified 10-fold cross validation to minimize the generalization error (minimizing the error associated with the 406 
biasness and variance of data). It also tends to provide less biased estimation of the accuracy. In this case a 407 
classification accuracy of 80.95% was achieved during training. The summary of the fault detection and diagnostic 408 
approach is outlined in Figure 5.    409 

 410 

Figure 5: Summary of the proposed fault detection and diagnosis approach. 411 

4. Results and discussion: 412 

4.1. Training: 413 
The water usage data was aggregated into hourly flow traces (i.e. 8 readings at 7.5-minute intervals averaged over 414 
one hour) to analyse the usage characteristics at the pilot site. In a number of cases, data points had overlapping 415 
timestamps due to metering errors and these were removed from the training dataset. Real water time series data 416 



often contains values that exhibit atypical usage characteristics and do not follow expected or routine patterns. 417 
Such data points are normally identified as outliers (Harris et al., 2014). These outliers can be due to measurement 418 
error, variation in the water use, and process noise, but could assist in stabilizing the sensitivity of the PCA model. 419 
Thus, some outliers in the dataset may contain valuable information which could be lost if all outliers are removed, 420 
while others (i.e. measurement error and process noise) can negatively affect the model accuracy and could be 421 
removed. To localize outliers in this context, the dataset was analysed by plotting distances (i.e. score and 422 
orthogonal distances) from the centroid of the covariance data structure (Figure 6). The score distance was 423 
measured  within a PCA space, while the orthogonal distance was measured between data each point and its 424 
projection in the  r-dimensional space (Rousseeuw et al., 2018).  425 

 426 

Figure 6: Distance-distance plot for the training dataset. 427 

The PCA model and the SVM model were trained using six months of data from January to June (which 428 
incorporated a Semester of teaching and exams); the calculated PCA monitoring statistics (T2-statistics and Q-429 
statistics) are shown in Figure 7 (dashed lines). As can be seen from Figure 7, a number of points lie above the α-430 
control limits, constituting system alarms. These are due to a combination of non-routine events in the building 431 
(e.g. event at 122 days) and routine statistical variation related to the inherited definition of the α-control limit, 432 
which is linked to false alarm probability (Li et al., 2019). Importantly, none of these system alarms in the training 433 
data would trigger a fault alarm in the fault detection and diagnosis framework as none of the system alarms occur 434 
on consecutive days (as discussed in Section 3.2.3). It is also noted that metering fault data and one obvious fault 435 
data point were removed from the training data set, in line with standard threshold development procedure. 436 

 437 

        

                   

 

 

 

 

 

 

 

 

 

 
  
 
 
 
 
 
 
  
 
  
  
 
 
 
  
 
 
 

                             

            

                   

 

 

 

 

 

 
  
 
 
 
 
 
 
  
 
  
  
 
 
 
  
 
 
 

                             

                     

               

         

        

       



Figure 7: The time evolution of T2-statistics and Q-statistics on a semi-logarithmic scale for the training data (PCA 438 
model). 439 

4.2. Validation: 440 
Having trained the PCA model, a model validation was conducted on academic Semester 1 water consumption 441 
data (September-December) to assess the model’s ability to detect faults. Importantly, it was known that this 442 
Semester 1 data contained an actual fault in the building water distribution system. A previous study (Clifford et 443 
al., 2018) focused on the use of low-resolution meter data to detect various flow signatures associated with 444 
different end-use cases in this building. This study demonstrated faults had occurred in the rainwater-harvesting 445 
system, which was eventually found to be due to a faulty valve on the inlet to one of the storage tanks on the roof 446 
top of the building. Further inspection of meter data from the period concerned indicated that the fault caused 447 
excess metered water consumption of 3.5 m3/day in the building (as the cold water system supply was engaged to 448 
fill the rainwater top-up tanks even though rainwater was available). Figure 8a illustrates the total daily usage of 449 
water over the training period and during the Semester 1 period (validation period) where the fault occurred. 450 
Figure 8b & c show the PCA model output for the validation period, which utilised the Hotelling T2-statistics and 451 
Q-statistics α-control limits calculated during the training phase. 452 

 453 

  454 

Figure 8: (a) Daily usage of total water use in the building, (b & c) The time evolution of T2-statistics and Q-455 
statistics on a semi-logarithmic scale for the testing data (PCA model validation). 456 

As can be seen from the plots, the T2-statistics for the Semester 1 data breach the α-control limit Tα
2 for a large 457 

portion of the monitoring period, resulting in a significant number of system alarms. As many of these system 458 
alarms occurred on consecutive days, fault alarms were triggered in the PCA fault detection and diagnosis 459 
framework in accordance with the false alarm reduction step (Section 3.2.3). While the T2-statistics were effective 460 
in detecting the water distribution system faults (Figure 8b), the Q-statistic did not pick up the fault in question 461 

with few Q values breeching Qα. This is due to the fact that the T2-statistics is more suited to detecting faults 462 
relating to higher flows, while the Q-statistics is targeted towards detecting lower flow reading faults. To gain 463 
further insight into the PCA model performance, the results were compared to those obtained using the univariate 464 

                                                                                                    

              

 

  

  

  

  

 
 
  
 
  
  
 
  
 

 
  
 
 
 

                        

              

 

  

  

  

  

  

  

  

 
 
  
 
  
  
 
  
 

 
  
 
 
       

                                

           
 

           
               

 

   



method in (Clifford et al., 2018). The PCA model outperformed the univariate model over the validation period, 465 
detecting 25% more system alarms and triggering four more fault alarms. When these additional system alarms 466 
were checked back against the historical records for the building, they correctly corresponded to known faults or 467 
known non-routine events. Comparisons between the performance of the univariate fault detection and diagnosis 468 
approach and the PCA and SVM fault detection and diagnosis approach proposed herein is explored in more detail 469 
in Section 4.3 of this paper.   470 

4.3. Evaluation: 471 

Having trained and validated the fault detection model, its performance was evaluated by considering data for the 472 
year following the validation period. As can be seen in Figure 9, a large number of data points (272 data points) 473 
exceeded the α-control limit and were thus labelled as system alarms i.e. non-routine events or due to faults in the 474 
system. Of these 272 system alarms, sixteen sets of fault alarms were raised (dashed line boxes in Figure 9). As 475 
per the Section 3.2.3 these fault alarms occur when system alarms (caused by values above the α-control limit) 476 
persisted for two consecutive days or more. Several non-routine events were also observed over the 1-year period 477 
(i.e. whereby there was a single 1 day above α-control limit). These high usage peaks raised system alarms but 478 
did not trigger a fault alarm in this fault detection and diagnosis approach.  479 

 480 

Figure 9: The time evolution of T2-statistics and Q-statistics on a semi-logarithmic scale for the new testing data 481 
(PCA fault detection). 482 

Having detected the system alarms using the PCA approach, the model then used SVM to classify each system 483 
alarm. The SVM classifier checked system alarms to ensure they were not in fact routine flow events i.e. some 484 
events which are close to the α-control limit may be classified as routine flow. The remaining system alarms were 485 
classified as 1) non-routine events (non-consecutive system alarms), 2 metering error, or 3) excess usage 486 
indicatives of fault. This is shown in Table 3. It is noted that, in this case, the SVM could not be trained to classify 487 
continuous flow events for this case study as no such events occurred during the training data period. 488 

Table 3: System alarm classification labels. 489 
Labels Description  

1 Non-routine event Unusual water uses in working or non-working 

hours 

2 Metering error Error due to equipment malfunctioning / zero water 

use during the time period 

3 Excess usage Exceptional water uses during the time period 

indicative of water distribution system fault  

 490 



Importantly, the SVM classification identified the majority of the sixteen fault alarm sets (sequential α-control 491 
limit breeches), fifteen were due to metering errors (the previous fault identified with the rainwater-harvesting 492 
system was explored as a possible issue but was found to have been resolved). On further investigation the 493 
“metering error” was in fact found to be the result of flow data not being logged and thus there was no data for 494 
these periods (which in this approach are equivalent to “zero” flow days). For days with system alarms these were 495 
attributed to workshops, infrequent laboratory events, conferences, etc. that occurred on the given days. In 496 
retrospect it was not possible to identify the exact nature of the error. 497 

These results are reflective of situations where such data sets can have a significant portion of missing data for a 498 
range of reasons including: malfunctioning of monitoring equipment (the replacement of which is seldom a short-499 
term investment priority), lapses in monthly or annual contracts between building owner and third party data 500 
monitoring companies, etc. It is noted that if the proposed fault detection and diagnosis system was in place over 501 
the evaluation data period the faulty meter would have been identified and subsequently replaced.  502 

Figure 10 represents the performance of the classifier across the three system alarm classifications via a confusion 503 
matrix. Confusion matrices (aka contingency tables) reveal how the classifier mislabels (or confuses) system 504 
alarms and can be used to summarise the performance of a classifier with respect to test data (Vitter & Webber, 505 
2018). In this matrix, the main diagonal elements represent how often a certain system alarm label is classified 506 
correctly (green), while the other boxes show the classification results for misclassification. It is noted that the 507 
correct classification of the data for this comparison was determined from time consuming manual interrogation 508 
of the historical test data for all system alarms over the monitoring period. In general, Figure 10 shows that the 509 
classifier performs well given the relatively short training dataset of six months. The extent of error in 510 
classification is a function of a) the difficulty in identification of a particular class, and b) the small sample sizes 511 
of the different system alarms present in the training data. For instance, the training data contained only three 512 
metering errors. The classifier can be easily trained for this error however, as metering error readings nearly 513 
always show zero flow or a series of days with the same flow (which is generally highly unlikely). This results in 514 
100% correct classification for metering error as shown in Figure 10. The training data also contained three non-515 
routine events; however, this data set was only sufficient to ensure 50% classification accuracy for non-routine 516 
events. This is due to the fact that many non-routine events are borderline flow events, which are close to the T2 517 
and Q α-control limits and are thus highly susceptible to misclassification. For excess usage, which is perhaps the 518 
most important classification as it is indicative of a fault in the water distribution system, the classifier was 67% 519 
accurate. This success rate was obtained with only two excess usage data events in the training data. This is 520 
partially due to the fact that excess usage events tend to have easily distinguishable characteristics such as high 521 
flows and are thus easier to distinguish from routine operation than say non-routine events. While overall classifier 522 
performance was good, the analysis clearly indicated that a greater number of system alarms in the training data 523 
would facilitate improved classification going forward. Thus, from a practical viewpoint, a classifier can be 524 
continually improved during the performance monitoring period, through continued updating of the system alarm 525 
training dataset. 526 



 527 

Figure 10: Confusion matrix of an actual and predicted system alarm labels.  528 

4.4. Effectiveness of fault detection and diagnosis:  529 
In order to gain further insight into the performance of the fault detection and diagnosis approach proposed herein, 530 
the results over the evaluation period were compared to those obtained from the more basic univariate approach 531 
for the same data set. The findings from this comparison are presented graphically in Figure 11a. As discussed, 532 
272 system alarms were detected by the proposed fault detection and diagnosis approach. As shown in Figure 11, 533 
248 of these mapped directly onto the univariate model results, meaning the PCA approach detected an extra 24 534 
system alarms over the univariate method. Manual interrogation of the historical data revealed that of these 24 535 
additional system alarms, 13 corresponded to non-routine events, while 11 constituted false system alarms (i.e. 536 
examination of the historical data indicated the water distribution system in the building was operating correctly 537 
at the time of the system alarm). As shown in Figure 11b however, the performance of the proposed approach was 538 
further enhanced by the SVM component of the model. The SVM classification resulted in 11 of the false system 539 
alarms being re-classified as routine flow. Consequently, overall, the method proposed herein identified all the 540 
univariate model system alarms, detected 13 additional system alarms successfully, and revealed 3 were found to 541 
be false alarms. The proposed approach also facilitated accurate classification of the system alarms (over 90% 542 
accuracy), providing a greater level of information to the building manager. Again it is noted that continuous flow 543 
alarms could not be classified due to a lack of these faults in the training data, and while the proposed approach 544 
has been shown to have advantages over the standard univariate approach, its performance would be even further 545 
enhanced through provision of larger training data sets.   546 



 547 

Figure 11: Description of (a) system alarm detection results and (b) system alarm diagnosis results. 548 

5. Conclusion and future directions: 549 
Principal component analysis together with a multi-class classifier support vector machine were found to be useful 550 
in detecting and diagnosing faults in building water networks. Classical and advanced approaches have resolved 551 
many fault detection and diagnosis problems in water networks, but when it comes to building level multivariate 552 
systems or special cases (for instance substantial variation in the water consumption data), these approaches are 553 
not entirely effective. This study investigated a proposed fault detection and diagnosis approach for non-554 
residential building water distribution system which combines the detection indices (T2 and Q-statistics) and 555 
multi-class support vector machine. Hotelling T2-statistics and Q-statistics  were used to detect system alarms in 556 
the incoming data and the latter multi-class support vector machine along with error-correcting output code was 557 
trained for system alarm classification. The results demonstrated promising capabilities of the proposed fault 558 
detection and diagnosis approach. When compared to the standard univariate approach, a greater number of system 559 
alarms were detected and found to have occurred. The multi-class support vector machine also allowed these 560 
system alarms to be classified, providing a greater level of information to building managers, which may avoid 561 
unnecessary emergency shutdown in industrial applications. Thus, the comparative study has shown that the 562 
proposed approach performs better than standard univariate approach. While the proposed approach has good 563 
capability in detecting and diagnose faults in complex non-residential water distribution systems, it also requires 564 
less computational resources compared to univariate approach.  565 

Another important characteristic is adaptability. Once a new fault or anomalous situation is identified, the model 566 
can be updated to incorporate this additional information. Adaptation will make system more reliable and valuable 567 
in time and allow for detection and diagnosis of further anomalies in the water distribution systems. The approach 568 
would be further enhanced by extending training data periods beyond the six-month used in this study, especially 569 
for system alarm classification. The authors do not envisage that this would be a problem in practice.  570 

Future work will aim to improve some practical aspects of the model, such as reducing false alarm probability 571 
and improving system alarm classification through enhanced training datasets. The latter is likely to be more 572 
challenging as data from known faults can be difficult to obtain as there may be limited faults in the training data 573 
or many historical faults may be of a similar classification. Furthermore, introducing faults to functional systems 574 
for the purposes of data collection is somewhat impractical. It would also be interesting and potentially very useful 575 



to develop a hybrid performance monitoring system (i.e. combining model-based and data-driven approaches), 576 
which could combine the strengths of each approach. 577 
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