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Abstract

Cloud computing represents a fundamental shift in the way information services are
provided but with its unique architecture comes additional security challenges, many of
which are technical in nature. However, the paradigm shift also presents new
challenges, which are non-technical and whether or not companies actually consider all
of these issues in moving to the cloud is a matter of concern.

This paper attempts to elevate the notion of cloud security consciousness (CSC) in the
domain of small firms with a goal of introducing a level of innateness into the concept
in its practical use.

By synthesising CSC with various behavioural theories including coping theory, we
seek to place CSC and the coping process at the centre of a security-centric cognitive
framework for cloud adoption, while recognising that such coping processes are heavily
shaped by both social influence and self-efficacy factors.
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1.0 Introduction

The terms ‘nascent’, ‘emerging’ and ‘disruptive’ are extensively used throughout the
extant literature to describe the cloud-computing paradigm, even extending to the
literature in the cloud security sphere (Marston et al., 2011, Sehgal et al., 2011, Kshetri,
2013). Whether these are appropriate terms and the paradigm is actually new or not is a
moot point, with suggestions coming from some quarters that a more appropriate view
is to consider it as a natural evolution of technology, economy and culture (Takabi et
al., 2010). However, what is not in dispute is that cloud computing’s pervasiveness
represents a disruptive change in how information technology is supplied. In
recognising that reality, this paper synthesises aspects of the cloud security literature
with behavioural theories, particularly those situated in the entrepreneurship literature
pertaining to small firms. In a unique contribution to the field we recommend a
conceptual framework that places coping at the centre of the adoption decision process
in small entrepreneurial firms.

As with all evolutionary phenomena, what is most important is that we learn from the
past, a point that is oft repeated in the information systems literature because in practice
it often emerges that “issues seen as ‘new’ turn out to have long roots” (Keen, 1991). In
the case of cloud computing, some commentators suggest that we are experiencing a
recurrence of the same mistakes that were made with initial internet development,
where precedence was given to functionality and performance at the expense of security
(Chonka et al., 2011). It is acknowledged that because of its deployment method, the
cloud is fraught with security risks - effectively taking on vulnerabilities of existing web
applications (Subashini and Kavitha, 2011). Of significance too is the view that the
paradigm “amplifies computer security issues” (Sehgal et al., 2011) coupled with the
contention that these issues will only be exacerbated as more data is saved and backed
up to the cloud (Hyman, 2013). These concerns are further complicated by the fact that
threats can come from both inside and outside the cloud, resulting in security concerns
being cited as the most significant barrier to cloud adoption (Armbrust et al., 2010,
Kshetri, 2013, Xiao and Xiao, 2013).

Therefore it now seems appropriate to develop an adoption model that places security at
the centre of the model rather than on the periphery. The motivation to focus on small
firms in this study arises for several reasons. Firstly, the small-to-medium (SME) sector
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comprising the vast majority of firms in North America (USITC, 2010) with an equally
pronounced importance in Europe, where it contributes more than half of the total
value-added by business and provides two thirds of private sector jobs. This polarisation
in economic demographics is further illustrated by the fact that 90% of these private
sector jobs are in micro firms of 10 employees or less (ECORYS, 2012). The second,
but equally important, reason for focussing on small firms is that small entrepreneurial
firms are emerging as the sector with the highest cloud adoption rate (Subashini and
Kavitha, 2011).
While economic significance and adoption policy trends may pique our interest in the
SME sector, justification for the establishment of a separate behavioural model comes
from a belief that small companies think and behave differently in computer security
matters than larger firms. An example is the finding that for many SMEs, their failure to
plan the introduction and exploitation of new technology is due to management
limitations, with the age and experience of the owner being frequently cited as the most
important factor (Levy et al., 2001). Relying heavily on a heuristic-based management
style (Westhead et al., 2005, Dewald and Bowen, 2010, Endres and Woods, 2006),
many small firms’ principals appear too busy to devote time and cognitive effort to
routine tasks. This phenomenon may explain observations in the literature that one of
cloud computing’s perceived benefits is to simply deflect cybersecurity concerns
(Kaufman, 2009) or to simplify security issues by outsourcing them to someone who is
highly skilled in that department (Anthes, 2010).
We therefore suggest that the time is ripe to formally introduce the concept of cloud
security consciousness (CSC), which we define as:
An active awareness of the elements of the cloud-computing paradigm that give
rise to issues of confidentiality, integrity, availability, accountability and
auditability of information and information processing and an alertness to
events that impact on these issues.
Through synthesising CSC with a variant of Technology Threat Avoidance Theory
(Liang and Xue, 2009, 2010) and Coping Theory, we present a holistic security-centric
framework for small companies to use in proceeding with cloud adoption. With its
central tenet being the coping process the framework also acknowledges the effect that

self-efficacy and social influence can have on organisational coping processes.



2.0 Adoption Framework

This development of the theoretical framework is contained in the following sub-
sections and is organised as follows: The next sub-section plots the landscape on
security issues from the literature that arise directly as a result of the architecture of the
cloud. The following sub-section introduces the concept of cloud security consciousness
and its constituent elements with the following two sections discussing the impacts on
organisational cognitions and coping processes, respectively.

2.1  Cloud Architecture

Many concerns about security in the cloud relate to its architecture. While the
architecture continues to evolve, one of the most cited and accepted descriptions of the
model remains the definition by Mell & Grance (2011) comprising 5 essential
characteristics, 3 service models — Software as a Service (SaaS), Platform as a Service
(PaaS), Infrastructure as a Service (IaaS) and 4 deployment models — Private, Public,
Community and Hybrid Clouds. A simple multiplication of the 5 characteristics x 3
service models x 4 deployment levels, yields a total of 60 separate domains in which
security issues can present themselves (Baars and Spruit, 2012) and as new deployment
models continue to emerge, such as virtual private clouds, this number of domains
increases exponentially.

Focusing on the service models indicates the extent of the complication in security
concerns, relating to the inherent trade-off between extensibility and security that
pertains in the different models. Generally SaaS provides the least extensibility but with
the provider bearing a high level of responsibility for security, while IaaS provides most
extensibility but very little security capabilities and functionality (the exception being
the security of the infrastructure itself), with PaaS somewhere in the middle.
Furthermore, the concept of vertical heterogeneity, whereby a consumer may have
differing laaS, PaaS and SaaS providers, introduces concerns because providers’
security assumptions may not be congruent when aggregated (Takabi et al., 2010).
Deployment models and methods also offer up security concerns, which may at times
seem idiosyncratic. One of the points often raised about cloud computing is that the
“inside the firewall and outside the firewall” paradigm doesn’t work (Peterson, 2010,
Kaufman, 2010). While this is true of public, community and hybrid deployments, it is
not necessarily true of private clouds and as such represents a further architecture-

related security concern if the private cloud security model is erroneously assumed to



exist in the other types of cloud. The technologies delivering the infrastructure also
present security issues. Cloud services, in order to make sense financially and
technologically, are generally enabled by virtualisation technologies in a multi-tenant
model (CSA, 2009). What this means in practice is that users from disparate
backgrounds like financial institutions, educators, or cybercriminals could be sharing
computing resources (Kaufman, 2009). Such co-resident placement of an adversary’s
virtual machine has been demonstrated to be achievable in practice (Ristenpart et al.,
2009), made all the more notable because the provider was the world’s leading cloud
infrastructure provider.

2.2 Cloud Security Consciousness (CSC)

However, it is not just the architecture of the cloud itself that presents a cause for
concern. So too does the way in which we think about the cloud. Such thoughts can be
anomalous with the cloud’s virtuous features of flexibility and rapid provisioning also
being viewed as serious security obstacles (Chen et al., 2012) or even as a security
nightmare (Talbot, 2010). The added tendency to view information security as simply a
synonym for hacking protection, when in fact it is much more, creates further
motivation to develop the concept of Cloud Security Consciousness (CSC).

While use of the word consciousness connotes a certain sentience or perception of
issues or events, the reality of the inherent cognitive limitations of human beings
implies that even when we are conscious of a phenomenon we cannot be aware of every
detail of that phenomenon. Therefore, to have a realistic or workable framework for
consciousness, we need some categorisation or grouping system of manageable blocks
or frames of reference.

Some examples include those put forward by Subashini and Kavitha (2011) who
suggest that security issues can be addressed from four fronts; security related to third
party resources, application security, data transmission security and data storage
security. Similarly the European Union Agency for Network and Information Security
identified 35 types of risk and classified them into three categories; policy and
organisational, technical and legal (ENISA, 2009), while the Cloud Security Alliance
has identified 13 categories of security risk and grouped them under the headings of
cloud architecture, governing in the cloud and operating in the cloud.

However a more ubiquitous classification adapted, and extended, for our framework is
that proposed by Kaufman (2009), who argues that a security model must promote

confidentiality, integrity and availability (CIA).



Confidentiality has a particular resonance in the cloud context because of the additional
possibility of cross virtual machine attack via side channels (Modi et al., 2013) and
breaches by cloud administration personnel. These are regularly discussed in academic
literature along with appropriate defence strategies, but whether they are considered in
practice is moot. It has been suggested that privacy-preservability should also be added
as an attribute (Xiao and Xiao, 2013), but the fact that this can be viewed as extreme
confidentiality renders it more a measure of degree rather than a separate attribute, an
approach that we have taken in our framework.

Integrity threats can come from cloud providers either maliciously or accidentally
losing data or not doing appropriate computation and the latter in particular can
subsequently be difficult to detect due to the lack of transparency in the relationship
between parties (Xiao and Xiao, 2013).

These two issues of confidentiality and integrity are the subject of much discussion in
the literature with various solutions or responses being suggested which range from
encryption-based solutions to using a Trusted Third Party (Zissis and Lekkas, 2012,
Vaquero et al., 2011) or Third Party Auditor (Wang et al., 2011, Xiao and Xiao, 2013).
However, existence in literature does not imply consciousness in practice and while
confidentiality and integrity are the two most common elements of security
consciousness, they do not represent the complete picture.

Availability vulnerabilities are of particular concern with cloud service provision and
can arise for a number of reasons including flooding attacks that cause a denial of
service (DOS) or Fraudulent Resource Consumption (FRC) attacks (Xiao and Xiao,
2013). A further vulnerability can result from an infrastructure failure or the economic
failure of the providers (Baars and Spruit, 2012, Xiao and Xiao, 2013, Modi et al.,
2013). Interestingly an ENISA survey of the European public sector found that while
availability is a well-defined security parameter in Security Level Agreements (SLAs),
other security parameters are less well covered (ENISA, 2011).

More recently it has been suggested that the CIA triad does not adequately cover the
complexities of cloud computing and that attributes of accountability and auditability
need to be added (Baars and Spruit, 2012). This extension has been incorporated in our
model of consciousness.

Accountability threats are primarily based around violations of SLAs or inaccurate
billing of resource consumption. While some may perceive SLAs as ensuring ultimate

security, there is an implicit criticism in the call for the development of SLAs using a



more bilateral approach (Rebollo et al., 2012). The purpose of such an approach is to
balance the bias of the agreements, which currently tend to favour the provider’s
priorities, and to address peculiarities that can only be addressed at local or regional
levels. This issue of accountability is articulated by Sood (2012) when he suggests that
“cloud service providers cannot be trusted blindly”.
Auditability is a somewhat less obvious attribute in a model of consciousness. It is
implied as a means of ensuring confidentiality but also has a more explicit existence
regarding regulatory requirements such as contained in the Sarbanes-Oxley legislation,
Health and Human Services Health Insurance Portability and Accountability Act
(HIPAA) and Data Protection regulations. With corporate data, auditability is of critical
importance (Armbrust et al., 2010) and, in the cloud context in particular, has different
implications for different business locations.
This awareness of confidentiality, integrity, availability, accountability and
auditability, or lack thereof, and the need to escalate them to a level of innateness is
succinctly highlighted by security expert Bruce Schneir in (Hyman, 2013), when he
comments: “Facebook has your data because you gave it to them”.
Because decisions are made by humans and information security is seen as a socio-
technological problem requiring an in depth understanding of human behaviour and
attitudes (Dinev and Hu, 2007), we posit that cloud security consciousness (CSC)
should exist at the beginning of the cloud adoption process, leading us to the following
proposition:
P1: Cloud security consciousness comprised of confidentiality, integrity, availability,
accountability and auditability should exist at the beginning of an effective cloud
adoption decision process.
23 Organisational Cognitions
Following on from the concept of consciousness is the notion of cognition. The former
concept remains relatively inert without examining the use to which it is put, and the
latter, which can be defined as “all processes by which the sensory input is transformed,
reduced, elaborated, stored, recovered, and used”(Neisser, 1967), transforms the
consciousness into a form usable by decision makers.
In general, cognition and cognitive psychology involve the study of individual
perceptions, memory and thinking (Mitchell et al., 2002), but the issue for this paper is
the appropriateness of applying cognition based theories, originally designed around
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In general, the thinking of groups of individuals is different to the aggregation of their
individual thoughts, and is often represented by congregate or shared mental models
(Shepherd and Krueger, 2002, West, 2007). Small entrepreneurial firms, seem to exhibit
somewhat different behaviours with a recurring theme in this area of literature being the
notion of a dominant leader (Misra and Kumar, 2000, Westhead et al., 2005, Dewald
and Bowen, 2010). In fact, what the literature seems to suggest, is a type of thinking and
behaviour in entrepreneurial small firms, characterised by dominant personalities who
use a mixture of cognitive and emotional thinking styles. Therefore, to consider
anthropomorphising small firms (Bhattacherjee, 2002) seems appropriate and leads to
the conclusion that to fully examine the behaviour of small companies protective
actions regarding cloud security consciousness (CSC) requires an understanding of
individuals’ general threat avoidance behaviour (Liang and Xue, 2009).

In pursuit of this understanding in the context of IS security concerns, we begin with a
review of Protection Motivation Theory (PMT) which has heretofore gained
considerable traction in the IS literature. PMT (Rogers, 1975), as initially developed,
suggested three crucial components of a fear appeal: (a) the magnitude of noxiousness
of a depicted event; (b) the probability of that event’s occurrence; and (c) the efficacy of
a protective response. In the context of cloud adoption we suggest that the fear appeal is
actually the level of CSC discussed above. The theory (PMT) postulates that protection
motivation occurs from the cognitive appraisal of these three components along with the
belief that a recommended coping response (in this case cloud adoption) can effectively
prevent the occurrence of aversive event(s) (Rogers, 1975).

While PMT goes some way towards explaining an individual’s self-preservation
behaviour, its origins are in health psychology and, on its own, it does not specifically
address behaviours in the context of IS. Thus, we defer to Technology Threat
Avoidance Theory (TTAT) (Liang and Xue, 2009, 2010). TTAT subsumes Protection
Motivation Theory (PMT) and in incorporating threat appraisal and coping appraisal as
its main variables, suggests that a firm will assess the security concerns it receives from
CSC and cognitively appraise them in terms of their severity of business impact,
likelihood of occurrence and avoidability of occurrence. In a corroborating finding,
Kshetri (2013) suggests that a company’s cloud adoption decision may depend on its
perception of the provider’s ability to protect data from third parties and to make the

data available when needed, combined with a trust in the ‘bone fides’ of the provider.



Our contention is that the suggestion offered by Kshetri and others is a necessary but
not sufficient rationale for cloud adoption, and thus our second proposition becomes:
P2: Small firms evaluate the contents of their security consciousness against the
criteria of perceived severity, likelihood and avoidability, which affects the coping
process.
24 Coping
In a distinction from PMT, TTAT also proposes that threat appraisal, which is an
amalgam of the perceptions of severity and likelihood of threats, is the primary
cognitive process that is entered into to determine responses to IT mal-events, with the
perceptions of the avoidability of the threat being a secondary cognitive process - “the
perception that a threat exists is a necessary condition for seeking coping methods”
(Liang and Xue, 2009). This proposition is also assumed in our research model.
It is when addressing the coping process itself that the real extension to PMT is derived.
Coping theory suggests that “when stressful conditions are viewed as refractory to
change, emotion focused coping predominates; when they are appraised as controllable
by action, problem focused coping predominates” (Lazarus, 1993). Emotion focused
coping is sometimes viewed as not really coping at all, but is in fact a means of
adjusting perceptions of either threat or desires by developing a false perception of the
environment, so that emotions related to the threat are mitigated. As Lazarus (1993)
further elaborates “there is ample evidence that under certain conditions - particularly,
those in which nothing useful can be done to change the situation - rational problem-
solving efforts can be counterproductive”.
This extension to PMT has been included in our study, to examine two potential
phenomena. The first is the situation where firms perceive significant and serious
security concerns in cloud adoption but decide to proceed on the basis that the risks are
unavoidable. The second phenomenon is where CSC and its resulting cognitions are
ignored entirely and a firm’s adoption decision is based on the two other factors
affecting the coping process: social influence and self-efficacy.
Social influence is significant in all aspects of human behaviour with one of the most
pervasive determinants of a person’s behaviour being the influence of other people
(Burnkrant and Cousineau, 1975). In an early study, Deutsch and Gerard (1955)
identified two types of social influence, ‘normative’ and ‘informational’, and described
them as influences to (a) conform with the positive expectations of another and (b) to
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influence according to Kelman (2006) occurs through three processes: compliance,
internalisation and identification. In practical cloud adoption terms compliance can be
said to occur when firms accept influence from others in order to garner a favourable
response from customers or suppliers. Identification can be said to occur, for example,
when the firm accepts influence in order to emulate the company that advises it and
internalisation can be said to occur when they view another company’s approach to
cloud adoption as correct and take their view on board, without question. The
significance of social influence has previously found particular favour in the
information systems literature in relation to technology acceptance (Taylor and Todd,
1995, Venkatesh and Davis, 2000, Venkatesh et al., 2003, Pavlou and Fygenson, 2006).
In an organisational context, theorists point to the fact that social influence alone may
not be enough to effect change in behaviour because of organisational inertia (the
tendency to resist change and influence), a concept that cannot be properly addressed
without considering organisational capabilities or efficacies (Larsen and Lomi, 2002)
and therefore to complete the framework we include the notion of self-efficacy. Most
models that are underpinned by PMT contain this as a primary construct (Lee and
Larsen, 2009, Rippetoe and Rogers, 1987, McMath and Prentice-Dunn, 2005,
Grothmann and Reusswig, 2006) with the popularity of the notion itself owing much to
the work of Bandura (1977) who established a model of behavioural change
underpinned by it. In an organisational setting, self-efficacy is particularly relevant
because resiliency in self-efficacy is deemed essential for effective functioning due, in
part, to the fact that accomplishments in business are rarely achieved through quick
successes and may require more than one attempt (Bandura and Wood, 1989). This
leads us to our final propositions:

P3: Social influence affects the coping process in small firms

P4: Self-efficacy affects the coping process in small firms

P5: Coping processes will result in an adoption decision (even if that is to do

nothing)
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Figure 1. Proposed Conceptual Framework

3.0 Research Approach

Exploratory discussions have already taken place with six companies, four being non-IT
companies that fit within the medium and small subsets of the SME classification, and
two being companies engaged in the provision of IT services for small companies. Their
opinions, and particularly those of the IT service providers, on the reasons for cloud
services adoption could best be described as dichotomous, and as such have provided
additional motivation for this study.

It is now proposed to conduct a pilot study comprising of a series of semi-structured
face-to-face interviews to examine the propositions contained in this framework. This
technique is suited to exploratory research, where the interview subject is often a
participant in “sense making” rather than simply a source of information (DiCicco-
Bloom and Crabtree, 2006). The interviews will be complemented by the inclusion of a
series of vignettes, with particular reference to the coping process. Introducing vignettes
makes interviews less intimidating for the subject in sensitive matters and allows
behaviour which may have an ethical or subjective dimension to be measured
prospectively (Siponen and Vance, 2010, Gattiker and Kelley, 1999). This segment of
the research will be conducted over a two-month period beginning in March / April
2014 and will have a constituency comprising of principals of ten small firms in Ireland,
with a mix of companies to include those that have previously adopted some cloud

services.



4.0 Next Steps

This paper constitutes part of a research in progress aimed at understanding attitudes
and behaviours of small firm principals in dealing with cloud adoption security
considerations.

On a practical level, we are currently developing and refining the data collection
instrument. Specifically this involves the preparation of a matrix containing cloud
deployment and service models mapped against the CSC considerations (discussed in
section 2.2 above), which will then be used to buttress the structured element of the
semi-structured interviews.

While various aspects of the framework have been examined in prior work, they have
not previously been considered in their totality as presented in this paper and never in
the context of small firms, who are distinguishable from larger firms in the way that
they behave. The framework in its present guise constitutes a process-oriented view of
cognitions in cloud adoption and delineates how the adoption decision is progressed.
However to further understand companies’ behaviour in this regard it is anticipated that
the framework will be reconstituted as a variance model of the process, depending on
what aspects of the current framework gain traction in the initial interviews.

When complete the research will make a several contributions to the field. Firstly, it
will make a contribution to the existing literature on adoption of cloud services, in that
the framework will provide a lens for analysing cloud-computing adoption behaviours.
Secondly, it will serve as a basis for the preparation of a series of guidelines to be

followed by small firms in adopting new technologies such as cloud services.

5.0 Limitations and challenges

The limitations of this paper in its present form include its lack of empirical data and it
is in remedying this that the greatest challenge presents itself. SMEs are by definition
hugely heterogeneous and thus the pilot study will seek to establish some common
ground in terms of behaviour patterns and attitudes in a real-world setting. It is when
generalising these findings in a more extensive manner that the real challenges present
themselves but this is not a reason to avoid proceeding with the study. In fact Lee and
Baskerville (2003) point to Hume's truism, that a theory may never be scientifically

generalized to a setting where it has not yet been empirically tested and confirmed and



therefore the purpose of this study is to take initial steps in that direction, for motives

already outlined in the earlier sections of this paper.
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