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Abstract 

In the modern networked world, replete with massive amounts of data, one of the 

greatest threats facing organisations is information loss inflicted by actors within or 
trusted by the organisation. This research is thus aimed at:  

Understanding the cognitive elements influencing an insider’s decision to intentionally violate 
information security policies.  

The use of the word ‘intentionally’ in this context is important because it excludes 
any exploration of accidental or unintentional abuse. 

There have been disparate findings in many prior studies, which have tended to 
concentrate on Deterrence Theory and consequently the current work adopts 
Rational Choice Theory as a lens to study behaviours that can have both positive 
and negative implications for the person engaged in the behaviour. Equally, the 
study embraces the ideal of contextual relevance and draws on practitioner-led 
opinion to determine the operationalisation of the dependent variable. Recognising 
that rational choices, do not take place in a vacuum the study also examines a series 

of antecedent cognitive and affective factors, with a view to determining if there are 
differences in the way that insiders arrive at a decision to violate policies through 
malicious versus non-malicious acts, what benefits they take into account, and what 
other factors impact on getting them to the point of making that decision. 

An initial mixed-method study was conducted to determine valid content for 
measuring the dependent variable, and subsequently a larger scale quantitative study 
was conducted, using a hypothetical scenario method. Usable complete responses 
were received from 458 professional people, which were used to test a Structural 
Equation Model (SEM).  

The results of the study provide contributions in several key areas: theoretical and 
methodological. Additionally, all of the findings from the structural model 

constructed for this study have implications for practice, including where some 
hypothesised relationships were found to be insignificant.  

Overall, the empirical findings from the study suggest the following conclusions. 
Firstly, differences exist in the elements of the rational choice process that pertain 
to malicious versus non-malicious acts. Secondly, benefits from offending need to 
be conceptualised as multi-dimensional in nature, and the construct developed 
during this study offers a way forward for other studies to follow. Thirdly, 
sanctions are subservient to benefits in the rational choice process, and finally, 
there are several antecedent factors (neutralisation techniques, moral beliefs, 
impulsivity and emotional state) that have an impact on that process. 
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1.1 INTRODUCTION 

In the modern networked world, replete with massive amounts of data, one of the 

greatest threats facing organisations is information loss, inflicted by actors within or 

external to the organisation. While much attention has been paid in the last decade 

to the external threats, the internal threat is gaining ground in the minds of those 

concerned with information security. Recent industry reports have described it as a 

huge threat for cyber security (van Kessel and Allan 2014) with insider attacks 

being relentless (Vorometric 2015) and becoming more serious (Trendmicro 2014). 

Both the FBI and Homeland Security have warned that “disgruntled and former 

employees pose a significant cyber threat” (FBI and DHS 2014) with one of the 

world’s most respected information security training organisations reporting that 

74% of companies are concerned with insider threats (SANS Institute 2015). 

Notably, this concern about the insider threat is not confined to industry and 

consultant-led reports. Within the academic field it has variously been described as 

being ‘the greatest threat of all’ (Warkentin and Willison 2009), ‘a significant threat 

to organisations’ (D'Arcy and Devaraj 2012; D'Arcy and Hovav 2009; D'Arcy et al. 

2009), and ‘a major concern’ (Siponen and Vance 2010). In fact Vance et al.’s 

(2013) opening gambit is that a persistent problem in information security is 

insiders who abuse the trust placed in them. Similarly when proposing a research 

agenda for the Behavioural Information Security field, Willison and Warkentin 

(2013) state that insider computer abuse has the greatest potential for loss and 

damage to the employer and call for research that considers the thought process of 

the offender. This study is motivated in part by a desire to answer this call. 

1.2 BACKGROUND 

There is no doubt that the nature of work and business practices have changed and 

continue to change with the passage of time. This is evidenced by the fact that 

various expressions and terms have become commonplace in everyday usage. For 

instance, ‘the cloud’, ‘Bring-your-own-device’ (BYOD), ‘Shadow IT’ and the 

ubiquitous use of the term ‘apps’ have assumed a meaning in today’s parlance, 

connoting data and information mobility. Despite the inexorability of this shift in 
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approach to work and IT usage, the academic literature on information security is 

not laden with articles using such terms. Schalow et al. (2013) argue that this 

blurring of work and personal life boundaries is nothing new (e.g. cyberloafing) but 

argue that the consumerisation of Information Technology (IT) has been catalysed 

by social and mobile technologies. This changing context has its roots in 

economics with “make or buy” decision processes in firms sometimes resulting in 

prohibitive transaction costs, due to misalignment, between business and IT 

functions (Zimmermann and Rentrop 2014).  

Whatever the reasons for the change in approach to technology and work, the 

reality is that a common element of the technological behavioural practices that are 

now in vogue is the greatly increased dispersion of data and information outside 

the traditional perimeter of the organisation. Attempting to put a label on this 

phenomenon is problematic but considering Silic and Back’s (2014) definition of 

this new IS context: “all hardware, software or any other solutions used by 

employees which are not approved by the IT department”, raises the question as to 

what extent previously used theories and instruments are still relevant and how 

important and significant is the changing context from a security point of view. 

1.3 MOTIVATION 

This research is rooted in a complex series of factors, not least of which is this 

question around the continued applicability of existing theories and models, 

coupled with the certainty that a substantial proportion of computer security 

incidents are due to the intentional actions of legitimate users (D'Arcy and Hovav 

2007; Guo et al. 2011). Understanding these behaviours has several implications, 

including the allocation of security budgets (D'Arcy and Hovav 2007) and 

developing and implementing security practices and policies (Siponen and Vance 

2010). It is the prospect that the design of effective and appropriate 

countermeasures will be forever hamstrung (Mahmood et al. 2010) that drives such 

research into understanding what prompts these individuals to attack or misuse 

computer systems. Furthermore, in the context of employee or insider abuse it is 

not just the volume of incidents that is important but also the potential for loss or 

damage to the organisation. Simply presuming to increase levels and stringency of 

computer security is not the panacea for all ills, as this can sometimes have the 

unintentional effect of fostering the behaviours that it is actually designed to deter 

(Posey et al. 2011). Therefore what is required is a holistic approach - grasping the 

notion of the aberrant insider and getting to understand the mind of the ‘deviant 

insider’.  
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While much attention has been paid in the last decade to the external threats, the 

internal threat is gaining ground in the minds of those concerned with information 

security. Recent industry reports have described it as a huge threat for cyber 

security (van Kessel and Allan 2014) with insider attacks being relentless 

(Vorometric 2015) and becoming more serious (Trendmicro 2014). Both the FBI 

and Homeland Security have warned that “disgruntled and former employees pose 

a significant cyber threat” (FBI and DHS 2014) with one of the world’s most 

respected information security training organisations reporting that 74% of 

companies are concerned about insider threats (SANS Institute 2015). 

In summary, the motivation for this study is grounded in the importance and 

potential impact of the insider offender, the changing environment and the relative 

immaturity of the field of study.  

1.4 RESEARCH OBJECTIVE 

Given that a research objective is a more granular expression of the research 

motivation then the overall objective of this research is to ascertain what thoughts 

and cognitive elements are present, prior to an employee / insider intentionally 

breaking information security rules. Studies in this area have typically employed 

Deterrence Theory (D'Arcy and Hovav 2007; Straub 1990) or combined 

Deterrence Theory with other theories such as Neutralisation Theory (Barlow et al. 

2013; Siponen and Vance 2010), Ethics Theory (Harrington 1996), Self-control 

Theory (Hu et al. 2011) and Social Bond Theory (Cheng et al. 2013). More recently, 

Rational Choice Theory has begun to gain some traction in the IS literature (Vance 

and Siponen 2012) due in large part to the fact that it addresses both the positive 

and negative consequences of human choice-making. It is for this reason that it has 

been chosen as an appropriate fulcrum around which to structure the theoretical 

model for the current study. 

Although the goal of the research can be stated as a single item, its complex nature 

means that it can be naturally decomposed into a number of sub-objectives: 

Crucially, identifying the perceptions of benefits to an insider in an empirical 

manner represents an apparent gap in the extant literature and therefore becomes a 

central objective of this study. Recognising that human behaviour is complex and 

multifaceted suggests that a simple assessment of costs and benefits is insufficient. 

Consequently a second objective is to identify and examine a series of antecedent 

factors of the decision process. Thirdly, the study classifies aberrant behaviours 

into malicious and non-malicious acts, in anticipation of the fact that the balance of 

influencing factors may be different in each case. This gives rise to the third 
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objective – examining whether this is true or not. Restating and re-ordering these 

objectives as formal research questions results in the following:  

RQ1: Does rational choice work in the same way for malicious and non-malicious 

intentional violations? 

RQ2: What perceptions of benefits does the insider take into account before 

violating policies? 

RQ3: What antecedent factors affect the rational choice decision to violate 

information security policies? 

Finally, this study is governed by one overarching philosophy – contextual 

relevance. Behavioural Information Security, a field that this study contributes to, 

comes under the umbrella term of applied research which has no meaning without 

relevance (Tijssen 2010). That is not to suggest that rigour is not also important but 

rather recognises that in focussing on rigorous content validity, the practical 

relevance of the research subject could be neglected. This study therefore places 

relevance at its epicentre. 

1.5 OVERVIEW OF MAIN CONTRIBUTIONS 

In answering three research questions this study provides contributions in several 

key areas; theoretical, methodological and critically also highlights some 

implications for practice. These include: 

• Determining and validating a multi-dimensional measure to assess 

perceived benefits from offending – that extends beyond the traditional 

extrinsic / intrinsic conceptualisation  

• Presentation of an original and contextually validated suite of vignettes to 

assess the dependent variable 

• Introduction of several antecedent factors, from other fields of study, that 

affect the decision to offend (i.e. impulsivity and emotional state) 

• Identification of a previously neglected but highly relevant, and often 

misunderstood, neutralisation technique (Denial of the Victim) and 

assessment of its impact 

• The research design of the study, involving a separation of malicious and 

non-malicious behaviours, generates its own set of contributions with 

regard to comparatives and the respective impacting factors. 
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The research methodology, born from a combination of respected methodological 

studies (Churchill 1979; Lewis et al. 2005; MacKenzie et al. 2011) and combined 

with the recommendations of published reviews of the literature in this area 

(D'Arcy and Herath 2011; Siponen and Vance 2014) also represents a significant 

contribution to the field. 

All of the findings from the structural model constructed for this study have 

implications for practice, including where some hypothesised relationships were 

found to be insignificant. However, the central findings are that sanctions are 

definitely subservient to benefits in the rational choice calculus, that several pre-

kinetic factors (neutralisation techniques, moral beliefs, impulsivity and emotional 

state) have an impact on that calculus, while the significance of elements in that 

calculus differ across types of offences. 

1.6 STRUCTURE OF THE CHAPTERS 

The structure of the remainder of this dissertation is outlined in brief below: 

Ø Chapter 2: Behaviour in IS Research. The first of two literature review 

chapters, this chapter has two purposes. The first is to set the backdrop 

against which the research project is set, positioning the research within the 

overall landscape of Behavioural IS Research. The second purpose of the 

chapter is review the central behavioural theories that have been used in past 

IS research.  

Initially describing the evolution of information security and how it pertains 

to insiders, the structure of the chapter recognises the complexity and multi-

dimensional nature of human behaviour. Accordingly the early part of the 

chapter is devoted to exploring a number of key concepts underpinning 

behavioural theories in general. This is designed to provide, background and 

inform the subsequent discussion of well-used behavioural theories, rather 

than simply introducing them coldly to the reader. 

The second part of the chapter reviews the major behavioural theories 

employed in IS research, initially discussing them before illustrating how they 

have been applied in IS research, concluding with a discussion on Rational 

Choice Theory and why it forms the lynchpin for the current research. 

Ø Chapter 3: The Insider Threat. In this second literature review chapter, 

there are three goals; expanding on the motivation for the current work, 

clarifying terminology employed in the research, and developing a model to 

conduct the research. 
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Beginning with some definitions and boundary setting for the research, this is 

followed by an extensive literature review of prior studies involving rational 

choice theory. The chapter draws on prior literature not just from the IS 

fields but also from psychology, sociology, and criminology, in order to 

explain and illuminate various factors affecting the decision to offend.  

The chapter also presents a “re-imagined” Benefits construct.  

Ø Chapter 4: Research Model & Hypotheses. This short chapter draws 

together the conclusions of the previous chapters and presents the research 

model and hypotheses used in the empirical stages of this work.  

Ø Chapter 5: Research Approach & Methodology. This chapter discusses 

the various ontological, epistemological and methodological approaches 

employed in the information systems field and the information security 

subfield in particular. The chapter concludes that a research approach drawn 

from pluralist and pragmatic philosophies is most appropriate in this case.  

The chapter presents the research methodology developed to guide this 

research, including an abbreviated form of a construct development 

methodology, which emerged as a by-product of the initial research activity. 

The process and outcomes of the first two stages of the methodology are 

described, including the presentation of the qualitative findings from the 

initial stages of the study, extending up to the point of administration of the 

final survey instrument. 

The chapter concludes with a brief overview of the final stage of the research 

process, although further detail on this aspect is reserved for the following 

chapter. 

Ø Chapter 6: Findings. This chapter presents findings from the final stage of 

the research methodology, beginning with the construct methodology aspect 

pertaining to perceived benefits. Two phases of factor analysis – Exploratory 

Factor Analysis and Confirmatory Factor Analysis - were performed and 

yielded a four-dimension construct. The process and results of these analyses 

are discussed. The second part of the chapter presents the findings of a multi-

group structured equation model, based on rational choice theory and 

incorporating additional pre-kinetic factors, in accordance with the research 

model. The chapter presents the results of the hypotheses testing in a 

structure that mirrors the research model, before concluding with a summary 

of the results. 
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Ø Chapter 7: Discussion and Conclusion. This chapter begins by reviewing 

the research rationale and objectives. The findings of the previous chapter are 

discussed and are presented in accordance with the research questions. The 

key contributions of the research are presented in terms of theoretical and 

methodological contributions, as well as implications for practice.  The 

chapter concludes with a consideration of some potential avenues for future 

research along with the limitations of the current research project, before 

presenting a brief overview of the researcher’s conclusions about the entire 

study. 
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2 Chapter 2 – Behaviour in Information Systems 
Research 
Behaviour in Information Systems 
Research 

 
 

2.1 INTRODUCTION 

The purpose of this chapter is to provide context for this study by setting out and 

examining the backdrop against which this research project is set. There is a 

substantial quantity of literature already existing on the subject of information 

security in general - a discourse that has heretofore developed along two main 

strands, one being technical and the other behavioural. The fact is that information 

security is not something new – the accounting profession and the legal profession 

have over a considerable time built their professional codes of practice on 

confidentiality and security of client information. However, the sub-discipline of 

information systems security behaviour is comparatively new and draws heavily for 

its theoretical base on other disciplines such as psychology and criminology. In 

plotting the landscape of literature Figure 2.0 below provides a guide for the reader 

to the sections that are to follow. 
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Thus the next section begins with a brief look at how the Behavioural Information 

Security sub-field has evolved within the wider Information Systems literature. This 

is followed by a discussion on some central behavioural concepts in order to 

provide the reader with a frame of reference with which to understand the 

predominant behavioural theories discussed in the second half of the chapter.  

2.2 EVOLUTION OF THE FIELD 

Clearly, the issue of security and computer systems is not new. Initial concerns in 

this space centred around human errors that caused malfunctions in computer 

systems and to a lesser extent concerns about fraud and natural disasters 

(Wasserman 1969). This view was subsequently broadened and defined as 

“…protection of data against accidental or intentional disclosure to unauthorised 

persons, or unauthorised modifications or destruction” (Madnick 1978). The 

central theme of these early writings was that computer security related issues were 

dealt with primarily via legislation (ostensibly related to privacy issues) and also by 

technical mechanisms with managerial involvement being confined to operational 

factors - organisational impact and accountability. Although a form of what we 

now know as penetration testing or ethical hacking came into vogue in the late 

1970s and early 1980s (Morris and Thompson 1979; Nikolai 1984), physical 

security of installations and control of communications media were seen as being 

far bigger issues. In further development of the threat landscape we began to 

witness an acknowledgement in the literature that there existed two distinct 

constituencies of threat actors – people external to the organisation and internal 

“malcontents” (Buss and Salerno 1984) and the contention by Stoll (1988) that 

security is a human problem that cannot be solved by technical means alone, 

provides an early recognition of the centrality of the people aspect of information 

security.  

By the end of the 1980s despite the rapid growth in computing technology and 

increased reliance on computer mediated or computer provided information, there 

remained a paucity of articles in leading academic journals concerning the issue of 

security. Notable exceptions include three articles that are contained in journals 

forming part of what is now known as the IS Senior Scholar’s basket of journals 

(Boockholdt 1989; Hansen and Hill 1989; Straub and Nance 1990).  

In the first of these Boockholdt (1989) describes a study that consults with an 

expert group of Information Security Auditors to develop guidelines around 

security of early distributed access systems. What they suggest is primarily around 

putting in place procedural control, involving backups of data and authorisation 

levels for access to data. A similar approach is taken in (Hansen and Hill 1989) 
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when the conceptualisation of the changing security issues in the context of 

Electronic Data Interchange (EDI) relates primarily to the nature of the 

information, and how control and audit is impacted by the change in that nature. It 

is probably, not until Straub and Nance’s (1990) paper where we begin to see 

computer abuse elevated to a management concern in a leading information 

systems journal. 

At this point in the evolution of the knowledge base on information security, 

academics were still concerned primarily with issues occurring within organisations 

– although there was the occasional exception e.g. (Stoll 1988). While this focus on 

control and audit issues and putting in place procedures to prevent computer abuse 

and data accidents of one sort or another was initially to the fore, Straub and 

Nance (1990) set about asking about how computer abuse is discovered and the 

perpetrators punished. It is an important but subtle distinction to recognise their 

deliberate use of the word ‘discovered’ rather than ‘detected’ because as they point 

out, many computer abuses are only discovered by accident, after the event, or 

sometimes not at all, and are not brought to light through purposeful detection 

activities. Finding that formally disciplining or threatening to discipline abusers 

could have a positive effect, they report a phenomenon that continues to resonate 

today, namely that punishments differ across industries and employee status. With 

this in mind it is interesting that their stark recommendation is for computer abuse 

incidents to be punished to the fullest extent possible. 

It is important to realise that not all early literature was exclusively in this vein - 

dealing with internal computer abuse and control and audit issues. For example 

(Davis and Gantenbein 1987) first introduced the notion of a computer virus into 

the academic literature and actually warned of future threats coming from 

intelligent systems that learned and adapted in order to violate systems. However, 

in line with much of the rest of the literature of the time, this remains one-

dimensional and does not really consider the bigger issue of computer security or 

information security holistically.  

Simply put, information security is about dealing with threats either proactively or 

reactively or both. Therefore in order to do this it is useful to consider the threat 

landscape in its entirety. A simple but elegant way of doing this is presented in 

(Loch et al. 1992). They show a four-dimensional model that considers threats 

from the perspective of sources of threats, perpetrators of threats, the intent 

behind what the perpetrators do and the consequences of same. The fourth 

dimension – consequences – concerns itself with ramifications such as disclosure, 

modification, destruction and denial of use - a dimension that is outside the scope 
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of the current study. It is the other three dimensions that concern the current work; 

sources can either be internal or external, perpetrators can either be human or non-

human and intent can be either accidental or intentional.  While the symmetry of 

this taxonomy adds to its elegance, the dichotomous mutually exclusive depiction 

of each of the branches in the tree may be somewhat unrealistic or simplistic, 

particularly with regard to intent. In an attempt at addressing this deficiency one of 

the original authors of the 1992 paper collaborated in extending this taxonomy to 

“include greater granularity, especially for the ‘insider threat’” by regarding intent as 

a continuum that ranges from passive non-volitional noncompliance to volitional 

non-malicious noncompliance and ultimately intentional malicious acts (Willison 

and Warkentin 2013).  Using this approach results in a picture of something that is 

more amenable to academic examination. Quite obviously this continuum only 

applies to the human perpetrators (non-human causes of security difficulties -

equipment failures, natural disasters etc. - do not really have a characteristic that 

could be described as intent). Equally, the external human perpetrator is not likely 

to display a subtlety with regard to intent but instead will fall into the malicious 

category, involving espionage, sabotage, fraud, or theft. Arguably, examining the 

intent involved in threats to information systems security, it is the internal human 

perpetrator that provides the most complexity. Within that cohort it is the 

deliberate rather than accidental actions of that insider that is dealt with in this 

current study, as depicted in Figure 2.1 below. 

 

Figure 2.1: IS Security Threat Landscape  

(adapted from Willison and Warkentin 2013) 

 

Sources 

Intent 

Perpetrators 

IS Threats 

Internal External	

Human Non-human Human Non-human 

Passive	–	non	
voli,onal	

Inten,onal	
non-Malicious	

Malicious	

Accidental			->			Deliberate	



Chapter 2: Behaviour in IS Research    
           

12 

 

Essentially the study examines human behaviour or behavioural intention - albeit in 

a very specific context.  The general information systems literature is replete with 

theories borrowed from other disciplines and the security literature is no different 

with theories borrowed from psychology, economics and criminology. Most of 

these theories could be described as ‘behavioural’ and an examination of the most 

prominent among them and how they have been applied in an IS context has been 

conducted in order to inform this work.  

These theories are themselves underpinned by a variety of concepts, and to explore 

these concepts completely would be both impossible and impractical – as they 

comprise entire fields of study. However, simply presenting the theories would 

leave the reader without a frame of reference with which to consider them, and 

could also lead to considerable repetition, given the level of crossover of concepts 

across theories. Therefore the following section attempts to address this 

conundrum, drawing on several literature streams but focussing on those that have, 

either themselves or their descendants, formed part of literature in the same space 

as the current work. 

2.3 BEHAVIOURAL CONCEPTS 

Trying to understand behaviour renders it necessary to first consider its governing 

factors. For example the early Greek philosophers like Aristippus (435–356 B.C.) 

and Democritus (460–370 B.C.) embraced a hedonistic philosophy that considered 

the pursuit of happiness and avoidance of sorrow as the supreme goal in life (Elliot 

and Covington 2001). Since then philosophy has been combined with physiology in 

the development of the psychology discipline and we have moved through schools 

of thought such as the rivals “structuralism” and “functionalism”, “psychoanalysis” 

(most notably Sigmund Freud), “behaviourism” (e.g. Pavlov, John Watson), and 

“humanism”. More recently there was the movement known as the “cognitive 

revolution”, focussing on how people acquire, store and process information. 

Modern behavioural psychology would argue that a multitude of factors affect our 

behaviour and a review of all of these is outside the remit of the current review.  

However as a field of study Information Systems, and in particular Information 

Systems Security is relatively new in the context of knowledge creation, and 

because of its inherent multidisciplinary nature draws heavily on other disciplines. 

Central to this is the psychology discipline and within it theories of human 

behaviour, many of which have found their way directly into the information 

systems literature.  These theories in turn are predicated on some central tenets, 
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which themselves have been the subject of much debate in the classical psychology 

literature as to their relative importance. Therefore appreciating the relative value of 

these theories can only be judged when framed against the backdrop of these 

tenets. So, the following sub-sections contain a brief exploration of some of the 

arguments around whether or how much, human behaviour results from cognitive 

processes (Cacioppo and Petty 1982; Lazarus 1982; Lazarus 1984; Neisser 1967), 

affective reactions (Zajonc 1980; Zajonc 1984; Zajonc and Markus 1982), or results 

from learning (Bandura 1971; Rotter 1954) or indeed personality traits (Schwartz 

and Tessler 1972).   

The following sub-sections are confined to the major theoretical concepts that 

impact directly or indirectly the primary behavioural theories that have been 

adopted and utilised in extant information systems research. The next section then 

introduces these seminal behavioural theories as adopted in the information 

security literature to date.  

2.3.1 Affect versus Cognition 

As humans we possess different qualities and evaluation systems than other 

species, from affective to cognitive, with the latter involving conscious assessment 

and the former being more subconscious in nature having being “sculpted from the 

hammer and chisel of adaption and natural selection to differentiate hostile from 

hospitable stimuli and to respond accordingly” (Cacioppo et al. 1999). However 

obvious this may appear, opinion on the matter is divided, and as early as the 

middle of the last century Lazarus and McCleary (1951) concluded that people 

sometimes make autonomic discriminations but cannot report conscious 

recognition, a phenomenon they do not describe as affect, but rather as 

“subception” (derived from a concatenation of subliminal and perception) (Lazarus 

and McCleary 1951). 

However it seems that all sentient beings have some form of affective system, 

although unlike animals we are different in that our affective categorisations are in 

turn shaped by goals like mastery and fear of failure (Elliot and Church 1997) in 

addition to learning and cognition (Cacioppo et al. 1999; Carver and White 1994). 

With regard to this latter point (Cacioppo et al. 1996) suggest that people have an 

intrinsic need for cognition – engaging and enjoying effortful thinking – but that 

we are not all created equal in this regard. Some people are high in need for 

cognition (“cognizers”) and engage in greater thought about the arguments in a 

persuasive communication rather than being influenced primarily by peripheral 

cues (“cognitive mizers”). This need for cognition while, on the face of it appears 
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to be a personality trait, is in turn determined by situational factors such as the level 

of personal involvement and the level of positive experiences from previous 

cognitive efforts (Cacioppo and Petty 1982). Studies have indicated that need for 

cognition is related to indexes such as verbal intelligence, and other concrete 

measures (such as exam scores) but not to abstract reasoning ability, suggesting that 

differences in people between those high and low in need for cognition may be 

derived from experience, accessible memories and behavioural histories (Cacioppo 

et al. 1996). 

This confluence of affect and cognition is not to say that the affective and cognitive 

systems are indistinguishable. Cacioppo et al (1999) suggest that one distinction 

arises because the affect system’s evaluative channels are designed to return a 

subjective assessment of significance rather than objective properties designed to 

guide behaviour (Cacioppo et al. 1999). 

Of more importance though is the question of whether the affective system 

assumes primacy or not, which has been the subject of much debate. For instance, 

Zajonc (1980) argues that contemporary psychology either ignores affect or always 

considers it to be post-cognitive. He says that most psychologists believe that it is 

only after considerable cognitive effort has been applied that affect occurs, a view 

with which he demurs. Arguing that there are very few perceptions and cognitions 

in ordinary life that do not have an affective element, affective reactions are 

primary and, in order to arouse affect, objects need to be cognised only minimally. 

His argument is that the cognitive process of collecting information about 

alternatives in a decision process is not so much about assisting in making the 

decision but rather in justifying it afterward. 

In a contrary view Lazarus (1982) argues that thought is a necessary condition of 

emotion (or affect), with emotions being regarded by many psychologists as the 

product of cognitive processes. His argument is that emotion is a result of an 

anticipated, experienced or imagined outcome of an adaptationally relevant 

transaction between an individual and his environment. Separately, addressing his 

views to those of Zajonc, Lazarus (1984) argues initially that they differ primarily 

on what constitutes emotion and wonders whether sensory preferences can be 

regarded as emotions. He argues that emotions grow out of on-going transactions 

with the environment and thus to experience an emotion requires cognitive activity 

as a precondition. Significantly however, while his argument that cognition is a 

precondition for emotion, he acknowledges that one’s elicited emotions can then 

influence cognition.  This interplay between cognitive and affective influences on 

motivation and behaviour is illustrated by Zajonc and Markus (1982), in relation to 
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food preferences. Using the example of spicy chilli peppers and describing it as an 

acquired taste, they make the point that the “acquisition” of the taste is only 

achieved after overcoming an initial innate aversion (or affective reaction) and this 

change is brought about by social pressures, parental conformity, group 

identification etc., resulting in an affective-cognitive-affective dynamic. Therefore 

while cognitive influences are important, in themselves they do not tell the whole 

story. Positive attitudes towards objects can be brought about merely by repeated 

exposure to the object and even in situations where the preference has been 

developed out of cognitive material - it may become functionally autonomous and 

lose its original cognitive justification. Importantly, they argue that if preferences 

are to be altered, both affective and cognitive elements need to be examined 

because ultimately it is the affective element that must be altered.  

In a direct reply to Lazarus’ challenge, Zajonc (1984) takes issue with the view that 

affect is post-cognitive. He suggests that the problem is one of definition and that 

Lazarus’s definition of cognition is such that distinctions between cognition, 

perception and sensation disappear. Arguing that affective reactions show 

phylogenetic and ontogenetic primacy and that separate neuroanatomical structures 

can be identified for affect and cognition, he concludes that if cognitive appraisal is 

a necessary determinant of affect, then changing the appraisal should result in 

affect change. Stating that this is most frequently not so, he continues that 

persuasion and persuasive appeals is one of the weakest methods of attitude change 

(Zajonc 1984).  

This latter point is a significant concern for those advocating the adoption of 

theories in information systems security such as Protection Motivation Theory 

(Rogers 1975), which is discussed further in the next section. Therefore in selecting 

a theory from psychology to explain phenomena we need to consider if the 

behaviour we are examining is more appropriately governed by affective or 

cognitively processed actions. Alternatively we need to consider if it is ever possible 

to consider these as mutually exclusive – an issue that Social Learning Theory 

(Rotter 1954), was developed to address. 

2.3.2 Control and Efficacy 

Central to Social Learning Theory is the idea of control and in particular ‘locus of 

control’. With the concept having both situational parameters and individual 

differences (Rotter 1975), the theory was developed because of the finding that 

studies revealed persistent differences in expectancies from reinforcements (and 

subsequent behaviour) that systematically had both situational and personal 

elements. In essence these are what are regularly referred to as ‘internal’ and 
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‘external’ locus of control elements. However, Rotter (1975) points out that this is 

not the same as previous studies would have implied when using parameters such 

as ‘skill’ and ‘chance’. Clearly these latter two parameters are internal and external, 

respectively, but he argues that rather than meaning the same thing as internal and 

external locus of control, they represent a class of internal and external situations.  

This distinction is continued in (Armitage and Conner 1999a) when arguing that 

Ajzen’s (1991) view of perceived behavioural control being synonymous with 

Bandura’s (1977) self-efficacy construct, is not universally accepted in the literature. 

Setting out to distinguish between the two, they define self-efficacy as confidence 

in one’s own ability and then introduce a new control construct, which they call 

perception of control over the behaviour (described as the extent to which people 

perceive control over more external factors). While their subject matter is about 

eating a low fat diet, their findings indicate that there is some evidence for the 

distinction between self-efficacy and control over the behaviour. 

In quoting Ajzen’s (1991) definition of perceived control - how easy or difficult 

performance of the behaviour is likely to be - Sparks et al (1997) point to the fact 

that many of the difficulties in past research can be attributed to definitional or 

conceptual reasons. They then draw attention to the word “difficulty”, which they 

use in their study. However the essence of their concern is that subjects of studies 

may conceptualise the notions of control in different ways. They therefore suggest 

that measures have to be tailored to the kind of behavioural issue under 

consideration, and suggest that measures constructed out of items that explicitly 

make reference to the difficulty or ease of carrying out the behaviour in question 

are likely to be best at predicting the actual behaviour (Sparks et al. 1997).  

When this discussion is elevated to an organisational level it is interesting to note 

that even though perceptions of control and efficacy are separate concepts, they 

become intertwined. For example, individuals in organisations with a belief in their 

own efficacy will find ways of exercising control in environments containing 

limitations and constraints (Bandura and Wood 1989). In other words, self-efficacy 

will sometimes lead to increased perceptions of control and actual control. In 

earlier work Bandura (1977) described these as efficacy expectations and outcome 

expectations, the latter referring to a persons belief about whether an action will 

produce certain outcomes or not. In his analysis, efficacy expectations are a major 

determinant of action and are derived from a number of contextual and practical 

sources, namely; performance accomplishments, vicarious experience, verbal 

persuasion and emotional arousal (Bandura 1977). It can therefore be concluded 

that self-efficacy, as it is described in theoretical models, is comprised of situational 
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and experiential factors and is not as simple as a simple dictionary definition would 

suggest. In a later study (Bandura and Cervone 1983) found that people by their 

actions can reduce their feeling of self-efficacy and a point exists where self-efficacy 

will be reduced to such an extent that the actions may be abandoned or avoided. 

The corollary of this is that self-efficacy can be increased through training people 

to exercise greater control over outcomes, with a subsequent benefit in an 

organisational context (Bandura and Cervone 1983; Frayne and Latham 1987).  

The importance of self-efficacy in determining behaviour thus centres on its 

openness to intervention, a point that is emphasised in (Rosenstock et al. 1988) 

which contains a self-critique of the Health Belief Model (HBM). In trying to 

understand and predict health related behaviour the HBM is the one of the most 

widely used theoretical approaches, but does not explicitly use self-efficacy as a 

construct. Rather it is “implied” in the model. According to Rosenstock (1988) this 

is an omission that needs correcting to increase the power of the model, while at 

the same time cautioning against over-emphasising its importance, particularly with 

regard to cognitively simplistic behaviours. This recommendation is mirrored in a 

separate study designed specifically to distinguish between control and efficacy 

(Manstead and van Eekelen 1998) where self-efficacy was found to be a better 

predictor of behaviour than control, a finding concurred with in (Armitage and 

Conner 1999b).   

The discussion above cannot be considered in isolation from the affect-cognition 

dichotomy discussed in the preceding section. Describing a model of emergent 

interactive agency Bandura (1989) points to the importance of recognising self-

efficacy beliefs in understanding behaviour, but clearly states that these beliefs 

usually affect cognitive functioning. However, critically they also influence the 

affective system and processes. This happens because our level of beliefs in our 

abilities influences how much stress and anxiety we feel in threatening situations. 

Therefore not only is self-efficacy important in understanding and predicting 

behaviour it also influences how we behave in terms of the processes we employ. 

The significance of this manifests itself in the type of model we choose to use in 

explicating behaviour – based on cognitive or affective theory or elements of both 

– and on how we develop the constructs in those models i.e. do we assume efficacy 

/ control within our constructs and operationalisation or do we specifically 

measure for them? 

Additionally, it is important to consider not just how people process information 

and react to external cues or indeed what factors have the greatest influence on 

behaviour. As important, is what people do (how they cope) and to that end the 
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following paragraphs contain a brief discussion on the notion of coping as it exists 

in the behavioural literature. 

2.3.3 Coping 

A dictionary definition of the verb ‘cope’ typically gives two options. In one 

instance it relates to people and a second instance relates to a system or machine 

i.e. “deal effectively with something difficult ” or “have the capacity to deal successfully with” 

(OED 2017). However, the meaning attached to the word in the psychological 

literature is somewhat more nuanced and when it comes to the act of coping itself, 

often becomes multi-dimensional. 

For example, Pearlin and Schooler (1978) describe coping as a behaviour that 

protects people from being psychologically harmed by a difficult social experience. 

An alternative description is that it comprises cognitive and behavioural efforts 

made to deal with external and internal demands and conflicts within them, or that 

are taxing and exceeding the resources of the person (Folkman and Lazarus 1980; 

Lazarus 1993). These processes or efforts are described in one seminal article 

(Pearlin and Schooler 1978) as containing two types; psychological resources and coping 

responses, with the former referring to self-esteem, self-denigration and mastery – 

clearly analogous to the control / efficacy discussion from the previous section. In 

other words they represent some of the things that people are. What people do, on 

the other hand, are the coping responses, which are considered under three major 

headings; ones that change the situation, ones that control the meaning of the 

stressful situation to avoid actual stress and ones that control the stress after it has 

manifested itself (Pearlin and Schooler 1978). This is not dissimilar to the 

techniques of neutralisation (Sykes and Matza 1957) discussed later in this chapter, 

and suggests that coping outcomes, in terms of success or failure, may not 

necessarily be a reflection of an individual in isolation but rather of the social 

systems they occupy. The three so-called coping responses have in other studies been 

analysed using two headings – problem-focussed coping and emotion-focussed 

coping (Folkman and Lazarus 1980). The former is the more commonly 

understood view of coping (seeking information, looking for assistance and 

performing some action) whereas the latter is similar to Pearlin and Schooler’s 

(1978) coping responses that change or revise the meaning of the stressful situation 

so that it no longer presents as stressful. These type of strategies, as outlined by 

Folkman and Lazarus (1980), include trying to see humour in a situation, blaming 

others, fatalism, and avoidance. This can thus result in a situation of inaction, even 

on the part of someone who is initially presented with a stressor. It is important to 

note however that these two forms of coping rarely occur independently of one 
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another and are biased in favour of problem-focussed coping in work related (as 

opposed to personal) situations. 

This situational aspect of coping is further emphasised in (McCrae 1984), when 

addressing the question of whether coping responses are determined primarily by 

the person, the situation, or a combination of both. Finding that there were 

significant differences in the coping mechanisms selected depending on the 

conditions or situation, he also offers a distinction between coping with a stress 

and coping with a challenge leading to respective strategies of active forgetting and 

positive thinking.  This is not to say that personality is not also a factor, particularly 

when one views coping from the perspective of style rather than process. Although 

somewhat abandoned by psychologists in the 1970s, Lazarus (1993) argues that it is 

essential to consider style as well as process, which is borne out by Scheier’s (1986) 

findings that optimism and pessimism are important determinants of the type of 

coping people engage in, with optimists likely to engage in more adaptive coping 

mechanisms than pessimists. Therefore the type of person that we are significantly 

affects how we cope and therefore how we behave. 

However, human behaviour is obviously very complex and understanding it 

involves a certain degree of abstraction in studies. In a commentary on the 

shortcoming of this approach Lazarus (1993) proposes that the concept of stress is 

unidimensional and that psychological stress should be regarded as a subset of 

emotion. Taking emotions like anger, anxiety, guilt, shame, sadness, envy, jealousy 

and disgust as the stress emotions, he proposes that coping should not just be treated 

as belonging to cognitively processed decisions but that it should equally be treated 

as belonging within the realm of motivation and emotion. Therefore, when 

considering behavioural models employing coping as an element in their 

construction, it is necessary to consider this complex and multi-faceted nature of its 

meaning. 

2.3.4 Identity and Social Influence 

Some social psychologists argue that behaviour cannot be explained by 

psychological factors alone. Arguing that psychological theories often have the 

benefit of parsimony, they suggest that adding measures such as identity could 

increase their explanative power. Drawing on Identity Theory (Stryker 1968) and 

writings on role / identities as determinant of behaviour (Burke 1980; Turner 1978) 

social psychologists contend that theories embracing only psychological constructs 

are deficient and that it is important to examine some measure of an individual’s 

self-concept in the behaviour in question (Charng et al. 1988). This is particularly 

important where an individual could have several simultaneous identities i.e. one 
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based on a familial relationship and a work relationship. With the essential premise 

of identity theory being that behaviour is the result of an interaction between self, 

other and the social setting, this logic is consistent with the psychology literature on 

cognitive reasoning and coping, that acknowledges situational influences. However, 

taking account of identity also adds to our understanding because not only can 

individuals have multiple identities in a particular situation but the relative salience 

of these identities to the individual will affect their commitment to each of them 

and their subsequent behaviour (Stryker 1968). 

The idea of self-identity having a direct effect on behaviour is also explored in 

(Armitage and Conner 1999a; Armitage and Conner 1999b), where in the case of a 

repeated behaviour (low fat food consumption) the construct was found to 

independently predict intentions, although in terms of a predictor of intentions 

over time it did not mirror the findings of (Charng et al. 1988).  

One of the issues around self-identity is understanding its meaning. Identity theory 

seems to have developed along two strands, one that focuses on the linkages of 

social structures with identities and the other on the internal process of self-

verification, although these two dynamics then interact and influence each other 

(Stryker and Burke 2000). These, in turn, should not be confused with the other 

meanings attributed to the word such as culture or social category. As already seen 

(Armitage and Conner 1999a; Armitage and Conner 1999b; Charng et al. 1988), it 

has been found that identities can be used to predict behaviour, but only when the 

meaning of the identity corresponded to the meaning of the behaviour. Equally the 

ability to predict from identity meanings to performances is greater for those with 

more strongly committed identities. Therefore, it is through the confluence of the 

internal process of self-verification and the effects of social influence that self-

identity influences behaviour. But what is social influence? 

In process language, Kelman (2006) has described social influence as comprising 

three distinct phases; compliance, identification and internalisation. Compliance is 

when somebody allows himself or herself to be influenced by someone else to gain 

something or avoid some consequent negative occurrence. Identification is when the 

person accepts another person’s views in order to have a good relationship with, or 

indeed to be like that other person and internalisation is when the influence is 

accepted because of a value congruence between the parties. This three-process 

model is not just important from a personal perspective. From a rule – role – value 

orientation, it explains in both an organisational and societal context how people 

may be integrated into a society or group by adhering to its rules, involvement in its 

roles or sharing its values (Kelman 2006). 
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Thus as a predictor of behaviour social influence, and how it occurs in any given 

situation, can determine the type of self-identity that a person believes in, which in 

turn affects the actions they take in that situation. 

2.3.5 Personality & Attitude 

While theorists may argue that coping development is in-part a function of 

personality development (Lazarus 1993; Scheier et al. 1986), a difficulty that 

emerges is that a person’s behaviour is often at odds with their stated attitudes, 

with behaviour actually being influenced by a multitude of factors - some external 

such as opportunities, norms and demographic characteristics. Other factors are 

internal such as ability and personality. In an early study Schwartz and Tessler 

(1972) suggest that these factors are potentially infinite but then go on to find that 

personality, as well as experience and demographic classifications provide stability 

in their behavioural model. They also make another significant point with regard to 

attitudes. Because attitude can have several components (cognitive, conative and 

evaluative) it has the capacity to be changed, due to intervening events, before 

influencing behaviour, and so Schwartz and Tessler (1972) suggest that a model for 

maximizing the prediction of intentions may not be the best model for predicting 

behaviour. They go on to point out that it is important to make a distinction 

between attitudes towards the act and attitudes toward the object of the act and 

although a detailed discussion on this point is outside the scope of this particular 

review, it is a salient point to be borne in mind when reviewing and constructing 

behavioural models. 

In a finding inconsistent with that of Schwartz and Tessler’s (1972) regarding the 

importance of attitude, Pomazal and Jaccard (1976) found that the attitudinal 

component was the most significant element of their model. This may be the result 

of a different approach to the operationalisation of the construct but nevertheless 

suggests that attitude should not be ignored in behavioural models. 

The importance of personality as an influencing and measurable factor in coping 

and behavioural intention is debated in Folkman and Lazarus (1980). They argue 

that coping can be conceptualised either as a defensive or personality trait relevant 

process. The former is the more traditional conceptualisation and the latter refers 

to a dispositional response to a given situation rather than a defensive one. They 

conclude that trait measures, in general, are poor predictors of coping processes 

because they assume that people are behaviourally (and attitudinally) consistent 

across situations.  
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Whether attitude or personality traits are better predictors of behaviour does not 

attract any unanimity. This may be partly because their adherents come from 

different fields - essentially personality has been the preserve of personality 

theorists whereas attitude is more a construct of social psychologists. While much 

of the coping literature refers to situational factors, it is noteworthy that something 

like ‘high self-monitoring’ - which is itself a personality trait – actually indicates 

people that are likely to let situational factors guide their behavioural choices and as 

a consequence show little correspondence between attitudes or traits and behaviour 

(Sherman and Fazio 1983). Similarly, personality traits affect the processing route 

that people take on their way to behaviour. For example, uncertainty orientation as 

a trait or disposition will lead people to behave in different ways. Uncertainty 

oriented people are motivated to process information when it is personally relevant 

and informative. Certainty oriented individuals on the other hand will tend to avoid 

new and potentially threatening information and are more goal-oriented (Brouwers 

and Sorrentino 1993). This would suggest that while attitudes and traits may guide 

and predict behaviour, it might only be for some people and not for others. In 

other words personality and attitude may indicate whether a particular model is 

applicable to a cohort, rather than being constructs that can be used in models 

designed for general use across a population. 

2.4 BEHAVIOURAL THEORIES IN INFORMATION       
SYSTEMS 

Much of the previous sections describe concepts and constructs that are implicit in 

the well-known behavioural theories employed throughout the literature. The aim 

in describing these concepts is to inform the following section. This is of particular 

importance where some of these central tenets are presented as points of 

distinction between the various theories. 

The following sections describe a number of seminal theories and their relevance to 

the information systems field, in general, and the sub-field of information systems 

security (InfoSec) in particular.  

2.4.1 Theories of Reasoned Action (TRA) Planned Behaviour (TPB) 

Two theories – the Theory of Reasoned Action and the Theory of Planned 

Behaviour - are discussed in conjunction with one another, because essentially the 

latter represents an evolution of the former.  In developing the TRA, Fishbein and 

Ajzen (1975) predicted that behavioural intent is caused by two factors – our 

attitudes and subjective norms. Treating these as antecedents of intention, which is in 

turn considered to be an antecedent of behaviour they considered that these two 
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factors simply existed along some dimension of favourability, rather than 

considering any clear distinction between affective and evaluative responses to a 

particular behaviour.  In contrast the TPB did acknowledge these different 

responses (Ajzen 1991), but from a practical perspective the essential difference 

between the two theories was through the addition of the concept of perceived 

behavioural control (PBC). Ajzen (1991) in fact describes this as an expansion of the 

‘original theory of reasoned action’ indicating his view that the later theory is simply 

an improvement on the earlier one.  He also argues that this addition to the theory 

is different from locus of control (Rotter 1975), because his view is that PBC is 

conceptualised as relating to the behaviour of interest whereas locus of control is a 

generalised expectancy across situations (it is possible that Rotter’s (1975) 

distinction between external and internal locus of control may also deal with this 

issue). 

 

Figure 2.2: The Theory of Planned Behaviour (Ajzen, 1991) 

To a certain extent there may be some overlap and confusion between the 

terminologies in these theories and the operationalisation of them, something that 

has been observed in the literature (Sparks et al. 1997). Suggesting that more 

attention needs to be paid to the interpretation of questionnaire items in this area, 

Sparks et al (1997) conclude that PBC measures need to make explicit reference to 

the difficulty or ease of carrying out the behaviour. Similar points are made in 
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relation to distinguishing between PBC and self-efficacy (Manstead and van 

Eekelen 1998) and even refining PBC into two constructs of self-efficacy and 

perceived control over the behaviour (Armitage and Conner 1999a; Armitage and 

Conner 1999b), or controllability to use the language of Rippetoe and Rogers (1987). 

This latter language was even adopted subsequently by the creator of the theory in 

decomposing the notion of PBC into sub-constructs of Perceived Self-Efficacy and 

Perceived Controllability (Ajzen 2002).  

While there may be some confusion regarding terminology, what is not a matter of 

confusion is the ubiquity of the Theory of Planned Behaviour and its prevalence in 

the literature is comparatively easy to demonstrate. The primary presentation of the 

theory is in the 1991 paper that bears its name (Ajzen 1991), and in conducting a 

review of this paper it was found to have 13,896 citations in the ISI Web of 

KnowledgeTM citation database. These are spread across a vast number of fields 

from medicine to ethics. Using the 8 journal titles contained in the IS Senior 

Scholar’s basket this list was considerably refined to 153 articles, indicating an 

importance of the theory to the IS discipline, with a degree of current interest 

evidenced by the fact that over two thirds of them were published within the last 

10 years. However, many of these papers only cite the theory to make a generic 

point that intentions are a good indicator of behaviour or that use intention as a 

variable e.g. (Han et al. 2015; Zahedi et al. 2016) rather than actually employing the 

theory in the study. Therefore, the literature reviewed in the following paragraphs 

confines itself to those studies where the theory is explicitly mentioned in the 

abstract. 

In an important and early paper (Taylor and Todd 1995) compare the Theory of 

Planned Behaviour (TPB) with the Technology Acceptance Model (TAM) as 

presented initially by (Davis 1989). Whereas, the former is drawn from the 

psychology discipline, the latter’s genesis is in the information systems field. It also 

could be considered a simpler model, in that the TPB considers attitude, subjective 

norm and perceived behavioural control as antecedents of intention, whereas the 

TAM is context specific and only looks at attitude, with usefulness and ease of use 

as two predictors of attitude. Taylor and Todd (1995) take this a step further by 

adding compatibility as a further predictor of attitude, as well as maintaining 

subjective norm and perceived behavioural control as constructs. In addition, they 

further decompose these two constructs into lower order constructs in presenting 

their Decomposed Theory of Planned Behaviour (DTB) and show in their study 

that the decomposed version of the theory is the superior predictor of intention to 

use information technology resources, thereby setting a marker for future 

information systems studies. In another adoption study (Harrison et al. 1997), a 
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number of moderating factors were added to the original TPB to explain executives 

decisions in small firms with regard to IT adoption. They also make the somewhat 

obvious point that the adoption decision must be important enough to be actively 

deliberated for the TPB to be relevant. In a slightly different variation Oh et al. 

(2003) combine aspects of the TAM and Taylor and Todd’s (1995) decomposed 

version of the theory to examine broadband adoption. The construct of attitude, 

which is central to the TPB, DTPB and TAM was totally discounted by (Venkatesh 

et al. 2003) in developing their Unified Theory of Acceptance and Use of 

Technology (UTAUT). They argue that the relationship between attitude and 

intention is entirely spurious and in the context of IT adoption is only relevant 

because of the composition of constructs in other behavioural theories. In other 

words, they argue that attitude is only significant when cognitions related to 

performance and effort expectancies are not included in the model, and 

consequently go on to propose a model with four key determinants of intention 

and behaviour, namely; performance expectancy, social influence, and facilitating 

conditions (Venkatesh et al. 2003). 

In another adoption study, in relation to e-commerce, the control versus efficacy 

debate described in section 2.3.2 above is exemplified by Pavlou and Fygenson 

(2006) when they decompose perceived behavioural control as a second order 

construct into two first order dimensions of self-efficacy and controllability with 

the resulting four constructs being preceded by four matching sets of beliefs. 

Several other adoption studies involve the TPB or hybrids of the TPB, including 

Wang et al. (2006) where it was combined with elements from the TAM and 

constructs relating to financial resources and credibility, to examine mobile 

services.  

One of the criticisms levelled at researchers in the field paradoxically formed part 

of a compliment – Venkatesh et al. (2007) commented in a review of the use of 

TPB and Job Satisfaction research that there had been ‘impressive progress’ in 

technology adoption research, but that for a small field like information systems 

there was probably too much emphasis on replication and “tweaking” of existing 

models. Whether it was as a response to this or not, Al-Natour and Benbasat 

(2009) subsequently proposed a different model of adoption behaviour that not 

only takes account of a behavioural process but also the relationship with IT 

artefacts. However, these studies from the IS field and other further studies 

examining variously; the choice of IT as a subject of study in university (Heinze 

and Hu 2009), e-government adoption (Lee and Rao 2012), the use of open source 

software (Macredie and Mijinyawa 2011), continued use intention (Hsieh et al. 

2008), and even discontinuing use intention (Turel 2016) are not directly relevant to 
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this current work, rooted as it is in the information security sub-field. It is to this 

area therefore, that the following paragraphs turn their attention. 

One of its first important such uses is seen in Peace et al. (2003) when it is 

combined with Deterrence Theory (discussed in section 2.4.3 below). 

Conceptualising the generic construct of ‘intention’ as ‘piracy intention’ and using 

the central three constructs of the TPB with antecedents drawn from deterrence 

theory, the study is important to the information security (InfoSec) field, in that it 

represents the genesis of a significant line of subsequent research and the 

operationalisation of constructs therein. That view is in line with theorists from 

psychology and sociology (Bandura 1977; Kelman 2006; McCrae 1984; Rotter 

1975) such that study constructs should be scenario specific to the behaviour in 

question and should not be generalised. 

While the intention in Peace et al. (2003) was to examine a specific type of 

behaviour of concern (software piracy) there followed a tendency in the main 

journals to use the TPB to examine the notion of compliance with information 

security policies in organisations. One such paper was Herath and Rao’s (2009b) 

presentation of a self-titled Integrated Protection Motivation                                                      

and Deterrence Model of security policy compliance. Basing the architecture of 

their model on the Decomposed Theory of Planned Behaviour (Taylor and Todd 

1995), they maintained consistency with other researchers in favour of making 

constructs situationally specific, and thus they conceptualised the attitude construct 

as ‘security policy attitude’. Synthesising the TPB constructs with those from 

Protection Motivation Theory (Rogers 1975) and general deterrence theory, they 

found that attitude did not have a significant effect on compliance intention but 

that many of the antecedents of security policy attitudes were significant as 

hypothesised. Post-hoc analysis on the direct effect of PMT constructs is discussed 

in section 2.4.2 below. However, the Herath and Rao study did find that 

organisational commitment, social influence and self-efficacy were important 

predictors of compliance intention.  

This cannot be taken to mean that attitude is therefore unimportant, and in fact it 

was found to be significant in a subsequent study (Bulgurcu et al. 2010). In this case 

the model used attitude, normative beliefs and self-efficacy from the TPB (the 

latter being used in place of perceived behavioural control, because in this context 

it effectively amounts to the same thing). It is in relation to the antecedents of 

attitude that this study differs from others. Although the prior study (Herath and 

Rao 2009b) conceptualises attitude to the security policy as being preceded by a 

‘two-step’ organisation involving perceptions on the severity and probability of a 
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security breach leading to a security breach concern level, the later paper has a 

more involved conceptualisation of the antecedents of attitude. Deriving its logic 

from Rational Choice Theory (discussed in Section 2.4.5 below) where people 

assess the costs and benefits of an action, they posit that beliefs about outcomes 

inform beliefs about consequences, which in turn affect attitude. It is difficult to 

determine exactly why these studies should be different with regard to the attitude 

construct as the construct itself is operationalised in a very similar manner in both 

studies and nothing really distinguishes one study’s cohort from another. The 

suspicion therefore is that the way constructs are mixed and matched may actually 

affect subsequent relationships. Not all models in the literature are this complex 

however. For instance, Ifinedo (2012) simply takes the main constructs from TPB 

and PMT and measures all of them against the dependent variable - compliance 

intention - and found that the three main constructs from TPB all have a 

significant relationships with intention.  

A similar finding is observed in Sommestad (2015) when the TPB is combined with 

cultural factors, although the findings differ somewhat across different social 

groupings. This is taken by the author to imply that the TPB is lacking in some 

aspect related to these particular social groups. An alternative explanation is that it 

is further evidence that, in the case of information security behaviour, the TPB 

works more effectively when situated in specifics. Such specificity is also found in 

Foth (2016) where the theory is combined with variables from deterrence theory to 

examine intention to comply with data protection policies in German hospitals. In 

this case the three factors – attitude, subjective norm and perceived behavioural 

control - were found to be strong predictors of intention to comply with data 

protection regulations.  

Specificity too is found in the few papers using the theory that look at a non-

compliance behaviour (Guo et al. 2011; Sojer et al. 2014). All of the papers 

described in the preceding paragraphs examine an intention to comply with some 

sort of organisational rule or norm. In the case of Guo et al (2011) there are two 

attitudes; attitude towards the security policy which affects attitude towards the 

violation, along with utilitarian, normative and self-identity outcomes. Equally, in 

the case of the Sojer et al (2014) study, the intention is to engage in an unethical 

behaviour (unethical code reuse in programming), and the model employs an 

extreme form of decomposing the TPB with attitude comprising six elements 

drawn from deterrence theory and expected utility theory. Both studies are among 

the first in the senior scholars basket to attempt three things simultaneously, 

namely; to use the TPB as a central focus of its model, to do so using a scenario 

based methodology, and to look at a negative behaviour. 
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One of the key things to emerge from this literature review has been the fact that 

the academic research community has tended to exhibit a propensity for studies 

that are based around compliance behaviour rather than non-compliance 

behaviour. Although there are exceptions, this is particularly evident in the case of 

studies employing the TPB as a theoretical lens. In one review paper an analysis of 

16 prior studies using TPB is presented (Sommestad and Hallberg 2013). Of these, 

13 concern compliance behaviours with 3 focussing on violations. However, one of 

the three (Lee et al. 2004) essentially synthesises Social Control Theory with 

General Deterrence Theory and merely uses the TPB to paint the path between 

intention and behaviour. Another of the three (Dugo 2007) while employing the 

theory centrally is actually a PhD thesis. Therefore, it would seem that while the 

meta analysis of other studies would indicate that the TPB explains security policy 

behaviours as well as it explains other behaviours (Sommestad and Hallberg 2013), 

this is very much concentrated in the domain of compliance behaviours. The 

review includes only one published study from the meta analysis (Guo et al. 2011) 

relating to violations and one other study about unethical behaviour (Sojer et al. 

2014). This would seem to suggest that TPB has not been considered by the 

research community to be suitable for examining non-compliance behaviour or 

alternatively that non-compliance behaviour of is of lesser interest to the 

community than compliance behaviour.   

2.4.2 Protection Motivation Theory (PMT) 

In the same way that the information systems field has borrowed the Theory of 

Planned Behaviour from the psychology discipline, it also borrowed Protection 

Motivation Theory (Rogers 1975). Although the latter appeared initially in the 

psychology literature earlier than the former, its debut in the information systems 

literature was somewhat later. This is most probably down to the fact that its 

employment in information systems is in the sub-field of information systems 

security (InfoSec), itself a comparative newcomer in the overall information 

systems literature. 
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Figure 2.3: Protection Motivation Theory (Rogers, 1975) 

The basic idea set out in the theory is that people are motivated into protection 

mode based on certain cognitive factors or appraisals – the idea that some event is 

noxious and likely to occur, the severity of that noxiousness and the belief that 

some coping response can deal with what is seen as an aversive event. Thus the 

theory assumes cognitive rather than affective primacy of actions and relies heavily 

on the principles employed in coping theory.  Forming part of the family of 

‘expectancy-value’ theories, protection motivation will only arise if all three factors 

are present i.e. it is a multiplicative function of severity, expectancy and belief in 

efficacy (see Figure 2.3 above). In language similar to that related to attitude and 

intention discussed in the previous section the theory postulates that when an 

individual is exposed to persuasive communications about undesirable 

consequences of a particular event, that these communications initiate a series of 

cognitive appraisal processes resulting in attitude change. In addition to the 

cognitive processing aspect, the other critical concept of the theory is that of fear 

appeals. Previous theorists like Freud argued that fear is an affective state 

protecting one against danger. However, Rogers’ view is somewhat different. His 

point is that the processing of information (that may or may not have been 

stimulated by an affective fear) is more important. While appearing to offer a 

contrary view Leventhal’s (1965) position - that both arousal stimuli (in this case 

fear) and specific recommendations are needed for action –he goes on to suggest 

that emotional arousal is sufficient for attitudinal change.  

 In a subsequent revision of PMT, Rippetoe and Rogers (1987) describe a 

secondary process called coping appraisal. In this process, the efficacy component 
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is moderated by what are described as Response Costs, which include the time, 

effort, stress and any other reasons, which would suggest not pursuing change.  

 

Figure 2.4: Revised PMT (Rippetoe & Rogers, 1987) 

Overall, the model suggests that threat appraisal is concerned with evaluating the 

status quo, with the likelihood of an adaptive response or a change in behaviour 

being increased when perceptions of severity or likelihood are high, or reduced 

when any rewards associated with continuing the maladaptive response are 

perceived (McMath and Prentice-Dunn 2005).  

In introducing coping theory to the equation, the question of why some people 

continue with maladaptive habits despite being informed of good reasons why they 

should desist from them, presents itself. In distinguishing between coping as a 

process and coping as a style, Lazarus (1993) strongly and explicitly states that 

emotions should always be measured in the context of research on coping and in  

their study Folkman and Lazarus (1980) empirically examine a number of Lazarus’ 

own theoretical concepts. Describing coping as “the cognitive and behavioural 

efforts made to master, tolerate or reduce external and internal demands and 

conflicts among them”, they tell us that problem focussed coping (e.g. seeking 

information, ringing to get help, inhibiting action, direct action) is generally 

adopted in a situation where people feel that it can make a difference. Conversely 

in situations where people see little potential for beneficial change, emotion 

focussed coping methods may be applied (e.g. trying to see humour in the situation, 

avoidance, detachment, assignment of blame (to self or others), fatalism, 

projection, fantasy etc). Their headline finding was that both forms of coping were 

used 98% of the time in their study. The effect therefore, in introducing coping to 

Protection Motivation Theory is to add the idea of emotion-focused coping 

thereby offering a means of explaining why counter-intuitive behaviour sometimes 

occurs. A refinement of this notion of emotion-focussed coping is offered in 

McCrae (1984) where mechanisms such as Active Forgetting (threat response) and 
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Positive Thinking (challenge response) are seen in findings, suggesting that the 

choice of coping mechanisms can differ according to whether the situation is a 

threat, loss or challenge. 

Overall, the use of PMT in behavioural studies implies cognition. In Wurtele and 

Maddux (1987) the authors examined the effectiveness of the theory in the context 

of persuasive appeals for increasing exercise. Finding that their subjects adopted a 

“precaution strategy” – they intended to get more exercise even though they were 

not convinced of either its effectiveness or the risk to themselves of not doing it – 

they make the point that PMT is not definitive but that it “contributes to our 

understanding of persuasion by providing useful guidance on the types of 

arguments that should be used” (Wurtele and Maddux 1987, p. 464). One potential 

explanation as to why PMT may not be universally applicable is the idea of 

uncertainty orientation (Brouwers and Sorrentino 1993). Uncertainty oriented 

people are motivated to process information when it is personally relevant and 

informative and as such are likely to follow the ideas in PMT. The certainty-

oriented individual on the other hand will tend to avoid new and potentially 

threatening information and may not follow the predictions of the model. 

In a meta-analysis of the theory, Milne et al. (2000) conclude that while the threat 

and coping-appraisal aspects of the theory are useful in the prediction of health-

related intentions that this relates more to concurrent behaviour and the theory is 

less useful in predicting future behaviour. This effectively introduces a caveat 

through which the use of the theory should be viewed, particularly in models that 

aim to predict new behaviours. Notwithstanding this caveat and other 

ambivalences shown in the psychology and health related literature, the information 

systems field has on many occasions embraced and looked to the explanatory 

power of PMT in its models. 

Due to its underlying idea and purpose, PMT’s adoption in information systems 

studies has almost exclusively been in the area of security and privacy (of either the 

individual or an organisation). A large number of such studies synthesise PMT with 

other theories or elements from other theories in order to increase their explanative 

power, a number of which look at the overall goal of information systems security 

policy (ISSP) compliance in organisations. For example, Pahnila et al. (2007) 

prepare and test a model indicating that PMT is involved in its construction. 

However, the model is a true hybrid in that it also includes elements from a 

number of other theories including Deterrence theory, the Theory of Reasoned 

Action and some elements from the information systems success model (DeLone 

and McLean 2003). The most surprising finding from this study, set in Finland, is 
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that neither coping appraisal nor rewards have a significant effect on attitude and 

thereby intention and behaviour (compliance). A similar approach, in combining 

other theories with PMT, is adopted in Siponen et al. (2010) and finds that 

normative beliefs, threat appraisal, self-efficacy and visibility have a significant 

effect on intention to comply whereas response efficacy does not. Additionally, 

deterrences show a significant effect on actual compliance whereas rewards do not. 

Interestingly, both of these studies conceptualise maladaptive behaviour merely as a 

form of carelessness on the part of employees. 

A slightly different starting point is taken by Herath and Rao (2009b) who open 

their discourse with the idea of employees and end-users of organisational systems 

that are ‘not keen’ or ‘unwilling’ to follow security policies. Again combining 

aspects from several theories and bodies of literature (General Deterrence Theory, 

Decomposed Theory of Planned Behaviour, Organisational Commitment and 

Protection Motivation Theory), they attempt to provide a holistic / all-

encompassing model of the factors affecting compliance intention. Finding that 

most of the threat appraisal and coping appraisal constructs drawn from PMT had 

a significant effect on security policy attitude, counter-intuitively this in turn did not 

have a significant impact on compliance intention. The items that did have a 

significant impact on compliance intention were organisational commitment1 and 

subjective norm. Subjective Norm – drawn from the decomposed theory of 

planned behaviour – is about whether a significant person(s) is keen for the 

individual to behave in a particular manner and is modelled as a formative 

construct with the weights for some elements being significant and others leading 

the authors to conclude that employees may often not have a clear idea of the 

organisations expectations. Subjective Norm is also found to be of significance in 

(Ifinedo 2012) where the approach is a simpler examination of the direct effect a 

series of constructs have on compliance intention, drawn from the Theory of 

Planned Behaviour (TPB) and Protection Motivation Theory (PMT). The model is 

much more closely aligned with PMT in its construction adding some elements 

from TPB and in findings consistent with Herath and Rao (2009b) concluded that 

response cost had an insignificant effect on  compliance intentions.  

In a similar approach (one that involves a minimal addition to the core of PMT), 

Vance et al (2012) measured a model in a single organisation using prior experience 

(Habit) as a preceding factor for PMT - subsequently confirmed as significant in 

the findings. They also make the point, quite strongly, that no prior studies have 

                                                
 
1 Organisational commitment in this context refers to the employees level of regard and commitment to 

the organisation and not any commitment on the part of the organisation to compliance intention 
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investigated sources of information antecedent to the PMT process despite the fact 

that the original formulation of the theory explicitly mentions prior experience as a 

source of information.  

Although the previous paragraphs indicate the tendency for researchers to combine 

theories with PMT, Siponen et al. (2014) contend that prior empirical studies, with 

the exception of Herath and Rao (2009b) were not based on multiple theories. 

Although not explicitly stated this can only mean that they consider studies that 

add selected constructs from other theories to PMT or Deterrence Theory as still 

being single theory based studies. In their case, they describe combining theories as 

theory integration as they set about combining PMT with the Theory of Reasoned 

Action (TRA) and Cognitive Evaluation Theory (CET).  In their model, the PMT 

element (which could arguably be considered to be missing the response costs 

construct) is combined with attitude and normative beliefs from the TRA and the 

construct of rewards from CET. In this context, rewards are positive re-

enforcements bestowed on an individual for complying with policies, and thus the 

authors postulate that CET rewards would be associated with positive behaviour. 

This did not prove to be the case, although the authors point out that an 

organisational culture that does not encourage management to praise or reward 

staff for compliant behaviour could be a reason for this finding. This particular 

finding is consistent with a number of previous studies involving some of the same 

authors (Pahnila et al. 2007; Siponen et al. 2010). 

A more recent paper on compliance intention offers an entirely different 

perspective. Johnston et al (2015) argue that PMT has heretofore been misused in 

the IS security literature because (a) it is theory of behaviour change but has been 

used as a theory of behaviour and (b) it does not account for a particular subtlety 

regarding involvement or relevance i.e. presumes that all threats are personally 

relevant to the message recipient. Describing PMT as a Fear Appeal modelling 

theory, they extend the conventional fear appeal elements from PMT, which they 

go on to describe as accounting for a “critical flaw”. This enhancement is achieved 

by the addition of the sanction-based constructs from Deterrence Theory. In 

essence this seems to be a concatenation of deterrence theory and threat and 

coping appraisals, which results in a finding that informal sanctions, or in the words 

of the paper “informal sanction rhetoric” enhances conventional fear appeals 

(Johnston et al. 2015). 

In addition to studies on policy compliance in organisations, Protection Motivation 

Theory (PMT) is also found in studies on personal computer use such as intention 

to enable security features on a home computer network (Woon et al. 2005) which 
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found significance in all factors except perceived vulnerability. Anderson and 

Agarwal (2010) also look at the home user by employing PMT in considering the 

home user as a weak point in internet security. Their conceptualisation of security 

related behaviour contrasts with the criticisms voiced by (Johnston et al. 2015), 

insofar as they add measures of psychological ownership, recognising that an 

individual will seek to protect what he owns. Their finding that intentions can be 

enhanced by self-view and goal-frame manipulations - with the most effective 

messages being positive in nature - is an important finding for information security 

practitioners.  

Topics that are quite specific in context, also form the focus of attention in PMT 

based studies in information security and include the “knowing-doing gap” 

(Workman et al. 2008); adoption of anti-malware by SMEs (Lee and Larsen 2009); 

and intention to use anti-spyware (Johnston and Warkentin 2010).  The first of 

these studies uses PMT to look at “omissive” behaviour i.e. when people who 

know how to protect their information systems but then fail to do so using the 

main constructs in PMT but also drawing on Rotter’s locus of control, finding 

among other things that when a level of fear is considered to be of chronic 

proportions, people will adopt a fatalistic attitude (emotion focussed coping). They 

also suggest that locus of control may be an antecedent of self-efficacy (Workman 

et al. 2008). In the aforementioned study on anti-malware adoption in SMEs, (Lee 

and Larsen 2009) showed that adoption intention and actual adoption were 

affected to differing degrees by social influence, IT Budget, and vendor support 

and that the adoption intention was affected by the two appraisal processes within 

PMT in different ways depending on the level of IS expertise or IT intensity of the 

industry. The idea of a purely fear appeals based study was introduced in Johnston 

and Warkentin (2010) where the experimental design, with identical pre-test and 

post-test surveys accompanied a fear appeal manipulation, illustrated that fear 

appeals impact users behavioural intention to comply i.e. use recommended anti-

spyware. It is this “conventional” fear appeals model that was the subject of an 

extension in the 2015 paper by some of the same authors (Johnston et al. 2015). 

Having considered the foregoing paragraphs one could conclude that although 

PMT is well used in information security studies, its use is often combined with 

other theories or used as a base or framework. In Boss et al. (2015), which contains 

a significant critique (and criticism) of PMT based studies in the field, the authors 

point to the fact that several studies cite PMT as a core theory but in effect are 

adding and subtracting concepts to and from PMT without adequate theoretical 

explanation. An extreme example of this is contained in Junglas et al. (2008) where 

concern for privacy is considered in the context of location based services. The 
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model does not actually contain constructs that come from PMT. Rather it is used 

as a “foundation” whereby the authors focus on what triggers protective responses 

and summarises them as having environmental and intrapersonal sources. The 

intra-personal sources are in turn made up of prior experiences and personality 

traits and it is this latter aspect that the study is entirely centred on. Boss et al 

(2015) also complain that many studies incorrectly cite as PMT theories, several 

models that should actually be called “PMT spinoffs”. Examples of these include 

the fear appeal model (FAM) discussed in the preceding paragraphs (Johnston and 

Warkentin 2010; Johnston et al. 2015) and theories like Technology Threat 

Avoidance Theory (TTAT) as proposed and examined by (Liang and Xue 2009; 

Liang and Xue 2010). This latter theory begins by being quite faithful to the 

original formulation of PMT but considers threat and coping appraisals as part of a 

feedback loop, leading eventually to a coping strategy that may or may not include 

inaction. The model also assumes that this process is significantly affected by 

environmental factors (risk tolerance and social influence). Curiously, when testing 

their own theory empirically Liang and Xue (2010) introduce a change in that (a) 

Perceived Avoidability is removed as a mediating construct between Effectiveness 

/ Cost / Efficacy and Avoidance motivation and (b) Avoidance motivation is also 

influenced by an interaction between perceived threat and safeguard effectiveness, 

thereby moving closer to the original formulation of PMT. 

This amalgamation of theories is also explicitly referred to in Zahedi et al. (2015) 

where the term vertical borrowing is used to explain where authors take a theory and 

change the level of analysis and abstraction (as opposed to horizontal borrowing 

which moves across contexts). Using PMT to introduce the concepts of threat and 

coping appraisal, they then use constructs that are explicitly related to detecting 

fake websites and the tools used. Two of the authors then subsequently developed 

a model that bore a remarkable resemblance to the aforementioned TTAT (Liang 

and Xue 2009) in envisioning PMT through a polycontextual lens, with country as a 

moderator (Chen and Zahedi 2016). Introducing the twin appraisals perception of 

threats and coping efficacy and their impact, Protective Actions (rather than 

protection motivation), they also considered the impact actions of Seeking Help 

and Avoidance. Using various cultural contexts they found (a) convergence 

between China and the US when it comes to susceptibility but not in severity of 

threat; (b) that users in the two countries are far apart when it comes to seeking 

help and avoidance (Chinese more inclined to seek help and / or adopt avoidance) 

and (c) that the perceived response efficacy of protective tools are significantly 

moderated by national differences - more routine in the US, whereas Chinese need 

to be convinced of their merits first. 
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Considering that cultural and country specific differences can provide insightful 

findings and differences, it is therefore worth considering if roles (and in particular 

job-specific roles) lead to a similar dynamic. Thus the findings in Posey at al. (2014) 

provide food for thought. In the general lineage of PMT based papers in the 

information security field, this study is somewhat unusual because of its qualitative 

methodology. In this case the interview questions were derived from PMT – using 

a model of which was close to the revised PMT devised by Rogers. The idea was to 

study the mind-set of ordinary insiders (non-security professionals who have access 

to an organisation’s information systems) and compare it to the mind-set of 

information security professionals. Finding many similarities between the groups, 

differences also emerged. For example insiders look more outward to hackers and 

internet threats than security professionals; they engage in adaptive behaviour to 

achieve organisational success, job security and pride with fear of sanctions being 

further down the list. The professionals had a different view with financial 

incentives and fear of sanctions being at the top of the list (Posey et al. 2014). This 

difference in priorities may be an indicator that theories considered important by 

professional and top management, may not be adequate to fully explain employee 

behaviour. This topic is explored further in the next chapter. 

While Boss et al. (2015) is critical of previous literature involving PMT, the authors 

nevertheless go on to provide a number of recommendations for the use of PMT 

in studies: 

1. Researchers should use the full or core nomology before adding non-PMT 

constructs 

2. Fear appeal manipulations should be used in PMT studies (a fear appeal is 

more than a policy, manual etc.) 

3. Fear should be measured 

4. Behaviours as well as intentions should be measured. 

These points are echoed by Posey at al. (2015), also arguing that PMT studies need 

to incorporate past protection motivated behaviour and organisational 

commitment, which they describe as the “missing link” in applying PMT to 

information security in organisations. In terms of critically evaluating the use of the 

theory in future studies it is also worth noting the claims of an earlier work by some 

of the same authors (Posey et al. 2013). Developing a taxonomy and theory of what 

they refer to as Protection-motivated behaviours (PMBs), they claim that what is 

important for organisational security in terms of protective behaviours is much 

more extensive than insiders’ passive adherence to security policy. This is in 

keeping with the views expressed in a treatise on future directions in behavioural 
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information security research from 2013, which suggested that a primary challenge 

for the field was separating insider deviant behaviour from insider misbehaviour 

(Crossler et al. 2013). It is with this in mind that the next sub-section concerns 

itself with the somewhat more inward looking deterrence theory.  

2.4.3 Deterrence Theory 

The origins of Deterrence Theory in literature are not as clearly or as cleanly 

delineated as the theories discussed in the previous sections. One view is that it 

emerged in the work of the classical philosophers of the 16th and 17th centuries. 

Thomas Hobbes (1588 – 1678) argued that deterrence is the reason that people are 

punished for violating the social contract, but argues strongly that the punishment 

for the crime must be greater than the benefit that comes from committing the 

crime.  Cesare Beccaria (1738 – 1794) qualifies this by saying that swift and certain 

punishment are the best deterrents but that punishment for any other reason is 

capricious and superfluous, with excessive punishment actually being unjust. In 

other words punishment should be proportionate to the crime, a point echoed by 

Jeremy Bentham (1748 – 1832) (Onwudiwe et al. 2005). However, whether the 

work of Beccaria and Bentham constitutes the beginning of a theory, is arguable 

and is questioned in the seminal book “Crime, Punishment and Deterrence” (Gibbs 

1975). In distilling the work of these early philosophers into a single generalisation 

– that the occurrence rate for a particular type of crime varies with the celerity, 

certainty and severity of punishments for that type of crime – Gibbs argues that in 

fact what we are looking at is a doctrine rather than a theory, and that much of 

what is discussed about deterrence is problematic because the construct itself is 

unobservable.  

Notwithstanding this argument on theory versus doctrine, Gibbs (1975) also 

addresses the issue of definition and begins by stating that in terms of 

consequences of punishment, no concept is more difficult to define than 

deterrence. He explains the necessity to conceptualise deterrence in three ways – 

Absolute, Restrictive and Specific. These refer respectively to (a) a person who has 

never committed the crime, refraining from doing so because of the risk of 

someone getting punished; (b) someone curtailing an activity after a first offence 

because of the risk of someone getting punished; and (c) someone avoiding a crime 

because they are accused of something which someone has previously been 

punished for and they are not willing to risk someone being punished again. In 

effect he is saying that deterrence is about punishment and perceptions around 

such punishment. This latter point is emphasised later in the text when he makes 

the point that severity of sanction is always going to be subjective and may even be 
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ethnocentric (a point which is actually corroborated in occasional information 

security studies). What he does not do, is put any faith in the term General Deterrence 

a convention that is also adhered to in this current work, where theories that are 

referred to as General Deterrence will simply be regarded as Deterrence Theories. 

The difficulty with the usefulness of deterrence in understanding behaviour is also 

illustrated in Tittle (1969), who makes the point that critics of deterrence often base 

their views on the influence of punishment on recidivism. Such a view is 

incomplete however because while imprisonment may not have deterred re-

offenders, no account is taken of the deterrent effect of punishment to potential 

offenders who have never been in the prison system. Rather he suggests that 

optimal deterrence conditions may vary widely for different kinds of offence. This 

notion is made more intricate by (Grasmick and Bursik 1990) who attempt to 

extend the deterrence model. They propose that significant other and conscience 

(shame and embarrassment) are agents of social control similar to the state. 

Although they do not offer an explicit categorisation, this is effectively what we 

have come to know as informal sanctions in subsequent literature, and gives rise to 

a form of deterrence theory referred to as contemporary deterrence theory (D'Arcy and 

Devaraj 2012; Higgins et al. 2005; Hovav and D'Arcy 2012) 

While deterrence (and what is alternately referred to as deterrence theory or general 

deterrence theory) has found its way to a significant degree into the information 

security literature, it was originally examined in the context of the criminology 

literature – with mixed results. In a study related to sexual offending Bachman et al. 

(1992) found a significant effect for the perceived certainty of formal sanctions, but 

then caution that this may be confined to those who also perceive the severity of 

punishment to be high. Consistent with this Nagin and Paternoster (1993) found 

that perceptions of the certainty of both formal and informal sanctions controlled 

intentions to offend (drunk driving and sexual assault). Similarly Pogarsky and 

Piquero (2004) found that perceived severity offered little deterrent threat, whereas 

certainty and celerity (swiftness of punishment) were negatively associated with police 

misconduct. However, the severity effect had an apparent interaction with prior 

punishment and was nearly twice as large among individuals who had never been 

disciplined than among individuals who had. Notably in this study also, the 

deterrent effect of sanctions was diminished by impulsivity characteristics in the 

subjects being studied. This trend regarding the primacy of certainty over severity 

appears to be mirrored in Nagin and Pogarsky (2001) in a study on drink driving. 

Even though certainty was found to be far more robust a deterrent than severity, 

both predicted offending (and celerity did not). Similarly in a study related to our 

present field, but from within the criminology literature, on software piracy, 



Chapter 2: Behaviour in IS Research    
           

39 

certainty and not severity was found to be important in reducing the errant 

behaviour (Higgins et al. 2005). All of this seems at odds with the assertion in 

Onwudiwe et al. (2005) that criminal justice policies place more emphasis on 

severity than certainty. If this overwhelming bias in favour of certainty over severity 

also features in the information security literature then this would have significant 

implications for policies in the field.  

The first empirical use of deterrence theory in the mainstream information security 

literature was not seen until Straub (1990) and while empirical studies in the field 

have often provided disparate findings, a subject itself explored in D’Arcy and 

Herath (2011), it remains one of the most enduring theoretical elements in 

behavioural models. Of the 51 empirical papers forming part of the current review, 

a total of 19, model and examine the sanction / punishment construct as “formal” 

punishment and do so by separating the sanction construct into sub-constructs of 

certainty and severity. A summary of these findings is displayed in Table 2.1 below. 

 
Ref Dependent Variable Theories combined with 

Deterrence Theory 
Sanction 

Significance 
Cer†	     Sev†	

(Straub 1990) Computer Abuse  ✓ ✓ 
(Skinner and Fream 
1997) 

Computer Crime • Social Learning Theory 
 

 ✓ 

(Kankanhalli et al. 
2003) 

IS Security 
Effectiveness 

 ✓  

(Peace et al. 2003) Software Piracy 
Intention 

• Expected Utility Theory ✓ ✓ 

(Higgins et al. 2005) Software Piracy 
Intention 

 ✓  

(Zhang et al. 2009) Digital Piracy 
Behaviour 

• General Theory of crime ✓  

(D'Arcy et al. 2009) IS Misuse Intention   ✓ 
(Herath and Rao 
2009b) 

ISSP Compliance 
Intention 

• TPB 
• PMT 

✓  

(Herath and Rao 
2009a) 

ISSP Compliance 
Intention 

• Principal Agent Theory ✓  

(Liao et al. 2009) Intention to avoid 
internet misuse 

• TPB 
• Theory of Ethics 

✓  

(Li et al. 2010) Internet Use Policy 
Compliance 

 
• Rational Choice Theory 

✓  

(Hu et al. 2011) Intention to commit 
computer misconduct 

• Self-control Theory 
• Rational Choice Theory 

✓  

(Son 2011) ISSP Compliance • Rule Theory   
(Chen et al. 2012) ISSP Compliance • Compliance Theory ✓ ✓ 
(Cheng et al. 2013) Intention to Violate 

ISSP 
• Social Bond Theory  ✓ 

(Sojer et al. 2014) Intention to use 
internet accessible code 

• TPB 
• Ethical Work Climate Theory     

 ✓ 
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Ref Dependent Variable Theories combined with 
Deterrence Theory 

Sanction 
Significance 
Cer†	     Sev†	

(Johnston et al. 
2015) 

Compliance Intention • PMT   

(Johnston et al. 
2016) 

Intention to violate 
ISSP 

• PMT ✓ ✓ 

(Foth 2016) Intention to comply 
with Data Protection 
regulations 

• TPB ✓  

† Cer = Certainty; Sev = Severity 

Table 2.1: Analysis of Formal Sanction findings from literature  

In line with findings seen in criminology literature, it seems that certainty exhibits 

some primacy over severity in its significant relationship to behaviour, but what is 

noteworthy is that while certainty is found to be significant in thirteen studies, 

severity is considered significant in eight studies, or in other words there is an 

absence of unanimity across study findings. 

In a further complication, three of the studies listed in Table 2.1 (Higgins et al. 

2005; Johnston et al. 2015; Li et al. 2010) also include Informal Sanctions as well as 

Formal sanctions in a contemporary deterrence model. In two of these studies 

certainty but not severity was found to be significant and so were informal 

sanctions. However, in the case of Johnston et al. (2015) neither certainty nor 

severity of formal sanctions was found to be significant, but both the certainty and 

severity of informal sanctions were.  

This latter finding from 2015 is not indicative of any correlation between the 

importance of informal sanctions and the nature of the dependent variable (i.e. 

compliance or non-compliance) as can be seen from Table 2.2 below involving 

misuse and non-compliant behaviours. 

Ref Theories combined with 
Deterrence Theory 

Deterrence Construct Findings 

(Siponen and 
Vance 2010) 

• Neutralisation Theory • Formal Sanctions – not significant 
• Informal Sanctions – not significant 

(except in absence of neutralisation) 
• Shame – not significant 

(D'Arcy and 
Devaraj 2012) 

• De-individuation Theory • Formal Sanctions – significant 
• Informal Sanctions – more significant 

(Vance and 
Siponen 2012) 

• Rational Choice Theory • Formal Sanctions – not significant 
• Informal Sanctions - significant 

Table 2.2: Formal vs Informal Sanctions  
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In Tables 2.1 and 2.2 above sanctions are considered as comprising either a severity 

/ certainty dimension or a formal informal dimension. There is also another set of 

deterrence-based studies that use either proxy measures for sanctions or 

conceptualise sanctions as a unitary concept being made up of formal and informal 

measures. 

 Ref Dependent 
Variable 

Deterrence constructs and their impact 
	

Proxy 
measures 

used 

(Harrington 
1996) 

Computer Abuse 
(judgements and 
intentions) 

• General codes of ethics – no impact 
• IS codes of ethics – small impact 

(Lee et al. 
2004) 

Computer Abuse • Security Policy - significant 
• Security Awareness - not significant 
• Security System - not significant 

(D'Arcy and 
Hovav 
2007) 

Internal Systems 
Misuse 

• Security Policy - significant 
• SETA programs - significant 
• Computer Monitoring - not significant 

(D'Arcy and 
Hovav 
2009) 

IS Misuse  
Intention  

• Security Policies - Significant for 
unauthorised modification 

• - Computer Monitoring - significant for 
unauthorised modification 

• - SETA - Significant for unauthorised 
access) 

Proxy 
Measure 

and 
combined 
sanctions 

(Guo et al. 
2011) 

Non-malicious 
Security Violation 
Intention 

• Sanctions (formal) - not significant 
• Workgroup Norm (proxy for informal) - 

significant 

Composite 
Sanction 
measure 

(Pahnila et 
al. 2007) 

ISSP Compliance 
 

• Sanctions (formal & informal) - not 
significant 

(Siponen et 
al. 2010) 

ISSP Compliance 
 

• Deterrences - significant 

(Gopal and 
Sanders 
1997) 

Software Piracy 
Intention 

• Deterrence Information - significant 

(Siponen et 
al. 2007) 

ISSP Compliance 
 

• Sanctions - significant 

 

Table 2.3: Studies with composite sanction / proxy sanction measure 

Although containing somewhat inconsistent findings, the papers analysed in Tables 

2.1 to 2.3 form part of a body of work in the information security field that 

explicitly refer to deterrence theory underpinning their explanatory models. Some 

other studies are a little more subtle i.e. punishment and ethics training being a 

deterrent (Workman and Gathegi 2007) or mandatoriness (Boss et al. 2009). In 

Bulgurcu et al. (2010) we are presented with a conclusion that sanctions have a 

significant effect on the cost of non-compliance, which in turn has a significant 

impact on attitude and intentions to comply, while equally factors that motivate 
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employees to comply with the ISP extend beyond instruments such as sanctions 

and rewards. The notion of presentation of information forms part of a factorial 

survey conducted by (Barlow et al. 2013) who found that deterrence focussed 

communication decreases the likelihood of violating ISSPs. This study also had 

findings related to Neutralisation Techniques, which will be discussed in the next 

section of this chapter. 

It is apparent from the preceding paragraphs that deterrence theory and deterrence 

based studies are important and significant in information security studies. It is 

similarly apparent that it may seem initially frustrating because of the lack of 

consistency across studies. In a major review of the literature, D’Arcy and Herath 

(2011) identify several relevant factors such as Individual Factors (Self-control, 

Computer Self-Efficacy and moral beliefs), Contextual Factors (Virtual Status, 

Employee Position) and methodological issues, which because of their differences 

in the various prior studies may account for some of the difference in the findings. 

An extreme example can be seen in a subsequent study in which the lead author of 

the review was involved (Hovav and D'Arcy 2012) employing a cross-cultural study 

set in the U.S and North Korea. Focussing mainly on deterrence theory they found 

that certainty was more important for Korean employees whereas severity was 

more important for U.S. based employees.  D’Arcy and Herath (2011) also suggest 

that operational differences of deterrence theory regarding, for example, the 

interactions between informal and formal sanctions may have a bearing on the 

disparate outcomes. They make a series of recommendations regarding how studies 

should proceed including the inclusion of a specific ‘shame’ construct. A somewhat 

similar point is made in (Theoharidou et al. 2005) when arguing that studies should 

involve more than just deterrence theory and should also include theories from 

criminology and sociology, although it is arguable that this is already being done.   

Interestingly, there are two significant comments contained in the literature about 

the way forward for deterrence and information security studies. D’Arcy and 

Herath (2011) make a major point that prior studies have tended to focus on 

costs/sanctions rather than taking into account the benefits to the perpetrator of 

the deviant act. More specific guidance on this topic is offered in Willison and 

Warkentin (2013) where the point is made, that greater emphasis needs to be put 

on intentional insider offences or abuse, and with that in mind that we should (a) 

look at emotions and how or if they effect deterrence and also if personality traits 

influence the relationship between emotions and deterrence (b) look at injustice 

and disgruntlement as motives and (c) look at neutralisations and abuse, what 

neutralisations and techniques are used, and how they predict abuse. It this latter 

point that becomes the focus of the next section. 
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2.4.4 Neutralisation Theory 

The concept of Neutralisation has proven popular in various streams of modern 

academic literature, having its origins in a seminal paper by Sykes and Matza (1957). 

In their paper they describe justifications or excuses for delinquent behaviour as 

techniques of neutralisation and divide them into five major types: denial of 

responsibility, denial of injury, denial of the victim, condemnation of the 

condemners and appeal to higher loyalties. Despite an apparent similarity with 

morality based constructs, Thurman (1984) argues that neutralisation is 

conceptually and empirically distinct from moral commitment, but that the 

interaction between the two significantly explains expected involvement in future 

deviance. This link between morality and neutralisation has been incorporated in 

models of systems crime (Willison and Backhouse 2006) and often interchangeably 

with similar constructs such as Bandura’s (1996) ‘self-exoneration’ construct. Such 

links between the constructs of morality and neutralisation are maintained in the 

framework development in the next chapter.  

However, concentrating on the Sykes and Matza paper reveals citations that span 

several disciplines. As a technique, neutralisation has even been used to explain the 

extreme cognitive distortions that occur in rendering “harmless” the use of child 

pornography (Prichard et al. 2011). In the context of information systems, it has 

been used to examine aberrant acts such as music piracy (Wang et al. 2011); non-

malicious security violations of policy (Guo et al. 2011); justifying the use of 

shadow IT (Haag and Eckhardt 2015); or indeed explaining why some people may 

become hackers (Xu et al. 2013) – viewing themselves as heroes and positive 

deviants. More recently, neutralisation techniques have been examined in studies 

related to cyber-bullying (Lowry et al. 2016; Zhang et al. 2016) where neutralisation 

was found to enable cyber-bullying, partly because of the lack of immediacy 

between the victim and the perpetrator. Significantly for the current work, is the 

explicit finding that neutralisation (originally designed to explain juvenile 

delinquency) is used by adults to suspend normal rational judgements, in order to 

decrease perceived costs and increase perceived benefits of questionnable activity 

(Lowry et al. 2016).  

In a study of white-collar criminals, Schuchter and Levi (2016) revealed that none 

of their subjects actually explicitly mentioned anything that could be construed as 

neutralisation but then re-imagined the construct as a form of ‘inner-voice’ that is 

susceptible to influence from external forces – both positively as well as negatively.  

Similarly, Ifinedo’s (2014) comments that employees may use neutralisation 

techniques to circumvent or minimise the effects of reprisals from their 
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organisations, is somewhat at odds with the view expressed by Willison and 

Warkentin (2013) that neutralisation has a particular relevance to the corporate 

context. This is because employees have a greater stake in conventional society and 

consequently may not be as singularly committed to their criminal tendencies as 

hardened criminals. Despite this fact, the use of neutralisation techniques to 

empirically study information security violations is scarce in the information 

security literature.  

In one notable study in the current field, Siponen and Vance (2010) advance an 

extension of Neutralisation Theory by including two additional types of 

neutralisation behaviour; defence of necessity and metaphor of the ledger - 

originally proposed by Minor (1981) and Klockars (1974) respectively – the former 

referring to where a person feels they have no other choice and the latter to 

justifying bad acts by “balancing” them with good acts. Taking a similar view of 

neutralisations, a later paper (Barlow et al. 2013) instead uses a different 

methodology - a factorial survey method, which involves a series of manipulations 

of a vignette to examine the topic of interest. It is used to examine the effect of 

three neutralisations - defence of necessity, denial of injury, and metaphor of the 

ledger - by drawing on the work of Siponen and Vance (2010) and some of its 

forerunners.  

As different techniques of neutralisation were advanced in the literature, 

complementary (but different) theories also emerged. One of the most significant 

findings of the Siponen and Vance (2010) study, for example, was that sanctions 

were significant but became insignificant when neutralisation constructs were 

added to the model. A consistent finding was subsequently exhibited in a later 

study (D'Arcy et al. 2014), albeit with a different set of processes based on Moral 

Disengagement Theory (MDT). It is outside the scope of the current review to 

critically assess MDT versus Neutralisation but the critical corroborating effect of 

these two studies is expressed by the view that both Neutralisation and MDT 

provide cognitive rationalisations for acting in ways that run counter to our self-

standards, and more importantly that they seem to be much stronger predictors of 

ISP violations than sanctions. Accordingly, it then seems appropriate to view this 

work through the lens of a rationality-based theory such as Rational Choice 

Theory. 

2.4.5 Rational Choice Theory 

Rational Choice Theory (RCT) is a neo-classical economic approach that offers a 

theoretical explanation of individual choice making. However its empirical 

application in behavioural studies is most prominent in the law and criminology 
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literature, dating from the latter part of the last century. Early writings differ from 

our current understanding of the theory and conflate the notion of rational choice 

with a rational criminal (Grasmick and Bursik 1990; Grasmick et al. 1993). In fact 

the 1990 paper by Grasmick and Bursik, considers the rational choice part of the 

equation to be the evaluation and consideration of the various costs associated with 

the illegal behaviour (in this case tax cheating, petty theft and drunken driving). The 

benefits of committing the act are not considered or are simply implied. A similar, 

one-sided, approach to the rational choice aspect is taken in several further studies 

involving sexual offending / forcefulness, with the added notion, in these studies, 

that rational choice cannot be considered in isolation. For example, in Bachman et 

al. (1992) we are presented with the assumption that the commission of a sexual 

assault is the product of a calculated decision. Finding that their results are 

consistent with the tenets of the rational choice perspective and deterrence 

research, they go on to argue that a deterrence / rational choice model cannot 

stand alone and that in the case of sexual assault it is important to consider a 

person’s moral evaluation of the act. While such measures of a person’s moral 

compass find favour in the information systems literature, the issue of emotions 

also forms part of rational choice based models.  In fact, leaving out emotion in 

research has been suggested as a problem because it may interfere with individual’s 

abilities to introspect about their own likely behaviour. Responses to hypothetical 

scenarios while “cool” may be different to responses while “hot” (Loewenstein et 

al. 1997), or indeed as expressed by Exum (2002) that perceived costs and benefits 

may be of differential importance depending on the participants state of mind with 

no universality of rational choice model because costs and benefits carry different 

relative weights across “hot” and “cold” cognitive states. In related research, 

Bouffard (2002) actually suggests that there may be too much emphasis on rational 

decision making and that being in a “visceral” state can impact decision making 

through narrowing attention to factors related to that state, reducing one’s time 

horizon, and narrowing the focus inwards towards selfishness. This then prompts 

the question as to what actually is the rational choice approach and how does it 

differ from simple rational thinking. One explanation is offered in McCarthy (2002) 

who suggests a number of assumptions: 

1. People have preferences for outcomes 

2. People’s preferences are complete, transitive, and stable. 

3. People’s preferences are influenced by their orientation to present 

versus future outcomes. 

4. Most outcomes are uncertain; there is typically no guarantee that they 

will be realized 



Chapter 2: Behaviour in IS Research    
           

46 

5. People base their assessments of costs and decisions on information 

they collect 

6. Rational actions are those that are consistent with the above 

assumptions. 

7. Although economists are typically not concerned with distinguishing 

between rational and irrational actions, the rational choice approach 

does not preclude the possibility of people acting irrationally i.e. people 

may pursue a course of action because of an emotional state or a 

sudden change in context. 

8. The rational choice approach is not a theory of cognition - it simply 

refers to the consistency between people’s preferences and choices. 

Putting it more succinctly McCarthy (2002) suggests that “The rational choice approach 

to crime assumes that crime can be understood as if people choose to offend by using the same 

principles of cost-benefit analysis they use when selecting legal behaviours” (McCarthy 2002, p. 

422) and concludes that it is better at explaining “instrumental” rather than 

“expressive” offenses; the former are assumed to be pre- meditated and are a 

means to an end (e.g., material gain), whereas the latter occur in the “heat of the 

moment” and are ends unto themselves. Thus it provides an eminently suitable lens 

through which to study information security violations in the workplace. 

The appearance of Rational Choice Theory in the mainstream information security 

literature did not happen until the second decade of the twenty-first century but 

acknowledges criminological literature as its inspiration. In particular, insight is 

drawn from a number of studies, mentioned in the previous paragraphs, and 

viewed both the situational inducements and impediments to offending, and the 

offender’s subjective estimates of rewards and costs as equally important 

(Carmichael and Piquero 2004; Nagin and Paternoster 1993; Paternoster and 

Simpson 1996). It is also worth noting, for clarification purposes, that references to 

the use of rational choice theory in these studies effectively meant a combination of 

rational choice and deterrence theory or in effect that rational choice theory 

subsumed deterrence theory. In their 1993 study, Nagin and Paternoster (1993) 

observe that ‘perceived pleasure’ often omitted from previous research, was 

significantly related to the expressed intention to offend (as well as perceived costs 

also having a large impact). When the context was shifted to the corporate world 

(Paternoster and Simpson 1996), two types of benefits were explored; (a) Benefits 

to Firm (financial or reputational) and (b) Benefits to Self (such as career 

advancement or thrill of the act) which were both found to be statistically 

significant, along with the cost measures, excluding Formal Sanctions. 

Subsequently, (Carmichael and Piquero 2004) argued that a more complete model 
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of deterrence/rational choice must incorporate perceived emotional arousal, 

especially anger. Their argument for this assertion is consistent with McCarthy 

(2002) and is based on the idea that emotional arousal may short-circuit rational 

deliberations resulting in the benefits of crime being perceived as immediate and 

gratifying, whereas the costs may become more distant. Their study, conducted 

among a cohort of U.S. based third level students contained a key takeaway finding, 

that perceived anger influences how individuals interpret the perceived thrill 

associated with assault, but not perceived formal or informal sanctions. However, 

the literature is not all about adding emotion and anger to models of offending 

involving rational choice. The notion of pausing and actually thinking about one’s 

actions is given voice in a later study of delinquency (Paternoster and Pogarsky 

2009) which again essentially reverts to the simplistic view expressed in McCarthy 

(2002) that the essence of a rational choice perspective on crime is that offenders 

make a choice to commit a crime and making that choice involves all of the same 

cognitive processes as a choice to engage in non-criminal behaviour. Their claim, 

after extensive review of a large sample (n=7,812) of secondary data, is that a 

process called Thoughtfully Reflective Decision Making (TRDM) forms part of 

what it means to be a rational person, and is therefore an integral part of any 

rational choice theory of offending. With all of the foregoing in mind it then seems 

unusual that the number of studies in the information systems field, that pay more 

than a passing mention to rational choice theory is so few. More particularly, the 

degree of empirical work in the mainstream literature that explicitly examines the 

benefits of offending is quite scant – a point that will be redressed in the following 

chapter. 

In a paper that sets out to consider computer crime from the criminals’ perspective 

and how opportunities for crime can be formed by deficient security, Willison and 

Backhouse (2006), discuss the rational choice perspective from the viewpoint of 

crimes being deliberate and purposive i.e. people commit crimes in order to derive 

some benefit from them. Citing the obvious example of material goods, they go on 

to suggest that benefits could also take other forms such as prestige, fun, 

excitement, sexual gratification, and domination. Some other studies merely pay 

passing mention to the theory as a factor in software contravention or hacking 

(Workman and Gathegi 2007; Xu et al. 2013) and it is probably not until we see the 

work of Bulgurcu at al. (2010) and also Li et al. (2010) that we see the application 

of Rational Choice theory to information systems security in the manner previously 

refined in the criminology literature (Nagin and Paternoster 1993; Paternoster and 

Simpson 1996). 
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In the first of these, Bulgurcu et al. (2010) examines compliance behaviour of 

employees and although stating that they are using the Theory of Planned 

Behaviour (TPB), add that attitude toward compliance has an underlying set of 

cognitive beliefs rooted in the rational choice theory. However, while they go on to 

measure benefits and costs of compliance, non-compliance is only considered in 

terms of its costs i.e. the benefits of not complying are not explored. This contrasts 

somewhat with another study of the same vintage (Li et al. 2010) that characterises 

Internet Use Policy (IUP) Compliance Intention in terms of personal norms and a 

cost-benefit analysis. The use of Personal Norms is consistent with earlier work 

advocating the inclusion of measures of moral considerations. Operationalising 

benefits as a mixture or personal time saving, personal expense saving, convenience 

and a more interesting work life, they found that this had a significant negative 

impact on IUP compliance intention. A similar finding regarding the importance of 

benefits in the rational choice calculus emerges in Hu et al. (2011) where results 

suggest that when a person is contemplating whether to commit policy violations, 

the perceived benefits dominate the perceived risks and in fact the intrinsic 

satisfactions such as thrill, pride, satisfaction and happiness, are even more 

influential than the extrinsic material gains, such as the possession of money and 

goods.  

It is therefore somewhat surprising to see the assertion in Vance and Siponen 

(2012) that  RCT had not previously been used in IS research or indeed that the 

perceived benefits of norm breaking, informal sanctions, and moral evaluations 

have received little or no attention from IS security scholars. This may be because 

so many prior studies used compliance rather than non-compliance as the 

dependent variable (DV), but whatever the reason they explicitly state that in this 

case their DV is “Intention To Violate IS Security Policy” and then set about 

testing a model comprising: sanctions (formal and informal), moral beliefs and 

perceived benefits. Although their discussion of benefits seems to indicate that they 

recognise two types of benefits (a) intrinsic, such as the thrill or excitement 

experienced by some when committing a crime or (b) extrinsic, such as money, 

they ultimately operationalise the construct in a unidimensional manner i.e. time-

saving. While this may be a criticism, it is noteworthy that their findings include not 

only that perceived benefits had a positive effect on intention but that also moral 

beliefs were an excellent predictor of intention. This seems to further indicate the 

merit of including moral beliefs in a rational choice model of offending. 

It is worth noting at this point some of the comments and recommendations in a 

paper referred to in the earlier section on deterrence theory. In their paper entitled 

“A review and analysis of deterrence theory in the IS security literature: making sense of the 
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disparate findings” D’Arcy and Herath (2011) argue that “a more comprehensive 

theoretical lens that considers both positive and negative incentives can provide 

insight into the inconsistent IS deterrence findings”. Citing RCT, they state that 

Deterrence Theory is essentially a subset of RCT, that pertains to the perceived 

cost portion of the rational decision process. Observing that the perceived benefit 

portion of the decision process had been largely excluded from the IS deterrence 

literature up to that point, they specifically recommend its inclusion in further 

studies. This review for the current study would suggest that this recommendation 

has not yet been adopted to any considerable degree. 

2.5 SUMMARY OF CHAPTER 

This chapter set out to provide the reader with a backdrop for this research project. 

Initially charting some of the early research papers on information security this was 

designed to place this particular project in context. That context is about a focus on 

the intentional (malicious and non-malicious) aberrant behaviours of insiders in 

organisations. It is also about the placing the study firmly in the behavioural rather 

than technical realm and so Section 2.3 introduces some central behavioural 

concepts.  

As this is drawn from the discipline of psychology it would be illogical to suggest 

that a comprehensive review of what is an entire discipline could take place in this 

one small section. Rather it is designed to give a flavour of some of the different 

factors affecting behaviour, and also to show how they do not always have 

unanimous appeal. For example, the subsection on ‘affect versus cognition’ 

illustrates how despite absolute eminence in the field of psychology and social 

psychology, different scholars can have almost diametrically opposing views. 

Despite this, the subsection in question still stands as an illustration of two 

different factors that impact on behaviour. The reasoning behind the inclusion of a 

section on ‘control versus efficacy’ is similar and the segment on coping theory is 

included because of its centrality in all behaviours. The final two parts to this 

section are included because of the fact that organisational behaviours revolve to 

some extent around identity and social influence and because personality and 

attitude  (particularly the latter) are critical components of the behavioural theories 

examined in subsequent sections. 

While there is a plethora of behavioural theories in existence, with new ones being 

created regularly, Section 2.4 sets out to plot a route through some major 

behavioural theories, particularly those that have found favour within the 

information security domain. One of the earliest is the Theory of Planned 

Behaviour (TPB) and in subsection 2.4.1 the theory is discussed and how it has 
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been introduced into the information security field, through combination with 

other theories like deterrence theory. Similarly in section 2.4.2 the ubiquitous 

Protection Motivation Theory is discussed, and how it has given rise to subsequent 

theories in the behavioural information security domain (such as Technology 

Threat Avoidance Theory) as well as being combined with other theories in much 

the same way as the TPB, both of which are given their separate treatment in this 

chapter. This is for two reasons; (a) their importance in prior research and critically 

(b) their continuing use in IS research. Section 2.4.3 is devoted to a discussion and 

explanation of the genesis and use of the single most accessed theory in 

information security research, namely deterrence theory. The aim of this subsection 

is to illustrate to the reader how the theory found its way into IS research, what 

other theories is has been combined with, followed by a discussion on its disparate 

findings so far. 

Neutralisation theory is discussed in the next part of the chapter detailing its lineage 

from current information security studies back to its inception in 1957, with the 

aim of providing elucidation for the reader on what is meant by the term and some 

of the terminology surrounding it. The chapter then concludes with a discussion on 

Rational Choice Theory and how it has become important to the field of the 

current study as a lynchpin around which other theories may be employed.  

What emerges therefore is a picture dominated by one theoretical approach – 

deterrence theory – that is now widely regarded as incomplete in its scope, because 

it examines costs of an action in isolation. The most logical way to remediate this 

incompleteness, rather than simply bolting-on concepts from other theories, is to 

use a theoretical lens that also considers benefits of an action as well as costs and 

therefore Rational Choice Theory was chosen as the central theoretical basis for the 

current study – because it gives equal consideration to costs and benefits. It has the 

added, but critical, advantage that in looking at costs it effectively subsumes 

deterrence theory, thereby building on the considerable body of knowledge already 

established in this sphere. An additional factor that emerges is the notion that 

rational choice considerations may not be the primary cognitive processes – at least 

in a temporal sense. People continually rationalise and neutralise their behaviours 

and so Neutralisation Theory is also adopted in this study as a critical theoretical 

lens, dealing with cognitive processes that precede the rational choice process. 

Although a number of additional factors are introduced to the discussion in the 

next chapter, the remainder of this study is built primarily on a combination of 

Neutralisation and Rational Choice Theory. 
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3 Chapter 3 – The Insider Threat 
 

The Insider Threat 
 

 

3.1 INTRODUCTION 

In contrast to Chapter 2 which presented and coloured the background to this 

study from the perspective of theory, this chapter has three primary goals - to 

explain the motivation for the current work, to eliminate ambiguity from the 

reader’s mind with regard to the terminology employed in the research, and to 

show the development of a model devised to conduct the research. Drawing in 

whole or part on all of the theories discussed in the previous chapter, this chapter 

prepares the building blocks for the holistic model presented in the next chapter. 

The earlier sections however, concern themselves with the motivation for the study 

and defining the key terminology used, in order to provide conceptual boundaries 

for what follows, with the following figure designed to illustrate the structure of the 

sections of the chapter and how it relates to both the preceding and subsequent 

chapters. 

 

Figure 3.0: Literature Map of Chapter 3  
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3.2 BOUNDARY DEFINITIONS 

Most of the definitions in this section are not particularly new, but are included at 

this juncture to clarify the meaning of terms as they are intended in this particular 

work, given that some of them may mean different things to different people. 

3.2.1 The Insider Threat 

The perception of what constitutes an insider is varied across the literature. An 

early definition is found in Magklaras and Furnell (2005) and describes “a person 

who has been legitimately given the capability of accessing one or many 

components of the IT infrastructure, by interacting with one or more 

authentication mechanisms”(Magklaras and Furnell 2005, p. 372). In this definition, 

the important distinction is the use of the word legitimately and the definition is 

careful to avoid use of words like employee or contractor. A similar but more 

parsimonious view is contained in Theoharidou et al. (2005), in describing insider 

threats as “threats originating from people who have been given access rights to an 

IS and misuse their privileges, thus violating the IS security policy of the 

organisation” (Theoharidou et al. 2005, p. 473). Several more academic writings 

that actually contain the word “insider” in the title do not define the term but 

rather equate it with the term employee (Warkentin and Willison 2009; Workman 

and Gathegi 2007).  In Warkentin and Willison (2009) the descriptive language is 

about “the organizational member who is a ‘trusted agent’ inside the firewall”. 

While really meaning “employee” they then give a nod to the idea that it may be 

more than an employee by referring to an “employee or other constituent with a valid 

username and password”.  This equating of the two terms – insider and employee – 

is continued in other literature e.g. (Harris 2012; Posey et al. 2011) and is then 

somewhat expanded upon in Posey et al. (2013) when organisational insiders are 

specified as “full and part-time employees, temporary workers and board members 

who have access to organisationally relevant information while fulfilling their 

duties”. In subsequent papers by several of the same authors “consultants” are 

added to the definition (Posey et al. 2015; Posey et al. 2014).  

The notion of former, as well as current employees being part of the insider cohort 

is contained in Wang et al.’s (2015) description of “current or former employees, 

contractors, and other ‘insiders’ who with a valid username and password regularly 

interact with the information assets of the organisation” (Wang et al. 2015, p. 91). 

However, definitions of insiders are not just confined to academic papers and 

several, insider-titled industry reports also attempt to encapsulate the meaning of 

the term, describing the insider threat, for example, as “the blanket term denoting 

risk from both accidental and malicious activity by parties within or close to an 
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enterprise” (Trendmicro 2014). This same report goes on to use language like 

“company workers, suppliers and contractors”. The Sans Institute (2015) goes 

further and breaks down its analysis of insiders into a number of different 

categories; employees, contractors, affiliates of both and even customers and 

clients, but it is probably the Vorometric Insider Threat Report (2015) that goes 

furthest in its language. Containing vocabulary referring to a range of miscreants 

that goes beyond employees and privileged IT staff, the report states that the threat 

landscape now includes “outsiders who have stolen valid user credentials; business 

partners, suppliers, and contractors with inappropriate access rights; and third-party 

service providers with excessive admin privileges”.  This may be a step too far, in 

that “outsiders who have stolen valid user credentials” are by their nature outsiders 

and not insiders and so this current research deems that the most appropriate 

definition of an insider is that put forward by the US Department of Homeland 

Security and US-CERT (Computer Emergency Readiness Team): 

“a current or former employee, contractor, or other business partner who has or had authorized 

access to an organization’s network, system, or data and intentionally misused that access to 

negatively affect the confidentiality, integrity, or availability of the organization’s information or 

information systems” (FBI and DHS 2014) 

3.2.2 Intentional Violation 

The placement of this study within the IS Security Threat landscape has already 

been proposed in the early part of the previous chapter i.e. the deliberate rather 

than accidental actions of the insider. However, despite seeming to be a 

straightforward concept, it is nevertheless complicated by its multifaceted nature. 

One useful way of providing some clarity in this regard is by looking at Stanton et 

al.’s (2005) taxonomy of end-user security behaviours. Categorising intentions on a 

three-section continuum ranging from ‘Beneficial’ to ‘Neutral’ to ‘Malicious’, and 

then mapping this against and ‘high / low’ expertise level, they identified six 

different offences as illustrated in Figure 3.1 below. 
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Figure 3.1: Taxonomy of end-user security behaviours (Stanton et al. 2005) 

At the malicious end of the spectrum, Intentional Destruction and Detrimental 

Misuse are relatively self-explanatory and at the benevolent end, Aware Assurance 

and Basic Hygiene are almost corollaries of accidental misbehaviour, except that 

they are expressed as a positive behaviour. It is in the middle ground of Naïve 

Mistakes and Dangerous Tinkering that we find behaviours analogous to the 

volitional non-malicious behaviours described in (Willison and Warkentin 2013). 

In an attempt to bring further clarity to the classification of security behaviours, 

Guo (2013) proposes alternative dimensions. Using ‘Intentionality’ to distinguish 

between accidental and deliberate behaviours, he goes on to use ‘motive’ to 

categorise behaviour into malicious and non-malicious (similar to Stanton’s 

Intention dimension) as well as considering an ‘expertise’ dimension. He also then 

expands on the taxonomy by adding dimensions for ‘job relatedness’; 

‘consequence’ (for the organisation); ‘action versus inaction’; and ‘rule’ (whether the 

behaviour violates organisational rules). The latter two dimensions are particularly 

important in providing boundaries to our definition of intentional violation at the 

conclusion of this section.  

While it would seem to make sense therefore to always apply a taxonomical 

categorisation, this is not conventionally seen in the literature. Studies have 

described their focus as being about a few selected, deliberate, and intentional 

unethical behaviours in the financial domain (Chen and Tang 2006) or simply 

insiders’ intentional violation of the requirements of an information security policy 

(Kajtazi et al. 2014). Others describe their focus as being about “intentional IS 
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security policy violations, which also involve a deliberate violation of organizational 

norms” and then go on to test behaviours that although clearly rule-breaking and 

intentional, could probably be classified as non-malicious – though not necessarily 

described as such (Vance and Siponen 2012). Similarly, Vance et al. (2013) opens 

with a line about malicious insiders and then tests a dependent variable – one that is 

pernicious at some level – that is unclear as to its position in a taxonomy such as 

that proposed by Guo (2013). A change of terminology is seen in Hu et al. (2015), 

where violations are categorised on a major / minor continuum and then Lowry et 

al. (2015) suggest that on the one hand there is a distinction to be made between 

malicious/criminal and non-malicious/non-criminal computer abuse, yet 

subsequently go on to group specific examples of non-malicious behaviour (not 

changing passwords and general carelessness) with not complying with Information 

Security Policies. The latter is an umbrella term, which by definition encompasses 

malicious behaviours, so therefore grouping it with non-malicious behaviours may 

be confusing the language of the field. This cluttering of terminology is further 

added to in a paper proposing a way forward for the behavioural information 

security field, which contains a specific recommendation that insider deviant 

behaviour should be separated from insider misbehaviour (Crossler et al. 2013). 

However, while deviant behaviour is explained in relatively intuitive terms, 

misbehaviour is described as behaviour that effectively groups non-malicious 

intentional behaviours and accidental behaviours together. 

Although Siponen and Vance (2014), in presenting guidelines for the field, 

acknowledge that a continuum of violations exists as indicated by Willison and 

Warkentin (2013), their strident recommendation is that only specific behaviours 

should be considered. It therefore seems sensible, for the purposes of clarity, at this 

juncture to define exactly what behaviours this study considers as intentional 

violations. Drawing influences from both Stanton at al. (2005) and Guo (2013) 

intentional violations are defined as:  

 

Actions taken by an individual, in an organisat ional  se t t ing , that are 

consc ious ly  taken by that individual, in the knowledge that they are contrary to 

the information securi ty  pol i c i e s in the setting. Motivation determines the 

malicious or non-malicious nature of the violations such that desires to defraud or 

hurt the organisation financially or reputationally are deemed malicious violations 

with all other violations considered non-malicious including those with benevolent or 

helpful intentions toward the organisation.  
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3.2.3 Pre-Kinetic Factors 

The use of the term “pre-kinetic factors” is adapted from a concept described in 

(Willison and Warkentin 2013) and is used in this study to gather together a series 

of relevant and related variables. The term stems from military strategy, with the 

focus on temporal antecedents of military aggression. In conceptualising a number 

of variables that precede the rational choice evaluation, (or alternatively – 

constructs whose temporal nature is seen to trigger and inform subsequent 

processes) they are presented in a manner similar to the ‘left-of-bang’ (Allen 2003) 

meaning from military strategy.  

Therefore in the model developed in this chapter several variables; Prior 

Punishment Experience, Neutralisation, Moral Reasoning, Emotional State and 

Impulsivity are conceptualised as existing prior to the evaluation of costs and 

benefits to the offender of offending.  

The following sections discuss what is meant by both costs and benefits to the 

offender, before separate sections dealing with each of these “pre-kinetic” factors.  

3.3 COSTS TO THE INSIDER 

The costs to a person inside an organisation are not separate from, but may extend 

beyond those of an outside person. In early literature, costs are conceived and 

described as a penalty for an activity (Piliavin et al. 1986), punishment as a deterrent 

or a rehabilitator (Tullock 1974) or sanctions designed to induce conformity to 

norms (Tittle 1969). However, in his seminal book “Crime, Punishment and Deterrence” 

Gibbs (1975) speaks of several consequences, or costs of punishment that are 

independent of the fear of legal punishment and are paraphrased below for brevity 

and application to the current field of study. 

i. Incapacitation - removing people from the situation in which they can 

commit the offence 

ii. Surveillance – supervising people to the extent that they cannot commit the 

offence 

iii. Enculturation – making it the norm that rules are enforced 

iv. Reformation – where people are discouraged from offending because the 

law or rules have resulted in a mind-set change akin to rehabilitation 

v. Normative Validation – involving shared beliefs about what ought to be 

deemed suitable behaviour and what ought to be done in response to 

inappropriate behaviour 

vi. Retribution – in other words vengeance for a crime or misdeed 
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vii. Stigmatisation – linked to social stratification, this is effectively about social 

condemnation 

viii. Normative Insulation – probably not applicable to the current research 

stream but refers to the phenomenon of  ‘removing a bad apple’ and 

thereby removing the means to influence those left behind. 

ix. Habituation – refraining from offending for reasons of habit. 

From an IS security perspective several deterrents such as incapacitation, 

surveillance and enculturation are incorporated in the conceptualisation of 

deterrents and their rival explanations seen in studies such as Straub (1990). Other 

factors such as stigmatisation and normative validation are explored in studies that 

typically also involve explorations of moral reasoning (Myyry et al. 2009) or 

individuals normative beliefs (Bulgurcu et al. 2010; Siponen et al. 2014). Habit too, 

has found its way into the IS literature (Limayem and Hirt 2003; Polites and 

Karahanna 2013) albeit with a somewhat different conceptualisation to that seen in 

Gibbs (1975). Even in Vance et al. (2012) where habit is presented as a prime 

source of information, influencing protection motivation behaviours, this is not the 

same as deterrents causing people to develop compliance habits. It is worth noting 

that Gibbs (1975) alludes to the conceptual nature and imprecision of the 

distinction that he draws in his categorisations but also argues that his various 

distinctions are the basis for much of the refinement of costs to offenders in 

subsequent literature.  

Whereas Gibbs (1975) is somewhat complex in his discussion on costs and 

punishment other are less so. For example, Williams and Hawkins (1986) in their 

review of deterrence theory, suggest that stigma, attachment and commitment costs 

are important - but only insofar as they are indirect consequences of legal sanctions 

(a direct consequence being fear). They effectively view costs from two 

perspectives - the perceived costs of criminal involvement and the perceived costs 

of sanctioning experiences, and in effect their thesis is that the costs of formal 

sanctions have to be supplemented by informal costs in order to be effective. Three 

kinds of potential costs - (1) state-imposed physical and material deprivation (or 

formal punishment), (2) self-imposed shame, and (3) socially imposed 

embarrassment, are proposed in (Grasmick and Bursik 1990) which contrasts 

somewhat with the findings in (Bachman et al. 1992) who measured two forms of 

informal sanctions in addition to formal sanctions - social censure (or disapproval 

by significant others) and loss of self respect (or shame) - going on to find that the 

former is unrelated to self-reported offending. In a more nuanced opinion, Nagin 

and Pogarsky (2001) interpret their own findings using the suggestion that much of 

the deterrence produced from legal sanctions occurs from their tendency to 
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produce greater extra-legal consequences, with more recent articles failing to be 

definitive on whether formal deterrents exhibit primacy over informal ones or how 

effective they are (Paternoster 2010; Tittle et al. 2011). Thus being presented with a 

landscape that argues intermittently in favour of formal and informal sanctions the 

dilemma is which (if any) to include in an explanatory model. The answer from 

both criminology and information security literature is inconclusive, and so the 

following subsections look in some detail at the two types of sanctions and how 

they have previously been operationalised in the information security field. 

3.3.1 Formal Sanctions 

In his use of the word “disincentives”, Straub (1990) breaks the construct of 

sanctions against committing a deviant act into two sub-constructs of certainty and 

severity, the former being a measure of certainty of punishment and the latter being 

the severity of that punishment. Occasionally, in subsequent literature the 

punishment certainty sub-construct has been expressed in terms of detection 

certainty (D'Arcy and Hovav 2007; Herath and Rao 2009a) but in general the 

literature on formal sanctions remains consistent. However, while Straub’s work 

based its theoretical roots in criminology, his conceptualisation of deterrents was in 

the area of actual, observable phenomena (e.g. number of security staff, total 

security hours per week, severity of penalties for abuse). Such measures have been 

deemed unsuitable for use in subsequent studies dealing with behavioural 

intentions and perceptual measures of sanctions, so a new type of 

operationalisation of the deterrence constructs was devised, which has tended to 

follow two lines of development that have endured up to the present day.  

On the one hand, Peace et al. (2003) explicitly stated in their paper that they 

couldn’t find any prior items to measure an individual’s perception of sanctions, so 

they developed their own, and on the other hand, some studies have based their 

work directly on criminology literature such as Nagin and Paternoster (1993) and 

Paternoster and Simpson (1996). However, the presentation and conclusions drawn 

about formal sanctions is mixed through literature – both in criminology and 

information systems. For example, while acknowledging the difference between 

formal and informal sanctions Carmichael and Piquero (2004) proceeded to test 

only the certainty of formal sanctions and the severity of informal sanctions. This is 

probably because ‘certainty’ has trumped ‘severity’ in the eyes of scholars and 

practitioners for several centuries. Despite this fact, others have argued that 

criminals combine the three deterrence components of certainty, severity and 

celerity in their thinking. 
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In the information systems literature, this variation in approach to measuring and 

then subsequently examining the effects of sanctions is continued. A number of 

deterrence studies simply measure and then explore the effects of both certainty 

and severity of formal sanctions (Cheng et al. 2013; D'Arcy et al. 2009; Hu et al. 

2011; Son 2011) – in the case of the first of these the construct is actually described 

as ‘punishment’. Although using a factorial survey methodology Chen et al. (2012) 

also explores the twin components of severity and certainty of formal sanctions, 

finding both significant.  

Running parallel to this, however, are two similar groups of studies, the first of 

which measures or considers formal sanctions as a unitary concept (Bulgurcu et al. 

2010; Siponen et al. 2010), often simply called ‘deterrences’. The second group 

measures formal sanctions in terms of their component elements – certainty and 

severity – but then go on to only evaluate a composite measure in their 

measurement models (D'Arcy and Devaraj 2012; Siponen and Vance 2010; Vance 

and Siponen 2012). 

Perhaps these different treatments of formal sanctions represent an underlying 

belief on the part of the community of information systems researchers that formal 

sanctions are, in the words of Paternoster (2010, p. 822) “too far removed in time 

to provide that immediate pain of paying”. Perhaps too, it is one of the reasons for 

the disparate findings in this area, but it is worth noting that the construct 

continues to be examined, possibly because its effectiveness may be to some extent 

culturally or contextually dependent (Tittle et al. 2011).  

The following sections are not intended to summarise the findings from the 

literature with regard to formal sanctions (this has already been dealt with in the 

previous chapter in section 2.4.3 on deterrence theory). Instead they give a brief 

outline of how previous studies have attempted to deal with the different 

components of formal sanctions.  

3.3.1.1 Formal Sanction Types 

Despite the fact that formal sanctions have been examined extensively in literature, 

there is a remarkable restriction in the variety of sanctions that have been 

measured, or to put it another way, the operationalisation of the construct is very 

often expressed in generic terminology. With a genesis in the criminology literature 

where sanctions were generally interpreted as something like getting arrested 

(Carmichael and Piquero 2004), the information security field has been reluctant to 

be specific in describing their nature. For instance, D’Arcy et al. (2009) initially 

refer to ‘organisational sanctions’ and then proceed to operationalise their ideas 
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using comparatively generic wordings like ‘punishment’ and ‘reprimand’. Herath 

and Rao (2009a) are somewhat more descriptive, when in addition to generic terms 

like ‘severe punishment’ and ‘discipline’ they also introduce ‘termination of 

employment’ as a form of sanction. A similar mix of specific and general types of 

sanction is outlined in (Bulgurcu et al. 2010) where alongside ‘punishment’ two 

other forms of potential sanction are investigated; ‘demotion’ and ‘reprimands in 

assessments’. The vocabulary for formal sanctions also includes broad terms such 

as ‘serious consequences’ (Hu et al. 2011) and ‘strict action’ (Lowry et al. 2015), 

although the latter paper also includes a more specific measure about ‘firing’ of 

offenders. It can only be surmised why the literature is so generic in its 

operationalisation of formal sanctions, although one possibility is that specific 

sanctions for information security violations may not exist in many organisational 

settings and instead organisations invoke their general disciplinary procedures to 

deal with information security violations (a view that was put forward by several 

practitioners during the initial phase of this research). 

3.3.1.2 Formal Sanction Severity 

It is undoubtedly easier to examine severity of sanction when examining 

“traditional” criminal acts and punishments. For example, in a drink driving study 

where the penalty or punishment is suspension from driving, the severity effect is 

measured by reference to the length of the proposed suspension – in some cases 

being shown to diminish with the individual’s “present-orientation” (Nagin and 

Pogarsky 2001). In a subsequent study, lead by the second author of this 2001 

article, a graded approach to sanctions was adopted. Pogarsky and Piquero (2004) 

conducted a study of police misconduct and manipulated the severity effect 

randomly over two levels by informing some subjects that the punishment would 

be a reprimand and others that it would take the form of a five-day suspension 

without pay. Given that insider abuse of information systems or violation of 

policies is analogous to professional misconduct, it would be reasonable to assume 

that this ‘graded’ approach to severity had been applied throughout the extant 

literature in the current field, but in fact the following paragraphs will show that 

this has not been the case.   

One possible reason for this is because punishment properties exist at two levels – 

an objective level and a subjective (perceptual) level (Paternoster 2010). In real 

terms, what this means is that if the severity of punishment for a given offense is 

clearly and unambiguously stated, universally known by all and consistently 

implemented, then seeking an objective punishment measure is eminently sensible. 

However, it is arguable that this situation rarely exists and is even less likely to exist 
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in an academic field such as behavioural information security where punishments 

are varied and studies regularly rely on hypothetical scenarios because of the 

sensitivity of the subject matter and the difficulty in engaging with actual offenders. 

Therefore perceptual measures of punishment and their severity quantum have 

become the order of the day. 

Many times in the literature we see severity measured through the use of the word 

itself i.e.  ‘would be severely reprimanded’ or where an item about punishment is 

measured using a rating scale with differing degrees of severity (D'Arcy et al. 2009; 

Siponen et al. 2010) or that people will face ‘serious consequences’ (Hu et al. 2011). 

In other instances this generic language is mixed with specifics that are obviously 

severe in an organisational context, such as terminating employees (Herath and Rao 

2009a) or the even more inflammatory language of ‘employees would be fired’ 

(Lowry et al. 2015, p. 228). A brief definition of severity of sanctions is contained 

in Wall et al. (2016) by borrowing from Hu et al. (2011) who define severity as “the 

perceived degree of punishment for [an] intended act”.  The more recent of the 

two articles then goes on to operationalise this by making use of language that 

relies on the words ‘severe’ or ‘serious’ to quantify punishments. This appears to 

indicate that the generic language approach remains current. 

An alternative approach is taken in Siponen and Vance (2010) and Vance and 

Siponen (2012) where the authors again defer to the criminology literature, and cite 

two papers (Nagin and Paternoster 1993; Paternoster and Simpson 1996) as the 

basis for their measurement items of formal sanctions. In the former, severity is 

dealt with by asking “how much a problem would it be”, if each of the sanctions 

happened. These questions are not phrased as being about the character in the 

scenario, but are addressed directly to the questionnaire respondent thereby 

allowing a ‘perception of the severity’ effect to be better captured. In this light, it 

could be concluded that previous studies such as D’Arcy et al. (2009) were actually 

veering more towards a measure of ‘probability of severity’ rather than severity of 

sanction. It is also worth noting that this approach to operationalising the severity 

dimension has continued to find favour in subsequent studies (Johnston et al. 

2015) indicating its continued relevance.  

3.3.1.3 Formal Sanction Certainty 

In Chapter 2 (section 2.4.3) we have already seen how certainty of sanctions appears 

to be a better predictor of behaviour than severity of sanctions, with Nagin and 

Pogarsky (2001) describing it as a far more robust deterrent than severity. However 

certainty of punishment is more important than simply an indicator by itself. Its 

interactive effect with severity is as important, and is reflected in much of the 
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literature with multiplicative scores (certainty x severity) being used.  Beginning in 

the criminological literature (Cochran et al. 1999; Piquero and Tibbetts 1996) it has 

even been suggested that a multiplicative relationship among the deterrent 

components is a necessary feature of deterrence theory (Mendes 2004; Tittle et al. 

2011). The criminology conceptualisation of certainty of sanction also contains 

another peculiarity insofar as it is often modelled as a double-barrelled action of the 

likelihood of detection and punishment i.e. arrest and conviction (Nagin and 

Pogarsky 2001; Pogarsky and Piquero 2004) 

Typically, IS studies do not contain this double action, instead being conceptualised 

as a probability of being caught / likelihood of discovery (D'Arcy et al. 2009; 

Johnston et al. 2016), a likelihood of being penalised (Siponen et al. 2010) or 

likelihood of being sanctioned (Johnston et al. 2015). However, in some cases the 

operationalisation of the construct extends beyond a simple subjective assessment 

of likelihoods or probabilities. For instance, items have been added to 

measurement scales about employee practices being monitored (Foth 2016; Herath 

and Rao 2009a; Lowry et al. 2015) or the routine reviewing of computer logs to 

identify abuse (Hu et al. 2011), although all of these also contain one or more items 

that are basically probability estimates of punishment.  

The use of certainty as a multiplier of the severity component, seen in the 

criminology literature, is also to be seen in the IS literature (D'Arcy and Devaraj 

2012; Siponen and Vance 2010; Vance and Siponen 2012), with each severity of 

sanction measure having a corresponding certainty of sanction measure by which it 

is multiplied. In their review of deterrence studies, D’Arcy and Herath (2011) 

advocate the use of this multiplicative approach, stating that it is theoretically 

important, because rational actors jointly consider the risk and cost of perceived 

punishment.  They also posit that with regard to the disparate findings in prior 

literature, where studies have found significant severity effects, that this could be 

because the sample contained a disproportionate number of people who had high 

perceptions of getting caught.     

3.3.1.4 Formal Sanction Celerity 

Celerity of punishment is probably the most ignored dimension of punishment in 

deterrence studies. As an effect, celerity, is based on the idea that delay in 

implementation should diminish the deterrent efficacy of a sanction, but if its 

placement in criminal studies is sparse, it is even more pronounced in information 

security studies, with some criminology papers even suggesting that deterrence 

overall had no great influence on corporate offending - with the possible exception 

of the severity dimension (Paternoster and Simpson 1996).  
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A nuanced depiction of celerity is presented in Nagin and Pogarsky (2001) where 

the authors agree that the effect (celerity) is “oft-neglected”. Arguing that celerity 

was born from investigations of “Pavlovian Conditioning” where experimenters 

suppressed animal behaviours with negative reinforcements occurring within a very 

short timeframe, they subsequently make the valid point that humans are more 

developed than animals and possess the ability to connect acts with consequences 

even if they are temporally remote. It would seem logical then to assume, that 

Nagin and Pogarsky (2001) would dismiss celerity as irrelevant, given that they 

agree with the assertion in (Gibbs 1975) that the classical conditioning justification 

for celerity is insufficient. However, they do not, arguing instead that a future 

criminal sanction can mimic a future financial obligation and this therefore is 

subject to a discounting factor as a cost - the sooner the sanction is due to begin, 

the greater its costliness and consequent deterrent potential. In this case, the 

empirical work did not ultimately find a celerity effect, although Mendes (2004) 

later argues that potential criminals combine the three deterrence components – 

certainty, severity and celerity – concluding that there needs to be a three way 

multiplicative relationship between them.  

However, it is to the study of police misconduct by Pogarsky and Piquero (2004) 

that we go to seek one of the first empirical investigations of a celerity effect in a 

study of hypothetical behaviour. They measured celerity by manipulating the 

punishment effect offered to two groups of respondents where punishment was to 

either begin immediately or after a three-month delay. Their results were 

inconclusive with one of the two scenarios resulting in an expected effect but the 

other having an effect that was statistically indistinguishable from zero. It is not 

surprising therefore to see comments like “when it comes to celerity of 

punishment, prior and current studies have generally avoided its inclusion in 

deterrence measurement” (Onwudiwe et al. 2005), or when respected scholars, who 

have clearly referenced the Nagin and Pogarsky (2001) paper on integrating celerity 

into a model of general deterrence, then proceed to completely ignore it 

(Carmichael and Piquero 2004). 

This same phenomenon is also observed in the information systems literature 

where articles that reference writings on celerity, subsequently choose to ignore it 

altogether (Cheng et al. 2013; D'Arcy et al. 2009) or simply mention it in passing as 

an element in decomposing deterrence (Barlow et al. 2013; Bulgurcu et al. 2010; 

Herath and Rao 2009a; Pahnila et al. 2007; Siponen et al. 2007). Describing celerity 

simply as swiftness, D’Arcy and Herath (2011) explain that although it is included 

in the classic conceptualisation of deterrence theory that it has not been included in 

the operational definition of formal (or informal) sanctions in any of the IS studies 
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that they reviewed. They then go on to recommend its inclusion in future studies – 

without coming to any conclusion but rather to check if it has explanatory power. 

In the IS field, celerity has been characterised as immediate penalty (Siponen et al. 

2010) or sanctions being immediate, instantaneous and timely (Hu et al. 2011). This 

latter study based its operationalisation of the construct on the ‘speed of 

enforcement’ construct in Antia et al. (2006) which had found that swift 

enforcement bolstered the deterrent impact of high levels of detection ability and  

severity in relation to ‘gray marketing’. However, Hu et al. (2011) found an 

unacceptable level of cross loading with the severity construct and that neither had 

a significant impact on the rational analysis of an individual.  In following their own 

recommendation to include celerity in the deterrence aspect of a study, D’Arcy and 

Herath collaborated with Shoss (D'Arcy et al. 2014) and developed a sanction 

construct made up of all three elements of severity, certainty and celerity. However, 

while their measurement items for celerity were about punishment being immediate 

and timely, they did not model this as a separate first order construct forming part 

of a second order construct with the other two dimensions, and instead used a 

simpler single factor made up of the measurement items for each dimension. 

The problematic nature of measuring the celerity effect is emphasised in a further 

study where (a) it is expressed in the form of a null hypothesis i.e. that rhetoric 

involving sanction celerity will not affect intention to comply with protective 

strategies (Johnston et al. 2015); and (b) where it was found to have no significant 

impact on reactive computer abuse (Lowry et al. 2015).  

Despite all of this, researchers continue to suggest that including celerity in studies 

is meritorious. Using the organisation as a unit of analysis Wall et al (2016) propose 

that an increase in the celerity of sanctions on an organisation by an external rule 

body increases the organisations perception of risk associated with rule violation.  

Applying their model to the TJX group of companies (possibly one of the most 

catastrophic losses from intentional violation of security and privacy standards to 

date) they conclude that the lack of monitoring and lack of swift, certain and severe 

penalties from the payment card industry created low perceptions of risk on behalf 

of the company management – thereby suggesting that celerity is an integral 

component of the sanction construct.  

This confusion as to the benefits of examining celerity is added to by the 

comments of Paternoster (2010) that no real knowledge base about celerity of 

punishment exists and that virtually nothing is known about it. Paternoster even 

suggests that conventional wisdom about celerity may be misplaced and that people 
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may actually want to get their punishment over as quickly as possible. In such 

cases, celerity would have an inverse weight because delayed punishment would be 

perceived to be more costly than more immediate punishment. 

3.3.2 Informal / Extra-legal Sanctions 

Modern deterrence based studies tend to divide sanctions into formal and informal 

sanctions or even to ignore formal sanctions altogether and attach total importance 

to informal sanctions. Similar to formal sanctions, informal sanctions or 

punishments have their roots in the criminology sphere being subsequently drawn 

into the information systems field. Informal sanctions in the form of peer fear, loss 

of community respect and loss of respect among personal acquaintances have been 

shown to have independent predictive abilities, with possible interpersonal status 

loss being the second most important factor influencing deviance in one early study 

(Tittle 1977). Although Grasmick and Bursik (1990) argued that the dimensions of 

certainty and severity of informal sanctions had previously been recognised, it remains 

the case that most of the extant research explores different types of informal 

sanctions rather than the aforementioned dimensions. There are a few exceptions 

to this, most notably Siponen and Vance (2010) and Vance and Siponen (2012).  

In order to appreciate where informal sanctions are positioned in deterrence, it is 

useful to view the approach seen in Grasmick and Bursik (1990), reducing 

deterrence to everyday language. That is to say, that to be deterred is to avoid doing 

something out of fear of consequences, and those consequences can come from 

three sources; the state, oneself and socially (or more fully): 

(i) State imposed physical and material deprivation (Formal Sanctions) 

(ii) Self-imposed shame (Informal Sanctions) 

(iii) Socially imposed embarrassment (Informal Sanctions) 

Most of the research / literature on informal sanctions can be structured around 

these two ‘negative’ consequences imposed by a person on themselves or by others 

around them. However, descriptions of informal sanctions use differing 

terminology and even the term informal sanctions, is sometimes interchanged with the 

term extralegal sanctions. 
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3.3.2.1 Extra-legal Sanctions 

Traditional legal sanctions have been criticised as lacking an appropriate 

sociological context because criminal law receives support from various extra-legal 

inhibitory influences (Meier and Johnson 1977). These extra-legal factors are 

suggested to act in concert with the legal factors where values are re-enforced by 

the law and are described by Meier and Johnson (1977) as; social support, social 

influence, attitudes and several social background characteristics. Finding that (a) 

number of friends (who do the offending behaviour) and (b) pressure from family 

and friends are significant, the early use of the term extra-legal also included social 

background variables such as age and occupation. This operationalisation clearly 

implies that extra-legal sanctions are more than simple informal sanctions – a 

distinction which has become less clear in more recent research. For example, in 

Bishop (1984) the title of the article would suggest that the empirical work 

examines constructs of that name (extralegal barriers to delinquency). Instead they 

describe ‘external coercive constraints’ which include both formal and informal 

sanctions and they also include within extra-legal factors the concept of internalised 

normative constraints. The latter was measured using a scale designed to ascertain a 

belief in the moral validity of the law – a concept that has the potential to have 

both a positive and negative outcome and as such one that is afforded a separate 

section below. The informal sanctions, in this paper, were measured using a single 

item that asked respondents about the likelihood of losing friends through 

delinquent behaviour. As a measure, it represents a form of social disapproval in 

line with the embarrassment suggested by Grasmick and Bursik (1990), that forms 

part of a bigger set of extra-legal factors. However, as the moral validity element is 

neither self-imposed shame nor socially imposed embarrassment, it does not 

represent a sanction but is instead a barrier, or a mental consideration, and it is 

through this logic that extra-legal and informal sanctions have come to be regarded 

as the same phenomenon.   

One of the most frequently cited papers when it comes to studies involving 

informal sanctions is Nagin and Pogarsky’s (2001) paper on integrating celerity, 

impulsivity and extra-legal sanction threats. They describe the binary categorisation 

put forward by Grasmick and Bursik (1990) of embarrassment and shame as; the 

social analogue of legal sanction and personal dissonance from having violated an 

internalised behavioural norm, respectively. Then using a financial approach to 

model all costs from crime they find that extra-legal sanctions (embarrassment 

from conviction) seems to be at least as great a deterrent as legal consequences. 

Interestingly, they also choose to consider factors such as moral regrets in their 

equation, not as a cost, but as a reduction in the utility of benefits. Moral inhibition 
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is also mentioned, in addition to shame and embarrassment, in Pogarsky and 

Piquero (2004) but then is omitted in the empirical portion of the work. Instead 

they focus on the binary approach of self and social disapproval. The former is 

measured by attempting to elicit from respondents their feeling of guilt about their 

actions and the latter by asking how much of a problem it would create if others 

found out about their actions.  

3.3.2.2  Informal Sanctions – Certainty and Severity 

Although the splitting of informal sanctions into certainty and severity dimensions 

is not as common as for formal sanctions, it does exist. For example, Tittle et al. 

(2011) asked respondents for estimates of how likely it would be for friends and 

family to lose respect for them after committing certain acts (to measure certainty) 

and then sought their responses on the ‘importance of maintaining friends’ respect’ 

and avoiding ‘family disapproval’ (to measure severity). A somewhat similar 

approach is adopted in Piquero and Tibbetts (1996) and Paternoster and Simpson 

(1996) with the latter concluding that perceptions of the certainty of informal 

punishment targeted at an individual are an effective deterrent to corporate crime. 

In Nagin and Paternoster (1993) respondents are not only asked about whether they 

would feel a sense of guilt or shame about a transgression and if it is likely to be 

discovered, but they are also asked how much of a problem it would create in their 

life to suffer this guilt or shame (a proxy for severity). This approach is extended 

further in Cochran et al. (1999) where informal sanctions – specifically shame and 

embarrassment – were measured using mirroring severity and certainty items, 

finding that embarrassment failed to gain statistical significance but that shame did.  

One of the features that arises in some criminological studies however, is the 

mixing of formal and informal sanctions within the same study where the certainty 

element of the equation is modelled as a ‘discovery event’, or the likelihood of 

getting caught. Then the severity of formal and informal sanctions can be assessed 

separately. This is the case in Carmichael and Piquero (2004) where severity is 

measured by assuming that detection has been successful and asking how much of 

a problem it would create in the respondents’ school life, work life and with their 

peers - finding eventually that it is significant in deterring the behaviour in question 

(assault). This represents a diametrically opposed approach to that adopted in the 

much earlier paper by Bachman et al. (1992) who in measuring shame and 

embarrassment focussed on certainty, by posing a hypothetical question to subjects. 

The mirroring approach to measuring certainty and severity in information systems 

studies is seen where the likelihood of losing respect of co-workers or jeopardising 

promotion prospects are mirrored with severity questions about how much of a 
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problem each of these would cause (Hu et al. 2011; Johnston et al. 2015; Siponen 

and Vance 2010; Vance and Siponen 2012; Zhang et al. 2016). Yet more studies use 

a single unitary construct, oftentimes described as ‘workgroup norm’, ‘subjective 

norm’ or ‘normative beliefs’ depending on the theoretical underpinnings being used 

(Cheng et al. 2013; Guo et al. 2011; Siponen et al. 2010), but expressing sentiments 

virtually identical to informal sanction measures found in other literature. 

3.3.2.3 Informal Sanctions - Types 

The language around informal sanction types varies significantly and even the 

scope of what constitutes informal sanctions (in terms of the operationalisation of 

the construct) has veered close to the formal sanction construct. Early 

conceptualisations of informal sanctions included; loss of community respect, loss 

of respect among personal acquaintances, peer fear (Tittle 1977) and then in a more 

concrete expression – probability of loss of friends (Bishop 1984). This was 

subsequently expanded by Grasmick and Bursik (1990) to include the concept of 

internalising social norms – the final phase of social influence according to Kelman 

(2006) discussed in Chapter 2 – leading to feelings of guilt and shame. In the study 

by Grasmick and Bursik (1990) this was operationalised by simply asking 

respondents if they felt guilty, with a similar twin approach being taken in Bachman 

et al. (1992) where loss of respect extended not just to friends and relatives but also 

to the self. In Cochran (1999), this latter aspect of informal sanctions was measured 

simply by asking people if they felt ashamed, rather than any reference to guilt or 

self-respect. Considering these early papers one could conclude that informal 

sanctions are comprised entirely of guilt / shame - sometimes expressed as 

dichotomous variable (Paternoster and Simpson 1996) – and loss of respect or 

disapproval of others (in some studies the terms ‘loss of respect’ and ‘disapproval’ 

are used interchangeably (Tittle et al. 2011)). 

However, as alluded to in the opening of this section, sometimes research involving 

informal sanctions, contains elements that could possibly be construed as fitting 

under a formal sanction umbrella. Dismissal from a job and diminished job 

prospects are used to measure informal sanctions in a number of studies that 

subsequently heavily influenced information systems research (Nagin and 

Paternoster 1993; Paternoster and Simpson 1996; Piquero and Tibbetts 1996). 

Although actually measuring severity of informal sanctions, measures in Carmichael 

and Piquero (2004) expand on the contextualisation of informal sanctions by asking 

respondents how much of a problem it would create, for it to be known about a 

transgression, in the context of school-life, peers and work-life. Despite the fact 

that criminological studies have consistently indicated that informal sanctions have 
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been shown to be a better indicator of inhibiting criminal conduct than fear of 

formal sanctions (Paternoster 2010), some more recent work has actually omitted 

them from their analysis, seemingly for reasons of expediency (Schell-Busey et al. 

2016)   

Nevertheless, it is still to the criminology literature that Harrington (1996) referred 

when recommending the examination of disapproval of peers and family for future 

research, although it seems remarkable that attention did not turn to this form of 

sanction in the information systems literature until comparatively recently. Social 

censure was measured by Li et al. (2010) using what is described as a subjective 

norm measure in an early acknowledgement of the relevance of the construct. 

Similarly, Guo et al. (2011) use the construct ‘workgroup norm’ to convey their 

investigation of disapproval (or approval) of co-workers or supervisors whereas 

others have reverted to the earlier meaning of extra-legal sanctions and introduced 

moral beliefs (D'Arcy and Devaraj 2012; Hovav and D'Arcy 2012) as informal 

sanctions, in conjunction with measures of social status or social desirability 

pressure (Cheng et al. 2013). 

The ‘traditional’ conceptualisation of informal sanctions is also evidenced in the 

information systems literature. For example, Hu et al. (2011) measure loss of 

respect of family and relatives and friends and colleagues while Barlow et al. (2013) 

suggest that it is this type of disapproval that leads to feelings of guilt and shame. 

This same view has continued up to more recent times - that informal sanctions 

such as personal demonstrations of disappointment or displeasure by others may 

actually result in feelings of shame or guilt in the offender (Johnston et al. 2016).   

The expansion of informal sanction types seen in the criminological literature that 

seems close to formal sanctions (Nagin and Paternoster 1993; Paternoster and 

Simpson 1996; Piquero and Tibbetts 1996), also features in the information 

systems literature, albeit in a more subtle form. Jeopardising promotion prospects 

(Siponen and Vance 2010; Vance and Siponen 2012) and adversely affecting one’s 

career (Johnston et al. 2015) are used to measure informal sanctions, and although 

Zhang et al (2016) state that informal sanctions may include job loss, they do not 

actually include a measure for this, opting instead for various measures of loss of 

respect and likelihood of experiencing feelings of shame. 

While criminological research seems to suggest an incontrovertible importance in 

the role that informal sanctions play in decisions to violate they have received little 

attention from IS security scholars (Vance and Siponen 2012). When grouped as 

‘unstated social penalties’ they comprise disapproval and loss of respect from 
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significant others, along with feelings of shame. The additional element of moral 

considerations feeds into these feelings and while possibly operating as an inhibitor 

to behaviour is reserved for discussion in a separate subsection below. 

3.4 BENEFITS TO THE INSIDER 

The idea of discussing benefits to the insider of committing a crime may appear 

somewhat superfluous. Anecdotal opinion would suggest that criminals of all hues 

commit crimes with various motivations and achieve benefits that are either 

material or visceral. The reality is somewhat more complex and nuanced and needs 

to be considered in the context of the theory under examination in the current 

study. Most theories – deterrence theory, theory of planned behaviour, rational 

choice theory – are of the expectancy value family of theories and as such are 

underpinned by some measure of utility. Utility in turn becomes a positive 

reinforcement of behaviour that has been found to be the most effective predictor 

of future deviance (Tittle 1977). In the case of this early paper it was determined by 

simply asking respondents how often they would like to engage in a particular 

behaviour (theft, lying, cheating).  A complete understanding of a person’s decision 

to commit an offence, means that including benefits is vital (Bachman et al. 1992; 

Cochran et al. 1999) and according to Nagin and Paternoster (1993) has to be 

included in utility based models or else they remain incomplete. In this latter study, 

benefits comprised perceived pleasure and were measured by asking respondents how 

much ‘fun’ or ‘kick’ they would get out of offending. 

However, benefits from offending are not confined entirely to such feelings of 

pleasure or liking of things. A particularly influential article in this regard is 

Paternoster and Simpson (1996), which expands on the benefits construct in a 

number of ways. In a study dealing with a number of types of corporate crime 

(where an individual is told to perform the act by a higher authority), benefits are 

divided into two types - for the firm and individual - with several dimensions. 

Benefits for the firm include financial benefits, reputational benefits, and 

improvements in employee morale, while benefits for the individual are the positive 

effects on promotion, salary, peer admiration and status. However, it is with the 

conceptualisation of benefits as intrinsic (e.g. thrill) and extrinsic (e.g. career 

advancement) that the article becomes most influential to subsequent literature. 

The list of benefits is potentially endless if all crimes are to be considered and is 

highly contextual – i.e. Exum (2002) includes “the importance of saving face” and 

“how good it would feel” in a study looking at physical violence, while Paternoster 

(2010) refers to “easy money” from theft, the “high” of drug use and “prestige” 

from being known as a criminal – but the categorization of benefits into intrinsic 
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and extrinsic (Paternoster and Simpson 1996) has been used and referenced in 

many information security studies, and consequently is used as the basis to shape 

the following subsections of this review.  

3.4.1 Extrinsic Benefits 

Rewards that are extrinsic are comparatively easy to understand conceptually and in 

Paternoster and Simpson (1996) are simply operationalised in the form of a 

criminal act providing career advancement. A considerable majority of information 

security studies adopt a different operationalisation however. A case in point is 

Boss et al. (2009) where extrinsic benefits of offending are not explicitly measured, 

partially because the dependent variable is about taking precautions. However, in 

attempting to measure a construct called ‘apathy’ they ask respondents if paying 

attention to security takes too much time or if they are too busy to concern 

themselves with information security. Reversing these items could be perceived as 

benefits to an offender i.e. ignoring information security helps with the scarce 

commodity called time, presenting us with a theme that has become virtually 

ubiquitous in subsequent literature.  

One of the features of information security literature is the number of studies that 

have dependent variables that could be described as positive rather than offending 

behaviours, so when Herath and Rao (2009b) examine compliance they do not 

explicitly speak of benefits to the offender, but rather costs of compliance. In this 

case they use only one measurement item - that describes security technologies and 

practices as a “hindrance”. This characterisation is drawn from an earlier study by 

Post and Kagan (2007) that looked at the trade-off between protection and 

accessibility. The earlier study evaluated whether computer security (a) interfered 

with work or (b) delayed work, again suggesting the idea of a ‘time-benefit’ as one 

of the benefits for rule violators.  

This same cost of compliance is also seen in Bulgurcu et al. (2010) although by 

using the rational choice lens the construct could possibly be seen as a proxy for 

‘benefit of non-compliance’. Finding that it has a strong impact and is therefore 

important, measurement of cost of compliance is achieved by considering if it is (a) 

time consuming, (b) burdensome and (c) costly. However, these beliefs are driven 

by another set of beliefs about outcomes, including that complying with 

information security policies can be a “work impediment”. This is defined as “a 

detriment to an employee’s daily job-related tasks and activities resulting from 

compliance with the requirements of the ISP”. Operationalised as (a) holding 

people back from actual work (b) slowing down response times to colleagues, 

customers managers etc. (c) hindering productivity and (d) impeding efficiency, this 
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is in effect expressing the cost of compliance in terms of time. This trend is 

continued in Ifinedo (2012) when looking at “Response Cost” of compliance using 

‘associated overhead costs’, ‘consumption of time’, (Woon et al. 2005) 

‘inconvenience’ ‘cost’ and ‘work impact’ (Workman et al. 2008).  

A possible explanation for focussing on time and time-saving as benefits from 

violating security policies, is that there exists a mismatch between the security 

policies and typical end-user goals and tasks (related to actual job responsibilities 

and practical accomplishment of job functions). Then, when end-users frame IS 

security in terms of costs and benefits, the benefits for employees are conceived as 

relating to job performance. Labelled as ‘Relative Advantage for Job Performance’, 

Guo et al. (2011) use measures, in a study about security violations, that include (a) 

helping to improve job performance, (b) accomplishing tasks more quickly, (c) 

making it easier to do one’s job (Moore and Benbasat 1991) and (d) making it more 

convenient to do one’s job. However a limitation of this approach, framing 

violations as solely non-malicious, is that benefits of committing the violation also 

become framed in a work-only context. This means that framing of benefits in 

terms of their overall utility to the individual – who is the person actually engaging 

in the behaviour – is not considered. In contrast, the subject under examination in 

a study by Hu et al. (2011) explores a somewhat more ‘sinister’ type of violation. 

Although comparatively simple exploits on the part of the offender, which may not 

have malicious intent - in the sense of causing the company harm – they are 

nevertheless motivated by personal enrichment or gain. Thus the benefits are 

assessed using a series of items designed to measure or evaluate indicators of 

personal enrichment. Effectively what is made clear by the comparison of this 

approach with that used by Guo et al. (2011), is that benefits to the employee can 

be viewed from two very different perspectives, depending on whether the 

violation is malicious or not, and it is for this reason the that attention was devoted 

to defining intentional violation at the beginning of this chapter.   

A counter-point to the ‘sinister’ type of violation seen in Hu et al. (2011) is the 

more commonly seen ‘soft’ violation where an employee violates policy, but does 

so with good intentions or for work efficiencies. Vance and Siponen (2012) 

simplistically argue that because prior research has indicated that time saving has 

been identified as a major incentive to violate policies that it should be the basis for 

the benefits construct. Interestingly, while they do not move their conceptualisation 

from the traditional, they do introduce a subtlety not seen in papers such as Guo et 

al. (2011), Woon et al. (2005) or Workman et al. (2008) and that is achieved by 

distinguishing ‘work-time’ from ‘time’ thereby introducing the hint of personal time 

benefit to the offender. These same measures are also used in a separate paper 
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involving some of the same authors (Vance et al. 2012), but are made more 

interesting for two reasons. The first of these is that the dependent variable in the 

two studies are expressed in opposite terms i.e. policy violation and policy 

compliance respectively. In the second of these the theoretical lens is Protection 

Motivation Theory (PMT) and the items used to measure ‘Rewards’ under the 

Threat Appraisal Process are the same as the operationalisation of the ‘Benefits’ 

construct in the first paper (which is conducted using Rational Choice Theory 

(RCT)). 

The second interesting aspect of Vance et al. (2012) is that because it uses PMT as 

its theoretical base, it allows for the introduction of a second set of measures that 

can be viewed as proxies for ‘benefits’. Grouped under the construct ‘Response 

Costs’ they are drawn from Woon et al. (2005) and similarly to Ifinedo (2012) refer 

to the inconvenience, overhead burden and investment in effort attached to 

complying with information security policies. 

Therefore, it would seem that extrinsic benefits in the extant literature can be 

summarised into two types (a) those that save time and effort or lead to increased 

efficiency and (b) those that provide a personal financial gain, with the latter only 

applying to malicious acts. 

3.4.2 Intrinsic Benefits 

While the idea of extrinsic benefits of offending may appear to be more intuitive, it 

is, in fact, notions like intuition that give rise to the type of benefits described as 

intrinsic benefits (Paternoster and Simpson 1996). Conceptualising intrinsic 

rewards as the amount of thrill, or how exciting a person would find it to commit 

an act of corporate crime, in essence Paternoster and Simpson measure the notion 

of pleasure – or how the commission of the act itself was inherently pleasurable. 

Despite the fact that they found compelling evidence in its favour as a successful 

incentive, this has not been reflected in the mainstream information systems 

literature to any great extent. 

In fact, it could be argued that the idea of intrinsic benefit from breaking rules is 

one that has received scant attention in empirical IS studies to date, and for that 

reason Bulgurcu et al. (2010) were forced to devise their own measure. Overall, this 

study contains two separate intrinsic factors - intrinsic cost and intrinsic benefit. 

The first of these, intrinsic costs (guilt, embarrassment, shame etc.) are outcome 

beliefs about non-compliance behaviour, corresponding to the informal sanctions 

from deterrence theory. Characterising intrinsic benefit as another outcome belief 

about compliance behaviour they draw on the definition of intrinsic motivations as 
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“doing something for its inherent satisfactions rather than some separable 

consequence” (Ryan and Deci 2000, p. 56).  Accordingly, Bulgurcu and her 

colleagues, in their instrumentation, speak of “feelings” that result from the action - 

which in their case happens to be compliance with the Information Security Policy 

- these feelings being contentment, satisfaction, accomplishment, and fulfilment. 

These feelings could just as easily be examined in the context of non-compliance 

behaviour. A quick search for synonyms of these words would seem to suggest that 

pleasure, achievement, gratification, vindication, or maybe even revenge might be 

feelings that could provide scope for academic studies.  

However, a more direct example is seen in Hu at al. (2011), where the dependent 

variable is ‘intention to commit computer misconduct’ and the scenarios used in 

the study are all framed using the perspective of people actually doing something 

wrong and doing so for personal enrichment - accessing payroll data to bolster an 

argument for a salary increase and selling information to competitors. The authors 

describe the construct ‘Perceived Intrinsic Benefits’ as the mental pleasure of 

committing the intended act and draw on Paternoster and Simpson (1996) in 

deriving measures for the construct about feeling (a) proud (b) happy (c) thrilled (d) 

satisfied. Significantly they find that not only do benefits from contemplating policy 

violations dominate perceived risks, but also that the intrinsic satisfactions are even 

more influential than the extrinsic material gains. 

It would therefore seem that intrinsic benefits are viewed as different types of 

feelings and while pleasure, contentment and fulfilment are some of those feelings, 

additionally in the case of more malicious acts the benefits to the offender may be 

receptive to feelings that are more more visceral in nature. 

3.4.3 Re-imagining Benefits 

The previous sections provide a number of observations: 

• The concept of benefits to the employee of committing computer abuse / 

misuse seems to be particularly under-researched, based on analysis of the 

extant literature.  

• In general, benefits can be divided into extrinsic and intrinsic benefits with the 

former referring to benefits like material gains and the latter to benefits from 

the actual deviant act itself such as thrill or pleasure (Hu et al. 2011).  

• In a few studies, benefits from the aberrant actions are simply measured as 

timesaving benefits (Vance and Siponen 2012; Vance et al. 2012). 

• While there is obviously a dearth of research in this particular area, it is 

noteworthy that the study of benefits is important and has been shown to have 
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a significant effect, with intrinsic benefits being even more significant than 

extrinsic benefits.  

• In the criminology literature benefits are typically operationalised as either 

career advancement, monetary gain or (in one case) the “thrill” or “kick” from 

offending. 

• What does not appear to have been addressed in the existing literature, 

however, is the notion of “vindication” as an intrinsic benefit. In other non-

empirical literature there are several mentions of disgruntlement and 

organisational justice as motivations for internal abuse of computer systems 

(Warkentin and Willison 2009; Willison and Warkentin 2013), yet the 

satisfaction from ‘taking revenge’ does not appear to have been empirically 

examined in any of the literature reviewed to date. 

Overall, benefits as a focus of study in information systems literature is a 

comparatively new topic and has been described as “receiving little or no attention” 

(Vance and Siponen 2012) or being “largely ignored” (Li et al. 2010) in prior 

literature. This represents a substantial gap and the following paragraphs seek to 

address this gap by initially re-imagining the benefits construct as a multi-dimensional 

rather than two-dimensional construct.   

3.4.3.1 Investigation of Benefits in literature 

One practical difficulty in this regard is the absence of prior literature from IS 

journals on which one can draw for reference, notwithstanding the stated 

importance of the topic. This importance was further underlined during the course 

of this research (as discussed in the next chapter) when, from a panel of six social 

scientists interviewed as part of the validity process, three members separately and 

independently suggested that the benefits construct merited expansion. 

Acknowledging that the use of the word ‘benefits’ could be somewhat restrictive, it 

was decided to examine literature looking at ‘motivations’ for this type of 

behaviour because in both the IS literature (Bulgurcu et al. 2010) and the 

Psychology literature (Ryan and Deci 2000), the use of the word ‘motivation’ has 

been used interchangeably with ‘benefits’. However, because this study is structured 

around rational choice theory, which assumes the idea of rationally assessing beliefs 

about outcomes of actions, the only motivations that are appropriate to review are 

ones that are likely to be rationally assessed by individuals. Therefore, while it is 

valid to look to literature on motivations for deviant acts and consider them as 

benefits, it is not appropriate to include visceral motivations in this analysis. This 

distinction may be somewhat subtle but putting it in context – if an employee is 

angry with their employer, then this in itself may provide a motivation to act in a 
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particular way. However, it is likely that such an action would be described as 

irrational and the act that satisfies the anger would not be considered a rational 

benefit2.  

3.4.3.2 Expanding the construct 

In examining the broad issue of workplace deviance Bennett and Robinson (2000) 

describe reasons why employees engage in deviant behaviour as ranging from: 

reactions to perceived injustice, dissatisfaction, role modelling and thrill 

seeking. Unfortunately for the current work, the empirical nature of this study was 

to develop a measure of deviance (or deviant acts) rather than to explore the motives 

or benefits. Somewhat similarly Ambrose at al. (2002) describe five possible motives 

for workplace deviance;  

(1) Powerlessness (where sabotage is an effort to gain control and change the nature 

of work to benefit the person or workgroup, not the organisation);  

(2) Frustration (this is distinct from frustration caused by powerlessness or injustice 

and instead refers to anger over inadequate resources being available to do the job);  

(3) Facilitation of work (in essence this is where the goal of the sabotage is to make 

work easier to accomplish);  

(4) Boredom / fun (the idea behind this motive is that the primary goal of the 

sabotage activity is to cut boredom or generate excitement);  

(5) Injustice (refers to an employee’s belief that he/she has been treated unfairly).  

This final motive of injustice (procedural justice/injustice) is also investigated in 

Zoghbi-Manrique-de-Lara (2010) where it is suggested that procedural justice is 

directly linked to a construct called Rule Deactivation - paying particular attention to 

the importance of the workgroup. This seems to lend credence to the idea that 

benefits from work related actions could be perceived in terms of standing within the 

workgroup. 

In a study examining sabotage among front-line workers in service industries Harris 

and Ogbonna (2006) identified a series of antecedents and consequences of sabotage, 

including (a) Social Approval - defined as the extent to which individual employee’s 

actions are influenced by a desire to be accepted by others or belong to a group; (b) 

Self Esteem - applicable not just to frontline staff but also to different levels of 

management particularly where there is a lack of organisational attachment; and (c) 

Team Spirit. This echoes the finding of Robinson and O’Leary-Kelly (1998) who 

                                                
 
2 Anger has actually been addressed in this study, as part of a variable called ‘emotional state’. In turn, 

this is regarded as a ‘pre-kinetic’ event that affects the operation of the rational choice process itself. 
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found a positive relationship between the level of antisocial behaviour exhibited by 

an individual and that exhibited by co-workers (in a study of 187 employees, in 35 

workgroups in 20 different organisations). 

Using these sub-constructs as dimensions of benefits presents an operationalisation 

difficulty however. In most of the extant literature such ideas are measured by 

reference to scenarios or vignettes and as such directly relate to the act in question. 

This is not the case in the Harris and Ogbonna (2006) study, where the measurement 

of sub-constructs like social approval, is about its importance to the individual rather 

than the effect on it of a particular act. The same concerns apply in the case of ‘Self-

esteem’ but again this is a measurement reservation and does not diminish its 

inherent importance or relevance. In fact, Crino (1994) suggests that it is the central 

aim of sabotage to establish or enhance feelings of self worth.  

In a subsequent work Harris and Ogbonna (2009) present a further categorisation of 

workplace saboteurs – Thrill Seekers, Apathetics, Customer Revengers and Money 

Grabbers.  Converting these descriptors of people into motivations generates the 

following list of potential dimensions of benefits:  

a. Thrills: Relieving boredom or alleviating monotony and generating excitement, 

this has also been considered as Stress Relief (Harris and Ogbonna 2012) 

b. Apathy: This is not really a benefit, but is more of an attitude to work, and 

involves work avoidance and ‘taking the easy way out’. It involves making 

excuses and is in essence very similar to neutralisation (discussed in the next 

section) 

c. Revenge: In the (Harris and Ogbonna 2009) paper the type revenge is that of 

revenge on customers. In the case of internal threats to an organisation vengeful 

thinking is also similar to neutralisation and in particular the technique referred 

to as Denial of the Victim. 

d. Money: While valid, this does not really represent an extension or re-imagining 

of the benefits construct 

An even more comprehensive list of potential motivations for employee sabotage at 

work is contained in (Crino 1994): 

a. Make a statement / send message: Not dissimilar to the notion of a ‘whistle-

blower’ who believes that an organisation is itself misbehaving, this motivation is 

viewed by the person committing the act as being justified on moral grounds. 

b. Effect corporate change: Where an employee seeks to block change that they see 

as a threat to their own position or alternatively where an employee sabotages 

something to “blackmail” the organisation into some action. 
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c. Personal worth: Where employees are seeking the attention or approval of their 

peers. 

d. Competitive advantage of co-workers: This is not really sabotage against the 

company. Instead the sabotage is directed at the co-workers or their work. 

e. Revenge: This type of sabotage is engaged in by a so-called ‘disgruntled 

employee’. 

f. To counter bureaucracy: Where employees may feel lost in large organisation 

they may offend in order to stand out and show that they can make a difference. 

g. To satisfy a need to destroy: Often this is may be caused by a boredom or for 

thrill purposes. 

h. Avoiding responsibility or work: This can be to shift responsibility for a problem 

to someone else or simply to avoid work. 

i. Personal gain: Usually related to stealing or theft of some form or another. 

j. Anger from non-work sources: sometimes caused by personal problems or 

frustrations. 

The following table summarises many of these concepts and applies a rationale about 

their inclusion in an expanded benefits construct, as well as the coding / 

categorisation of dimensions for the expanded construct.   

 
Concept Source Rationale Coding 

reactions to 
perceived 
injustice 

(Bennett and 
Robinson 2000) 

Similar to Denial of Victim 
Neutralisation 

Not Used 

dissatisfaction (Bennett and 
Robinson 2000) 

Similar to above, just different in degree Not Used 

role modelling (Bennett and 
Robinson 2000) 

Represents something close to group-
cohesion or social approval 

Approval / 
Status 

thrill seeking (Bennett and 
Robinson 2000) 

Had previously been used in devising 
Intrinsic Benefits construct.  

Thrill 

Powerlessness (Ambrose et al. 
2002) 

This is a motive with the resulting 
benefit being similar to the concept of 
relief of frustration 

Relief 

Frustration (Ambrose et al. 
2002) 

Thinking that work is meaningless Relief 

Facilitation of 
work 

(Ambrose et al. 
2002) 

Viewing that the offence will mean work 
will be easier to accomplish.  

Time 

Boredom / fun (Ambrose et al. 
2002) 

Similar to thrill seeking Thrill 

Injustice (Ambrose et al. 
2002) 

(as per items 1 & 2 in this table) Not Used 

Social 
Approval 

(Harris and 
Ogbonna 2006) 

Relevant, but already being measured (in 
inverse) by the informal sanctions 
construct 

Not Used 

Self-Esteem (Harris and 
Ogbonna 2006) 

Seems to be worth including and not 
examined elsewhere. This is different to 
self-efficacy which is more of a 
“facilitating” rather than motivating 
factor 

Esteem 
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Concept Source Rationale Coding 

Team Spirit (Harris and 
Ogbonna 2006) 

This is tangentially related to the group 
cohesions, social approval constructs  

Approval / 
Status 

Thrills (Harris and 
Ogbonna 2009) 

Discussed above - characterised as not 
just thrills, but alleviating boredom 
/monotony and generating excitement) 

Thrill 

Apathy (Harris and 
Ogbonna 2009) 

The ideas behind this potential sub-
construct are also examined through 
various Neutralisation constructs  

Not Used 

Revenge (Harris and 
Ogbonna 2009) 

(as per items 1 & 2 in this table) Not Used 

Money (Harris and 
Ogbonna 2009) 

Already being measured under Extrinsic 
Benefits (self) 

Financial 

Financial (Harris and 
Ogbonna 2012) 

Already being measured in our model 
under Extrinsic Benefits (self) 

Financial 

Customer 
Related 

(Harris and 
Ogbonna 2012) 

This relates to a specific form or revenge 
and is too “niche” for the current study  

Not Used 

Stress (Harris and 
Ogbonna 2012) 

This really is a different way of 
describing the thrill / relief of boredom 
aspect of offending described above 

Thrill 

Group Related (Harris and 
Ogbonna 2012) 

Similar to social approval and group 
cohesion points discussed above 

Approval / 
Status 

Employee 
Firm Oriented 

(Harris and 
Ogbonna 2012) 

Like a form of revenge but is really 
about revenge against co-workers - rare 

Not Used 

Social Status (Robinson and 
O'Leary-Kelly 
1998) 

This is not just about offenders being 
approved of, but also that the level and 
frequency of offending may affect a 
persons rank within a group 

Approval/ 
Status 

Make a 
statement 

(Crino 1994) This is described in terms that are akin 
to “whistleblowing” where the benefit 
may be altruistic 

Altruism 

Corporate 
Change 

(Crino 1994) Employees negotiating with an 
organisation and trying to achieve a 
particular end – more related to 
employee vandalism 

Not Used 

Personal 
Worth 

(Crino 1994) Another way of describing a motivation 
to increase esteem within a group 

Approval/ 
Status 

Competitive 
Advantage 

(Crino 1994) The suggested benefit here is in fact 
career advancement 

Career 

Revenge (Crino 1994) (as per items 1 & 2 in this table) Not Used 

Have an 
impact 

(Crino 1994) This is about sabotage to be noticed. 
Even if it happens it is extremely 
unlikely that a self-reported 
questionnaire would yield any 
meaningful results if operationalised. 

Not Used 

Need to 
destroy 

(Crino 1994) Not realistically measureable in a self-
reported questionnaire 

Not Used 

Thrills (Crino 1994) Discussed above Thrill 

Avoid Failure 
/ Work 

(Crino 1994) The ideas behind this potential sub-
construct already being explored through 
various Neutralisation constructs 

Not Used 

Personal Gain (Crino 1994) Already being measured in our model 
under Extrinsic Benefits (self) 

Financial 

Anger (Crino 1994) This paper includes anger from factors 
external to work which is beyond the 
scope of the current work 

Not Used 

Table 3.1 Rationale for expansion of benefits construct  
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The decisions about not using concepts, identified in Table 3.1 were taken either 

because they were deemed to be too niche or more commonly because of their 

similarity to other concepts contained in the model. Extracting the “coded” 

categorisations from this table leaves a set of 8 possible dimensions to the benefits 

construct; Approval / Status, Thrill, Relief, Esteem, Altruism, Career, Financial and 

Time. The first of these was initially split into two separate dimensions; Approval – 

where breaking the rules satisfies a need for approval of others at work and; Status – 

breaking rules leads to an enhanced status among co-workers.  After costs and 

benefits were then integrated into a conceptual map, it was decided that the former 

would be dropped, as it was too close to the ‘informal sanctions’ construct. The 

decision to drop it from the benefits construct rather than to drop the ‘informal 

sanctions’ construct was based on the logic that conventions would indicate that 

models that include formal sanctions would be considered “lacking” if they did not 

also include “informal sanctions” and equally the latter is well established in prior 

research. 

3.4.4 Benefits Re-imagined 
The essence of benefits has been re-imagined in the paragraphs above and is 

represented by the change from Figure 3.2 to Figure 3.3 below. Hypothesis 

generation was reserved pending a more complete statistical exploration of the 

benefits construct. 

 

Figure 3.2: Initial Benefits Conceptualisation 

Benefits	

Intrinsic	
Sa#sfac#on,	

Contentment	etc	

Extrinsic	(self)	
Financial	Benefit	

Extrinsic	(Org)	
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Figure 3.3: Re-imagined Benefits Conceptualisation 

3.5 NEUTRALISATION 

As indicated in the previous chapter Neutralisation Theory was initially proposed 

by Sykes and Matza (1957), but what is particular to their theory preparation is that 

they decided to express a theory of behaviour in terms of the techniques involved in 

that behaviour. Their view was that through learning these techniques a juvenile 

becomes delinquent rather than by learning any moral imperatives or attitudes that 

conflict with the dominant society. In analysing these techniques they found it 

convenient to divide them into five types ((i) to (v) below), but because of their 

amenability to labelling these have grown in number, as they have been considered 

and used in various studies.   

3.5.1 Neutralisation Types – Sykes & Matza 

(i) Denial Of Responsibility  

This technique as described by Sykes and Matza (1957) involves much more than 

people simply claiming that the deviant acts they commit are an accident or similar 

avoidance of accountability. Characterising the delinquent as a “billiard ball” 

helplessly propelled into new situations, they describe this technique as a way of 

deflecting blame attached to violations of social norms. For example, in Eliason 

and Dodder (1999), a study of deer poachers, many respondents denied 

responsibility by claiming that their actions were a mistake, often involving 

technicalities like not knowing that the particular action was an offense. 
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(ii)  Denial Of Injury 

Described by Sykes and Matza (1957) as one of the major techniques of 

neutralisation, it centres on the oft-used distinction between crimes that are mala in 

se and mala prohibita (acts that are wrong in themselves versus acts that are illegal but 

not immoral). This requires a judgement call on the part of the ‘criminal’ and the 

idea is that criminals may view the level of wrongfulness of their acts by judging 

whether or not anyone has been hurt by their actions. Because some “crimes” are 

seen as an extension of socially acceptable norms i.e. pranks etc., it is easy to see 

how the scale can be viewed in a hazy fashion, resulting in skewed views of what is 

acceptable and unacceptable behaviour.  

(iii) Condemnation of the Condemners 

According to Siponen and Vance (2010), the use of this technique is where people 

neutralise their actions by blaming those who are the target of the action. However, 

this is not a strict interpretation of the construct as explicated by Sykes and Matza 

(1957) although it may amount to the same thing on operationalisation. The 

original paper suggests that in fact the delinquent shifts his attention to the motives 

and behaviour of those who disapprove of those actions. This is sometimes 

manifested in a sense of “bravado” about the action and the fact that even though 

it may be acknowledged by the wrongdoer as being wrong, is still justified on the 

basis that the people who disapprove of it are likely to do the same thing, or to 

have done the same thing, and therefore not entitled to sit in judgement (Byers and 

Crider 2002). However, insofar as the target of the action (obviously) disapproves 

of the action then they certainly represent one of the condemners which is 

presumably where the (Siponen and Vance 2010) logic is derived from. In Sykes 

and Matza (1957) the point is made that the validity of the deviant’s view is not at 

issue. Rather what is at issue is the technique itself and whether it is a valid action. 

Sometimes this is considered to relate to the notion of somebody justifying their 

actions on the basis that nobody else adheres to the rules. (This latter justification 

has also been put forward as an entirely separate neutralisation technique known 

called: ‘claim that everybody else is doing it’ (Eliason and Dodder 1999). 

(iv) Appeal to higher loyalties 

This type of neutralisation is described by Sykes and Matza (1957) as an individual 

sacrificing the demands of a larger society for the demands of a social group to 

which they belong. In a social context this could refer to a gang, friends or family. 

In this case, the subtlety in the neutralisation technique is not that norms are 

ignored but rather that they are superseded by a different set of norms (of the 

secondary grouping). In the corporate context this could, for example, relate to the 
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profit-motive superseding (say) health & safety motives. Such an example is 

described in Piquero at al. (2005) where the idea that the bottom-line is all that 

matters, reflects an appeal to higher loyalty. In turn this allows an individual to 

assuage any feelings of guilt around an act, justifying it by blaming the organisation 

that they work for. In Siponen and Iivari (2006) an illegal action – involving 

publication of names of survivors of a natural disaster so that their relatives would 

know they were alive - was justified on the basis that it contributed to an overall 

‘greater good’, again illustrating the dilemma/role conflict described in Sykes and 

Matza (1957).  

(v) Denial of the victim 

One of the sometimes forgotten techniques put forward by Sykes and Matza (1957) 

is one they called The Denial of the Victim. This relates to a situation where a 

criminal or deviant actually acknowledges doing something wrong but considers it a 

rightful retaliation or punishment. One particularly troubling example of this 

‘technique’ is examined in an article by Alvarez (1997) looking at The Holocaust. In 

this particular analysis it is suggested that the Nazi party scapegoated Jews for the 

defeat in WWI and thereby effectively reversed the victim tag onto themselves so 

that genocide could then be viewed as a form of self defence This extreme example 

makes it obvious that this technique should not be confused with item (ii) above 

where a person suggests that the ‘victim’ did not suffer any loss as a result of their 

actions e.g. (Moore and McMullan 2009). This neutralisation may be appropriate to 

a situation where a disgruntled employee neutralises their actions on the basis that 

they view the company/victim as a deserving victim. A particularly colourful and 

illustrative example of this is seen in Copes (2003) where one subject / offender 

put it thus: “It is not that I set my mind before I seen the bike, ‘ok, today I’m going to steal a 

motorcycle.’ It was the fact that the dude was stupid enough to leave the key in the motorcycle. . . 

He wanted someone to steal it. So, in my mind, I was doing him a favour, you know.” This type 

of neutralisation has to a large extent been ignored in the small number 

information security studies that have thus far chosen to examine neutralisation.  

3.5.2 Additional Neutralisations 

Because neutralisations are, in effect, excuses it is no surprise that the number of 

them has increased from the original conceptualisation of the theory in 1957. One 

of the most notable additions to the theory is found in Coleman’s (2005) book 

“The Criminal Elite: Understanding White-Collar Crime”. He identified a series of 

neutralisations, including (a) borrowing (in terms of embezzlement); (b) the 

unnecessary or unjust nature of law; (c) necessity of survival, either economically or 

for the family; (d) that the offender deserves the money; and (e) the claim that 
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‘everyone else is doing it’. The final one of these was also found by (Evans and 

Porche 2005) to be the most common form of neutralisation used in their study of 

fraudulent financial claims by medical workers. It is also found in Shigihara (2013), 

although it is strongly linked to another “new” neutralisation (f) Denial of excess – 

where theft is not considered to be significant by the thief (a.k.a. stealing a little but 

often). Both forms of neutralisation are considered to be what are described as 

minimizing neutralisations, where the wrongness of offences is minimised by the 

offender. Shigihara (2013) also identifies a further neutralisation which she labels 

(g) No-one cares – where management and supervisors don’t care about the theft / 

fraud being committed. Yet another neutralisation (h) Appeal to a higher moral 

principle - breaking a man-made law is not wrong when the action serves a higher 

moral principle such as animal rights (Liddick 2013) while potentially valid, bears a 

striking resemblance to Coleman’s (2005) ‘unjust nature of the law’ technique. 

Continuing to traverse literature from all fields that contain studies involving 

misbehaviour or deviance would result in a list of techniques of considerable 

length, many of which could be conceptually folded into the original techniques put 

forward by Sykes and Matza (1957). Rather than continuing with such an infinite 

list, two further neutralisation techniques that have already found their way into the 

information security literature are discussed below. 

(vi) Defence of Necessity  

This form of neutralisation is about the situation where somebody justifies his or 

her actions on the basis of having no other choice. Derived from an article by 

Minor (1981) where he suggests that it involves the situation where a white-collar 

criminal views suspect activities as standard business practice and therefore 

necessary in a competitive business climate. Although similar to other 

conceptualisations like “everybody else is doing it’ this formation of the construct 

has been adopted by the information security field. An alternative type of 

‘necessity’ is that expressed in Eliason & Dodder (1999) where deer poachers 

viewed the act of poaching as being necessary to provide food for their families. 

This could also be seen as having parallels to Coleman’s (2005) ‘necessity of 

survival for the family’ and so in the IS literature much of the confusion is taken 

out when the construct is operationalised. Siponen and Vance (2010) interpret the 

construct in very practical terms. They explore the notion of it being acceptable to 

violate policies when; ‘you have no other choice’, ‘you are under a tight deadline’ or 

‘you are in a hurry’. The essence of these verbalisations of measurement items 

suggests that in the corporate context, people can be placed in a situation where 

they feel that they have no option but to violate the company policy. In a similar 

fashion, Barlow et al. (2013) manipulate their vignette for the ‘defence of necessity’ 
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by introducing a paragraph where the consequences of not doing the ‘action’ are 

serious while at the same time the character in the scenario “feels” that there is no 

other choice.  

(vii) Metaphor of the ledger  

The description of this technique comes from the fact that it is simply about 

‘balancing’ bad acts with good ones. In Eliason and Dodder (1999), respondents 

justified their actions of poaching, on the basis of being responsible gun people, 

law abiding people, or indeed equating the offence with a much less serious 

offence. Initially seen in Klockars (1974) ethnographic examination of the life of a 

professional fence who justified his nefarious career by taking into account “all of 

the good things I done too”, the construct has also found its way into the 

corporate domain. Similar in meaning to Coleman’s (2005) neutralisation about the 

offender ‘deserving’ the spoils of the offence, Lim (2002) looked at ‘cyberloafing’ 

and whether it could be justified in situations where employees (a) have to put in 

extra work anyway (b) were asked to do excessive amounts of work (c) have to put 

in extra time at work to get the job done.  

3.5.3 Clarifying the meaning of Neutralisation 

It is important to distinguish between neutralisations and rationalisations, although 

the two are sometimes used interchangeably in the vernacular. The latter are attempts 

to ease one’s conscience after the fact whereas the former are used prior to the 

behaviour to make it possible to engage in otherwise unacceptable activities (Alvarez 

1997; Coleman 2005; Sykes and Matza 1957). For example, when Ifinedo (2014) 

mentions, “when employees err, they may use neutralisation techniques to 

circumvent or minimise the effects of reprisals from their organisations”(Ifinedo 

2014, p. 70), his comments are merely making a passing reference to prior research. 

Strictly speaking such actions are rationalisations rather than neutralisations because 

errors are generally not pre-meditated. However, the cognitive elements involved in 

neutralisation techniques are decidedly similar to those of rationalisation.   

Similarly, neutralisations are not the same thing as moral commitment, being 

conceptually and empirically distinct, but the two do significantly interact with one 

another (Thurman 1984). This latter point is developed, in a somewhat contrary way 

by Ribeaud and Eisner (2010) who argue that Neutralisation converges strongly with 

the Moral Disengagement concept (Bandura et al. 1996) and the idea of Self-serving 

Cognitive Distortions explored by Barriga et al (1996). 

Equally, as seen from the previous paragraphs, the language around neutralisation 

can be problematic with considerable overlap in the different terminology used by 
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various theorists. In an interesting example of this variation in language, Piquero et al 

(2005) studied corporate offending (selling a drug that had been banned by regulatory 

authorities) and used all five of the original neutralisation techniques but calling them 

by different names - (1) Government exaggerates dangers to consumers (Denial of 

injury); (2) Regulations impede business (condemnation of the condemners); (3) 

Profit is most important (Appeal to higher loyalty); (4) Caveat emptor is the motto of 

my employer (Denial of the victim); (5) It’s anything to make a profit in my company 

(Denial of Responsibility). Not only did they find association between neutralisation 

and decisions to commit corporate crime but additionally that age played a factor 

with older respondents more likely to employ such techniques. 

It has also been suggested that there is a cultural aspect to neutralisation (Chua and 

Holt 2016; Coleman 2005). In the case of the Chua and Holt paper, culture refers to 

locations (U.S., Taiwan and South Africa) with some relative disparities in 

importance across the different neutralisation types. Additionally Coleman’s 

comments on culture refer to organisational or occupational culture – arising because 

neutralisations are essentially a learned behaviour. For this reason, the approach in 

this current work is to begin by examining types of neutralisations rather than to 

develop an overall measure of neutralisation. This was the approach taken in an early 

sociological work (Rogers and Buffalo 1974). Concluding with a seven-item set they 

began with nine statements that covered the five original neutralisations plus two 

items that measured an assessment of responsibility for the behaviour (the dropped 

items meant that denial of injury did not form part of their measure and one item 

relating to denial of responsibility was also dropped).  

3.5.4 Relevance of Neutralisation 

Apart from its obvious relevance as an explicator of behaviours, it has already been 

shown above, to have significant impact on the intention to violate IT security 

policies (Barlow et al. 2013; Siponen and Vance 2010) and specifically employees 

intention to commit software piracy (Siponen et al. 2012) as well as the use of 

Shadow IT (Haag and Eckhardt 2015). Equally, it was found to have had a positive 

effect on the deviant act of personal use of the Internet at work (Cheng et al. 2014) 

(although the distinction between denial of the victim and denial of injury may be 

have become somewhat blurred in this study). 

Other writers in the information security sphere argue that neutralisation is assumed 

to be part of the decision making on moral costs of offending (Willison and 

Backhouse 2006) with the same lead author later going on to recommend it as a 

major research area, demanding further work (Willison and Warkentin 2013).  Its 

enduring relevance is indicated by its inclusion in a recent study of cyber bullying 
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where it was found to be significant in representing the degree to which a person 

suspends their offline moral judgement and consequently views a given form of 

cyber bullying as acceptable (Lowry et al. 2016). 

For the purposes of this study Denial of the Victim and Metaphor of the Ledger 

have been selected as exemplars of neutralisation techniques. The first is selected 

because it has not been found in any other similar study during the current review. 

The second neutralisation – metaphor of the ledger – has been selected on the basis 

that assessments involved in this technique are consistent with the assessment of 

costs and benefits, central to the theoretical approach in this study. 

3.6 MORALITY 

In earlier sections of this chapter it has been seen that morality and concerns about 

moral validity appear in several contexts.  For example, Pogarsky and Piquero (2004) 

mention ‘moral inhibition’ as well as shame and embarrassment in the context of 

informal sanctions and in the IS Security sphere it has been described as one of the 

most common self-imposed costs (Hsu et al. 2015). Moral concerns are also seen as a 

basis for whistleblowing activity (Crino 1994) while Sykes and Matza (1957) base 

their conceptualisation of the denial of injury neutralisation on a distinction between 

acts that are illegal but not immoral. However, they also explain that their view is that 

neutralisation originates in learning behaviours and that moral imperatives exist in 

society and so are something separate (Thurman 1984). The fact that shame and guilt 

are real factors that an actor may feel when they are doing something wrong is made 

problematic because variables such as moral commitment are difficult to incorporate 

into self-reported survey designs (Hsu et al. 2015). In the information security field, 

moral disengagement has been shown to have a positive effect on violating policy 

(D'Arcy et al. 2014), but with processes involving blaming others, reneging on 

responsibility and “moral justification” - re-imagining the aberrant conduct as 

personally and socially acceptable, serving the greater good – this process is 

extremely similar to neutralisation. These two concepts were mixed in one particular 

study (Siponen et al. 2012) that found that moral beliefs had a a significant negative 

effect on intention to commit software piracy lending weight to the earlier view 

(Ribeaud and Eisner 2010) that both approaches converge. It is for this reason that 

morality is given a separate discussion at this juncture. 

To begin with, it is important to draw a distinction between moral beliefs and moral 

reasoning, at least insofar as how they are dealt with in empirical studies. One 

suggestion (Crossler et al. 2013) is that moral beliefs and self-control scores should 

be used to screen subjects in research studies, in order to target the application of 

research instruments to different people depending on where along the intention 
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continuum the behaviour exists (i.e. malicious vs accidental). In determining the 

levels of moral belief, the most straightforward approach is to simply elicit the moral 

belief from the respondent. Another route is to mirror the approach taken in Myyry 

et al (2009) and determine how respondents actually reason in order to arrive at their 

moral beliefs. The validity of this second approach centres around whether one 

accepts the views expressed in a seminal paper (Haidt 2001) that moral judgements 

are intuitive in nature or whether one accepts Kohlberg’s notion of a six-level 

progression of increasing sophistication involving deliberate conscious thought. This 

latter idea was “advanced” by Rest (1979) when he developed the Defining Issues 

Test (DIT), which has since become the most widely utilised method in moral 

research.   

While it is not used in this current study it is also worth mentioning a third approach 

to the morality question in empirical studies. In a recent paper, Kim et al. (2016) 

propose that morality affects behaviour at a number of different levels and go on to 

find that higher levels of morality are negatively related to abuse intention and 

separately to the way somebody feels about the degree to which they are enabled to 

take revenge against a company. However, it is in the measurement of Morality that 

this study differs from most others. Rather than begin by asking people for their 

moral assessments (moral beliefs) or trying to determine their stage of moral 

reasoning, they instead draw directly on the personality inventory work of Goldberg 

(1999) and use items such as ‘not cheating on taxes’, ‘respecting the privacy of 

others’, ‘trying to follow rules’ and ‘respecting authority’ as measures of how “moral” 

a person is. While this is neither a moral belief nor a moral reasoning construct, it is 

closer to the latter but is at odds with most suggestions in the literature that 

advocates for contextuality. Accordingly, it is not the approach taken in this study 

and instead the following sub-sections examine the twin terms of Moral Reasoning 

and Moral Beliefs. 

3.6.1 Moral Reasoning 

The essential difference between the application of an instrument that purports to 

measure moral reasoning and one that elicits moral beliefs is that the latter does not 

attempt to pay attention to how respondents arrive at those beliefs. Beginning with 

the work of Piaget (1965) and later developed by the likes of  Kohlberg and Rest 

(Kohlberg 1969; Rest 1979; Rest et al. 1997), moral research has only become de rigeur 

in the field of psychology since the mid-60s.   

Its popularity is often attributed to some major social events – the civil rights 

movement, the Vietnam war, the women’s movement, Watergate etc – that caused a 

focus to land on moral matters. Equally, around that time cognition was beginning to 
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replace behaviourism as a popular approach in psychology. While the umbrella term 

for the work of Kohlberg and Piaget is the ‘Cognitive Developmental Approach’ the 

approach does not represent unanimity in the field. Similar to the affect versus 

cognition approach discussed in Chapter 2, Haidt (2001) proposes that moral 

judgements are actually intuitive in nature and that moral judgement is a post hoc 

construction, generated after a judgment has been arrived at. This contrasts with the 

Kohlbergian view that suggests a very definite cognitive structure, underpinning 

moral judgement, involving a six-level progression of increasing sophistication. It is 

also worthwhile clarifying at this point some of the terminology in this space. 

Overall, moral development is generally seen as being comprised of four separate 

processes (1) Moral Sensitivity – how we interpret, perceive and empathise with the 

actors in a particular moral dilemma; (2) Moral Judgement - determining which of the 

alternatives available is morally justified; (3) Moral Motivation – the degree to which we 

place acting morally above other values, and (4) Moral Character – which is about the 

follow through on the previous three processes. Although these terms imply that the 

inner processes of moral development are more complicated than Kohlberg’s (1969) 

six stages, the latter remains one of the pillars upon which studies of morality from 

the inside are based. 

i. Stage 1: Obedience:  The reasoning at this stage of development is around 

concepts like ‘you do what you are told’. Right and wrong are already pre-

defined simply in terms of obedience to fixed rules. Punishment inevitably 

follows disobedience and therefore anyone who is punished must have been 

bad. 

ii. Stage 2: Instrumental Egoism and Simple Exchange: As an advance from the rather 

primitive Stage 1, this stage is often represented as the ‘let’s make a deal’ 

stage. Essentially at the previous stage morality was blind, but at this stage 

that is no longer the case with people serving their own interests in a series of 

‘one-shot’ exchanges. The stage is characterised by the idea that an act is right 

if it serves an individual’s rights and interests, that one should obey the law if 

it is prudent to do so, and co-operative interaction is based on simple 

exchange. 

iii. Stage 3: Interpersonal concordance: ‘Be considerate, nice and kind and you’ll get 

along with people’. The key to this stage is that not only are people aware of 

each others desires and intentions, but also that they know that each other 

knows about them, so that morality becomes more about a general 

understanding rather than ‘one-shot’ deals or transactions. Therefore an act is 

good if it is based on a pro-social motive and being moral implies concern 

for the others approval. 
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iv. Stage 4: Law and duty to the social order: At this stage people’s thinking on 

morality is all about the law and the presumption that everyone in society is 

obligated and protected by the law. The advancement from the previous 

stage is that while Stage 3 is limited to relations based on sentiment, it does 

not acknowledge strangers, people you don’t like etc. At this stage right is 

defined by rules (laws), that codify shared expectations and provide a basis 

for social order which in turn gives rise to a value system. 

v. Stage 5: Societal Consensus: While Stage 4 is about supporting established social 

arrangements it does not involve a rationale for choosing between different 

laws and social arrangements. The overall idea behind this stage is that it 

provides for a situation where agreement can be reached when the process 

reflects the general will of the people and certain minimal safeguards (such as 

life, liberty etc) are guaranteed for everyone. Therefore moral obligation is 

governed by voluntary commitments to co-operate, procedure must exist for 

deciding on laws that maximise the majority’s welfare, and all social 

obligations have basic rights as preconditions. 

vi. Stage 6: Non-arbitrary Social co-operation: The essence of stage 6 is that it pushes 

the stage 5 notion of imagining the mind of the rational person to a stage 

where the issue really becomes ‘what principles a rational society would want 

to end-up with for governing its system of co-operation’. In other words 

moral principles are derived from principles of ideal co-operation and 

everyone has an equal claim to the benefit from these principles. 

Rest (1979), being a former colleague of Kolberg’s, generally agrees with most of 

Kohlebergs’s thesis that morality is governed by a ‘structure’ and that structure 

changes through development. This development is what is described in the six 

stages, but it is primarily about how this is measured that Rest has concerns. In 

Kohleberg’s studies, the method of gathering data was interviews, which then had to 

be ‘scored’ by an expert. Rest argues that this means of assessment of subjects may 

not be suitable in the measurement of morality and that such a ‘production task’ 

method is inappropriate and should be replaced by a ‘recognition task’ based 

instrument. To this end he developed the Defining Issues Test (DIT) and 

subsequently the DIT-2, which has since become the most widely utilised method in 

morality based research.  

Operationally the idea behind the DIT is that it is administered via a questionnaire 

that contains scenarios and for each scenario a series of 12 statements is presented 

that are then rated for importance (and also ranked) by the respondent. Apart from 

the fact that it is widely used in moral research, a second reason for introducing it 

into the current discussion is that it is the only one of these type of well-established 
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tests that has previously been drawn into the information security behaviour 

literature. In Myyry et al. (2009) the authors adapt the DIT and in conjunction with 

Schwartz’s (1992) Theory of Motivational Types of Values develop a model to 

explain information security policy compliance / non-compliance.  A separate 

discussion on this adaptation will take place in later paragraphs but initially the 

mechanics of the DIT test, and how it is operated are discussed. 

Typically studies invoking the DIT, employ the actual test itself, which is made up of 

either six (or in the case of DIT-2 five) scenarios, that are referred to in the test as 

dilemmas. Following each dilemma, respondents are presented with 3 action choices 

(as to whether the action in the dilemma should / should not proceed or whether the 

respondent is unsure) and then 12 prototypic statements that refer to aspects of the 

dilemma. Respondents are then asked to rate these statements in terms of 

importance, then are subsequently asked to rank the top four most important 

statements. The general idea of the test is that it is used to assess what stage 

respondents are at in terms of their moral development. In the early days of the test 

the twelve items comprised 2 items to correspond with each of the six stages of 

development as espoused by Kohleberg, although this is no longer the case. Over 

time the test has evolved so that now there are generally 2 outlier questions – one 

described as ‘non-stage’ to serve as a check on random answering. The other non-

core statement is what is called a ‘M’ item (or meaningless item) that is included to 

catch subjects who endorse items purely because of their complexity and 

pretentiousness. Across the 6 dilemmas (which includes 72 items – 6 x 12) the test 

typically includes a few Stage 2 items, 17 to 18 Stage 3 items, a similar number of 

Stage 4 items, and up to 21 items are referred to as ‘principled items’ (Stages 5 & 6). 

What is most notable from the literature around the test is that it no longer includes 

Stage 1 items because it assumes a certain level of advancement in moral 

development in subjects that are either adolescent or older. A key index is then 

calculated across the dilemmas - known as the ‘P-index’, which through its 

calculation gives an indication of the stage of moral development that the respondent 

appears to prefer. While this test is by no means the only test of its type it has been 

challenged, most notably by (Lind 1995) who argues that this ‘stage preference’ 

approach is inferior to his ‘stage consistency’ approach. This latter approach 

calculates a ‘C-index’ which rather than establishing the preferred stage of the 

subject, establishes the stage of moral reasoning which they most often employ. 

Regarded more as a European test, this C-index was devised using a different 

instrument to the DIT known as the Moral Judgement Test (MJT) or more recently 

the Moral Competence Test (MCT). Although also deferring to Kohleberg’s six 

stages this is more symmetrical in operation. It involves two dilemmas (typically) and 
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its 12 questions are divided into two sections – pro and con the action in the 

dilemma – and split evenly across the stages. While the argument continues in the 

literature about the primacy of the ‘P’ and ‘C’ indices, it is possible to calculate both 

indices on either data gathering instrument (Rest et al. 1997), and the maturity of 

thought in the development of the DIT, coupled with the sheer number of studies 

that have employed it, seems to suggest that its adoption be preferred. Having said 

that, this is not quite what happened in the European Journal of Information 

Systems paper referred to earlier (Myyry et al. 2009).  

In the Myyry et al. (2009) paper the authors adapt the DIT instrument rather than 

use it. The essential differences with the pure DIT test are: 

• The instrument in the Myyry at al. (2009) paper uses a single scenario rather 

than the 6 or 5 scenarios / dilemmas used in the pure DIT-1 and DIT-2 tests 

• This scenario is not one of those in the DIT literature but rather is one 

related to the domain of interest (IS Security Policy Non-compliance) 

• The prototypic statements number 11 (including one ‘M’) item rather than 

the normal 12 (and the reason for this was not discernible from either the 

paper or e-mail contact with the authors) 

• The prototypic statements also include a statement that purports to represent 

Stage 1 moral thinking, even though this is typically omitted from the actual 

DIT 

Because the assessment of moral reasoning is only examined using one scenario the 

ability to compute the various indices used as part of the traditional DIT are lost and 

therefore the claim that using a measure, seen as the most widely used in moral 

research is not as valid as it might otherwise be.  

It would therefore seem that while the DIT is a hugely popular test, its usefulness in 

studies like the current work are potentially problematic. There are two possible 

alternative approaches. The first is to actually administer the commercially available 

DIT or DIT-2 to respondents and then to administer a second questionnaire to the 

same respondents, examining all of the other constructs of interest so that stages of 

moral reasoning can be related to the other independent variables. A second 

alternative is to adapt the DIT and tailor it along with a series of “Dilemmas” about 

the subject matter of interest, which would result in a study exclusively devoted to 

the morality of offending. Although referring to Kohlberg rather than Rest, this 

suggestion of contextualising the vignettes is also put forward by (Weber 1991) 
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The first of these approaches is not really practical and choosing the second of these 

is made more questionable when one considers Trevino et al.’s (2006) conclusion 

that, although they identify with Rest’s four stages, in fact ethical (or moral) decision 

making may be more than a cognitive process. Thus it would seem a reasonable 

conclusion that examining the process of moral reasoning is significantly outside the 

scope of the current study and simply asking respondents for what they subjectively 

believe as a moral or ethical standpoint is the only practical and pragmatic approach. 

3.6.2 Moral Beliefs  

Studies as early as Harrington (1996) have concluded that moral beliefs are a more 

important source of social control than sanctions and Hu et al. (2011) highlight it as 

one of three central aspects feeding the rational choice calculus in relation to 

information system abuse (the other two aspects are Individual Propensity and 

Perceived Deterrence). Defining the construct as “the individual’s judgement about 

right and wrong” they draw on the work of Bachman et al. (1992) and Piquero and 

Tibbetts (1996) in coming up with their measurement items. The former paper looks 

at the offense of sexual assault and consists of a single question in which respondents 

were asked to rate  “how morally wrong” the incident was. The latter paper adopts a 

similar approach in asking respondents to quantify how morally wrong they thought 

the behaviour in a scenario was, and it is this approach of asking respondents for a 

subjective assessment of how moral or immoral an action or potential action is, that 

has permeated most of the literature, including studies not involving scenarios 

(Cochran et al. 1999). 

In a major study on moral judgements that sought to assess morality in terms of 

three domains - personal, conventional knowledge and moral, Gattiker and Kelley 

(1999) found differences across the domains and partial support for differences in 

attitudes when both age and gender were a factor. The age differences are consistent 

with the developmental views of Kohleberg and Rest but their operationalisation of 

the domains is achieved through probe questions about vignettes that focus on 

whether the behaviour was okay, a little wrong, or wrong and whether it would cause 

bother or not for the respondent to witness such behaviour. Respondents were also 

asked about two countries in which such behaviour was alternately customary or 

avoided entirely, and what their opinion was of the customs in those countries in 

terms of wrongness. 

The language of morality is also varied in IS Security studies. Moral commitment, 

measured by asking if a behaviour was morally acceptable, is shown to moderate the 

sanction construct in (D'Arcy et al. 2009) where sanction certainty was more of a 

factor for subjects high in moral commitment. This same measure is also used in 
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D’Arcy and Devaraj (2012) and is influenced by Bachman et al. (1992) and also by 

Paternoster and Simpson (1996). The second of these papers, although taken from 

the legal/criminology domain, deals with crime from a corporate perspective and 

following the earlier paper asks respondents to rate how “morally wrong” the act 

described in the scenario was. However, a slight nuance on this approach is taken in 

the (D'Arcy and Devaraj 2012) paper where a statement, that it was morally 

acceptable to do what the character in the scenario did, is presented and respondents 

are asked to rate their agreement with the statement. Two further points are worth 

noting from this 2012 paper.  

i. As pointed out by the authors, this approach does not constitute a fully 

developed ethical system but rather a person’s moral evaluation of a 

particular behaviour in a particular context.  

ii. The use of a single item measure is defended on the basis that it was a 

composite of individuals’ responses over four scenarios, thereby providing a 

more comprehensive assessment of moral beliefs compared to a typical single 

item measure.  

An identical approach and wording is also seen in Hovav and D’Arcy (2012) 

notwithstanding the fact that it has a different theoretical base and model 

construction. 

This subjective assessment is continued in Vance and Siponen (2012) deriving their 

inspiration from Paternoster and Simpson (1996). However, whereas the latter 

simply had a single-item measure that rated the extent of how morally wrong the 

scenario character’s actions were, the former developed a 3-item measure. The 

second of these puts a question in the form “I feel that the scenario character acted 

wrongly by .....”. Such an operationalisation recognises the very personal nature of 

moral beliefs and therefore using a phraseology that attempts to put the respondent 

in the shoes of the character in the scenario might be appropriate (Hu et al. 2011).  

In a departure of language Cheng et al. (2013) do not speak of moral beliefs per se. 

Rather they introduce beliefs as a component of social bonds, which are then 

described as the degree to which an individual believes in and accepts a conventional 

value system. To the extent that these beliefs represent moral thought, then they 

represent moral beliefs. In order to instrumentalise this construct they drew on the 

earlier works of Lee et al. (2004) and Chapple et al. (2005). The former represents an 

early attempt to introduce social control theory into research on computer abuse and 

the latter is a study of gender differences in delinquency, employing a 4-item measure 

of Beliefs (in the legal system).  
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Recent work has attempted to make moral beliefs and judgements more of an 

organisation-based construct. For example, Li et al. (2010) studied Internet use policy 

at work. Finding that intention is influenced by personal norms, they equate this 

latter variable to moral standards. In turn these standards are influenced by 

organisational norms and identification, and are operationalised by describing the 

potential offence as either “acceptable” or a “trivial offence”, with the organisational 

norm items being about what most people in the same organisation think. It is a 

somewhat similar approach that is adopted in Son (2011) involving the use of two 

workplace judgements - value congruence and perceived legitimacy (originating from 

personal norms and moral beliefs). In terms of value congruence, this is then 

measured using statements where respondents assess whether values (or moral 

values) of an organisation are important or similar to their own. 

In their review D’Arcy and Herath (2011) describe, rather than define, Moral Beliefs 

as “the extent to which one perceives an illicit act to be morally offensive”. Arguing 

that it is thought to create variation in the deterrent effect of sanctions, through 

varying levels of moral inhibition, this may be more nuanced in the IS security 

context. Their clear recommendation is that moral beliefs or a related morality 

construct should be incorporated for testing in all IS deterrence and rational choice 

based studies, so the current study adopts this approach. 

3.7 EMOTIONALITY 

In an essay concerning visceral factors and behaviour, Lowenstein (1996) contends 

that various “drive states” can have a disproportionate effect on behaviour and can 

‘crowd out’ virtually all other goals other than the goal of dealing with the visceral 

factor. The traditional conceptualisation of ‘visceral’, incorporates feelings such as 

hunger, thirst and pain but Lowenstein also includes in their number moods and 

emotions. His point is that, at sufficient level of intensity such factors often cause 

people to behave in a way that is counterintuitive, from a self-interest perspective, 

even if they are fully aware that they are doing so. Using the example of phobics, he 

points out that they are often aware that the object of their fear is non-threatening, 

but are still prevented from acting on that judgment. Therefore, he concludes that 

rational choice means that visceral factors must be taken into account. For example, 

in the context of anger he contends that low levels of that emotion can simply be an 

element in our decision-making but high levels of anger often produce impulsive 

‘non-rational’ behaviour. In a subtle use of language, he separates the traditional view 

of visceral factors from anger and fear, the latter being what he describes as 

‘emotional states’, but remains true to his original assertion that they both can have 

the effect, depending on intensity, of causing impulsive behaviour. His question 
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therefore is that the poor “fit” in empirical analysis of behaviour guided by decision 

theory (including criminal studies) may be partly attributable to the tendency to 

ignore visceral factors, and by extension into the white collar crime area ‘emotional 

states’. 

3.7.1 Emotional State 

Building empirically on this earlier work, Loewenstein’s subsequent study has a 

dependent variable that may seem somewhat tangential, but yet also relevant, to the 

current work (Loewenstein et al. 1997). Situated within the domain of criminological 

research their initial assertion is that even though studies of criminal behaviour 

incorporate both formal and informal costs, as well as rewards and benefits of 

offending, they “ignore” one major element – the role of emotions (or in this 

particular case emotional arousal). Explaining that when applied to the rational 

choice study of crime, the predictions that people make about their response to a 

hypothetical scenario while “cool” may not be an accurate representation of their 

actual behaviour in a real situation when “hot”.  Consequently, in order to examine 

for this notion in the context of sexual aggression they set up a controlled 

experiment presenting sensory stimuli to a portion of respondents, followed by a 

scenario-based questionnaire instrument. Their findings suggest that the emotional 

element cannot be ignored and they call for criminologists to devise ways to measure 

offenders’ different emotional states. From an instrumentation point of view, the 

study contains 2 scenarios - one is in relation to sexually forcefully behaviour of a 

male on a date with a female. The second is in relation to drink driving. Because the 

experiment involves the administration of stimuli to respondents (provocative 

pictures), and because it is assumed that these stimuli will have no bearing on 

respondent’s responses to the drink-driving scenario, the latter scenario effectively 

serves as a control for the subject under review. 

In a similar study, Bouffard (2002) aims to build on the work of Lowenstein et al. 

(1997) and adopts a similar methodology. In deferring to the earlier study he sets out 

to examine a specific counterintuitive finding from it. That finding is that while 

aroused, subjects may be more aware of the costs of their offending behaviour but 

that they may still be likely to engage in that behaviour. His hypothesis is that the 

‘costs’ are incongruous with the particular visceral / emotional state and therefore 

the study asks respondents to evaluate the current importance of various 

consequences within the hypothetical decision-making process. He refers to this 

concept as ‘salience’ or situational importance. Interestingly, the administration of the 

instrument is somewhat novel. Firstly, the assessment of consequences of the action 

is ‘subject-generated’, whereby the subjects are asked to create lists of positive and 
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negative consequences of the actions. In addition to assessing the certainty and 

severity of them, respondents are also asked “how important was each of these items 

in your decision-making process” to assess this previously unexamined idea of 

“salience”. The conclusion is that “salience” influences the behaviour in a situational 

context, in that emotions shift cognitive content but only in directions that are 

congruent with the subject’s current mood.  This question may be interesting and 

applicable to the current study, but due to the obvious difference in subject matter, it 

is unlikely that any other parts of the study will prove directly relevant. 

Following on from the earlier works of Bouffard (2002), Lowenstein (1996), and 

Lowenstein et al. (1997) the traditional view in criminology that individuals behave 

according to their assessment of perceived consequences was also challenged by 

Exum (2002). Making the point that correlational studies do not provide a causal link 

between (say) alcohol and violence, he believes that the appropriate methodology to 

employ is randomised experiments. Concluding from prior literature that 

provocation leads to anger he set about designing an experiment to analyse the belief 

that emotional states, characterised by high affective arousal can disrupt cognitive 

performance and consequently the output from the rational choice calculus. While 

seeking to determine if anger might minimise the perceived risk and enhance the 

perceived pleasure of aggressive acts he did not find this to be the case. Instead, in a 

subtler finding he found that it was the importance of the perceived costs and 

benefits that changed depending on the participant’s state of mind or in other words 

the weights that the participant assigned to the costs and benefits, indicating the 

appropriateness of the inclusion of the antecedent or pre-kinetic nature of emotions 

in a rational choice based model.  

One major review paper looking at both the rational choice approach (and game 

theory perspectives) to criminology McCarthy (2002) argues that both can be usefully 

applied to the study of crime. In regard to the rational choice approach, he stresses 

that it is distinct from the “reasoned offender” approach to crime and that what it 

offers is a theoretical explanation of how individuals make rational choices; assuming 

that all sane people are capable of making such choices but at the same time 

recognising that they often do not. Most importantly, he argues that even though 

RCT has its roots in economics and economists are typically not concerned with 

distinguishing between rational and irrational actions, people sometimes ignore the 

rational choice calculus because of an emotional state or a sudden change in context. 

Forces that can influence outcomes in this way include anger, jealousy, rage, and 

hatred etc. – factors that are effectively ignored by those who criticise its use. 
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The development of the emotional state construct, in criminology is advanced by 

Carmichael and Piquero (2004) with their study about assault. They contend that you 

cannot separate situational / emotional considerations from a rational choice 

explanation and then they set out to examine; if anger influences interpretations, if it 

actually influences assault, and what effect anger has on the effect of sanction threats. 

This marriage of situational and personal factors had been advocated previously in 

Nagin and Paternoster (1993) and Piquero and Tibbetts (1996) when looking at the 

effects of low self-control on rational choice decision-making (discussed in the 

following section). Similarly, Frazier and Meisenbelder (1985) said that to ignore 

offenders’ emotions leads to simplistic explanations of criminal behaviour with 

emotional ambivalence (being an existence of both positive and negative emotions) a 

feature of their major qualitative study of property offenders.  At the time of 

preparing their paper Carmichael and Piquero (2004) believed that there had only 

been three empirical studies within criminology that studied the interplay between 

emotions and rational choice/deterrence deliberations, namely Bouffard (2002), 

Exum (2002), and Lowenstein et al. (1997) which have been discussed in the 

previous paragraphs. What sets their study apart from these three however, and what 

makes it pertinent to the current study is the way in which they acquire the data 

around the emotion that they are interested in (anger). They do this by actually asking 

individuals who are reviewing a hypothetical scenario. They argue that this approach, 

that they describe as “situationally-based perceived emotion” is superior to a more 

generalised emotional arousal measure because it aids the ability to 

contemporaneously link independent and dependent variables. Additionally, they 

state that the anger that is generated by particular situations, is considered to lead to 

action and finally that because many emotions are internal and not available for 

observation, self-nominated perceptions of those emotions are appealing in trying to 

assess them. Although they recognise the “hot” versus “cold” argument of those 

conducting experimental manipulations of emotions, they still believe in their own 

approach, citing the example of Graham et al. (1992) who asked respondents how 

mad, angry and grateful they would feel in relation to a series of scenarios. Therefore, 

the approach of Carmichael and Piquero (2004) was to create an incident which 

could be considered highly emotional and then ask the question “If you were the 

character in the scenario, rate the degree to which this situation would make you 

angry”(this was then measured on a ten-point scale) – an approach that seems 

eminently appropriate for the current study. 

Because of the many arguments from criminology detailed above suggesting that 

models of deviant behaviour ignoring ‘emotional state’ are incomplete, it behoves 

this and future research to include some measure of emotion in models. 
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3.7.2 Emotion in IS Research 

The existence of emotion as a construct in IS security research is fairly scarce, 

although the construct ‘emotional stability’ has found and continues to find a place in 

some studies. Considered to be one of the big five personality factors, it has been 

found to have no effect on concerns for privacy (Junglas et al. 2008). When 

emotional stability is examined in conjunction with conscientiousness and 

agreeableness it has been found that persons with these traits are more risk averse 

and therefore likely to avoid actions that place them at risk for threat and sanction 

related consequences (Johnston et al. 2016). In summary, people high in emotional 

stability are less likely to violate security policies and norms. 

The presence of emotion as a construct in IS studies is not confined to security 

studies - Beaudry and Pinsonneault (2010) argued that emotions are important 

drivers of behaviour. Categorising emotions into challenge, achievement, loss and 

deterrence emotions, they proceeded to look at four specific types; excitement, 

happiness, anger and anxiety and found in the case of anger, for example, that it 

was not related to IT use directly but was positively related to seeking social 

support, itself positively related to IT use. Interestingly, in their major review of 

emotions in prior IS use studies, the specific emotions resulting from their search 

included enjoyment, satisfaction, pleasure, arousal, anxiety, and playfulness. They 

did not review any prior study that used the emotion anger, which may be because 

of the type of studies reviewed. Nevertheless, the criminology literature is clear that 

emotion and in particular anger should form an important part of empirical studies 

of offending. 

The foregoing is not to imply that the IS security literature ignores anger entirely. 

Posey et al (2014) cite an example from their research where a respondent opined 

that the biggest reason for avoiding protective action was somebody wanting to get 

back at the organisation because they were angry for some reason. This is 

consistent with the idea that anger prefaces retaliatory behaviours, such as 

aggression and sabotage (Bagozzi 2011), and equally when considered as a measure 

of negative affect, this can influence employees’ view of how they are trusted by 

their organisations, which can in turn impact on whether they commit computer 

abuse (Posey et al. 2011). The impact of anger and anxiety is not confined to 

malicious acts however. The concept of emotion has also been viewed as a benefit 

when describing the idea of violating policies in order to make work life more 

interesting (Li et al. 2010), and negative emotions such as anger and anxiety 

increase heuristic processing and result in greater risk taking and deviant behaviour 

in organisational contexts (Vance et al. 2013).  
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Further evidence of this is found in relation to self-control - a construct that has 

begun to find favour in information security studies. While sometimes considered 

to be the same thing as impulsivity (discussed in the next section), a more complete 

conceptualisation of the construct includes other aspects of self-control. Using 

measurement items involving the words ‘angry’ and ‘temper’ as part of a self-

control construct, Hu et al. (2015) developed a lab experiment looking at brain 

functions and found that individuals with low self-control tend to make decisions 

faster than those with high self-control. 

An alternative approach to the use of emotion in IS security studies is offered by 

Kim et al (2016) who considers emotion as a process and discards the idea of 

discrete emotions like anger, fear etc. Finding, that in addition to cognitive factors, 

emotional factors (through the use of an ‘abuse-positive’ affect) are involved in 

activating the abuse intent of potential abusers or disgruntled employees. A further 

alternative view is that punishment can cause retaliation and hostile emotional 

reactions and that these reactions can in turn lead to strong resistance to 

compliance (Chen et al. 2012). 

So, while there has been some use of emotion and emotionality in prior research, it 

still remains scarce and in attempting to set a research agenda Willison and 

Warkentin (2013) propose that examining the link between emotions and deterrence 

would represent a new stream of research for the IS security field. It is for this reason 

that it was deemed pertinent to include emotional state in the current research model.  

3.8 IMPULSIVITY 

There are a number of misconceptions about impulsivity that are worth clearing up 

at the outset.  

The first is that, it is not the same thing as self-control. Although the latter has been 

used to look at digital piracy (Higgins et al. 2006), hacking (Chua and Holt 2016; Xu 

et al. 2013), cyber bullying (Lowry et al. 2016), and internal computer offences (Hu et 

al. 2011), the operationalisation of the construct tends to be based on the 24-item 

scale developed by Grasmick et al. (1993). They identified six components of the 

what Gottfredson and Hirschi (1990) termed low self-control, only one of which is 

impulsivity (the others are a preference for simple rather than complex tasks, risk 

seeking, a preference for physical rather than cerebral activities, a self-centred 

orientation, and a volatile temper). Therefore impulsivity is a subset of the self-

control construct, analogous to the “present-orientation” construct seen in some 

criminological studies (Nagin and Paternoster 1993; Nagin and Pogarsky 2001).  
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The second point of clarification is that impulsivity is not to be confused with, or to 

be considered part of, the previously discussed emotional state. The latter refers to 

states of mind whereas the former is effectively a personality trait. In fact, impulsivity 

(forming part of self-control) is viewed as a disposition, brought on in early 

childhood through the effects of family socialisation (Gottfredson and Hirschi 1990). 

This is distinct from the trait / state nature of the aforementioned ‘anger’ which can 

be both a personality trait and a state of mind. The personality trait aspect concerns 

individuals difference in anger proneness whereas state based anger is a subjective 

feeling that can vary according to stimuli (Carmichael and Piquero 2004). In the case 

of impulsivity however, it is difficult to see how a situation might render an 

individual more impulsive but it is not difficult to see how an individual with 

impulsive tendencies may behave differently to someone who does not display the 

same tendencies. Despite this fact the examination of impulsivity in the IS Security 

literature is scant. 

For example, in Siponen et al. (2010) the authors outline the idea contained in 

deterrence theory that in addition to certainty, severity and celerity of sanctions 

(including informal sanctions) -  levels of impulsivity also affect people’s decision to 

commit a crime or not. Unfortunately, in their case they included a single measure of 

impulsivity and grouped it as one of the deterrences, and then subsequently dropped 

it because of low reliability. The measure in question reads “I do not follow 

information security policies without thinking about the future consequences” 

(Siponen et al. 2010, p. 66).  It is probable that their conclusion about impulsivity not 

contributing to the core theme of sanctions is indeed legitimate, although it is also 

likely that they might have come to a different conclusion had they looked at 

impulsivity as a discrete construct of its own rather than a deterrence element. This 

occurs, notwithstanding the fact that Siponen et al. (2010) seemed to take their 

inspiration from Higgins et al. (2005). This earlier paper divides deterrence measures 

into a number of categories (a) crime control factors (b) risk and profit factors (c) 

crime opportunities and (d) individual factors, and it is in this latter category that we 

find ‘low-self control’ (which has impulsivity as a constituent element) rather than the 

initial category that deals with certainty and severity of sanctions. Because Siponen et 

al. (2010) then seemed to deviate from this structuring of measures, it is possible that 

the lack of reliability for impulsivity that they found may have arisen from the way 

that it was grouped with other items rather than any lack of relevance to the overall 

subject matter. 

In a contrasting approach, Hu et al. (2011) suggest that all people have the potential 

to commit crime and 3 forces – two internal and one external to the individual - 

govern this. The external force is the perceived deterrence related to the misconduct 
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and the internal forces are (a) moral beliefs and (b) individual propensity – defined as 

the degree of low self-control (LSC). Within LSC are contained a number of 

elements including impulsivity (although not the full 24-item scale developed by 

(Grasmick et al. 1993)) and their argumentation centres on the impulsivity aspect 

alone. For instance, descriptions of LSC are described as individuals  “seeking 

immediate thrill and excitement” and “having a tendency to respond to tangible 

stimuli in the immediate environment”.  This focus on impulsivity is repeated in a 

later paper involving the same lead author when referring to impulsive individuals, or 

those with low self-control, being people who do not take time to exercise adequate 

“executive control” and evaluate input (Hu et al. 2015). It is interesting to note 

however the observation by Paternoster and Pogarsky (2009), that an aspect of 

human agency – thoughtfully reflective decision making – (TRDM) which is itself a 

personal characteristic, can also be affected by traits such as impulsivity. 

There may be a little confusion as to whether the applicable construct should actually 

be low self-control or the sub-element of LSC known as impulsivity. This is not 

made any clearer by Grasmick and his colleagues description of low self-control as 

appearing “to correspond to the notion of impulsivity” (Grasmick et al. 1993, p. 8) 

before identifying the six components of the trait.  

However, whether the relevant construct is ‘low self-control’ or ‘impulsivity’, it 

would seem from a review of the IS Security literature (D'Arcy and Herath 2011) that 

empirical validation of a contingent effect of self-control on the sanctions to 

behaviour relationship did not exist at that time, representing a gap in the literature. 

Although, we have seen that Hu et al. (2011) have attempted to address this gap 

somewhat, their relatively arbitrary mix of exact and paraphrased items from the 

original scale developed by Grasmick et al. (1993) seems problematic.  In a slightly 

different approach Nagin and Pogarsky (2001) also consider the effect of impulsivity 

on offending and suggest that at its core, impulsivity relates to the effect of timing on 

the perceived magnitude of consequences. However, rather than simply use a 

measure from the Grasmick scale, they relate it to present orientation and model the 

idea based on a discount rate i.e. “the degree to which an individual eschews the 

future for the present” (Nagin and Pogarsky 2001, p. 868).  Subsequently, when 

Pogarsky then teamed up with Piquero, this ‘present-orientation’ idea is also found in 

their perceptual study of police misconduct (Pogarsky and Piquero 2004). Describing 

impulsivity as one of the personality traits most closely linked to criminal and 

imprudent behaviour, they found that it diminished the deterrent effect of both 

formal and informal sanctions and was also strongly associated with misbehaviour. In 

measuring the trait, which they singled out as “impulsivity” rather than low self-

control they used a four-question subscale from the Grasmick et al. (1993) twenty-
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four point self-control scale. In other words, they simply used the four items that 

refer to impulsivity rather than the other five self-control components and it is this 

approach that is adopted in the current work.  

3.9 COMPUTER SELF-EFFICACY 

The concept of computer self-efficacy (CSE) permeates the IS literature extensively, 

though its applicability in the context of security policy violation may be a little bit 

less obvious. It is more often found in models and studies dealing with compliance, 

as described in the following paragraphs although, that alone does not constitute a 

reason for omitting it in trying to  understand the idea of non-compliance. 

In Boss et al. (2009) the construct is defined, as the degree to which people feel 

comfortable using a computer, and is included as a control variable, similarly to Son 

(2011).  It is notable that these, and indeed nearly all other information security 

studies involving the variable, have positively framed dependent variables i.e. Taking 

Precautions and ISSP Compliance. The reason for its inclusion in such studies is that 

it is either an obvious inclusion (Son 2011) or because prior literature indicates that it 

will have an impact on whether individuals will follow computer-related policies and 

procedures (Boss et al. 2009). Drawn from prior work by Compeau and Higgins 

(1995), where the sole purpose was to devise a measurement instrument for CSE, 

they simply dropped three of the ten items from the scale developed in the earlier 

paper. These were constructed around the use of a notional but unfamiliar software 

package where respondents were asked if they could complete a job using the 

software package with each of the items containing a clause representing a series of 

conditions, rated by respondents on a scale of self-confidence. The results found that 

CSE had a significant impact on the dependent variable implying that individuals 

with high CSE better understand what they need to do to protect computer assets. 

This could of course also mean that they better understand how to do the opposite, 

which is a potential reason for including it in the current model.  

Moving the construct away from being a control variable to a full dependent variable 

in their model, Johnston and Warkentin (2010) look at self-efficacy as something that 

directly influences behavioural intent.  Relating it to the threat of spyware, their 

proposition is that an individual gives consideration to his/her own ability to enact a 

response to that threat prior to acting on it. Consequently their 3-point measure is 

very much contextually focussed on spyware with statements that software to 

combat spyware is (a) easy to use (b) convenient to use and (c) can be used without 

much effort by the respondent. Again, in this case, the variable was found to have 

strong predictive ability and given that misbehaviour in the computer context also 



Chapter 3: The Insider Threat    
           

104 

requires some level of expertise, it is easy to see how a rewording of these items 

could be used to measure self-efficacy with a negative connotation. 

Continuing with this pattern, a similar conceptualisation of the self-efficacy construct 

is contained in Siponen et al. (2010) where self-efficacy is seen as having a direct 

bearing on intention to comply with information security policies. By way of 

illustration the authors describe a scenario about an employee emailing confidential 

company information without encrypting it. According to the self-efficacy theory, for 

the employee to encrypt this confidential information he must have some expertise 

in this area or have access to expertise in relation to encryption. While this is of 

course logical, it equally seems logical that in the presence of technical and 

procedural security countermeasures, for an employee to circumvent or deliberately 

‘work-around’ these measures he must also have commensurate expertise. The issue 

then becomes a quantum question, of how much of a perception of self-efficacy is 

required for an employee to behave in a particular way.  

A similar theoretical base is used in Ifinedo (2012), although in this case the model is 

based on a concatenation of Protection Motivation Theory and the Theory of 

Planned Behaviour, again finding that CSE has a significant effect on ISSP 

compliance intention. Defining CSE as the sort of skills and measures needed to 

protect information in an organisational information system, the model draws 

primarily from Workman et al. (2008), also adding measures from other sources 

(Compeau and Higgins 1995; Woon and Kankanhalli 2007) – the latter expressing 

efficacy in personal statements using language such as “be able” or “feel 

comfortable” about carrying out secure development. The remaining items use 

language taken from a paper on “security lapses” and measure the respondent’s view 

of their level of “skills” in relation to security precautions and preventative measures.  

This focus on language that emphasises skills or ability could equally be used to 

describe “skills” about circumventing security measures. This approach to CSE is 

subsequently repeated in Ifinedo (2014) even though both studies employ different 

theories. 

Consistency in conceptualisation is continued in Vance et al. (2012) where self-

efficacy is defined as “employees’ belief that they can successfully comply with IS 

security policies, which should enhance compliance with policies and procedures” 

(Vance et al. 2012, p. 192). In order to measure the construct they use a 3-item scale 

adapted from Wurtele and Maddux (1987). Although the source paper is from the 

Health Psychology discipline and concerns intentions to take physical exercise with 

the self-efficacy component being adjudicated-on using two items, Vance et al.  

(2012) utilise 5 scenarios, all of which are hypothetical violations and then reference 
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those scenarios in some of the measurement items. Finally, Siponen et al. (2014) also 

find self-efficacy significant, albeit this time in a study of compliance rather than 

non-compliance. 

All of these studies display a series of common denominators. The majority involve a 

combination of Protection Motivation Theory (Rogers 1975) with the Theory of 

Planned Behaviour (Ajzen 1991) or Social Control Theory (Kelman 2006) and show 

how people consider their own abilities to be a major part of the decision to act on 

protecting themselves (or their organisations) against threats. Without exception, 

they consider their dependent variables from the perspective of the “attacked” rather 

than the “attacker”. The one paper that is slightly set-apart is Vance et al. (2012), in 

that it is the one that uses hypothetical scenarios, all of which describe violations, 

although the measurement items are then asked of respondents in a way that 

attempts to pit them against the character in the scenario i.e. asking respondents to 

rate a statement that begins with “doing the opposite of what the [scenario character] 

did would be ….” and may not be as likely to evoke the empathetic responses 

required from scenario based questioning as a statement that begins with “doing 

what the [scenario character] did would be ….”. The results of all of the above 

studies also show the importance of self-efficacy, particularly in a world that is 

becoming ever more technology influenced, with the question still remaining if the 

construct has a place in explaining or illuminating non-compliance, especially when 

considered from the offender perspective. 

Moving in this direction we see D’Arcy and Hovav (2009)  use a 6-item scale, 

adapted from the aforementioned Compeau and Higgins (1995) scale to look at the 

effect CSE has on the relationship between security countermeasures and IS Misuse 

Intention. Their results suggest that computer savvy individuals are less deterred by 

countermeasures with CSE having a moderating effect on their significance. The 

same lead author in a subsequent review of deterrence literature (D'Arcy and Herath 

2011) also deals with the idea of CSE, suggesting the rationale that individuals high in 

CSE have a belief that they can circumvent security measures and get away with it, 

with little thought of the personal consequences. They also recommend using 

domain specific measures rather than a general CSE measure and although they do 

not explicitly advocate ignoring Compeau and Higgins (1995), it seems that that is 

what they are suggesting.  

The initial approach in this study is to proceed in this fashion, and is consistent with 

the bulk of IS research on security behaviours. Furthermore, it is also consistent with 

much of the practice in the field where leading security practitioners and consultants 

are often found to be former or “reformed” cyber security offenders, implying that 
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there is an underlying skillset that can be put to use in either positive or negative 

activities. 

3.10 PRIOR PUNISHMENT EXPERIENCE 

The idea of Prior Punishment Experience (PPE) is discussed hereunder as a separate 

construct having a moderating effect on the sanction aspect of the deterrence 

process. It is important to note however, that even though the construct is new, as 

conceptualised hereunder, that it is not a whimsical inclusion in the current narrative. 

There is both a theoretical underpinning for the construct as well as some discussion 

from criminological literature justifying its relevance, though no previous exploration 

of the construct was found in the information security context. 

As seen in the previous chapter, classic deterrence theory literature contains, in 

addition to severity and certainty, the notion of punishment celerity. This latter 

concept is about the swiftness of sanctions, or how soon after sanctions are imposed 

the actual punishment takes place.  In their review, D’Arcy and Herath (2011) explain 

that empirical studies using deterrence theory have rarely included celerity of 

sanctions, citing measurement difficulties and a lack of theoretical importance. A 

similar conclusion (that of scant empirical studies of the variable) was made a few 

years previously by Nagin and Pogarsky (2001). They argued that celerity was born 

from investigations of “Pavlovian Conditioning” where experimenters suppressed 

animal behaviours with negative reinforcements occurring within a very short 

timeframe, something that has been subsumed into criminology, and by consequence 

to deterrence based studies in other disciplines. However, they go on to make the 

very valid point that humans are more developed than animals and possess the ability 

to connect acts with consequences even if they are temporally remote. Therefore, 

they suggest that “deterrence” conditioning, more appropriately, results from the 

prior punishment of the decision maker or when the decision maker contemplates 

the punishment experience of others, rather than the celerity effect as traditionally 

viewed. The overall idea is that deterrence isn’t just about a making a connection 

between behaviour and consequences but about recognising them as being ‘costly’ 

such cost estimations being based on some form of prior experience.  

This notion was given an empirical treatment in one study in relation to police 

misconduct (Pogarsky and Piquero 2004). The authors examined the effect of formal 

and informal sanctions on misconduct and if these processes were conditional on the 

prior punishment experience of respondents. Although respondents in this study were 

asked in a binary fashion if they had ever been subject to disciplinary action in the 

past, the overall findings of the study – that an individual’s prior punishment 

experience may moderate the operation of classical deterrence depending on the 
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gravity of the contemplated offense – seems both important and relevant to the 

current work. It is important to note that this is entirely distinct from the variable 

prior offending (Piquero and Tibbetts 1996), where the focus is on the frequency of 

offending and is designed to measure the stability of criminal forces or tendencies. 

Rather than being a measure of criminal tendency or indeed one of recidivism, prior 

punishment experience is in effect a measurement of the awareness of the cost of 

offending.  

While there are very few empirical studies that address celerity as a function affecting 

sanction certainty and severity, there does not appear to be any, with the exception of 

Pogarsky and Piquero (2004), that deal with prior punishment experience. This paper 

itself does not actually contain a wording for the measurement item, although 

enquiries with the lead author indicated that “some common sense phrasing” was 

used. It would therefore seem appropriate, at this juncture, to attempt to define the 

construct.   

As a concatenation ‘Punishment’ + ‘experience’ one starting point is with the 

dictionary definition of the word “experience”. This is defined as either (a) direct 

observation of or participation in events as a basis of knowledge or (b) the fact or state of having 

been affected by or gained knowledge through direct observation or participation (Merriam-

Webster 2017).  The same source also provides a similarly two-pronged definition of 

“punishment” to wit  (a) suffering, pain, or loss that serves as retribution or (b) a penalty 

inflicted on an offender through judicial procedure. 

Combining parts (b) of these two separate definitions (it is safe to ignore the use of 

the word ‘prior’ in the definition as it is effectively a tautology) the term can then be 

defined as follows: 

“having been affected by or gained knowledge through direct observation of a 

penalty inflicted on an offender through judicial procedure, through direct 

observation or participation” 

In this way Prior Punishment Experience is conceptualised as something that affects 

the offender. It is, as already stated, separate from the construct of prior offending 

and is equally separate from any the simple notion of awareness. The latter would 

simply be an objective statement of factual experience but the former (the construct 

we are discussing) includes a subjective assessment of the costs involved from that 

awareness.  
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3.11 RESEARCH  DESIGN 

As a behavioural study, the current work relies for its theoretical base on a body of 

literature drawn primarily from the field of psychology, the highlights of which are 

reviewed in the first half of Chapter 2. These are included in order to provide colour 

and understanding for the several previously formulated and well established theories 

of behaviour, reviewed in the second half of that chapter, those being the major ones 

that have been used to examine the topic of current interest. One of the points to 

emerge from this review is the lack of unanimity as to the optimal approach in such 

studies - D’Arcy and Herath (2011) devoted an entire journal paper in the ‘senior 

scholars basket’ to attempting to understand both the methodological and theoretical 

reasons for disparities in findings from prior studies. In fact, in some cases this quest 

for greater understanding has led to situations where the same data is examined with 

the same dependent variable in mind using separate theoretical bases (Ifinedo 2012; 

Ifinedo 2014). 

Cognisant of these difficulties, the literature reviewed in Chapter 2 and in the 

previous sections of this Chapter 3, has shown what appears to be a number of 

“trends”. Firstly, in large-scale studies (outside of laboratory experiments), deterrence 

based studies are the most popular and even though they continue to endure, they do 

so despite the fact that a number of things are either scarce or underdeveloped: 

i. Benefits: The benefit from offending to the offender is quite often seen as a 

narrow construct and is at the same time under-researched. Section 3.4 of 

this chapter addresses this question and outlines the research found in this 

area to date, going on to expand the construct significantly for the purposes 

of this study. 

ii. Malicious: The issue of malicious behaviour is similarly under-researched, 

despite calls for research in this area (Willison and Warkentin 2013). 

Therefore, the approach in this study attempts to address these “deficiencies” in the 

research design.  

As shown in Chapters 2 and 3, much of the extant research focuses on compliance 

rather than non-compliance behaviours, and of the studies that do look at violations 

rather than compliance, most focus on non-malicious behaviours. Studies that do 

look at malicious acts of insiders such as Hu et al. (2011) are the exception rather 

than the norm. In the aforementioned study, the focus was entirely on behaviours 

that exist at the deliberate malicious end of the spectrum.  



Chapter 3: The Insider Threat    
           

109 

The current study has twin foci of malicious and non-malicious behaviours and as 

such necessitated a study design to reflect this. Although discussed in greater detail in 

the methodology chapter (Chapter 5), in essence this utilised a design that involved 

the administration of a research instrument to two separate cohorts. The instrument 

for each cohort in the design is almost identical, the exception being that one 

contained two vignettes designed to reflect malicious acts and the other two vignettes 

reflecting non-malicious yet intentional violations. Both instruments include 

measures referring to the vignette content as well as additional items to measure the 

constructs included in the proposed research model described in the next chapter. 

3.12 SUMMARY OF CHAPTER 

The focus and motivation for the research is set out in the opening of this chapter, 

along with some boundary-setting providing a frame for the study within the 

behavioural InfoSec field. The general objective of the work is to gain a better 

understanding of what happens in the mind of the insider prior to violating 

information security policies so there follows an extensive literature review of prior 

studies structured around rational choice theory and subsuming contemporary 

deterrence theory. This is presented in sections designed to explain and illuminate 

the various experiential and dispositional factors affecting the decision to offend – 

all of which are based on prior literature drawn not just from the IS fields but also 

from psychology, sociology, and criminology, much have which have in turn been 

incorporated in the literature of the information security field. 
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4 Chapter 4 – Research Model & Hypotheses  
 

 
Research Model & Hypotheses 
 

 
  

4.1 INTRODUCTION 

The purpose of this chapter is to bring together the various strands of literature 

and ensuing constructs into one research model, with two primary theories – 

Rational Choice Theory and Neutralisation Theory at its core. Beginning with the 

research objective, which is in turn decomposed into three research questions, an 

initial model was prepared – after having taken account of the re-imagining of the 

benefits construct discussed earlier in section 3.4.3.  

However, because the resulting benefits construct was essentially new and 

necessitated validation, some changes to the model ensued in relation to this 

construct. Although these are described in detail in chapter 6, the resulting model 

upon which hypotheses were tested is brought forward into this chapter for ease of 

reference.  

4.2 RESEARCH OBJECTIVE 

As stated at the outset, this study forms part of a particular sub-section of 

information systems-based research, sometimes known as behavioural information 

security (behavioural InfoSec). Thus, in endeavouring to expand our knowledge and 

understanding of what goes on in the mind of the information systems attacker who 

exists within the organisation / company, this study has one central objective: 

Understanding the cognitive elements influencing an insider’s decision to intentionally violate 

information security policies  

A significant proportion of prior studies examining such behaviour employ 

deterrence theory as a theoretical lens, as outlined in Appendix A1. However, in a 

seminal review of the use of Deterrence Theory in the behavioural infoesec field, 

D’Arcy and Herath (2011) point to the disparate findings from such studies and 

strongly recommend that future studies should not just consider the rationality of the 

decision maker but also the benefits portion of the rational decision process. In a 

subsequent review of the field Crossler at al. (2013) argue that for such studies to be 

useful, it is vital that they distinguish between malicious and non-malicious acts, the 

latter type of act being particularly highlighted by Willison and Warkentin (2013) in 
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their influential paper setting out an agenda for future research in the field. Thus, in 

combining the demand for Rational Choice-based studies with the need to 

distinguish between the degrees of maliciousness in behaviours, the following 

research question was formulated. 

RQ1: Does rational choice work in the same way for malicious and non-malicious 

intentional violations? 

In order to answer this question, the research model draws heavily on prior research 

in terms of operationalisation. The previous chapter outlined and discussed the 

findings and approaches of previous research in this regard, including the addition of 

informal sanctions to the traditional sanction model. However, what the literature 

also shows is that there is a marked shortage of studies using the rational choice 

approach. Of those studies where it is used, some examine compliance behaviours 

only (Bulgurcu et al. 2010; Li et al. 2010) while others look at either non-malicious 

policy violations (Vance and Siponen 2012) or malicious acts  (Hu et al. 2011) 

separately. Therefore, in the current study, this gap is addressed by the research 

question as formulated, and is achieved through the research design, where the 

vignettes used to measure the dependent variable are segregated into malicious and 

non-malicious types and administered to different cohorts using otherwise identical 

research instruments. 

The second research question deals with the expansion of knowledge about the 

phenomenon of the insider threat: 

RQ2: What perceptions of benefits does the insider take into account before 

violating policies? 

The previous chapter discusses how these benefits have been conceptualised and 

operationalised in prior research and shows a rather thin conceptualisation of the 

benefits construct. This is continued in the aforementioned D’Arcy and Herath 

(2011) review, which advocates for the inclusion of benefits as a proportion of the 

rational decision process but only cites ‘time-saving’ as an example. While Li et al. 

(2010) expand the construct to include dimensions like convenience and interesting 

work-life, they only do so in the context of compliance behaviour. Setting this against 

the backdrop of Simpson et al.’s (2002) view that perceived benefits have a strong 

influence on corporate offending decisions and that perceived benefits are likely to 

vary depending on the behaviour in question (D'Arcy and Herath 2011), points to a 

gap in the literature which RQ2 seeks to address by re-imagining benefits, with a 

much-expanded understanding of the construct.  
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The final research question refers to the various other factors that affect the violation 

decision: 

RQ3: What antecedent factors affect the rational choice decision to violate 

information security policies? 

In the previous chapter it was shown how various factors such as neutralisation, 

moral reasoning, emotionality, impulsivity and prior punishment experience could 

have an impact on sanctions and deterrences but their impact on benefits has 

received scant, if any, attention in prior literature. It is for this reason that the 

language of the third research question addresses itself to the rational choice calculus 

rather than simply referring to deterrences. 

4.3 RESEARCH MODEL 

The proposed research model is shown in Figure 4.1 below. Rational Choice Theory 

(RCT) is the primary theoretical lens because it is considered suitable for explaining 

‘instrumental’ rather than ‘expressive types of offending, is seen as appropriate for 

examining ‘white-collar’ or corporate offending (Simpson et al. 2002) and 

additionally because it subsumes deterrence theory (D'Arcy and Lowry 2017). In so 

doing, it expands on the explanatory power of a theory that, despite its ubiquity, had 

shown disparate findings in prior literature (D'Arcy and Herath 2011). In summary, 

RCT is a subjective expected utility theory, based on the twin assumptions that a decision 

to offend is based on balancing both the costs and benefits of offending where the 

important elements are a decision maker’s perceptions of reward and cost, and where 

the critical agent in the theory is the individual (Paternoster and Simpson 1996). 

As a subset of RCT, deterrence theory and its associated sanction concepts, reflect 

the perceived costs of the rational decision process. In an important review for the 

field, D’Arcy and Herath (2011) do not recommend dispensing with the sanction side 

of the equation but rather that perceived benefits should be studied in conjunction 

with perceived sanctions. Originally conceptualised in the information systems 

literature as punishments (Straub and Nance 1990), the recent trend in deterrence 

based studies is to conceptualise sanctions as both formal and informal, the latter 

originally appearing in studies as early as that produced by Tittle (1977) and 

sometimes referred to as extralegal sanctions (Carmichael and Piquero 2004; Nagin 

and Pogarsky 2001; Paternoster 2010; Piquero and Tibbetts 1996). While their 

inclusion in the current model is not necessarily novel, literature suggests that not 

only should sanctions be included to balance perceived benefits, but that the field 

would be well served by exploring the differential influences of perceived formal and 

informal sanctions on different user behaviours (D'Arcy and Herath 2011) which is 
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given effect in the current study by including them in a model that is applied 

separately to malicious and non-malicious behaviours.  

Including benefits in the research model is a theoretical imperative having decided to 

employ rational choice theory. However, the reasons for pursuing the benefits 

construct stem also from D’Arcy and Herath’s (2011) specific recommendation, and 

their finding that it had not been done to any great extent (Li et al. 2010; Vance and 

Siponen 2012). This represents a substantial gap, that does not appear to have 

received much attention in the interregnum and although some studies purport to 

discuss an expansive benefits construct, they actually use a narrow conceptualisation 

of the construct (Ifinedo 2012; Vance and Siponen 2012; Woon et al. 2005; 

Workman et al. 2008) based around time saving or inconvenience. In the case of 

malicious acts, studies have examined financial enrichment or job advantage (Guo et 

al. 2011; Hu et al. 2011). Thus the expansion of benefits discussed in chapter 3 

addresses a gap in the literature and is consistent with the approach taken in the 

criminology literature (Paternoster and Simpson 1996) - a referent discipline for such 

studies.  

It is also from criminology that the idea of Prior Punishment Experience is 

developed. Conceptualised as something that influences how individuals perceive or 

evaluate the “costliness” of sanctions (Pogarsky and Piquero 2004), the concept has 

heretofore not been developed for the IS Security field, despite the fact that there is a 

well established belief that prior experience with punishment plays an important role 

in the deterrence process and the consideration of sanctions (c.f. (Bridges and Stone 

1986; Gibbs 1975; Tittle 1969; Tittle 1977)). Such experience does not need to be 

personal experience and in one reconceptualisation of deterrence theory, Stafford 

and Warr (1993) proposed that deterrence can also result from a person’s vicarious 

experiences, a proposition which gained traction in the criminology literature 

(Paternoster and Piquero 1995; Piquero and Paternoster 1998; Piquero and Pogarsky 

2002). Therefore its omission from previous information security studies represents a 

gap in knowledge, considering that it has been found relevant to deterrence theory in 

its native discipline. The relevance of its inclusion in a comparative study such as the 

current one is emphasised when considering the view of Pogarsky and Piquero 

(2004) that the moderating effect of an individual’s prior punishment experience may 

vary depending on the gravity of the offence.  

Although neutralisation theory has origins in criminology and sociology (Klockars 

1974; Minor 1981; Sykes and Matza 1957) its relevance to the current study arises 

because employees, who are the subject of this study, typically have a greater stake in 

conventional society and may not be singularly committed to aberrant activities 
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(Willison and Warkentin 2013). In practice, neutralisation is not just about criminal 

or malicious acts. It is also about violations of social norms or established policies 

and rules of an organisation (Siponen and Vance 2010) having been previously 

shown to apply to rule breaking behaviours that would not be classified as criminal 

(Pershing 2003). However, neutralisation utilises many techniques so the approach in 

this study mirrored that in Barlow et al. (2013), where a reduced number of 

techniques was used to test the concept while not complicating the research design. 

The selection of both Metaphor of the Ledger and Denial of The Victim was made 

on the basis of their applicability to both malicious and non-malicious behaviours. 

The former had previously been used to examine behaviours on the lower end of the 

seriousness spectrum (Siponen and Vance 2010), but also in explaining behaviour 

where employees react to a belief that they have been treated unfairly (Lim 2002; 

Willison et al. 2018). In a similar vein, it has previously been demonstrated that denial 

of the victim, is used by employees in organisations (Willison et al. 2018) particularly 

in situations where there are perceptions of organisational injustice, and for this 

reason is also included in the model for this study. 

The seminal deterrence review by D’Arcy and Herath (2011) describes the 

moderating influence of an individual morality construct - it being backed by 

considerable evidence. Therefore, including such a construct in the current model is 

not addressing a gap but a gap would certainly be created if it had been omitted. 

Moral beliefs moderate the deterrent effect of sanctions (Pratt et al. 2006) and 

D’Arcy and Herath make a clear recommendation that some form of morality based 

construct should be incorporated for testing in all IS deterrence and rational choice 

based studies, and so the current study adheres to this recommendation.  

In any model of behaviour there are going to be situational and dispositional 

influencing factors. One such dispositional factor is emotional state and although 

relatively new to studies of this kind, is not without foundation. Emotions are 

important drivers of behaviour (Beaudry and Pinsonneault 2010) and the criminology 

literature is clear that emotion, and in particular anger, should form a part of all 

studies of offending. It has been shown that those high in emotional stability are less 

likely to violate security policies and norms (Johnston et al. 2016) but also that 

emotions like anger often preface retaliatory behaviours, even toward companies 

(Bagozzi 2011; Posey et al. 2011; Posey et al. 2014). Importantly, for the current 

model this view of emotional state is not confined to malicious acts, with Vance et al. 

(2013) stating that increased levels of anger and anxiety can increase the incidence of 

heuristic processing leading to greater risk-taking and non-adherence to rules. 

Additionally, in their influential agenda-setting paper Willison and Warkentin (2013) 

argue strongly for the exploration of the relationship between emotions and 
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deterrence, which they described as a new stream of research, so therefore it is 

included in the current model as an early attempt at exploring the effect on both 

malicious and non-malicious behaviours. 

In the case of most behavioural theories there also exists an element examining 

personality factors. One such element found in the IS Security literature is low self-

control, and D’Arcy and Herath (2011) make a specific recommendation for 

measuring and testing it in deterrence and rational choice based studies. However, 

there is some debate over whether a more relevant construct is actually impulsivity, 

which is a subset of the larger self-control construct, but is also often conflated with 

it (Grasmick et al. 1993). From an empirical perspective there is evidence from the 

current field that people exhibit rule-breaking behaviour based on impulses to benefit 

themselves (Higgins et al. 2005) and sometimes either respond to stimuli in the 

immediate environment or do not take time to exercise executive control, with regard 

to malicious and non-malicious acts respectively (Hu et al. 2015; Hu et al. 2011). This 

is consistent with the “present orientation” construct seen in criminological literature 

(Nagin and Paternoster 1993; Nagin and Pogarsky 2001) and Pogarsky and Piquero 

argue that of the various personality traits “few appear more closely linked to 

criminal and imprudent behaviour than impulsivity” (2004, p. 374). Therefore, the 

scant attention paid to impulsivity in the IS Security literature represents a significant 

gap and is addressed in the current model by applying the four-item subscale from 

Grasmick et al. (1993). 

In developing the research model it was decided to omit the construct of Computer 

Self Efficacy (CSE) discussed in Section 3.9. This emerged during the content 

validation stage, detailed in Appendix E, where the construct was deemed 

incongruous to the model and not consistent with the final research objective and 

research questions. Although relevant to the behaviour, it was dropped because even 

though it may influence behaviour it is unlikely that it forms part of the thinking 

process and certainly not the rational choice calculus. 

In the model below the dependent variable of Intentional IS Rule Violation is split 

into two sub-variables – Malicious Behaviour and Non-Malicious Behaviour. This is 

in order to answer research question 1 and is implemented in the study design where 

two identical research instruments were used, which differed only in the vignettes 

that they contained. 



Chapter 4: Research Model & Design    
           

116 

Figure 4.1: Initial Proposed Research Model 

The number of individual relationships in the proposed model are too numerous to 

represent separately on the above figure, but the essence of the model is that the 

rational choice approach is of central importance, hence the labelling of primary 

independent variables as “costs” and “benefits”.  

The five “pre-Kinetic” variables (on the left hand side of Figure 4.1) are designed to 

explore not just their effect as moderators or antecedents of the rational choice 

calculus, but also their direct effect on the dependent variable of intentional IS rule 

violation. 

The eight dimensions measured (at the bottom of Figure 4.1) are designed to form 

the benefits construct, and therefore this model represents an a priori research model 

upon which the research instrument was based. However, following a factor analysis 

of the survey results the model was refined in respect of the benefits construct. While 

this is described in greater detail in chapter 6, the resulting model is brought forward 

to this chapter for convenience (Figure 4.2 below), as it is on this second iteration of 

the model that the complete suite of hypotheses for the study are based. 
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Figure 4.2: Final Proposed Research Model 

 

4.4 RESEARCH HYPOTHESES 

The research hypotheses are presented in Table 4.1(a) below. For ease of reading 

these have simply been presented in numerical order. The effect of this is that the 

first six hypotheses refer to the direct relationship between the costs and benefits of 

offending and the dependent variable, in a simple application of rational choice 

theory.  The next section of hypotheses (H7 to H38) examine the effects of the pre-

kinetic factors on those elements of costs and benefits before the direct effect of 

these pre-kinetic factors on the dependent variable is examined in the final section of 

hypotheses (H39 to H44).   
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Questions	 Hypothesis	

		 		 H1 Formal Sanctions reduce the likelihood of intentional rule violation 

		

	
H2 Informal Sanctions reduce the likelihood of intentional rule violation 

		

RQ2	

H3 
Perceptions of job fulfilment from offending will lead to intentional rule 
violation 

		 H4 
Perceptions of frustration relief from offending will lead to intentional rule 
violation 

		 H5 Perceptions of altruism from offending will lead to intentional rule violation 

		 H6 Financial benefits from offending will lead to intentional rule violation 

		 		 H7 
Prior Punishment Experience will increase the perceived effect of Formal 
Sanctions 

		 		 H8 Prior Punishment Experience will increase the perceived effect of Informal 
Sanctions 

		 		 H9 Denial of the victim will reduce the perceived effect of Formal Sanctions 

		 		 H10 Denial of the victim will reduce the perceived effect of Informal Sanctions 

		 		 H11 Metaphor of the ledger will reduce the perceived effect of Formal Sanctions 

		 		 H12 Metaphor of the ledger will reduce the perceived effect of Informal Sanctions 

		 		 H13 Increases in levels of moral reasoning increase the perceived effect of Formal 
Sanctions 

		 		 H14 
Increases in levels of moral reasoning increase the perceived effect of Informal 
Sanctions 

		 		 H15 
Increases in emotional state lead to a reduction in the perceptions of Formal 
Sanctions 

		 		 H16 Increases in emotional state lead to a reduction in the perceptions of Informal 
Sanctions 

		 		 H17 Impulsivity reduces the perceived effect of Formal Sanctions 

		 		 H18 Impulsivity reduces the perceived effect of Informal Sanctions 

		 		 H19 Denial of the victim will have a positive effect on perceived job fulfilment from 
offending 

RQ1	 RQ3	 H20 
Denial of the victim will have a positive effect on the perceived frustration 
relief from offending 

		 		 H21 
Denial of the victim will have a positive effect on the perceived altruism effect 
of offending 

		 		 H22 
Denial of the victim willhave a positive effect on the acceptability of gaining 
financially from offending 

		 		 H23 
Metaphor of the ledger will have a positive effect on perceived job fulfilment 
from offending 

		 		 H24 Metaphor of the ledger will have a positive effect on the perceived frustration 
relief from offending 

		 		 H25 Metaphor of the ledger will have a positive effect on the perceived altruism 
effect of offending 

		 		 H26 Metaphor of the ledger will have a positive effect on the acceptability of 
gaining financially from offending 

		 		 H27 Increases in levels of moral reasoning reduce the perceptions of job fulfilment 
from offending 

		 		 H28 Increases in moral reasoning reduce the perceptions of frustration relief from 
offending 

		 		 H29 
Increases in moral reasoning reduce the perceptions of altruism effect of 
offending 

		 		 H30 
Increases in moral reasoning reduce the acceptability of gaining financially 
from offending 

		 		 H31 Increases in emotional state increase the perceived job fulfilment from 
offending 

	 	
H32 Increases in emotional state increase the perceived frustration relief from 

offending 
		 		 H33 Increases in emotional state increase the perceived altruism effect of offending 

		 		 H34 Increases in emotional state increase the acceptability of gaining financially 
from offending 
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Questions	 Hypothesis	

		 		 H35 Impulsivity increases the perceived job fulfilment from offending 

		 		 H36 Impulsivity increases the perceived frustration relief from offending 

		 		 H37 Impulsivity increases the perceived altruism effect of offending 

RQ1	 RQ3	 H38 Impulsivity increases the acceptability of gaining financially from offending 

		 		 H39 
Prior Punishment Experience reduce the possibility of intentional rule 
violation 

		 		 H40 Denial of the victim will increase the possibility of intentional rule violation 

		 		 H41 Metaphor of the ledger will increase the possibility of intentional rule 
violation 

		 		 H42 Increases in moral reasoning reduce the possibility of intentional rule violation 

		 		 H43 Increases in emotional state increases the possibility of intentional rule 
violation  

		 		 H44 Impulsivity increases the possibility of intentional rule violation  

Table 4.1(a) Research Hypotheses (numerical order) 

Because of the large number of hypotheses, and as an aid to the reader, the 

hypotheses for this study have also been presented as shown in Table 4.1(b). In this 

alternative ordering the presentation follows the order and shape of the research 

model and lists the hypotheses according to the constructs in Figure 4.2.  

Grouping Construct Hypothesis 

Costs 
Formal 
Sanctions H1 

Formal Sanctions reduce the likelihood of intentional rule 
violation 

  
Extralegal 
Sanctions H2 

Informal Sanctions reduce the likelihood of intentional 
rule violation 

Benefits Job 
Fulfilment H3 Perceptions of job fulfilment from offending will lead to 

intentional rule violation 

  Relief H4 Perceptions of frustration relief from offending will lead to 
intentional rule violation 

  Altruism H5 
Perceptions of altruism from offending will lead to 
intentional rule violation 

  
Financial 

H6 Financial benefits from offending will lead to intentional 
rule violation 

Pre-
Kinetic 

Prior 
Punishment 

H7 Prior Punishment Experience will increase the perceived 
effect of Formal Sanctions 

Factors Experience H8 Prior Punishment Experience will increase the perceived 
effect of Informal Sanctions 

 ê  

 

H39 Prior Punishment Experience reduce the possibility of 
intentional rule violation 

  
Denial of 
the Victim H9 

Denial of the victim will reduce the perceived effect of 
Formal Sanctions 

  

 

H10 
Denial of the victim will reduce the perceived effect of 
Informal Sanctions 

  

 

H19 Denial of the victim will have a positive effect on perceived 
job fulfilment from offending 

  

 

H20 Denial of the victim will have a positive effect on the 
perceived frustration relief from offending 

  

 

H21 
Denial of the victim will have a positive effect on the 
perceived altruism effect of offending 

  

 

H22 
Denial of the victim willhave a positive effect on the 
acceptability of gaining financially from offending 

  

 

H40 Denial of the victim will increase the possibility of 
intentional rule violation 
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Grouping Construct Hypothesis 

  
Metaphor of 
the ledger H11 

Metaphor of the ledger will reduce the perceived effect of 
Formal Sanctions 

  

 

H12 
Metaphor of the ledger will reduce the perceived effect of 
Informal Sanctions 

  

 

H23 Metaphor of the ledger will have a positive effect on 
perceived job fulfilment from offending 

  

 

H24 Metaphor of the ledger will have a positive effect on the 
perceived frustration relief from offending 

  

 

H25 
Metaphor of the ledger will have a positive effect on the 
perceived altruism effect of offending 

  

 

H26 
Metaphor of the ledger will have a positive effect on the 
acceptability of gaining financially from offending 

  

 

H41 
Metaphor of the ledger will increase the possibility of 
intentional rule violation 

  
Moral 
Reasoning H13 

Increases in levels of moral reasoning increase the 
perceived effect of Formal Sanctions 

  

 

H14 Increases in levels of moral reasoning increase the 
perceived effect of Informal Sanctions 

  

 

H27 Increases in levels of moral reasoning reduce the 
perceptions of job fulfilment from offending 

  

 

H28 
Increases in moral reasoning reduce the perceptions of 
frustration relief from offending 

  

 

H29 
Increases in moral reasoning reduce the perceptions of 
altruism effect of offending 

  

 

H30 Increases in moral reasoning reduce the acceptability of 
gaining financially from offending 

  

 

H42 Increases in moral reasoning reduce the possibility of 
intentional rule violation 

  
Emotional 
State H15 

Increases in emotional state lead to a reduction in the 
perceptions of Formal Sanctions 

  

 

H16 
Increases in emotional state lead to a reduction in the 
perceptions of Informal Sanctions 

  

 

H31 Increases in emotional state increase the perceived job 
fulfilment from offending 

  

 

H32 Increases in emotional state increase the perceived 
frustration relief from offending 

  

 

H33 
Increases in emotional state increase the perceived altruism 
effect of offending 

  

 

H34 
Increases in emotional state increase the acceptability of 
gaining financially from offending 

  

 

H43 Increases in emotional state increases the possibility of 
intentional rule violation  

  Impulsivity H17 Impulsivity reduces the perceived effect of Formal 
Sanctions 

  

 

H18 
Impulsivity reduces the perceived effect of Informal 
Sanctions 

  

 

H35 
Impulsivity increases the perceived job fulfilment from 
offending 

  

 

H36 Impulsivity increases the perceived frustration relief from 
offending 

  

 

H37 Impulsivity increases the perceived altruism effect of 
offending 

  

 

H38 
Impulsivity increases the acceptability of gaining 
financially from offending 

    H44 
Impulsivity increases the possibility of intentional rule 
violation  

Table 4.1(b) Research Hypotheses (in order of construct) 
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4.5 CONCLUSION 

This chapter presents the research objective, research questions, research model and 

associated hypotheses in one place for the first time in this study. Designed to assist 

the reader in coping with the multiple hypotheses to be tested, it takes the somewhat 

unusual step of reaching forward into part of the findings of the empirical work and 

drawing the results back into this chapter. This is done because as well as testing a 

structural model, the research effort found itself exploring a new construct. While the 

review of literature gave rise to most of the hypotheses in the study, including in 

regard to the new construct, the subsequent empirical work meant two things (a) that 

those hypotheses looking at the effect of benefits on the dependent variable needed 

to be expanded in number and (b) because benefits are viewed as an intermediate 

variable in the study, hypotheses exploring effects on those benefits also had to be 

increased in number. It is for this reason that this chapter has been presented in the 

way that it has – to avoid having multiple discarded hypotheses or different research 

models in separate parts of the dissertation, which could prove confusing.    
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5 Chapter 5 – Research Approach & Methodology 
 

Research Approach & Methodology 
 

 

5.1 INTRODUCTION 

This chapter presents the research approach for this study and attempts to justify 

the decisions taken by the researcher, including the choice of research philosophy. 

Beginning with a recap of the research objectives and the need for this research, the 

chapter then presents a discussion on the various ontological, epistemological and 

methodological approaches employed in the information systems field and the 

information security subfield in particular. Concluding that a research approach 

drawn from pluralist and pragmatic philosophies is most appropriate, the chapter 

shows how this emerges not just from the philosophy of the researcher but also 

from the combined wisdom of the extant body of knowledge. 

5.2 RESEARCH PURPOSE 

The purpose of this research is to gain an understanding of the thought process, 

and influencing factors, of the type of person who violates information security 

policies in their own organisation. Employing rational choice theory as a lens, the 

research aims to shed light on the hypothesised effects of costs and benefits on 

intention to act in a particular manner, as well as the antecedent factors to these 

costs and benefits and their interaction. Through the inclusion of both malicious 

and non-malicious acts in the domain of the study, the essential questions to be 

answered are: 

1. Does rational choice work in the same way for both malicious and non-

malicious intentional violations? 

2. What perceptions of benefits does the insider take into account before 

violating policies? 

3. What antecedent factors affect the rational choice decision to violate 

information security policies? 

Due to the fact that the information systems field of study was born from a type of 

human endeavour that is technology related, it cannot by definition have the same 

extensive genealogy as its referent disciplines of philosophy, psychology or 

criminology. However, because it draws on so many disciplines, it has uncritically 

imported a host of ontological, behavioural and epistemological assumptions 

(Preston 1991), and led Keen (1980) to suggest that information systems is merely a 

theme rather than a substantive field that needs to develop a cumulative tradition – 
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building on one another’s work – in order to become a ‘field’ or ‘discipline’. This 

idea received much reflection in early literature (Culnan 1986; Culnan 1987; Culnan 

and Swanson 1986; Hamilton and Ives 1982; Hirschheim and Klein 1989), with 

Culnan (1987) eventually declaring that the field had actually made “significant 

progress toward a cumulative research tradition”. One can conclude, therefore that 

the current study forms part of what is still a relatively  “young” field, with the area 

of security and privacy being younger still.  

Dating back probably only as far as the late eighties with Stoll’s (1988) narrative 

about investigating a military hacker, research in this space rapidly moved towards 

two types of studies (a) research about protection of information assets from 

outside attack (Cavusoglu et al. 2005; Cavusoglu et al. 2009; Lee and Larsen 2009; 

Yue and Cakanyildirim 2007); and (b) studies involving insiders (D'Arcy and Hovav 

2007; Guo et al. 2011; Liao et al. 2009; Siponen and Vance 2010; Vance et al. 2013; 

Vance and Siponen 2012), both being dominated by positivist research 

philosophies.  

Within the security and privacy area, drilling down to behavioural information 

systems security, we find a research subfield in its infancy (Crossler et al. 2013), 

consequently seeking new validated instruments to confirm existing findings and 

expand on understanding gained from prior studies in other areas. This sense of 

knowledge about phenomena being built on prior research and refined and 

expanded in an iterative fashion is reflected in Straub’s (1989) ‘Scientific Research 

Cycle’ shown in Figure 5.1 below. 

 

Figure 5.1: ‘The Scientific Research Cycle’ (Straub 1989) 
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The current study involves elements from various points in this cycle, reflecting 

modern approaches to information systems research, which traditionally, have 

eschewed interpretivist approaches in favour of positivist methodologies (Walsham 

1995a), with an even slower uptake in the behavioural security subfield. However, 

this bias is showing some recent signs of change, in a number of studies promoting 

qualitative (Posey et al. 2014; Vance et al. 2013) or mixed method approaches 

(Johnston et al. 2015; Wall et al. 2016).   

As research philosophy is no longer confined to a single approach (or indeed a 

binary choice) the following section seeks to illustrate the understanding behind the 

choice of research methodologies for this study, by traversing the landscape of 

possible epistemologies.  

5.3 RESEARCH PHILOSOPHY 

The very notion of having a particular philosophy underpinning their research may 

be alien to many researchers, despite the reality that everyone operates on the basis 

of some epistemological assumptions whether they know it or not (Fitzgerald and 

Howcroft 1998). In fact, Zuboff (1988) argues that researchers must have a theory 

of reality and how it might feed into what they are trying to elevate into knowledge, 

even if these epistemological fundamentals are debateable. Because we exist in a 

complex world this involves choices for the researcher, which need to be made in 

an “explicit and reflective way” (Walsham 1995b).  

The language around research philosophy is peppered with a plethora of 

terminology, which can occasionally lead to confusion. Already in this chapter 

words like epistemology and methodology have been used several times and equally 

words like interpretivist and positivist are mentioned because they are 

commonplace in discussions on research. However, the way in which these and 

other terminologies ‘fit’ together is worth a brief discussion at the outset to provide 

context for subsequent sections. 

In categorising competing dichotomies between the so-called ‘hard’ and ‘soft’ 

research approaches, Fitzgerald and Howcroft (1998) use levels that range from 

paradigmatic to ontological, epistemological, methodological, and axiological, 

suggesting a hierarchy of sorts. Beginning in reverse order, axiology concerns itself 

with values associated with research and theorising and methodologies are the 

strategies employed to gather data. However, when it comes to the relationships 

between paradigms, ontology and epistemology, things are not so clear. In 

addressing this relationship, Tracy (2012) explains that paradigms are preferred ways 

of understanding reality, building knowledge and gathering information about the 
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world, but that this can be dependent on ontology (the nature of reality) and 

epistemology (the nature of knowledge). In a different view, Creswell (2014) takes a 

much simpler perspective by using the term “worldview” which he sees as a general 

orientation of the world and the nature of research that a researcher holds. He 

subsequently outlines four separate worldviews; post-positivism, constructivism, 

advocacy / participatory, and pragmatism, which loosely correspond with Tracy’s 

(2012) categorisation - although she describes them paradigmatic approaches. In yet 

another alternative way of addressing the issue, Crotty (1998) suggests four central 

epistemological questions: (a) what methods do we propose to use? (b) what 

methodology governs our choice and use of methods? (c) what theoretical 

perspective lies behind the methodology in question? and (d) what epistemology 

informs this theoretical perspective? In his view epistemology is embedded in a 

theoretical perspective and it is these theoretical perspectives that attract the labels 

‘positivism’ and ‘interpretivism’. In order to avoid confusion of terminology, this is 

the relationship between terms that is reflected in the current chapter, shown in 

Figure 5.2 below. 

 

Figure 5.2: Mapping the research process. Adapted from (Crotty 1998) 

The black coloured box in Figure 5.2 indicates the remaining subsections in section 

5.3 of this chapter. 
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5.3.1 Positivism 

As a research philosophy, “positivism” has very deep roots and can be traced back 

to the writings of Plato and Aristotle in terms of formation of the thought 

processes involved. Similarly, Descartes in the early 1600’s and other writers of the 

Renaissance period (c.f Bacon, Gallileo, Newton) were responsible for shaping 

what Thomas Hobbes (1588 – 1678) went on to assert, namely that humans could 

be studied using the same scientific methods as physical phenomena. As a formal 

doctrine, positivism was developed by Auguste Comte (1798-1857) during the 

1840s. His desire to develop a perfect society, involved what he initially called 

“social physics” (later to become “sociology”) and was based on the premise that 

the study of human phenomena should reflect methods used in physical science.  

In the information systems world, positivism has become a predominant research 

philosophy and is defined in several different ways. For example, Burrell and 

Morgan (1979) explain that the word positivist characterises epistemologies that 

“seek to explain and predict what happens in the social world by searching for 

regularities and causal relationships between its constituent elements” (Burrell and 

Morgan 1979, p. 5). They also say that there are two types of positivists – 

‘verificationists’ and ‘falsificationsists’ – both agreeing that knowledge growth is a 

cumulative process in which new insights are added and false hypotheses 

eliminated. For his part, Hirscheim (1985) is more explicit about his adherence to 

Comte’s view and argues that positivism is based on five pillars: 

a. Unity of the scientific method: this means that there is an acceptance that 

the scientific method works for all forms of study whether animate or 

inanimate, animal vegetable or mineral etc. 

b. Search for human causal relationships: There is a desire to reflect causal 

relationships between elements of a study, based on reductionism 

c. Belief in empiricism: This is the belief that the only valid data is that 

experienced by the senses 

d. Science and its process is value-free: This is the belief that there is no 

political, ideological or moral beliefs in the research process  

e. The foundation of science is based on logic and mathematics: This 

reflects the idea that logic and mathematics provide a universal language. 

The essence of positivism therefore is grounded in its realist or functional ontology – 

that there is a single true reality in the world waiting to be discovered. Referencing 

the well-known thought experiment  - “If a tree falls in a forest and no one is 

around to hear it, does it make a sound?” – Tracy (2012) suggests that 

positivists would answer “yes, if we can prove it” and would attempt to do so by 
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measuring other observable factors (such as vibrations) to indicate that there was a 

sound. In effect the positivist researcher is relying on what is considered to be 

another central pillar of the research type, namely hypothetico-deductive logic 

(Cossette and Audet 1992; Hirschheim 1985; Lee 1991; Lee and Baskerville 2003; 

Orlikowski and Baroudi 1991). Lee (1991) describes this as a particular way of 

applying the logic of the syllogism whereby a major premise is applied to a minor 

premise in order to arrive at a conclusion.  

The characteristics of positivist research in information systems is characterised by 

a number of factors. Propositions and a priori hypotheses, with models depicting 

causal relationships between testable variables in order to predict generalised 

knowledge, using inferences about a phenomenon from a representative sample to 

a stated population, through deductive reasoning and value free interpretations of 

the researcher (Chen and Hirschheim 2004; Klein and Myers 1999; Orlikowski and 

Baroudi 1991). The concept of the value free researcher who gathers objective data 

is paramount to the stance (Straub et al. 2004) and speaks not only to the gathering 

of data, but also to the fact that the researcher should not in any way contaminate 

the data through the research process. In essence, the spirit of positivism can be 

captured by describing it as; “the natural science model of social science” (Lee and 

Baskerville 2003) and approaches research from a standpoint that is at once realist, 

determinist and importantly nomothetic (Burrell and Morgan 1979). 

5.3.2 Interpretivism 

The essential difference in the interpretive approach from the positivist view in the 

social sciences is the distinction between discovery and interpretation. Where positivism 

desires to discover an objective social reality, interpretivism views the world as an 

emergent social process which is created by individuals, and tends to be nomimalist, 

voluntarist, ideographic and significantly anti-positivist (Burrell and Morgan 1979). 

Grounded in the science of phenomenology, reality does not exist to be discovered 

but results as an emergent property of the actions of individuals (Dhillon and 

Backhouse 2001). Also known as a constructivist or constructionist approach, this means 

that knowledge is always mediated through the researcher, requiring an empathetic 

approach from the researcher whereby s/he imagines the experience and emotions 

of the speaker or writer and tries to see the world through the participants’ eyes 

(Saunders et al. 2012; Tracy 2012). Interpretivism is sometimes labelled with the 

German word verstehen (which literally means understanding) and refers to the 

process by which the social scientist interprets the subjective meanings that give rise 

to the behaviour of those that s/he is studying, by getting inside their head to 

understand their motives, viewpoints, beliefs and desires (Lee 1991; Lincoln and 
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Guba 2000; Schwandt 2000; Tracy 2012). While most interpretivist researchers do 

not believe that it is ever truly possible to see the world exactly as their participants 

do, verstehen refers to the practice of striving to do so. 

The purpose in adopting such an approach is not simply to be a contrarian. For 

example, in relation to accounting research, Chua (1986) concludes that persisting 

with empiricism alone can obscure different and rich research insights and could 

result in an abstract image of the discourse in question that is “fossilised in our 

journals and textbooks and is unrelated to practice” (Chua 1986, p. 618). Similarly 

Kaplan and Duchon (1988), opine that immersion in context – a hallmark of the 

approach – leads to richer explanations of how and why things happen in an 

organisational setting through the development of process theories that could 

correspond more faithfully to reality than the typical predictions of variance theories 

(Markus and Robey 1988).  This notion of richness is embodied in the language of 

ethnography with the use of the term thick descriptions (Chua 1986; Lee 1991; Tracy 

2012; Walsham 1995b). Coined by Geertz (1973),  the aim of such thick 

descriptions is to “draw large conclusions from small, but very densely textured 

facts” (Geertz 1973, p. 28). 

It is important to remember too, that in a research context the word “interpretive” 

is not a synonym for “qualitative” (Klein and Myers 1999). Qualitative research can 

be done with a positivist, interpretive or critical stance (Chua 1986; Myers 1997), 

and in examining studies in information systems it cannot be assumed that the 

research methodology implies a particular philosophy. However, with this in mind, 

it is worth noting that early trends in information systems research do not show a 

particular fondness for the interpretative approach. One review of 155 publications 

across four major information systems outlets showed a paltry 3.2% emanating 

from the interpretative perspective (Orlikowski and Baroudi 1991) with a later more 

extensive study showing just 19% of studies adopting an interpretive perspective 

(Chen and Hirschheim 2004). This is despite the fact that during this period there 

was an apparent change in the editorial policies of journals and the total dominance 

of a small number of journals with explicit positivist philosophy (Walsham 1995a). 

As an ardent and avowed interpretivist, Walsham (1995a) further argues that this 

could be for practical career reasons on the part of scholars rather than reflecting a 

genuine philosophical standpoint. Despite this, he is adamant that “interpretive 

research is here to stay in the field of IS” (Walsham 2006) and new forms of 

interpretive research are to be welcomed even if they meet with opposition in the 

form of publishing politics (Walsham 2014). Supporting this debate is Klein and 

Myers (1999) opinion that interpretive researchers should take to heart an 
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important lesson from the history of positivist research methods – that current 

conventions regarding methods and standards of research emerged out of heated 

debate over three centuries and that any major school of thought can only advance 

through continuing debate.  

Returning to the puzzle of the falling tree discussed in the previous section an 

interpretive researcher may begin by asking “what is the meaning of the word 

sound?” or might argue that sound means something different depending on who 

or what is listening (Tracy 2012). In this way “pure interpretivists” are polar 

opposites of “pure positivists” with irreconcilable differences. Whether this 

represents the real world has been refuted (Lee 1991) and informs the next section 

of this chapter. 

5.3.3 Pluralism 

In his seminal book, Kuhn (1962) argues extensively for the incommensurability of 

competing paradigms, but his language about proponents of competing paradigms 

practicing their trades in different worlds, is responsible for raising the eyebrows of 

modern researchers. By implication, this means that an objective reality and a 

subjective reality cannot co-exist or co-mingle, which clearly represents an extreme 

view – one that has been countered with the development of the “doctrine” of 

pluralism. Dictionary definitions of philosophical pluralism include “ a theory that 

there are more than one or more than two kinds of ultimate reality” (Merriam-

Webster 2017); “a theory or system that recognizes more than one ultimate 

principle” (OED 2017), and it is worth noting that writings in information systems 

and other literature would indicate an acceptance of its validity.     

The untenable nature of methodological monism (Landry and Banville 1992) and 

the reasonableness of methodological pluralism for the information systems field is 

the motivation for Lee’s (1991) integrative framework, where positivists and 

interpretivists can actually benefit from the use of their “opponent” procedure in 

addition  to their own. In an opposing view, Walsham (1995a) argues that this misses 

the point, and that using positivist approaches to select between interpretive 

understandings is neither desirable nor possible because of the subjective / 

objective dichotomy existing in the respective approaches. Nevertheless, Lee (1991) 

presents a cogent argument for integration, and characterises the gap between the 

positivist and interpretative approaches as a diversity in methods that can be mutually 

supportive through collaboration. 

Such collaboration of methods is often described as ‘triangulation’. This is when 

different types and sources of data are found to be congruent and not only 
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improves the robustness of results, but can lead to new insights and modes of 

analysis that would otherwise remain undiscovered - viewed as necessary to provide 

the richness that information systems needs to develop as a discipline (Kaplan and 

Duchon 1988). In addition, research is normally a process with different tasks and 

phases to which some approaches may be better suited than others (Mingers 2001), 

because the world is a social and multidimensional construction, with different 

epistemological possibilities and is therefore suited to examination from more than 

one philosophical stance (see Figure 5.3 below). 

 

 

 

  

 

 

 

 

 

  

 

 

Figure 5.3: Three Worlds Relevant to Research Methods – Source (Mingers 

2001) 

Adhering to positivism or interpretivism exclusively is viewed in some circles as not 

only counterproductive, but unethical and impoverishing our understanding of 

information systems phenomena, as well as silencing lines of research (Davison and 

Martinsons 2011; Germonprez 2011; Robey 2003; Sharma 2011). An effective test 

as to the viability of pluralism is the view expressed in (Venkatesh et al. 2013) that if 

using a variety of research methods helps a researcher to find plausible answers to 

research questions and it is practical to do this type of research, then it should be 

done without much consideration of paradigmatic or cultural incommensurability. 
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5.3.4 Approach for this study 

It is generally accepted that researchers should explicitly state their chosen research 

approach when writing up their work so that readers are given the opportunity to 

detect, and relate to, any biases on the part of the researcher (Orlikowski and 

Baroudi 1991; Walsham 1995b). Such a definitive statement, at the outset, also 

illustrates if the actual conduct of the research is both relevant to the subject of the 

study and appropriate for its examination (Galliers 1993; Galliers and Land 1987; 

Schwandt 2000). However, a research philosophy is not simply thrust upon a 

researcher or research project. Rather, it is the result of influencing factors such as, 

research philosophies of colleagues, journal publishing policies, extant research in 

the particular subject area (Benbasat et al. 1987; Creswell 2014; Orlikowski and 

Baroudi 1991; Walsham 1995a; Walsham 2014) and occasionally geographic 

location (Chen and Hirschheim 2004; Fitzgerald and Howcroft 1998).  

From a review of the literature for this study, a number of such influencing factors 

emerged. Firstly, in relation to extant research in this subject, an overwhelming 

majority of studies adopt a positivist approach and use traditional positivist 

methodologies. Secondly, and of greater significance, is the fact that a number of 

research gaps were identified in the literature: (a) that benefits perceived by an 

insider arising from breaking information security rules have heretofore received 

scant attention and (b) there is a lack of studies comparing non-malicious and 

malicious non-compliance.  

Dealing with these gaps, the former (addressed by Research Question 2) involves 

the definition of dimensions to represent benefits from offending, leading to 

empirically validated formative measures (Petter et al. 2007). This implies a 

predominantly positivist stance. Research Question 1 addresses the latter gap and 

follows guidelines on contextual relevance contained in the information security 

literature (Siponen and Vance 2014). Adhering to these guidelines requires the 

conduct of a belief elicitation exercise (Limayem and Hirt 2003) – effectively an 

inductive activity, and indicative of an interpretivist approach.  This is consistent 

with the view expressed by Lee (1991) that elements of positivist and interpretive 

approaches can complement one another, but does not necessarily mean that the 

research is governed by a pluralist research philosophy. Rather, it remains a 

positivist study that simply has a dependent variable that is operationalised using 

what would traditionally have been considered an interpretive approach.  

In stating a philosophical approach one additional factor was considered. 

Specifically, whether it is necessary to consider the philosophical approach as 

peculiar to the research or to the researcher. Within the information systems field 
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there exists a significant debate about whether researchers have to exclusively adopt 

a particular approach or if interpretivist and positivist approaches can or cannot co-

exist and inform one another (cf. Walsham’s (1995a) criticism of Lee’s (1991) 

integrative framework). This is also depicted in Fitzgerald and Howcroft ‘s (1998) 

description of research philosophies, which connotes images of religious 

fundamentalism, where researchers may or may not dip in an out of various 

religions, who if they seek to be more temperate can adopt “a more ecumenical 

stance” (1998, p. 11).  This seems to suggest that philosophical stance is attached to 

the researcher. On the other hand, Weber (2004) opines that the positivism versus 

interpretivism debate should be consigned to the scrapheap. His point that 

researchers should  “simply choose a research method that fits their purposes and 

get on with the business of doing their research” (2004, p. xi) reflects a view that 

labelling researchers as positivist or interpretivist is limiting and misleading and may 

result in confining researchers to particular research approaches and techniques. 

This does not mean that the corollary is not true. Beginning with research methods, 

for reasons of appropriateness to the field of study, does not mean that there is no 

philosophical stance. Rather it means that the stance is reflective of, rather than 

determining, the research methods. Therefore, in the interests of clarity the 

following paragraph refers not to the researcher but to the research project. 

Rational Choice Theory has been proposed as a suitable lens through which to 

measure the particular behavioural intention that is the subject of this study 

(Bulgurcu et al. 2010; Li et al. 2010; Vance and Siponen 2012). Thus, Intentional 

Rule Violation is treated as a dependent variable and evaluated through posited 

relationships with a series of independent variables grouped around costs / benefits 

and their antecedents, as recommended by the literature (D'Arcy and Hovav 2009; 

Siponen and Vance 2014; Willison and Lowry 2017).  The inspiration of these 

constructs from prior studies implies positivism. Additionally, the researcher is 

enabled through the development of a measurement instrument and quantitative 

analyses, to test hypotheses, which explore the research objective. This also means 

that a positivist approach is fitting. Moreover, a goal in developing such a 

measurement instrument is that its contribution will be subsequently used in 

different contexts, being a further reason to adopt a positivist approach. 

5.4 RESEARCH METHODOLOGIES 

The competing nature of epistemological and theoretical perspectives described in 

the previous section point to the inevitability of a similar occurrence in research 

methodologies. While there are a significant number of different research methods 

– how we get and interpret data – these are most commonly grouped under two 
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methodological umbrella terms quantitative and qualitative research. Although not 

the only way of categorising research approaches (cf. Burrell and Morgan’s (1979) 

subjective / objective dichotomy), the quantitative / qualitative divide is certainly 

the most common categorisation (Myers 2009). 

In choosing a particular research methodology there are several influencing factors 

– the worldview or theoretical perspective of the researcher, the problem being 

studied, the goals of the research and the personal talents and proclivities of the 

researcher (Creswell 2014; Tracy 2012). In real terms, this does not mean that a 

researcher is faced with a simple choice between the two approaches. There is now 

a body of opinion advocating that the combination and triangulation of qualitative 

and quantitative research methods can be beneficial and should probably be routine 

(Kaplan and Duchon 1988; Mingers 2001). Traditionally, triangulation of methods 

existed within a single research approach i.e. qualitative research involving 

document analysis and ethnography, but studies such as Markus (1994) have shown 

that combining approaches can result in findings that are both rich and 

generalizable to a population.  

The existence of two main research approaches – quantitative and qualitative – is 

directly related to the evolution of research itself.  Emanating from the physical 

sciences with the focus of the study being natural phenomena, quantitative methods 

are predominantly associated with the positivist worldview (Sarker et al. 2013). This 

approach became so entrenched in information systems research that at one point 

it resulted in the pejorative dismissal of qualitative research as “unscientific” (Lee 

and Liebenau 1997). The majority has since discarded this extreme view, but 

quantitative approaches are still important because they are deemed to suit 

situations where the research has multifaceted aims; drawing upon and creating 

conceptual ideas, developing hypotheses and testing those hypotheses (Bagozzi 

2011; Borrego et al. 2009). Such techniques, where the researcher remains neutral 

and findings are based on hypothetic-deductive reasoning also provide for 

independence and rigour (Chua 1986), although Davison and Martinsons (2011) 

argue that quantitative techniques are sometimes employed simply because of 

career conservatism on the part of the researcher (taking the safer option!). 

Examples of well-accepted quantitative methods include surveys, laboratory 

experiments, formal methods (such as econometrics) and mathematical modelling 

(Myers 2009). In championing these methods, generalisability is often cited as a 

factor (Tracy 2012), although it equally asserted that the only scientific way to 

establish a theory’s generalisability to a new setting is to test it empirically in that 

setting, irrespective of whether the research is conducted quantitatively or 

qualitatively (Lee and Baskerville 2003).  
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Qualitative methods are a social science creation that crosscut the humanities and 

the social and physical sciences in order to make sense of phenomena by examining 

them in their native setting and interpreting the meanings that people attribute or 

assume about those phenomena (Denzin and Lincoln 1995). Using data from 

various sources including interviews, questionnaires, documents and participant 

observation, Myers (1997) suggests that its applicability to information systems 

research increases, as the focus shifts from technological to managerial and 

organisational issues. Often characterised as a rejection of quantitative methods 

there are varying ideas of what qualitative research should be (Johnson et al. 2007). 

Indeed, while sometimes viewed as an umbrella term for a set of techniques, 

Morgan and Smircich (1980) argue that it is more of an approach, that the 

dichotomisation between quantitative and qualitative methods is rough and 

oversimplified, and that its applicability is on the nature of the phenomena being 

studied (Johnson et al. 2007; Morgan and Smircich 1980). For this reason, the 

qualitative / quantitative debate is often represented as a continuum, (Creswell 

2014; De Villiers 2005; Morgan and Smircich 1980) an example of which is 

reproduced in Figure 5.4 below. 

 

 

Figure 5.4: The Quantitative – Qualitative Continuum. Source: (De Villiers 

2005) 

Combining this with Weber’s (2004) contention that the goal of research is to 

improve our knowledge of some phenomena and that different research methods 

have different strengths and weaknesses depending on the focus of the study and 

our existing knowledge, it is not difficult to see how a researcher could move 

between quantitative and qualitative methods in pursuit of knowledge. In 

information systems, there have been advocates of such a centrist outlook involving 

the combination of qualitative and quantitative methods, because adhering to only 
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one approach does not serve the discipline well (Kaplan and Duchon 1988). 

Although this is referred to as triangulation it is important to distinguish methods 

triangulation from other triangulation types such as triangulation of sources, triangulation 

through multiple analysis and theory triangulation (Ritchie et al. 2013). Some authors are 

clearly in favour of such an approach because it gives a fuller picture of 

phenomena, adds to the robustness and formal generalisability of findings (Kaplan 

and Duchon 1988; Ritchie et al. 2013; Tracy 2012). For example, Benbasat et al. 

(1987) argue that qualitative research (in the form of case studies) can provide 

context for a study that can sometimes gain significant insights from formal 

quantitative models. In addition to the synergistic aspect of combining data types, 

quantitative evidence can sometimes keep researchers from being carried away by 

vivid, but false, impressions in qualitative data (Eisenhardt 1989). 

However, in addition to a methodological choice, researchers must approach any 

research project with a research design – that is; what actual methods or techniques 

they will use to ascertain and analyse data. In the information systems field, the 

dominant method has been shown to be survey research, with case studies forming 

the next most significant body of work, followed by experimentation (Chen and 

Hirschheim 2004; Palvia et al. 2007).  The choice of method is largely influenced by 

extant research in the field and the appropriateness of the method to the study 

(Galliers 1993) and therefore it is worthwhile examining aspects of the most widely 

used research methods and techniques used in the current field of study. 

5.4.1 Case Study Research  

The definition of case study research is considered to be problematic (Flyvbjerg 

2011) and misunderstood. A dictionary definition such as “an intensive analysis of an 

individual unit (such as a person or community) stressing developmental factors in relation to 

environment ” (Merriam-Webster 2017) may be most useful because it suggests that it 

is less of a methodological choice and more about what is to be studied, whose aim 

is about transferability and naturalistic generalisation (Flyvbjerg 2011; Tracy 2012). 

In the information systems field Benbasat et al. (1987) offer their own definition 

stating that “A case study examines a phenomenon in its natural setting, employing multiple 

methods of data collection to gather information from one or a few entities (people, groups, or 

organizations)”, which is in keeping with the overall notion of applicability of 

research methods to both the subject matter and the increasing complexity of the 

real world (Galliers and Land 1987).  As a growing methodology in the information 

systems field (Palvia et al. 2003; Palvia et al. 2007) the term case study should not be 

confused with field study with the latter also including ethnography implying longer 

periods of immersion in the field by the researcher (Klein and Myers 1999). 
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However, what this latter type of research does offer is the ability to study 

information systems in a natural setting (Orlikowski and Baroudi 1991), looking at 

how they influence and are influenced by context, and generating theories from  

real world practice (Benbasat et al. 1987; Myers 2009; Myers and Walsham 1998).  

In his seminal text on the subject Yin (1994) argues that there is a particular need 

for case study research arising from the desire to understand complex social 

phenomena and to explain causal links in real life situations that are too complex 

for survey or experimental strategies. Concentrating on experiential knowledge of 

the case and its social, political and other contexts, it is through this extension of 

experience that case study research provides utility to research and practice (Stake 

2005) by relating findings to generalizable theory (Cavaye 1996), using multiple 

sources of data (Saunders et al. 2012). Yin’s (1994) contention is that case studies 

are more suited to answering how / why type research questions (see Table 5.1 

below).  

Strategy Form of Research 

Question 

Requires 

control over 

behavioural 

events 

Focuses on 

contemporary 

Events 

Case study How / Why no yes 

Survey Who / What / Where / 

How Many / How Much 

no yes 

Experiment How / Why yes yes 

Archival Analysis Who / What / Where / 

How Many / How Much 

no yes/no 

History How / Why no no 

Table 5.1: Relevant Situations for different research strategies. Source: (Yin 

1994)  

Part of the popularity of case research stems from its pluralistic nature, and the fact 

that it can be used in both the positivist and interpretivist traditions (Cavaye 1996; 

Darke et al. 1998). In an early study of the use of case study research in information 

systems, Doolin (1996) categorized over 80% of studies reviewed, as being from 

the dominant positivist tradition, while Eisenhardt (1989) presents a process of 

building theory (with testable hypotheses and generalizable across settings – clearly 

a positivist outlook), using what is sometimes regarded as an interpretative 
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methodology. This confusion of terms prompted a recent editorial in MIS Quarterly 

to offer guidelines in this aspect (Sarker et al. 2013). Specifically, they suggest that 

future work involving case studies should not fall foul of the trap of using labels 

that are overly generic such as “case studies” and instead should incorporate the 

epistemological stance in the description, along with appropriate citations. In this 

way, studies describing themselves as (a) an interpretive case study (Walsham 

1995b; Walsham 2006) or (b) a positivist case study (Dube and Pare 2003; Lee 

1989) or (c) a critical realist case study (Wynn and Williams 2012), would offer their 

readers more guidance and better clarity in terms of what to expect. 

5.4.2 Survey Research 

As previously alluded to, survey research is a dominant force in terms of data 

collection modes in information systems research (Palvia et al. 2003; Palvia et al. 

2007; Vogel and Wetherbe 1984). Such methods and practices are generally adopted 

in order to maximise generalisation of results, although Scandura and Williams 

(2000) opine that this happens at the expense of realism of context and precision of 

measurement, thereby suffering at the hands of the so-called ‘three-horned 

dilemma’ of research strategies (McGrath 1981). However, surveys do have the 

advantage of being relatively cost-effective with rapid turnaround in data collection 

and are suited to cases where respondents are sensitive about the information they 

are disclosing (Creswell 2014; Venkatesh and Vitalari 1991). 

Survey research is designed to produce statistics about a target population (Fowler 

Jr 2013) and is sometimes viewed as synonymous with a cross sectional design 

(Lucas Jr 1991; Orlikowski and Baroudi 1991). Such a depiction may be a little 

unfair however, because survey methods can also both benefit from, and enhance 

longitudinal studies by enabling the assembly of large systematic databases 

cataloguing behaviour over time (Lucas Jr 1991; Venkatesh and Vitalari 1991). The 

purposes of survey research are threefold – exploratory, description and 

explanatory (Pinsonneault and Kraemer 1993), i.e. (a) when used in an exploratory 

manner they focus on determining what concepts to measure or in identifying new 

possibilities or dimensions that might interest the researcher in order to become 

more familiar with the topic (Malhotra and Grover 1998); (b) when used for 

description the focus is more about frequencies and distribution of facts in a 

population (cf. Danzinger and Kraemer’s (1985) report of computer use by 

detectives); and (c) when used for explanation the research is aimed at testing theory 

and causal relations i.e. does a relationship exist and why does it exist (cf. Baroudi et 

al.’s (1986) study explaining the effects of user involvement on subsequent 

satisfaction and usage in the context of systems development). Of the three types 
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explanatory survey research is arguably the most important and ubiquitous 

(Malhotra and Grover 1998). 

This type of research is not without its critics however, and it has been accused of 

being unable to yield cumulative knowledge, being atheoretical and ill-suited to 

address the subtleties of IT in complex settings (Kraemer and Dutton 1991 cited in 

(Palvia et al. 2003)). In an organisational context they lack naturalism (Johnson et al. 

2007) and are problematic in dealing with phenomena that are ill-defined, deeply 

rooted, complex, delicate and sensitive (Ritchie et al. 2013). 

In the information systems field Straub (1989) has suggested that one of the 

difficulties with survey research lies in a different direction, namely that of 

instrument validation, arguing that its absence promotes uncertainty, which is a real 

problem. While this situation may have improved somewhat, a retrospective on that 

Straub article (Boudreau et al. 2001) acknowledges that although the fast pace of 

technological change may be a contributory factor in the lack of time spent on 

validation, that the issue still persists and requires attention. 

5.4.3 Experimentation 

Experiments are studies where the researcher’s intervention goes beyond that 

required for measurement and involves manipulation and control of variables under 

examination, so that an outcome is affected only by the impacts the researcher is 

interested in (Cooper and Emory 1991; Creswell 2014). Experiments are sometimes 

referred to as either a true experiment or a quasi experiment (the difference between the 

two being related to whether the assignment of members to the experimental and 

control groups is random or not). In general however, experiments involve taking 

measures that are temporally separated (see Figure 5.5 below) 

 

 

Figure 5.5: A classical experimental strategy. Source (Saunders et al. 2012) 
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Typically comprising two types – field and laboratory experiments – the 

experimental approach has gained some traction in the information systems field, 

despite the fact that its applicability to organisational / managerial / social aspects 

of the subject area has been questioned (Galliers 1993; Galliers and Land 1987). In 

fact, one of the concerns about using experimentation, where the object of interest 

is human, and where the method involves manipulation, is that actions could be 

included in an experiment that are ethically questionable (Saunders et al. 2012; 

Tracy 2012). 

In the information systems field, the use of experiments can probably be dated 

back to 1970 – 1975 when the Minnesota Experiments were conducted, which 

although producing more questions than answers, led to a call for continued 

experimentation and subsequent field research to verify the findings (Dickson et al. 

1977). Some authors have found that subsequent experiment based research 

produced contradictory findings, suggesting that this was because of internal 

validity being questionable (Jarvenpaa et al. 1985; Lee and Dennis 2012) rather than 

a problem with the overall approach. 

Nevertheless, experiments continue as a research technique in information systems. 

In situations involving a choice, traditional research methods may contain a 

hypothetical element with associated bias, and the options presented to a subject 

may have trade-offs, that are better examined using an experimental approach 

(Cwiakowski et al. 2016). Equally, the popularity of game theoretic design 

approaches – which effectively include an embedded experiment – is likely to lead 

to an increased use of experimental designs in future research (Bapna et al. 2017).  

5.4.4 Mixed Methods Research 

Despite being labelled “the third wave” or “the third research paradigm” (Johnson 

and Onwuegbuzie 2004, p. 17), the idea of mixing research methods is not a new 

one cf. Lee’s (1991, p. 364) assertion that “the organizational researcher may, with 

justification and without contradiction, utilize a range of methods that are objective 

and subjective, nomothetic and idiographic, quantitative and qualitative, outsider 

and insider, and etic and emic”, by recognising the underlying unity of purpose in 

all research methods (Weber 2004).  Qualitative researchers have been characterised 

as bricoleurs (Denzin and Lincoln 2005), piecing together different types of data and 

indicating that there is a degree of improvisation and opportunism in methods used 

for any research project (Okoli and Pawlowski 2004). One of the basic difficulties 

with mixed methods research is that of nomenclature, particularly with regard to 

the two terms mixed-methods and multi-method, with one distinction being that multi-

method studies involve more than one method but are confined to a single approach 
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(i.e. quantitative or qualitative) whereas mixed-methods combine methods from both 

quantitative and qualitative approaches (Tashakkori and Teddlie 2003). Even some 

of those who have reservations about the incommensurability of combining 

methods with different ontological and epistemological bases can see that it yields 

different types of intelligence about the study subject (Ritchie et al. 2013). One very 

real advantage of fully integrated mixed methods research is that it allows 

researchers to ask both exploratory and confirmatory questions in a single study 

through its guiding principle of methodological eclecticism (Tashakkori and Teddlie 

2003; Tashakkori and Teddlie 2010; Teddlie and Tashakkori 2009). 

In adopting a mixed methods approach there are a number of major design types 

that can be used;  

a. The Triangulation design – probably the most common and well known 

design, where different but complementary data is obtained on the same topic;  

b. The Embedded design – where one data set provides support to another 

primary data type;  

c. The Explanatory Design, which is a two-phase design with qualitative data 

being used to develop or build upon initial quantitative results;  

d. The Exploratory Design, which is also a two phase design where qualitative 

results can inform the quantitative phase, often used when an appropriate 

quantitative instrument is not available (Creswell and Plano Clark 2007; 

Creswell and Plano Clark 2011) or when the development of a new instrument 

is desirable (Hanson et al. 2005).  

Using paradigmatic terminology, mixing methods is viewed as embracing pragmatism 

and practicality insofar as it mirrors the natural problem solving process of 

individuals using numbers and words as well as inductive and deductive thinking 

(Creswell and Plano Clark 2011). In doing this, researchers eschew the idea of 

focusing on methods and instead focus on the research problem and use all 

approaches available to understand it (Borrego et al. 2009; Creswell 2014). 

In information systems research, mixed methods has been modestly represented. 

Chen & Hirschheim’s (2004) review of the ten years from 1991 to 2001 showed it 

at 10% of studies and a subsequent review of six major IS journals from 2001 to 

2007 showed just 3% of true mixed methods research (Venkatesh et al. 2013). In 

their discussion, Venkatesh and his colleagues argue that because the field exists in 

an environment that is rapidly changing, existing theories and findings may not 

provide sufficient explanations, and mixed method designs can assist in finding 

theoretically plausible answers to research questions. Outlining seven different 

reasons for using the approach (see Table 5.2 below), they opine that there is clearly 
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a need for IS researchers to conduct and publish research that employs mixed 

methods. 

Purposes Description Examples Illustration 

Complementarity 
Mixed methods are used in 
order to gain complementary 
views about the same 
phenomena or relationships.  

(Soffer and 
Hadar 2007) 

A qualitative study was 
used to gain additional 
insights on the findings 
from a quantitative 
study.  

Completeness 
Mixed methods designs are 
used to make sure a complete 
picture of a phenomenon is 
obtained.  

(Hackney et al. 
2007; Piccoli 
and Ives 2003) 

The qualitative data and 
results provided rich 
explanations of the 
findings from the 
quantitative data and 
analysis.  

Developmental 
Questions for one strand 
emerge from the inferences 
of a previous one (sequential 
mixed methods), or one 
strand provides hypotheses 
to be tested in the next one.  

(Becerra-
Fernandez Irma 
and Sabherwal 
2001; Grimsley 
and Meehan 
2007; Ho et al. 
2003) 

A qualitative study was 
used to develop 
constructs and 
hypotheses and a 
quantitative study was 
conducted to test the 
hypotheses.  

Expansion 
Mixed methods are used in 
order to explain or expand 
upon the understanding 
obtained in a previous strand 
of a study.  

(Ang and 
Slaughter 2001; 
Keil et al. 2007; 
Koh et al. 2004) 

The findings from one 
study (e.g., quantitative) 
were expanded or 
elaborated by 
examining the findings 
from a different study 
(e.g., qualitative).  

Corroboration 

Confirmation 

Mixed methods are used in 
order to assess the credibility 
of inferences obtained from 
one approach (strand).  

(Bhattacherjee 
and Premkumar 
2004) 

A qualitative study was 
conducted to confirm 
the findings from a 
quantitative study.  

Compensation 
Mixed methods enable 
compensating for the 
weaknesses of one approach 
by using the other.  

(Dennis and 
Garfield 2003) 

The qualitative analysis 
compensated for the 
small sample size in the 
quantitative study.  

Diversity 
Mixed methods are used with 
the hope of obtaining 
divergent views of the same 
phenomenon.  

(Chang 2006) Qualitative and 
quantitative studies 
were conducted to 
compare perceptions of 
a phenomenon of 
interest by two 
different types of 
participants.  

Table 5.2: Purposes of Mixed Methods Research. Source: (Venkatesh et al. 

2013) 

However, the vast majority of studies included in the Venkatesh review were 

conducted from a positivist stance - a pattern than continues to be seen in current 

IS studies (Anderson and Agarwal 2010; Bidan et al. 2012; Haag and Eckhardt 

2015). It is also important to realise that not all mixed methods studies are made up 

of just two methods from across the quantitative / qualitative divide. For example, 

questionnaires have been combined with computer log analysis, in-depth interviews 

and experiments (Sasse et al. 2001) in one particular information security study. 

Nevertheless, the view of the research world is not unanimous. On one side are 



Chapter 5: Research Approach & Methodology    
           

142 

authors who believe that a mixed methods approach could compensate for the 

disadvantages of a single approach i.e. (Wall et al. 2016). On the other side there are 

those who accept the argument that the dichotomies between the positivist and 

interpretivist traditions are not so stark as one thought, thus giving rise to the 

question as to whether the benefits from pluralistic / mixed methods research have 

been overstated. 

5.4.5 Methods used in this study  

In order to answer the initial research questions this study adopted two primary 

methods: semi-structured interviews and questionnaire survey. Rationale for this 

approach is derived from guidelines for research in this area, advocating strongly 

for contextual relevance in the operationalisation of dependent variables (Siponen 

and Vance 2014). This is set against the fact that a significant amount of related 

prior academic research employs quantitative instruments containing hypothetical 

vignettes. The difficulty is that simply adapting or amending vignettes without 

consulting the field may not achieve the contextual relevance required, or would 

only do so for fortuitous reasons, because the ever-changing nature of work and 

the conceptualisation of information security means our ability to understand what 

the relevant issues are, at any point in time, requires the need for qualitative 

investigation. This is consistent with the view expressed by Borrego et al. (2009) 

that no particular research method is privileged over any other but that the choice 

must be driven by the research questions.  

In the case of the current research, although the findings from the study are 

determined by a questionnaire, that quantitative instrument is informed by the 

outcome of its qualitative predecessor as envisaged by the proponents of mixed 

methods research (Creswell and Plano Clark 2011; Johnson and Onwuegbuzie 

2004; Tashakkori and Teddlie 2010).  This approach is similar to Venkatesh et al.’s 

(2013) “developmental” categorisation of mixed methods. The belief elicitation 

stage of the research (Limayem and Hirt 2003) involved both semi-structured 

interviews and a parsimonious web poll (survey). The findings from this phase then 

informed the development of the quantitative instrument used in the second part of 

the study. In aiming to ensure the generalisability of the findings, the study followed 

the approach taken by Sipponen and Vance (2010) in keeping with their guidelines 

for the field (Siponen and Vance 2014). However, in the course of developing the 

quantitative instrument, it emerged from the findings of the initial phase, and 

consultations on construct validity, that a new construct might be necessary. This 

required a separate methodology, on construct development, an account of which is 

presented in the next section.  
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5.5 CONSTRUCT DEVELOPMENT  

In a situation where research instruments are required to accurately and completely 

reflect unobservable research constructs, the need for instrument validation is 

paramount, but unfortunately cannot simply be assumed to exist (Boudreau et al. 

2001; Straub 1989). Several authors have highlighted room for improvement and 

challenges in this regard (Lewis et al. 2005; Straub et al. 2004; Straub 1989), with the 

field making slow but steady progress. Measurement items that are properly 

validated can provide greater insights into relationships between individual and 

organisational phenomena (Segars 1997) whereas when the opposite is true, the 

consequence can be confounding results and erroneous conclusions (Segars and 

Grover 1998).  While Information Systems is a comparatively young field, the 

concern among researchers for sound measurement development practices is not 

new, existing in other disciplines long before the IS field even considered them i.e. 

Tryon’s (1957) concerns about psychology’s adherence to “restrictive orthodoxies” 

and also Bagozzi and his colleagues’ concern about failure to take into account 

measurement error from the marketing literature (Bagozzi 1982; Bagozzi et al. 

1979). 

In Information Systems, Straub’s (1989) chief criticism is that the field has 

inadequately addressed instrument validation, with over 60% of studies reviewed 

lacking even a single form of instrument validation. A further problem arises 

because nearly 20% of studies employ previously-used instruments, but these in 

turn may either not have been validated or may have been “adapted” to such an 

extent that the derivative instrument cannot rely on the original for validation 

(Straub 1989). Because validity means that measures should represent the essence 

of what they purport to represent and not be confused with other constructs, 

validation occurs at different levels in the form of statistical, content and construct 

validity (Straub et al. 2004). In more recent times, it has become de rigeur to use 

techniques specifically designed to measure the goodness of fit in scale measures to 

sample data i.e. confirmatory factor analysis and Structured Equation Modelling - 

techniques which earlier found favour in disciplines such as psychology and 

marketing (Anderson and Gerbing 1988; Fornell and Bookstein 1982). Gerbing and 

Anderson (1988) suggest a process that moves through phases of exploratory factor 

analysis, confirmatory factory analysis and reliability assessment and eventually 

testing of a complete structural model. Such approaches can have both a positive an 

negative effect allowing researchers a greater flexibility in the interplay between 

theory and data, while at the same time, tempting the researcher to focus on 

goodness-of-fit at the expense of sense-making (Chin 1998; Chin and Todd 1995). 
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However, validation is important for more than extant constructs being used in 

new ways or in new disciplines. Its importance is underlined in situations that merit 

the development of wholly new constructs where for example, a concept may not 

previously have been deemed important enough (Lewis et al. 1995) or where 

previous conceptualisations of a construct were deemed to be insufficiently multi-

dimensional (Scott et al. 2016). Identified as one of the most influential 

methodological guides for construct development in MIS research (Lewis et al. 

2005; Sethi and King 1991; Sethi and King 1994) but with origins in the discipline 

of marketing, Churchill (1979) proposes an 8-step approach for developing better 

measures including a series of cybernetic feedback loops forming part of an 

iterative developmental process (see Figure 5.6 below) 

 

Figure 5.6: Measurement Development Process. Source: (Churchill 1979) 

By focussing on four key considerations; conceptualisation of the construct 

domain, construction of items, data collection and measure evaluation and 

purification, Churchill’s approach is described as deductive, as distinct from the 

inductive approach, involving very little theory at the outset where constructs and 

measures are identified from individual responses (Hinkin 1995). The initial step – 

defining the domain – typically results from a literature review and steps 2 to 4 can 

draw on several data sources, including both qualitative techniques and factor 

analysis until a second collection of data allows steps 6 to 8 to confirm or 
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disconfirm the proposed dimensions and items as representative of the construct in 

question. 

The significance of the Churchill model cannot be overstated as a seminal work 

(with over 15,000 Google Scholar citations) and its reach straddles many disciplines. 

In the information systems field it has been used extensively, forming part of more 

than 100 studies in the ‘senior scholars basket’ of journals alone, being used in the 

development of: a measurement model for Strategic Information Systems Planning 

success (Segars and Grover 1998), users perception of fairness or equity in IS  

resource allocations (Joshi 1989), IT infrastructure flexibility (Byrd and Turner 

2000), the development of a scale for internet self-efficacy (Torkzadeh and van 

Dyke 2001), measuring organisational learning (Templeton et al. 2002), users 

perception of web site quality (Aladwani and Palvia 2002), perception of an online 

store image (van der Heijden and Verhagen 2004), perceived service quality of web 

portals (Yang et al. 2005), web site communality (Tomiuk and Pinsonneault 2009) 

and measuring e-government success from the citizen’s perspective (Scott et al. 

2016). Described as “probably the most influential methodological guide used in 

MIS construct development” by Lewis et al. (2005), it is probably because it 

presents an organised set of activities and priorities, that it [Churchill’s guide] has 

been so successful (MacKenzie et al. 2011). 

The Churchill guide has been adapted for use in disciplines such as operations 

management (Malhotra and Grover 1998) and organisational strategy (Venkatraman 

and Grant 1986), but there are two adaptations of note, that have been developed 

for use specifically in the IS field. Laying claim to include structured activities that 

extend far beyond what had been seen in previous published instrument research in 

Information Systems, Lewis et al. (2005), propose an approach (presented in Figure 

5.7 below) based on three stages; establishing the domain of the idea, creating and 

testing an instrument and, assessing the measurement properties of the instrument. 
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Figure 5.7: Construct Development Methodology. Source: (Lewis et al. 2005) 

An alternative methodology proposed in Mackenzie et al. (2011) opines that there 

has been a lack of progress in the area of properly validating research instruments 

since Straub (1989) initially drew attention to the problem and presented guidelines 

to deal with it. Citing inadequacies in the methodological literature, it is interesting 

to note that they omit entirely any reference to the Lewis paper and present a 

“procedure” for scale development that is based around six stages; conceptualising the 

construct, development of measures, model specification, scale evaluation and refinement, 

validation, and norm development.  
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Figure 5.8: Scale Development Procedure. Source: (MacKenzie et al. 2011) 

Comprising 10 steps, the procedure follows Churchill’s step-by-step approach and 

although appearing more expansive that the Lewis procedure, is also remarkably 

consistent with it. The concluding remarks in their paper are telling, insofar as they 

begin with the word “hopefully” in expressing the desire that the guidelines they 

present will prove “useful to those conducting research in MIS” (MacKenzie et al. 

2011)  

5.6 RESEARCH PROCESS 

This section provides a detailed account of the actual research process used in this 

current study. Figure 5.9 below presents each stage of the methodology along with 

their respective steps, including the ‘emergent’ aspect of the research involving 

significant extension of the benefits construct (depicted in the grey shaded area of the 

Figure 5.9).  
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Figure 5.9:  Research Process for this study 

(Adapted from (Lewis et al. 2005; MacKenzie et al. 2011; Siponen and Vance 2014)) 
 
 
 
 

Step 1: Explore the landscape of insider threat 
behaviour through a comprehensive literature 
review 

Step 2a: Conduct 9 semi-structured interviews 
with professionals and consultants in the field – 
to elicit beliefs on the most relevant offences 
comitted by insiders 

Step 2b: (Informed by the previous step) 
prepare a simple “flash survey” with 
similar aims (belief elicitation) and the 
benefit of anonymity    

Step 2c: Triangulate results from 
Steps 2a and 2b to determine 
rankings of behaviours representing 
the dependent variable 

Step 3: Develop / Refine a survey instrument 
incorporating results from Step 2c as a dependent 
variable using vignettes 

Step 4: Convene multi-disciplinary expert 
panel of social scientists (Information 
Systems x 3, Accounting x 1, Marketing x 
1, Management x 1, Psychology x 1) to 
review 

Step 6: Convene sample 
population of subjects (n =16 ) to 
review instrument in ‘soft pilot’  

Step 5a: Explore relevance and define 
‘Benefits’ from offending, based on a 
review of deviance literature 

Step 5b: Develop an initial scale 
containing 24 items representing 8 
dimensions of benefits of offending 

Step 8a:  Administer Multigroup (2) Questionnaires to 232 subjects 

Step 8c:  Extend  Questionnaire administration to a further 226 subjects 

Step 9a: Examine dimensionality 
of ‘Benefits’ through EFA 

Step 9b: Re-assignment of items 

Step 9c: Confirmatory Factor Analysis of 
4 dimension, 16 item scale (SEM) 

Step 10: Assess significance of relationships between constructs as hypothesised using a multi-group 
structured model 
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Step 7: Determine Sampling Frame 

Step 8b:  Examine dimensionality of “Benefits” using EFA.  
 Conduct Multiple Regression analysis to assess suitability of constructs and 
 hypothesised relationships.  
 Make amendment / review decision on instrumentation  
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The logic of conducting research that is not exclusively construct development 

research using methodologies designed for construct development ((Churchill 1979; 

Lewis et al. 2005; MacKenzie et al. 2011)) is one of simplicity and clarity. Given the 

aims of such methodologies – to address the apparent lack of formal and consistent 

development in IS research (Keen 1980; Straub et al. 2004), it makes sense to 

situate this research among accepted methodologies. It is also critical to note that 

the research process also pays attention to the lessons learned from prior 

methodological issues in the particular subfield of information systems security 

behaviour (Siponen and Vance 2014). 

It is important to realise that while the process depicted in Figure 5.9 is indicated by 

numbered steps, in this current research these became iterative at times and the 

process gave rise to the exploration and development of the benefits construct. 

This latter aspect represents a ‘loop’ in the research process and while having a 

serendipitous genesis, nevertheless still fits within the overall stages of Domain 

Establishment, Instrumentation and Development. Accordingly the following 

discussion is structured around these three, ostensibly distinct stages. 

5.6.1 Stage I : Domain 

The initial stage of the research is aimed at establishing and defining what the 

research is actually about. This is applicable not only to the overall subject of the 

research but also to the development of the benefits construct, as it emerged during 

the second stage of the process. The central goal of this stage is to exhibit content 

validity which in essence is aimed at ensuring that the resulting research instrument 

will be relevant and representative of what it intends to measure, for the intended 

purpose (Haynes et al. 1995). Typically resulting from numerous sources; review of 

the literature, interviews, open-ended questionnaires (Lewis et al. 2005), the current 

study involved triangulation of data sources. This is reflective of the concerns 

expressed by Siponen and Vance (2014) that the effort to increase relevance in IS 

research should not suffer at the hand of rigour. In one key recommendation they 

advocate that research should measure specific security policy violations on the 

basis that contextualized examples of violations are more accurate than general 

statements that do not specify the violation type. In other words, the 

operationalisation of the dependent variable requires domain specification. 

5.6.1.1 Step 1: Exploring the Landscape 
A structured approach to reviewing the literature formed the stepping-off point for 

this process and because most of the major contributions of a field are likely to be 
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contained in the leading journals (Webster and Watson 2002), this search was 

initiated using the so-called “senior scholars basket of 8” journals in addition to the 

leading academic journal devoted to computer security. Initially, this review covered 

the period 2004 to 2014 (inclusive) and was conducted using keyword searches of 

article titles and abstracts (Boell and Cecez-Kecmanovic 2014; vom Brocke et al. 

2015). The chosen keywords were designed to extract the maximum amount of 

results in that the root of combinations of words were entered into search boxes 

e.g. “Misbehavi” was searched to account for both the UK and US spelling of 

misbehaviour / misbehaviour and similarly “Devi” yielded results for deviant, 

deviance and devious. 

As the focus of the study narrowed-in on insider threat behaviour the range of 

literature search was expanded to include information security journals, which were 

selected on two bases. Initially journals that included the word “security” in the 

their publication titles were selected and a composite ranking was prepared based 

on a combination of academic ranking indices including ISI Web of Knowledge, 

SCOPUS and APHIS. Selection of appropriate journals was made, based on 

whether they appeared in the top 10 positions in one or all of these rankings, and 

articles for detailed abstract review were selected from these. Finally, the resulting 

studies were triangulated with studies previously reviewed in two key review papers 

in this space (D'Arcy and Herath 2011; Siponen and Vance 2014), as a further 

attempt at rigour (for greater detail of these studies see Appendix A).  

Content analysis was used to determine the landscape of the extant research in 

respect of a number of factors – conceptualisation of the dependent variable, 

theories used and independent variables explored. Typical of this technique, 

multiple iterations were involved as new pieces and types of information were 

gleaned from the literature (Byrd and Turner 2000; Lewis et al. 2005). In addition to 

the enumeration of constructs and theories it also emerged that researchers in the 

discipline often look to other disciplines for inspiration (Johnston et al. 2015) and 

in particular draw on writings in the criminology and psychology fields. Through a 

process of selective backward and forward chaining (Levy and Ellis 2006; vom 

Brocke et al. 2015; Webster and Watson 2002) a number of key papers from other 

fields were also selected for review, while at the same time commercial and 

practitioner oriented publications were kept under observation for emerging 

concerns in relation to the insider threat.  

In terms of the dependent variable, a number of findings emerged from the 

literature with direct implications for the next steps in the research.  



Chapter 5: Research Approach & Methodology    
           

151 

• A majority of the papers reviewed contained dependent variables that could 

be described as “positive” behaviours such as ‘compliance’, ‘compliance 

intention’ and ‘taking precautions’ e.g. (Boss et al. 2009; Bulgurcu et al. 

2010; Chen et al. 2012; Herath and Rao 2009b; Myyry et al. 2009; Pahnila et 

al. 2007). 

• The remaining studies described the dependent variable in “negative” terms 

like ‘computer abuse’, ‘intention to violate’, and ‘misuse intention’ e.g. 

(Barlow et al. 2013; Cheng et al. 2013; D'Arcy and Devaraj 2012; Lee et al. 

2004; Posey et al. 2011; Siponen and Vance 2010). 

• The majority of the second group used scenario-based or vignette based methods 

(Weber 1992), a technique often used where the subject matter is ethically 

sensitive and where conventional techniques have been shown to be fatal 

for research projects (cf. the discussion in Kotulic and Clark (2004) 

regarding the difficulty in conducting information security studies). 

By their nature, scenarios or vignettes are best designed using specific actions / 

realistic business dilemmas (Weber 1992) which itself is one of the key 

recommendations of Siponen and Vance (2014). Their contention is that this is 

necessary because there are differences between violations, and has the advantage 

that the resulting data can yield actionable insights and responses. Allied to this are 

their further guidelines that the specific violations should be both important in 

practice and applicable to the organisational context, thus presenting the objective 

for the next stage of the research – determining what specific violations are most important 

in practice in an organisational context. 

5.6.1.2 Step 2: Belief Elicitation 
With a goal of determining a list of information security violations that are 

important in practice a “belief elicitation” process was begun (Limayem and Hirt 

2003), involving professionals in the field – an approach recommended in Siponen 

and Vance (2014) and previously adopted in Siponen and Vance (2010). This took 

place in two forms, both involving the use of the Linkedin social networking 

platform. 

Depicted in Figure 5.10 below (which corresponds with Step 2 of Stage1:Domain – 

in Figure 5.9), this process took the form of a series of interviews with experts / 

practitioners in the field, followed by the administration of a brief “flash survey” to 

a similar, but separate audience. 
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Figure 5.10: Belief Elicitation Process 

The Linkedin social networking site was used to “connect” with a number of 

information security professionals. Selection was random, but governed by two 

criteria (a) that they were senior professionals currently working in information 

systems security and (b) that their roles spanned a number of different industries. 

This search for connections was conducted among the membership of the Irish 

chapter of ISACA (previously known as the Information Systems Audit and 

Control Association, but which now goes by its acronym only).  It was important to 

the validity of the study that a comprehensive cross-section (in organisation types) 

of opinions was elicited and with this in mind, two internationally active security 

consultants were also included in the pool to expand the breadth of organisational 

types in the sample.  

Initially, invitations to participate were e-mailed to 19 individuals and interviews 

were commenced on a rolling basis as acceptances were received. The interview 

protocol (see Appendix B) comprised a series of six primary questions designed to 

determine the interviewees opinion on (a) what type of actual actions of employees 

give them cause for concern; (b) if there are specific IS policies or standards in their 

organisation targeted at employees; (c) if the interviewees had to deal with many 

security incidents involving insiders and examples thereof; (d) why employees might 

break the rules even when they know they exist; (e) the arguments employees use to 

defend their actions and (f) if there are any screening measures used in the hiring of 

new employees. 

Interviews were analysed immediately after completion and it was decided to cease 

interviewing new subjects when data saturation was reached. Defined as the point 

at which any additional data provides few, if any, new information or suggests new 

themes (Saunders et al. 2012) or incremental learning is minimal (Eisenhardt 1989), 
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this occurred after 9 interviews. This was not considered surprising given the design 

and purpose of the interviews was to elicit opinions from experienced practitioners 

on their greatest concerns about employee behaviour. Mindful of the sensitive 

nature of the research whereby subjects were being asked to speak about potential 

vulnerabilities in their organisations, interviewees were assured of anonymity and 

are referred to by their aliases in the remainder of this chapter. These, along with 

their organisation description and job title are listed in Table 5.3 below. 

Table 5.3: Interviewee details and aliases 

In general, interviewees opined that the insider threat was a major issue but 

equivocated on whether malicious behaviour was of significance. Several 

interviewees expressed the opinion that internal difficulties occurred because 

employees often had a certain level of technical knowledge and didn’t see the harm 

in breaching rules through technical means. The reasons for this relate to the 

merging of personal and work lives as is illustrated in the following comment from 

one such expert, when speaking about a company decision to block access to all 

cloud storage: 

 “Being a development company, we have PCs, we have Macs we have the whole lot and a lot of the people 

were using Macs and suddenly their iCloud calendar stopped working. And their excuse that they needed it 

was because they needed to share their calendar with maybe their wife or their girlfriend or something”  

- TechCo 

This interviewee went on to explain that employees found a “solution” to the 

implementation of the company’s policy: 

“We implemented a block of all cloud storage and then we found that people used the TOR network to bypass 

our web filter, so that they could still get to the web version of Dropbox”  
- TechCo 

While this example illustrates a situation whereby employees with technical 

knowledge may employ it to circumvent rules, without meaning harm to the 

Alias Organisation Description Job Title 
TechCo Software application development Global Head of Information Security 
ScienCo Multinational scientific manufacturing  Senior IS Infrastructure Manager 
PackCorp Packaging multinational Group Information Security Officer 
LeisCorp Gaming multinational Information Security Manager 
Consult1 Information Security Consultant Owner  
FinInst Banking Chief Information Security Officer 
MajorCo Manufacturing & Distribution 

multinational 
Head of Information Security 

BankCo Banking VP Information Security, IT Risk & 
Controls 

Consult2 Security Consultant Owner 
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organisation, another type of unintentional danger posed by internal people with a 

little technical knowledge can arise because of innocence, even if the actions are 

well meaning, as evidenced by an account relayed by one of the security consultants 

on the panel: 

“I worked with one company and the HR manager was very proud that she was backing up all the HR and 

payroll files every night onto a USB stick. I said ‘very good and do you store that in your fire-proof safe or do 

you keep it securely off-site’ and she says ‘oh no it’s kept securely off-site’ and I went ‘very good and how do 

you do that?’ and she went ‘well I put it in my gym bag and I bring it home with me every day’”  

- Consult1 

Another theme to emerge from the interviews was about convenience. In general, 

people are used to being always ‘switched-on’ and because of a certain level of 

impatience in regard to being ‘connected’, wi-fi has become part and parcel of 

everyday life including work-life. The dangers from wi-fi exist at two separate levels. 

On the one hand there are concerns about accessing free wi-fi using company 

owned equipment and commenting on the dangers of this (specifically at Boston 

Logan Airport) one senior executive stated:  

“It’s notorious. So you see something that says “Massport free Wi-Fi” and you go for it – next thing you’ve 

bought a lawnmower in Utah. It’s bananas, right? And it’s constant.”   

- Scienco  

Then at a different level you have employees who use wi-fi in a way that 

circumvents security rules for the sake of convenience. With a focus on privacy and 

confidentiality the banking sector is particularly sensitive to any data leakage yet the 

Chief Information Security Officer of a large and well-respected banking 

organisation commented that:   

“You might have guys in all parts of the organisation, not just in the IT department, but in a branch 

somewhere who’ll just say … ‘Ah look, I don’t need to use that, sure I’ll just use wi-fi or whatever’ …..  so 

that’s a huge thing”   

- FinInst 

A further non-malicious type of insider threat results from employees needing to 

maximise their work efficiency while also being subjected to more and more 

personal demands on their time. As one interviewee  (PackCorp) opined, people 

actually want to work from home and it’s not necessarily bad intention, it’s a lack of 

understanding of the risk. Others were more definite and explained that it is 

because it is almost impossible to stop through technical means alone: 

People are still sending stuff to their personal email address when they shouldn’t be doing so … That is 

specifically called out as against policy … but people still do it because we don’t have a technical means of 
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limiting that … Some of them are probably thinking “well, it’s not such a big deal” or they don’t understand 

the threat associated with it … and they’re thinking “it’s only me, I’m only sending it to myself”. 

- MajorCo 

Crucially however, beliefs were not confined to non-malicious behaviour. Malicious 

harming of organisations was alluded to several times during nearly every interview, 

with perimeter security being a major issue. Traditionally, perimeter security has 

been regarded as a concern relating to external actors but now it also forms part of 

the insider threat. Specifically, employees ‘stealing’ information, data, and 

intellectual property represent a real concern.  

In general, malicious insider behaviours tend to fall into two main categories, 

sometimes with some overlap. The first of these is personal gain or fraud. In some 

cases, interviewees expressed this (a) in general terms, or (b) as theft of specific 

intellectual property or (c) theft of general business information:  

a) “The insider threat has probably moved away from misuse to using the computers for personal gain 

or for fraud. I think that’s going to become even more likely over time” 

- PackCorp 

b) “We have had security breaches with either staff leaving the company and they’ve taken confidential 

information with them like customer lists and stuff like that, or in one or two cases where staff have 

stolen source code and intellectual property … and in one case went to set up their own company 

doing the same type of business, using the source code they had taken … or taken source code from 

an internal system that the company was using … and then the staff member gave it to his brother 

who set up a company providing this software as a business solution” 

- Consult2 

c) “When people have decided to leave an organisation or the organisation has decided to let them go, 

that they send home a brain-dump of a lot of their stuff - so I’ve come across instances of source 

code, of strategic plans, of people’s CVs and it’s all around the topic that people are preparing 

themselves for in their next life”  

- BankCo 

The other main category of malicious insider is the disgruntled or displaced 

employee. In general, this relates to employees that are either upset with their 

organisation or more commonly ex-employees who may perceive themselves to 

have been unfairly treated. Several interviewees (FinInst and MajorCo) stated clearly 

that the disgruntled leaver factor would always be an issue. Additionally, in large 

business organisations where divestures of part of the business take place, there is a 

risk that employees who are displaced may exploit knowledge that they bring with 

them, at the expense of their original employers. Again, the difficulty with this sort 

of offence is the ease with which it happens from a technical perspective:  
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“… you always have the disgruntled leaver factor and that is genuinely an issue … now people who don’t 

have privileges on systems, it’s not so much a big deal, because there’s not so much damage they can do but … 

y’know the other concern is people deliberately stealing information. So it’s one thing to send your information 

to your own Gmail account, but the fact that we now have things like oneDrive for Business and you can fire 

up all of these files to your oneDrive account - pull them down when you get home, have no traceability on 

them … even if we had Data Loss Prevention (DLP) software … if DLP was looking specifically at email 

it wouldn’t show up this … and if you go off to a competitor and you are a sales or marketing person, you’re 

pulling that proprietary information or even planning information for the following financial year and bringing 

it to your competitors … or to your new employers”  

- MajorCo 

Overall, the interviews with experts in the field, yielded some rich insights into what 

they were concerned about in terms of the insider threat. However, being cognisant 

of the fact that this was very much self-reflective and requires self-criticism, it was 

decided that a ranking in terms of the seriousness of offences would be better 

achieved through the introduction of a degree of anonymity. Therefore, the 

approach was to take the major themes / offences identified during the interview 

process and incorporate them into a parsimonious questionnaire (see Appendix C). 

This took the form of a list and brief description of 11 insider threats. These were 

exclusively of the type categorised as ‘non-malicious’ – a decision made on the basis 

that what was being sought from respondents was a ranking of the seriousness of 

offences. It was assumed that all malicious acts would be regarded as serious. This 

survey also contained an open-ended, free form question, requesting respondents 

to offer their own opinions on what the insider threat meant to them. The survey 

was posted on the ISACA Ireland LinkedIn webpage and over a two-week period 

received a total of 33 responses.      

To summarise the data overall, the ‘non-malicious’ actions of the “insider” that 

survey respondents deemed most serious, revolve around the mobility of data, 

circumventing security controls for convenience purposes, and using third party or 

open source technologies in the workplace.  

On the malicious side, the theft of information or intellectual property was the 

most cited offence in both the interviews and mini-survey, occurring primarily with 

disgruntled and departing employees.  What was surprising was that not only was it 

a concern, but that information security professionals readily admitted that it 

worried them. Thus, while non-malicious behaviour of insiders has been the more 

popular focus for prior behavioural studies in this area, it now seems reasonable to 

conclude that it would be remiss to ignore malicious behaviours.  

The initial stages of instrument development thus became the preparation of a 

series vignettes to measure the dependent variable. 
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5.6.2 Stage II: Instrumentation 

In Stage II, the instrument underwent a series of qualitative evaluations in order to 

move towards content validity. Because it is impossible to achieve, or be certain of, 

complete content validity in a universe with vast options and phenomena (Straub 

1989), this process is by definition iterative. In the case of the current research this 

involved two phases – one that took place prior to the completion of a full 

instrument and the second using the generally accepted approach of pre-testing the 

full instrument (Lewis et al. 2005; Straub 1989). This two-step process in analogous 

to that suggested in Moore and Benbasat (1991), recognising the potential 

multidimensionality of constructs under consideration (Hinkin 1995), and seeking 

to develop better measures. 

5.6.2.1 Step 3: Operationalising the Dependent Variable 
This phase began with the development and revision of the vignettes designed to 

measure the dependent variable. Because of the mono-operationalisational nature 

of the dependent variable in this study (asking one question related to a vignette / 

scenario) initial attention was paid to the consistency of the vignettes, in order to 

avoid subsequent instrumentation bias. 

The use of vignettes in social science research started to gain popularity around the 

mid-1970s and has been considered useful in eliciting responses in relation to 

intended ethical or unethical behaviour, being variously employed to examine 

behaviours such as thinking style and entrepreneurial decision making (Bird et al. 

2012; Epstein et al. 1996; Sadler-Smith and Shefy 2004; Vance et al. 2007), morality 

and computer related behaviours (Gattiker and Kelley 1999), moral reasoning 

(Myyry et al. 2009), police misconduct (Pogarsky and Piquero 2004), neutralisation 

techniques (Siponen and Vance 2010) and ISSP compliance / misuse (D'Arcy and 

Hovav 2009; D'Arcy et al. 2009; Hovav and D'Arcy 2012; Vance et al. 2012). A 

succinct definition of what they purport to be is: 

“Vignettes are short descriptions of a person or a social situation which contain precise 

references to what are thought to be the most important factors in the decision-making or 

judgment-making processes of respondents.” (Alexander and Becker 1978, p. 94) 

To be useful, scenarios should contain ethical issues that are familiar to subjects, 

written in clear familiar language and not couched in obscure terminology or 

language (Weber 1992). They need to be believable, of appropriate length, have an 

appropriate tone, and most importantly be obvious in what they are attempting to 

assess (Wason et al. 2002) – subtlety is not the friend of the successful research 
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vignette. With this in mind the vignettes (five separate vignettes) were written, 

initially to simply encapsulate the primary findings of Stage I.  

These were then subjected to an extensive process of review and revision by the 

researcher, two academic colleagues and one non-academic (with academic 

qualification in English language). In addition to checking for realism and clarity, 

the vignettes were subjected to consistency checks on aspects such as; (a) 

manipulation contained in the story, (b) occurrences of the scenario protagonist’s 

name, (c) that the motivation for the act was appropriately and obviously either 

malicious or non-malicious, (d) that the act was explicitly stated as being against 

company rules, (e) that it was obvious the act was deliberately performed by the 

character, and (f) that there was consistency between the vignettes in terms of word 

count. As a result of this process, one vignette was discounted on the basis that it 

did not adhere to the guidelines (Wason et al. 2002; Weber 1992) and would not 

prove to be universally understandable. The remaining four vignettes and the 

results of their consistency checks are reproduced in Appendix D. 

5.6.2.2 Step 4: Content Validation 
In general, the instrument used in this research adopted the recommended 

approach of using previously validated instruments (Straub et al. 2004; Straub 1989) 

as a basis. However, in some cases the research model contained constructs that 

were either imported from other disciplines or of such newness to the current field 

that they were deemed to merit additional examination for content validity (a 

complete list of the items and their lineage is contained in Appendix F2). This 

process began by convening a multi-disciplinary panel of social science researchers, 

with the overall aim of assessing the adequacy and comprehensiveness of items, vis-

à-vis the constructs they purported to measure. In total, the panel size (n=7) is in 

keeping with recommendations that suggest that membership should generally be 

between 3 and 10 (Lynn 1986; Tilden et al. 1990).  

The panel members were drawn from the areas of accounting and finance, 

psychology, management, information systems, and marketing and discussions were 

held with each member individually and in person (with the exception of one panel 

member where e-mail was the medium of convenience). Following an approach 

similar to that used in other disciplines (Tilden et al. 1990) assessments were sought 

from panel members on the clarity and fit of items with their respective construct 

descriptions, whether the items fitted as a whole and whether they adequately 

covered the desired concept. The approach was structured but informal and 

comprised the following steps / conditions: 
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i. A very brief overview of the research was presented – simply to establish 

context. 

ii. The overall research model was not shown to subjects prior to completion of 

the exercise. 

iii. Panel members were presented with a single page for each of the constructs 

being reviewed (one at a time) which contained a very brief explanation of 

what the construct was intended to measure along with the exact wording of 

the measurement items. 

iv. Respondents were asked if they felt the questions were addressing the 

essence of the construct or if they could see anything incongruous in the 

items or if there was any other comment that they wished to add. 

v. It was not explained to subjects which of the constructs were actually “new” 

constructs in case of biasing their judgement. 

vi. Subjects were permitted to doodle or scribble on the sheets which some 

chose to do and others not. 

vii. The researcher recorded contemporaneous notes of any thoughts expressed 

aloud by the subjects. 

viii. At the end of the process an unstructured discussion of the overall research 

was conducted with panel members.  

ix. These notes were combined with the doodles / scribbles (if any) on the 

individual construct pages, interpreted and tabulated.  

In summary, the outcomes from this stage occurred at two separate levels. The first 

is that a number of items were re-worded, in some cases to remove ambiguity and 

in other cases to add consistency. The details of these are contained in Appendix E 

along with a complete description of the panel make-up. The second level outcome 

occurred when reviewing one of the constructs (Extrinsic Benefit Type 2). 

Separately, three of the panel members suggested that it would be meritorious to 

examine other types of benefits, other than those already included in the research 

model. This led directly to the execution of Step 5 in the research process depicted 

in Figure 5.9 above. One further outcome from this step was that computer self-

efficacy, although seen as relevant and important to the subject matter, was deemed 

to represent a significantly less subjective measure than the other measures in the 

study, and as a consequence was dropped.  

5.6.2.3 Step 5: Developing a “Benefits” scale 
Although existing in temporal terms within Stage II of the of the research process, 

Step 5 of this research represents in conceptual terms a return, albeit for only a 

subset of the research, to Stage I.  
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Beginning with an exploration of the literature, this initially consisted of a complete 

review of what had previously been reviewed during Step 1. This showed that 

perceived benefits from norm breaking had received little or no attention from 

scholars (Vance and Siponen 2012) or had been ignored entirely (Li et al. 2010) 

with the brief number of studies that consider it, using a relatively narrow 

conceptualisation of benefits – generally considered as either extrinsic or intrinsic 

benefits, the former typically using a measure of time saving (Vance and Siponen 

2012; Vance et al. 2012) with one study (Hu et al. 2011) relating it directly to 

material gain. This latter study by Hu et al. (2011) also includes a measure born 

from anticipated “feelings” as a benefit, but this second round review indicated that 

the construct had not been examined fully for multidimensionality, to see what 

conceptual facets it comprised (MacKenzie et al. 2011). This is despite the fact that 

the information security literature draws heavily on the criminology literature, 

which does cite other benefits from offending such as thrills and kicks (Paternoster 

and Pogarsky 2009; Piquero and Tibbetts 1996) or in one case ‘peer admiration’ and 

‘career advancement’ (Paternoster and Simpson 1996) suggesting that the construct 

is more multi-dimensional than prior IS literature had addressed. 

The difficulty in establishing the domain of the construct therefore becomes 

centred on searching for something that does not exist to any great extent in prior 

literature. Instead, concentrating on workplace deviance and beginning with an 

empirical paper on sabotage (Harris and Ogbonna 2006), a process of searching for 

authors who appear to specialise in the topic was undertaken. This yielded a list of 

35 papers, which after an abstract and title review was reduced to 2 papers. The 

second phase of the literature search concentrated on the “Journal of Business 

Ethics” from 2000 to 2015. Using the search facility in Web of Knowledge the 

‘topic’ field was searched for the following keywords; “Sabotage”, “Crime”, 

“Malicious”, “Theft”, “Benefit” and “Extrinsic”. The titles (and sometimes 

abstracts) on each list generated were reviewed and a surprisingly low number of 

journals articles (4) were selected for more detailed review. 

At this point a search was conducted of some of the journal titles informing the 

overall study (Journal of Applied Psychology + Journal of Personality and Social 

Psychology), which although yielding a number of titles only yielded 1 additional 

unique title.  

A number of other articles were then ‘mined’ from the reading of these papers 

resulting in a total of 17 papers which were used a basis to expand the 

conceptualisation of the construct domain (Lewis et al. 2005; MacKenzie et al. 

2011). Unfortunately, a considerable number of these papers are not empirical and 
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of those that are, nearly all are qualitative in nature and so inspire the 

operationalisation of the proposed expansion of the scale, rather than directly 

providing items for it. 

The panel used in Step 4 suggested a number of sub-dimensions of the benefits of 

offending construct; status, emotive benefits, career advancement, self-esteem and 

wellbeing.  The literature review described in the preceding paragraphs lent 

credence to this and added further dimensions such as frustration relief, thrill and 

altruism, in addition to the previously employed dimensions of time and financial 

benefit.  

The resulting 9 dimensions of perceived benefits were then used to generate 27 

items in an attempt at representing the construct comprehensively. Again in line 

with the recommendations expressed by Straub and his colleagues (Straub et al. 

2004; Straub 1989) two dimensions drew heavily on earlier studies with a similar 

context (Bulgurcu et al. 2010; Hu et al. 2011) or directly adapted items from such 

studies (Guo et al. 2011; Vance and Siponen 2012). The resulting scale was then 

reviewed from two perspectives by the researcher and two academic colleagues.  

The first review perspective was internal and considered the items in the scale from 

the perspective of appropriateness and distinguishability from one another. This 

resulted in several re-wordings and re-writing of the items. The second review 

perspective was in the context of the overall proposed instrument and resulted in 

the removal of one of the dimensions. Although valid in its own right – Approval: 

the benefit of offending through approval of work colleagues – the dimension was 

deemed to be the diametric opposite of a construct (informal sanctions) already 

being examined and deemed central to the model. 

The resulting scale of 24 items, representing 8 dimensions of perceived benefits of 

offending with regard to information security was then included in the draft 

questionnaire in preparation for the next stage of the research.    

5.6.2.4 Step 6: Conducting the ‘Soft Pilot’ 
Described as a ‘dress-rehearsal” of the instrument (Lewis et al. 2005) this stage is 

characterised as a soft-pilot in the current research, because it involves a single 

attempt to combine what is described in literature as a pre-test and a pilot test. In 

addition to appraising and purifying the instrument (Lewis et al. 2005) the goal of 

this stage is to assess the appropriateness of the instrument and learn whether 

people understand the questions (Dillman 2011). Most of the literature in this 

regard also advises the use of knowledgeable people where the experience of 

previous surveys can be leveraged (Dillman 2011; Lewis et al. 2005; MacKenzie et 
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al. 2011). Critically, in a pilot or pre-test, respondents should be selected that are 

considered similar to the target population of the ultimate instrument (Lewis et al. 

2005; MacKenzie et al. 2011) and in the case of the current research this simply 

included people who had been exposed to the use of information systems as part of 

their regular workdays. Respondents were then asked to complete the survey and 

offer suggestions for improvement, pointing out any difficulties or annoyances that 

they experienced in completing the survey.  

A total of twenty-two email invitations were sent out, which resulted in sixteen 

completed questionnaires (because the instrument employed ‘forced-completion’ 

these were by definition complete completions). Consistent with the requirements 

of the sampling frame, the backgrounds of the participants varied from graduate, 

post-graduate, management and faculty from three universities in Ireland. The 

email invitation sought to explain the purpose of the research and explained that 

further contact would be likely to elicit their overall impressions of the survey. In all 

cases except one, respondents reverted with their impressions without the need for 

further contact on the part of the researcher. 

All of the participants in this phase of the research process agreed that the time 

suggested for completion was appropriate. Other suggestions from the panel 

included pointing out some typographical errors, being mildly irritated about 

apparent repetition in some sections and suggestions as to wording improvements 

in some items. A number of issues were also put forward on the presentation of the 

vignettes in the instrument as well as in relation to the demographic questions that 

it contained. 

The final deliverable from this step therefore, became a complete survey 

instrument, which had been through several rounds of content validation. While 

not all of the suggestions of the panel were adopted, they were all tabulated and 

taken under advisement. All typographical errors were corrected and some wording 

changes were also incorporated. The style for the vignettes was improved to bring 

greater clarity and reading ease to their presentation. The following section explains 

in detail how this completed instrument was delivered in order to test / assess its 

measurement properties and the relationships between the constructs as 

hypothesised – generally analogous to Stage III of Lewis’ (2005) development 

methodology. 

5.6.2.5 Step 7: Selecting the sampling frame 
The selection of the sampling frame was in effect dictated by the definition of the 

domain in Stage I. In this regard, given that the focus of the study was about what 
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factors an insider (employee, recently departed employee, contractor etc.) considers 

when deliberately contravening information security rules, it made sense to 

administer the survey to people who had worked with information systems in 

organisations. Previous studies looking at employee misbehaviour of this type have 

used student subjects (Gopal and Sanders 1997; Higgins et al. 2005; Lee et al. 2004; 

Skinner and Fream 1997; Vance et al. 2013; Zhang et al. 2009), a single organisation 

or employees from pre-selected organisations (D'Arcy et al. 2009; Harrington 1996; 

Hu et al. 2011; Siponen and Vance 2010; Vance and Siponen 2012; Workman and 

Gathegi 2007) or a combination of both (D'Arcy and Hovav 2007; D'Arcy and 

Hovav 2009; Hovav and D'Arcy 2012). More recent studies that sought to attain a 

wider spread of respondent and organisation types have used an online panel 

provider by specifying the required characteristics of respondents (Barlow et al. 

2013; Johnston et al. 2016; Posey et al. 2011). The use of panel providers has the 

advantage of speed and in this particular type of research also avoids the pitfalls 

experienced in studies that fail because of the unwillingness of some participants to 

engage with a topic that could be detrimental to their organisation (Kotulic and 

Clark 2004). However, the use of such panels also introduces an element of 

“commerciality” into the research where panel members are professional or semi-

professional survey respondents. It also has the effect of “priming” respondents 

who are selected for their characteristics and will potentially then respond from the 

perspective of those characteristics. With this current research the aim was to 

determine respondents’ view in as unbiased a fashion as possible (hence, as shall be 

seen later, the term workplace dilemmas rather than information security violations 

was used in the instrumentation), and so a panel of potential respondents was 

created specifically for this study. This is somewhat similar to the approach adopted 

in Guo et al. (2011) although in that case, email addresses of respondents were also 

obtained from a third party source. This study appears to be the first study to 

devise such a panel, where respondents have some level of personal connection 

with members of the research team. 

The process of panel creation centred on the business and professional oriented 

social networking site Linkedin. The Linkedin contacts of the researcher and the 

two research supervisors on this project were exported to a data file, resulting in a 

list of 1,399 names. Using Microsoft Excel, duplicates were then eliminated, as were 

the names of those involved in the ‘soft-pilot’ (Step 6 above) resulting in a list of 

1,193 unique names and email addresses. Again using Excel functionality, each 

contact was then assigned a random unique whole number and the records labelled 

1 to 600 were extracted to form the basis of the initial mailshot. This data was 

further split into two segments, using the same random number, according to 
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whether it was an even or an odd number to allow the administration of different 

questionnaire types in accordance with the survey administration design depicted in 

Figure 5.11 below. 

5.6.2.6 Step 8a: Design of Survey Administration 
The administration of the multi-group questionnaire is illustrated in the figure 

below and described in the subsequent paragraphs. 

 

Figure 5.11: Design of survey administration 

As shown in earlier sections, the outcome from Step 4 was a series of vignettes, 

four in total, two of which described non-malicious behaviour and two describing 

malicious behaviour. The design of the study entailed the administration of each of 

these two types to separate cohorts and accordingly the instrument which included 

vignettes of the non-malicious variety were sent to those marked with an even 

number from Step 7, with those marked with an odd number receiving the malicious 

oriented survey instrument. In this way, the allocation of survey types as depicted 

on the left-hand side or right-hand side of the Figure above was achieved randomly. 

The completed survey instrument (see Appendix F) in turn contained five sections 

in total. Initially, an introduction page included a brief description of the survey, an 

assurance about confidentiality and an indication of the time that would be required 

from respondents. The first section of questions contained some demographic data 

(age, gender, country) as well as some filter questions about the use of computers at 

work. The placement of these questions was given careful consideration in the 

questionnaire design. While influential authors like Dillman (2011) have continued 

to maintain that demographic questions should be placed at the end of a 

questionnaire, this is because of a view that recipients of questionnaires will engage 
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with a questionnaire if the initial questions live up to the billing of the introduction, 

rather than mundane demographic questions. However, empirical testing around 

the idea has indicated that the placement of demographic questions does not affect 

return rate or the amount of missing data, or the responses themselves (Giles 1978; 

Green et al. 2000). An alternative view to Dillman’s, is the finding in Teclaw et al. 

(2012) that placement at the beginning of the survey can actually increase response 

rates by drawing people in to the act of answering questions. Accordingly, in the 

case of the current questionnaire, the demographic questions are limited in number 

and the more easily answered ones are placed at the beginning of the survey. 

The second section of the questionnaire requests respondents to read a short 

scenario / vignette before answering a series of questions on the dependent 

variable and some of the independent variables in the model, all of which reference 

the scenario by including the name of the protagonist in the scenario in each 

measurement item. The third section of the questionnaire is extremely similar to the 

second section and differs only in the content of the scenario presented (i.e. a 

second scenario with a different protagonist is presented) with the suitably 

appropriate change made to the wording of the measurement items.  The use of 

two scenarios partly follows the approach in D’Arcy and Devaraj (2012) allowing 

composite measures of what would otherwise be single item measures of the 

dependent variable. The survey software randomly determined the order of 

presentation of sections two and three in a bias minimisation effort. 

The fourth section of the questionnaire contained a number of questions designed 

to measure additional independent variables in the model. As with sections two and 

three all items employed 7-point Likert scales. 

The final section of the questionnaire contained some additional demographic style 

questions, regarding the existence of information security rules / policies in 

respondents’ workplaces, their involvement and knowledge of such policies and the 

training available on information security practices and policies. These were 

deliberately placed at the end of the questionnaire primarily to avoid biasing the 

responses in the earlier sections. 

As outlined in Step 7 the survey instrument was e-mailed to 600 email addresses. 

The text of the invitation email was designed to encourage recipients to respond 

and included the names of each of the research team in line with the suggestions in 

the literature regarding personalisation procedures (Dillman 2011). This sought to 

decrease the level of anonymity of the research team thereby increasing positive 
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attitude towards completion. The result was a higher than expected response rate 

(see table below). 

 

 

    

  

 

 

 

 

 

 

 

 

Table 5.4: Response Rates of initial email survey 

The procedure regarding the timing of emails was that an initial reminder was sent 

on day 10, with a final reminder on day 21 (day 20 was a Sunday). The survey was 

left open until day 35 and then closed. In order to protect the anonymity of 

respondents, individual responses were not tracked and reminders were re-issued 

en-masse to the original recipients. The exception to this was when individuals 

contacted the researcher directly to communicate their completion, whereupon an 

offline contact list being maintained by the researcher was updated and that 

contact’s detail omitted from any subsequent reminder emails. The data was then 

subjected to an extensive review as described in Step 8b next. 

5.6.2.7 Step 8b: Survey Instrument Assessment 
Initially conceived as a pilot test, the previous step yielded a response rate that was 

greater than anticipated so the approach to examining the data was modified from 

the original plan. The initial plan considered further refinement of the data 

collection instrument as inevitable (Lewis et al. 2005; MacKenzie et al. 2011).  

However, the response rate suggested that usability was not a problem in this case 

and that discarding the collected data might be wasteful. Instead, it was considered 

that a scheme somewhat similar to Tojib et al. (2008) might be employed, where a 

subset of the data was used for exploratory purposes before performing full analysis 
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on the larger sample. This could be achieved by re-administration of the initial 

questionnaire.  

However, that was not the original plan and the purpose of this stage of the 

research process was intended to satisfy two goals: (a) to determine if there was 

merit in moving to some form of purposive sampling based on demographics 

(person or organisation related) and (b) to determine if the instrument (and by 

definition the research model) needed refinement. 

With these goals in mind, an extensive amount of exploratory analysis was 

conducted on the two separate datasets – malicious and non-malicious (a full 

account is contained in Appendix G).  In both datasets Exploratory Factory 

Analysis (EFA) was conducted in relation to the Benefits construct and its related 

dimensions. Performing a Principal Components Analysis, based on Eigen Values, 

two separate but similar structures emerged in the two datasets. These were tested 

for adequacy, convergent and discriminant validity and the resulting factors tested 

for reliability. A similar exercise was conducted on the so-called pre-Kinetic 

constructs in the model (neutralisation, moral reasoning, emotional state and 

impulsivity) resulting in a factor structure in line with what was anticipated. 

However, the exploratory analysis was not confined to formal EFA analysis. In 

attempting to assess if some form of purposive sampling was merited a range of 

multiple regressions was performed in accordance with the hypothesised 

relationships in each of the two files – exploring for significance. These were 

conducted for segments of each of the files according to categories such as 

management type, organisation type and level of involvement in information 

security and then each variable in the model was reviewed in the light of these 

regressions. Bearing in mind the two goals of this step, each variable was then 

individually assessed in the light of this analysis. 

Overall, the amount of significant relationships that were found in the non-

malicious file was greater than found in the malicious file. Two constructs – Prior 

Punishment Experience (PPE) and Emotional State (EMO) were initially identified 

as being candidates for elimination due to insignificance, although the segmented 

files subsequently indicated that there might be some significance involved. The 

segmental analysis did not yield any clear indication that purposive sampling, as 

described in the objectives, would be of any particular benefit. Thus while it 

appeared that there may be merit in adjusting the questionnaire by dropping the 

two constructs (PPE and EMO), a qualitative assessment of the results of the 

exploratory work concluded that there would be greater merit in leaving the 
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instrument intact and re-administering it to a further sample, thereby allowing for 

the combination of the two phases of data collection. 

5.6.2.8 Step 8c: Extension of survey administration 
In Step 7 above, it is described how a panel of 1,193 was created and then a 

randomly generated section of the file numbering 600 contacts was used in the 

initial phase of data gathering. This step employed the second half of that panel of 

contacts and email invitations were sent to 593 recipients. Response rates were 

similar to the first phase (see Table 5.5 below). 

  

 

 

 

 

 

 

 

 

 

Table 5.5: Response Rates of second phase of email survey 

Identical procedures were employed in terms of administration of the survey, 

issuing or reminders and personalisation of correspondence, as obtained in the 

initial phase of data gathering. Because the segmentation of the panel initially was 

random, this allowed for the combination of the datasets from the two phases, 

resulting in a combined dataset of 458 usable responses – 215 non-malicious and 

243 malicious.  

The description and evaluation of the measurement properties pertinent to Stage 

III are detailed in the following Chapter 6 Findings.  This is comprised of two main 

aspects. Firstly, with regard to the Benefits construct the dimensionality of the 

construct is re-examined through Exploratory Factor Analysis (EFA). Subject to 

data reduction and re-assignment of items this is then confirmed with a 

Confirmatory Factor Analysis (as used in SEM), and answering RQ 2. Secondly a 

multi-group Structured Equation Model is developed to assess the significance / 

insignificance of the hypothesised relationships, thereby answering RQ1 and RQ3. 
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5.7 SUMMARY OF CHAPTER 

This chapter begins by outlining the purpose of the research and discusses the 

various philosophies with which a researcher can approach such studies. As stated 

in the body of the chapter, either a positivist or interpretivist leaning best serves 

different aspects of the research and so the argument in favour of a pluralist 

approach is the conclusion of section 5.3. Various construct development 

methodologies were therefore reviewed and an approach developed for this 

research incorporating both qualitative and quantitative methods, in addition to an 

abbreviated form of a construct development methodology, which emerged as a by-

product of the research.  Figure 5.9 illustrates how all of this fits together to form a 

coherent process and the remainder of section 5.6 details in chronological step-by-

step fashion how the research was conducted up to the point of analysing the final 

dataset. While the overall process of analysing and assessing this dataset is outlined 

in the preceding paragraph the detail of the process and the findings that answer 

the research questions are presented in Chapter 6 next.  
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6 Chapter 6 - Findings  
 

Findings 
 

 

 

6.1 INTRODUCTION 

This study identifies new dimensions of the benefits derived from deliberate 

breaching of information security rules and examines their place in the rational 

choice calculus of the “inside offender”.  Chapter 5 explained the rationale behind 

the choice of methodology used for this purpose, comprising three main stages, 

and detailed the first two of these. This chapter presents the detail of the third and 

final stage in line with the second research question of the study, namely the 

assessment of the measurement model of benefits from offending. The chapter 

then proceeds to present the results from hypothesis testing in answering the 

remaining research questions. 

As outlined in the previous chapter, the data for this study was gathered in two 

separate phases, with the initial phase being subjected to a detailed analysis to 

determine whether changes should be made to the research instrument. Although 

the results of this analysis indicated that some constructs could be dropped from 

the instrument, it was decided to not do so, on the basis that administering an 

identical instrument a second time would allow for a non-controversial 

amalgamation of the two datasets, leading to increased power in the statistical 

results. This benefit was deemed to outweigh the potential reduction in the time 

required of respondents (and potential increased response rate) that would result 

from the suggested changes to the research instrument. 

Initially an assessment of the dimensions of benefits of offending was conducted 

using Exploratory Factor Analysis (EFA), which was subsequently confirmed using 

Confirmatory Factor Analysis (CFA). The following sections present the results of 

this factor analysis. In later sections of the chapter the final steps of the quantitative 

analysis are presented – where the results of the factor analysis are incorporated 

into a Structural Equation Model (SEM) to assess their effect on the dependent 

variable of the study and their place in the rational choice calculus. 
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6.2 SURVEY RESPONSE ANALYSIS 

The next sub-sections outline the response rate, response quality and sample 

characteristics, as achieved across the two phases of the survey administration. 

6.2.1 Response Rate 

In total 578 responses were received, which allowing for the 27 emails which were 

returned as ‘undeliverable’, yielded a response rate of 50%. Of the responses 

received 120 were incomplete – a dropout rate of just over 20% of those who 

began the survey. The net result was a total of 458 completed responses. Of these 

all are fully complete, because all items on the survey instrument involved forced-

completion so that no respondent could get to the end of the survey instrument 

while avoiding completing any of the items. Analysis of the dropout rate in the 

initial phase indicated that nearly 50% of those who dropped out did so after 

completing the initial demographic questions only, with a further 40% exiting when 

presented with a second scenario. The final 10% almost completed the survey but 

did not do so. This suggested that respondents either felt that they did not have 

time to complete the survey after having started it or that it was too long. This 

effect was anticipated and was witnessed with some similarity in both phases of 

collection. 

6.2.2 Response Quality 

The sample size was considered more than adequate. While some researchers 

propose minimum case to item ratios 5:1 or 10:1 (Hair et al. 2014; Lewis et al. 

2005) the number of cases in the current study far exceeds this level.  Although 

postulated initially as 8 factors containing 3 items each, the EFA is conducted from 

the assumption that there is no a priori structure established for the data. As such 

the EFA exercise is performed on 24 (8 x 3) separate items allowing for a ratio of 

19:1 which is close to the 20:1 ratio recommended by some researchers (Hair et al. 

2014).   

6.2.3 Profile of Respondents 

This study is designed to elicit opinions of people who are currently, or were 

formerly, either employed or engaged in work of a nature that would expose them 

to, or grant them access to, information systems as part of the conduct of their 

duties. Thus while the sampling procedure favoured convenience over 

purposiveness the characteristics of the sample are of note and are outlined in the 

following tables. 
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1. Gender 

Gender   Frequency   % 

     Male 
 

305 
 

67% 
Female 

 
153 

 
33% 

     N=   458   100% 

 Table 6.1: Profile of respondents – gender 

 

2. Age 

Age   Frequency   % 

     > 21 
 

2 
 

0.4% 
21-29 

 
65 

 
14.2% 

30-39 
 

103 
 

22.5% 
40-49 

 
163 

 
35.6% 

50-59 
 

106 
 

23.1% 
60 + 

 
19 

 
4.1% 

     N=   458   100% 

Table 6.2: Profile of respondents – age 

 

3. Location 

Country of work   Frequency   % 

     Ireland 
 

373 
 

81.4% 
United Kingdom 

 
28 

 
6.1% 

United States 
 

19 
 

4.1% 
Australia 

 
11 

 
2.4% 

Other 
 

27 
 

5.9% 

     N=   458   100.0% 

Table 6.3: Profile of respondents – country of work 
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4. Organisation 

Type of Organisation Frequency   % 

     Public Sector 
 

124 
 

27.1% 
Private Sector Large 190 

 
41.5% 

Small Private Sector Company 
 

144 
 

31.4% 

     N=   458   100.0% 

Table 6.4: Profile of respondents – organisation sectoral breakdown 

 

5. Job Level 

Job Level   Frequency   % 

     Owner 
 

57 
 

12.4% 
Senior 
Management 

 
114 

 
24.9% 

Middle Management 254 
 

55.5% 
Junior / Entry Level 33 

 
7.2% 

 	 	 	 	N=   458   100.0% 

Table 6.5: Profile of respondents – level in organisation 

 

6. Knowledge 

Knowledge of ISP 
rules and procedures 
at work   Frequency   % 

     No Knowledge 
 

15 
 

3.3% 
A Little Knowledge 

 
63 

 
13.8% 

A Working Knowledge 217 
 

47.4% 
A high degree of knowledge 156 

 
34.1% 

There are no guidelines, rules or policies 7 
	

1.5% 

	 	 	 	 	N=   458   100.0% 

Table 6.6: Profile of respondents – information security knowledge in the 

workplace 



Chapter 6: Findings    
           

174 

The purpose in profiling the sample in this way is to ascertain if the sample is 

appropriate to the subject of the study. The study did not set out to make any 

determination in relation to age and the uneven split of male / female respondents 

is a feature of the sampling process, rather than any manipulation of what was 

otherwise a random selection process. This study also specifically sought to sample 

people who are active in the workplace (i.e. not a student sample) and with 95.4% 

of respondents between the ages of 21 and 59, suggested that the sampling 

structure was likely to achieve its aims. Most respondents are either working in 

Ireland or other primarily English speaking countries (94.1%) indicating that the 

research instrument, which involves significant reading, should not present an issue.  

There is a reasonably even split of organisation types in the sample, although the 

seniority of respondents is biased somewhat in favour of middle and senior 

management. This may represent a point of interest in interpreting the results of 

the analysis. Importantly, nearly all respondents seem to be aware that information 

security is an issue in the workplace – only 22 respondents (4.8%) replied that they 

either had no knowledge of information security practices or policies in their 

workplace or that there were none in existence. As a study that is examining 

peoples’ attitudes and thoughts on this subject it is therefore appropriate that 

respondents have some degree of knowledge in this area. 

Although the full data set was not required to provide minimum confidence to the 

subsequent statistical analysis, it does add to the power of those conclusions. In 

light of the profile of respondents there was no compelling reason to segregate the 

file and consequently the data set was not divided or further analysed according to 

socio-demographic characteristics.  

6.2.4 Data Screening 

Notwithstanding the point made in the previous paragraph, the data file was 

examined prior to any detailed analysis, to ensure its usability, reliability and validity. 

Therefore the data was assessed for missing data, outliers, multicollinearity and 

reliability. The issue of normality of the data, and its consequences for the 

methodology in this study are addressed in a later section of this chapter (section 

6.3.2.1). 

Missing Data was not relevant in the current study. Sometimes representing bias 

issues, the questionnaire was administered to enforce completion, so therefore each 

response was a completed response or was adjudged to be a non-attempt. Thus the 

data file only includes completed responses. 
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Outliers can influence results by pulling away from the median, although caution 

needs to be exercised when addressing multivariate outliers because responses not 

conforming to an expected theory, or majority of the sample, does not negate their 

legitimacy (Gaskin 2016b). However, one cause of outlier data tested for was that 

of unengaged responses, in the form of extreme “straightlining”, whereby 

respondents rush through the survey while selecting the same answer each time. 

Responses for all Likert scale items were selected and a standard deviation 

calculated on the individual scores. Following the approach of Gaskin (2013) none 

of the responses were found to have a standard deviation at or close to zero and 

therefore no cases were required to be deleted. In the context of actual response 

outliers, the view taken was consistent with Gaskin (2016a), that outliers do not 

really exist in Likert-scales. Answering at the extreme (1 or 7) is not necessarily 

representative outlier behaviour, and so while boxplots for each variable recorded 

were examined, it was not possible to justify a rationale for amending or removing 

any responses.  

Reliability can be assessed at many levels. For example, when conducting 

Exploratory Factor Analysis, emerging factors are tested for reliability as well as 

convergent and discriminant validity, and in the case of the current research this is 

reported below when presenting the findings of the EFA process. However, in a 

preliminary step, all reported scales in the questionnaire were assessed for reliability. 

Using SPSS version 24, the Cronbach’s alpha coefficient for each scale was 

calculated, which according to most researchers should show values of .7 or more 

in order to exhibit internal reliability, although values in excess of .6 are sometimes 

deemed acceptable for exploratory scales (Hair et al. 2014; Pallant 2013). In 

addition the Inter-item correlation was examined for each scale to ensure that it was 

positive and the mean inter-item correlation was also reviewed. This latter measure 

should ideally be in the range of .2 to .4 (Briggs and Cheek 1986) and is particularly 

useful as an assessment of reliability in cases where scales are short. An additional 

criterion considered was the Corrected Item-Total Correlation, which should 

contain values greater than .3 (Pallant 2013).  However, the main deciding factor 

was the Cronbach’s alpha coefficient. Where this was below .7, the additional 

factors were considered, and in cases where an item did not meet the thresholds for 

all three criteria – Cronbach’s Alpha, Mean Inter-item Correlation and Corrected 

Item Total Correlation - it was dropped from the scale. The net result of this 

approach was that one item was dropped from the Prior Punishment Experience 

(PPE) scale and two items related to benefits were noted for further review, but not 

eliminated until after the completion of the factor analysis. The actual results and 

decisions taken in this regard are presented in Appendix H1. 
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Multicollinearity exists when independent variables are highly correlated (Pallant 

2013, p. 157). In effect this means that the variances explained by independent 

variables in a model are overlapping and is determined by calculating either the 

tolerance value for collinearity in SPSS or the Variance Inflation Factor (VIF), with 

these two measures being inverses of one another. Pallant (2013) suggests that VIF 

values should be less than 10. Gaskin (2013) concurs, but is more exacting with his 

criteria suggesting that with a VIF greater than 10 there definitely is a problem, 

where it is greater than 5 there is likely a problem, greater than 3 a potential 

problem, but that when it is less than 3, the situation is ideal. The test performed 

with the current data set involves including the 6 truly independent variables in a 

linear regression, and while using one of them as a notional dependent variable, 

calculating the VIF. Swapping out the notional dependent variable for one of the 

other independent variables and recalculating the VIF is subsequently done and the 

test is repeated until all of the independent variables have been used as a notional 

dependent variable. The actual results from this test are presented in Appendix H2, 

and show that the highest VIF calculated is 2.044, which is well below the lowest 

threshold and indicates that the data does not display any signs of multicollinearity.  

6.3 FACTOR ANALYSIS 

The first step in the exploration of the data was to derive an initial set of factors for 

the Benefits construct, which in effect means addressing Research Question 2 prior 

to addressing Research Questions 1 and 3. This was done using the amalgamation 

of the two phases of data collection (conducted during March / April and 

September / October 2016). Email invitations were sent to a panel of 1,193 

individuals (as described in section 5.6.2.5 of the previous chapter entitled ‘Step 7: 

Selecting the Sampling Frame’).  

6.3.1 Exploratory Factor Analysis 

An Exploratory Factor Analysis (Principal Components Analysis) was carried out 

using SPSS version 24.  Although the process took place in several stages, the 

sample was initially evaluated to determine its appropriateness for factor analysis. 

One such measure is the Bartlett test of sphericity, which indicates a statistical 

significance that the correlation matrix has significant correlations among at least 

some of the variables. Another important measure is the Kaiser-Meyer-Olkin 

Measure of Sampling Adequacy, which measures the degree of intercorrelations 

among the variables and according to Hair (2014) can be interpreted using the 

guidelines shown in the Table 6.7 below:  
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Kaiser-Meyer-Olkin Measure of 
Sampling Adequacy (MSA) Verdict 

   .80 or above 
 

Meritorious 
Between .70 and .80 

 
Middling 

Between .60 and .70 
 

Mediocre 
Between .50 and .60 

 
Miserable 

.50 or below 
	

Unacceptable 
		 		 		

Table 6.7: Criteria for assessing MSA statistic Source: (Hair et al. 2014) 

A further criteria for examining correlations of variables in a matrix exists at the 

variable level itself by examining the sampling adequacy of each individual variable 

and where necessary eliminating those variables with MSA values under .50 

The complete set of 24 items in the dataset that were initially conceptualised as 

benefits of offending (hereinafter referred to simply as benefits), were entered into 

the factor analysis and the initial solution was examined for sampling adequacy and 

significance of correlations (Hair et al. 2014).   The initial solution yielded a Kaiser-

Meyer-Olkin measure of sampling adequacy of .909, which according to the table 

above is meritorious. Similarly, the diagonals of the anti-image correlation matrix 

were also examined to ensure that all values were in excess of .5, supporting the 

inclusion of each item in the factor analysis. In addition, the Bartlett’s test of 

sphericity was significant in the initial analysis (X2
(276) = 7,387.18, p < .001), and so 

the sample was deemed suitable for factorability. 

The extraction method used was principal components analysis, which was used 

because the initial purpose was to summarise most of the initial variance in a 

minimum number of factors for prediction purposes. In selecting a rotation 

method the initial choice was between orthogonal and oblique rotation methods. 

While the former tends to generate results that are easier to interpret and report on 

they also “strain” reality by assuming that the variables are independent 

(Tabachnick and Fidell 2006). Given that in social science a certain level of 

correlation between factors is always expected, and particularly so in this case, an 

oblique rotation type – Promax - was chosen because of its suitability for large 

datasets (Gaskin 2016b).  

The extraction was unconstrained, allowing the data to suggest underlying 

dimensions based on Eigenvalues greater than 1. The initial solution provided a 

five-factor solution, explaining 68.8% of the variance. However, examination of the 



Chapter 6: Findings    
           

178 

pattern matrix indicated several cross-loadings, necessitating elimination of 

variables. 

Item elimination was based on a number of criteria. At each stage Bartlett’s test, the 

overall KMO measure, and the MSA for each variable (based on inspection of the 

diagonals in the anti-image correlation matrix) were considered. In each instance 

sufficiency was achieved. Thus, item elimination was based on an assessment of 

communality scores and factor loadings. Communality values of less than .5 were 

selected for elimination. In relation to factor loadings, the pattern matrix was 

examined and considered two aspects – the strength of the main factor loading for 

an item and whether it cross-loaded (loaded on more than one factor). Items with 

main factor loadings of less than .5 were marked as candidates for elimination. In 

addition, items that cross-loaded were assessed on two bases – (i) the strength of 

the cross-loading (where it exceeded .32 the item was deemed to be a candidate for 

elimination) and (ii) the difference between the first and second loadings (where 

this was less than .11 the item was also deemed to be a candidate for elimination). 

In the case of this exercise no item loaded on more than two factors thus avoiding 

the need to consider differences across more that two factors.  

In situations where more than one item was designated as a candidate for 

elimination the decision to eliminate an item was based on an assessment of the 

severity of its cross-loading, the level of its main loading, followed by its 

communality value. In this way, items were eliminated one by one and following 9 

iterations, a clean pattern matrix with comparatively high loading factors was 

achieved. The results obtained for each step along with an explanation of the 

criteria for item elimination is contained in Appendix I.  

6.3.1.1 Factor Solution 

The final solution provided a Kaiser-Meyer-Olkin measure of sampling adequacy of 

.887. All items in the the diagonals of the anti-image correlation matrix were in 

excess of .5, the Bartlett’s test of sphericity was significant (X2
(120) = 5,085.18, p < 

.001) and the lowest communality score was .595. Yielding a four-factor structure, 

the model explained almost 75% of the variance (see tables 6.8 and 6.9 below).  

An alternative strategy for item elimination was also adopted, whereby items were 

not eliminated one by one. Instead all cross-loading items were eliminated together, 

and then items with low communality scores were eliminated. This did not provide 

a solution with any degree of difference that would merit discarding the original 

approach.  
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Factor 

 

Comm 
* 1 2 3 4 

STA3 0.709 0.899       
THR3 0.771 0.893       
STA1 0.687 0.874       
STA2 0.728 0.868       
EST2 0.723 0.821       
THR1 0.668 0.796       
EST3 0.740 0.785       
THR2 0.595 0.762       
EST1 0.671 0.654       
REL1 0.880   0.941     
REL3 0.854   0.928     
REL2 0.686   0.807     
ALT2 0.822     0.910   
ALT3 0.799     0.859   
FIN1 0.805       0.902 
FIN2 0.807       0.892 
Extraction Method: Principal Component Analysis.  

 Rotation Method: Promax with Kaiser Normalization. 

Table 6.8: Summary of items and loadings for Benef i t s  (of offending)  

A summary of the variance explained by each factor and the relevant Eigenvalues 

are presented in the table below. 

Factor Eigenvalue %age of 
variance 

Cumulative 
% 

    1 7.110 44.437 44.437 
2 2.089 13.059 57.496 
3 1.624 10.152 67.648 
4 1.123 7.017 74.665 

		 		 		 		
 

Table 6.9: Total Variance Explained  

 

6.3.1.2 Reliability And Validity 

Before considering the results of the exploratory analysis, the resulting factor 

structure was assessed for reliability and convergent and discriminant validity. 

Reliability is assessed by computing a Cronbach’s alpha for each factor suggested by 

the EFA. Most researchers agree that the value for Cronbach’s alpha should exceed 
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.7 (Gaskin 2016b; Hair et al. 2014; Pallant 2013) as is the case in the table reported 

below. 

 

Factor Number of 
Items 

  
α 

   1 9 0.940 
2 3 0.886 
3 2 0.772 
4 2 0.761 

      

Table 6.10: Assessment of internal consistency 

 

Convergent Validity signifies that the variables within a single factor are highly 

correlated. This is generally determined by looking at the strength of the factor 

loadings. In turn, the required strength of the factor is a function of the sample size 

with higher factor loadings required for smaller sample sizes. In commonly seen 

guidelines(Gaskin 2016b; Hair et al. 2014), these range from factor loadings of .75 

for a sample size of 50 to .30 for a sample size of 350 or over. In practice 

researchers like Gaskin (2016b) suggest that, regardless of sample size, loadings 

should be greater than .50 and average out to greater than .70 for each factor. In the 

case of the current data (reading from Table 6.8 above) all factor loadings are 

greater than .50 with averages for each of the factors in excess of the .70 threshold 

– Factor 1 (.817), Factor 2 (.892),  Factor 3 (.885) and Factor 4 (.897). Therefore the 

factor structure can be said to display convergent validity. 

Discriminant Validity is the extent to which factors stand alone and are not 

measuring the same thing i.e. are distinct and uncorrelated. In the first instance 

(reading again from Table 6.8 above) there are no cross loadings. This indicates that 

the structure displays discriminant validity but is a direct result of the item retention 

/ elimination policy of the EFA, that ensured that all cross-loadings were 

eliminated rather than simply eliminating cross loadings based on acceptable 

tolerances. Further evidence of discriminant validity can be obtained from an 

examination of the Component Correlation Matrix from the final EFA solution 

(reproduced in table 6.11 below).   
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Component Correlation Matrix 
  Component 1 2 3 4 

1 1.000 0.496 0.098 0.138 
2 0.496 1.000 0.288 0.068 
3 0.098 0.288 1.000 0.139 
4 0.138 0.068 0.139 1.000 

Table 6.11: Inter-factor correlations  

The largest inter-factor correlation is between Factor 1 and Factor 2 at .496. This is 

below the .7 threshold or in other words squaring this value (.496 x .496) gives a 

value of .246 which means that a shared variance of 24.6%. This is within 

acceptable limits, which would be breached if the value was 49% or higher and 

means that the structure as outlined displays discriminant validity. 

6.3.2 Confirmatory Factor Analysis (CFA) 

The final set of items from the exploratory assessment stage represent the initial a 

priori measurement model of the Benefits construct. This does not represent 

completion however, because the objective of this part of the research is to develop 

and validate a measure of the Benefits, and in order to complete this process the 

items emanating from the exploratory stage require statistical confirmation. To this 

end, CFA as prescribed by Structured Equation Modelling (SEM), was used to test 

the extent to which the initial a priori measurement model represented the data 

sample. Following the guidance provided by Byrne (2013), Gaskin (2016a) and Hair 

et al. (2014) this was performed on the overall sample using SPSS AMOS V.24. 

6.3.2.1 Normality 

With regard to the assumption of normality in the conduct of SEM (Byrne 2013) 

p.102, states that data should be multivariate normal and particularly problematic 

data is data that is extremely kurtotic. This is because, as a method of estimation 

SEM concerns itself primarily with covariance structures, which are more severely 

impacted by kurtosis than skew (DeCarlo 1997) the latter having more of an impact 

on tests of means. In determining an appropriate value for the re-scaled kurtosis 

index, there appears to be no clear consensus on an appropriate threshold (Kline 

2011), with suggestions of between 8 and 20 (Kline 2011) or more conservatively 

values greater than 7 (West et al. 1995) considered as substantially kurtotic. Thus 

reviewing the values in the assessment of normality output from AMOS, for both 

the malicious and non-malicious groups in the current sample, reveals no items to 

be substantially kurtotic. Although the critical ratio for the index of multivariate 

kurtosis, is suggestive of non-normality in the sample, alternative approaches may 



Chapter 6: Findings    
           

182 

not be feasible. For example the use of asymptotic distribution free estimation 

would require a far greater sample size (minimum of 2,000) and the selection of a 

different method such as the Satorra and Bentler (2001) approach is not available in 

the AMOS program. Interestingly with regard to this latter point, Byrne (2013) 

conducted a parallel analysis of data (that displayed similar kurtosis profiles to the 

current sample) in the ESQ program using the Satorra-Bentler statistic and 

although some differences emerged, the overall conclusions remained the same (p. 

127). This bears out Bentler and Chou’s (1987) point that “normal theory ML 

estimators are almost always acceptable even when data are non-normally 

distributed” and coupled with the lack of any substantially kurtotic variables in our 

sample as well as the view that in moderately large samples, where n >200, the 

effects of kurtosis (and skewness) are diminished (Tabachnick and Fidell 2006), 

leads to the conclusion that the Maximum Likelihood (ML) estimation method is 

suitably robust for the results presented here. 

6.3.2.2 CFA Process 

Hair et al (2014) recommend a six stage approach to testing measurement theory 

validation with CFA, where Stage 1 refers to definition of the individual constructs. 

In the case of benefits, this has been documented in the previous chapter and is 

consistent with the initial stages of the construct development methodology 

prescribed by Lewis (2005). With its genesis in literature and encompassing the 

views of a multi-disciplinary panel of social science researchers, the scale items for 

each dimension of the proposed construct have been subjected to testing in the 

pilot study (described in full in Appendix G) where they exhibited reliability and 

relevance. Where possible existing scales were used or adapted, but because the 

construct is somewhat underexplored this also necessitated the creation of some 

new measures. In effect, Exploratory Factor Analysis provided the final aspect of 

the definition of the individual elements of the construct.  

Stage 2 of CFA is about developing the overall measurement model. In line with 

the recommendations of Hair et al. (2014), the benefits model was guided by several 

principles. At the forefront of these was the concept of unidimensionality – where a 

set of measures (indicators) can be explained by only one underlying construct. 

Iterating the initial EFA until it contained no-cross loadings and then using the 

result as the basis for the measurement model achieved this. Other recommended 

principles employed in the development of the measurement model were that no 

latent construct was indicated by a single measure variable, and within-construct 

error covariance terms were fixed at zero (there were no between-construct error 

covariances). 
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The benefits construct, was identified as containing four first-order factors. Each 

construct had one indicator that was specified with a non-zero loading, in order to 

set the scale of the construct, with a zero loading on the other variables. Each of 

the four factors were correlated and in the initial model, the error terms associated 

with each measurement item were uncorrelated. 

Because this study has at its epicentre the objective of comparing and contrasting 

malicious and non-malicious behaviours of employees, multiple-group analysis was 

added to the model, prior to fitting. Two groups were identified corresponding to 

these two categories, representing the respondents who answered the malicious (n 

= 243) and non-malicious questionnaires (n = 215). Iterations of the model then 

produced an appropriate model fit, which necessitated co-varying a number of the 

within-construct error terms (in each case these were between items which had 

been considered similar at the outset and consequently were plausible actions). The 

specified model is shown in Figure 6.1 below.  
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Figure 6.1: Factor Model for Benef i t s  construct 

* Factor named “Job Fulfilment” is labelled “JFulfil” above for space reasons 
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Stage 3 of the approach to CFA considers issues related to research design prior to 

model assessment. In this context, adequacy of sample size, has already been 

discussed in a previous section (Section 6.2.2 Response Quality). A further issue, 

identified by Hair et al. (2014) as unique in specifying the model, is the process of 

“setting the scale” of a latent factor. This was done by applying a value of 1 to one 

of the factor loadings on each construct. Finally, two of the constructs contained 

less than three indicator items and produced error variance items less than zero – 

termed Heywood cases – which were ‘fixed’ by setting the offending estimates to a 

very small value of .001 (Dillon et al. 1987). 

Stage 4 of the Hair et al. (2014) approach to CFA involves assessing the 

measurement model validity. Before examining how the measurement model fits 

reality it is first necessary to determine the existence of convergent and 

discriminant validity as well as reliability. The measure used for reliability is 

Composite Reliability (CR) and Average Variance Extracted (AVE) is used to test 

for Convergent Validity. Examining if the Maximum Shared Variance (MSV) is less 

than the AVE, and if the square root of AVE is greater than inter-construct 

correlations assesses discriminant Validity. No reliability or validity concerns were 

found in the initial CFA solution, as per these indicators as reported in the table 

below:  

 
CR AVE MSV Altruism Jfulfil Relief Financial 

Altruism 0.788 0.654 0.151 0.809       
JFulfil 0.936 0.621 0.249 0.175 0.788     
Relief 0.894 0.741 0.249 0.389 0.499 0.861   
Financial 0.789 0.660 0.032 0.180 0.162 0.096 0.812 

Table 6.12: Assessment of reliability and validity 

Having established that there are no issues in this regard it is permissible to 

proceed with an initial examination of how the theorised model fits reality as 

represented by the sample. Largely achieved by reviewing a number of key fit 

statistics, the output from the AMOS software provides a plethora of such 

statistics. Traditionally, the chi-square statistic has been used as a measure of model 

fit with a smaller chi-square, and one that is statistically non-significant (p > .05), 

representing a good model fit. However, there has been much debate about the use 

of this approach because it only offers a dichotomous decision rather than any 

assessment of degree of fit and is extremely sensitive to sample size, regularly 

showing up as significant. Accordingly more illustrative and flexible indicators such 

as the X2 / degrees of freedom ratio (Wheaton et al. 1977) have become more 
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commonplace with the latter being one of the key indicators reported in the  

remainder of this chapter.  

Because of the number of fit indices available, reporting and making a decision 

using all of them would be both cumbersome and restrictive. Addressing this issue 

Hair et al. (2014) propose that adjudication of goodness of fit should rely on at 

least one absolute fit index and one incremental fit index as well as the X2 results. 

The table below provides an overview of the threshold values for a series of these 

fit indices as suggested by various sources (Byrne 2013; Gaskin 2016a; Hair et al. 

2014). 

 

	
Acronym Threshold 

Absolute Measures 		 		
Chi-square/df CMIN/DF 1 <   X2 / d.f   < 3 
Goodness of Fit Index GFI > .9 
RMSEA RMSEA <.05 good; .05 to .10 okay 
	 PCLOSE > .50 
	 HI / LO < .05 and < .08 respectively 
Incremental Fit Measures   
Comparative Fit Index CFI > .95 great; > .90 traditional 
Incremental Index of Fit IFI > .95 great; > .90 traditional 
Normed Fit Index NFI > .95 great; > .90 traditional 
Tucker Lewis Index TLI > .95 great; > .90 traditional 
Parsimony Indices   
Adjusted Goodness of Fit Index AGFI > .80 
Parsimony Goodness of Fit Index PGFI > .50 

Table 6.13: Goodness of Fit Threshold Values 

The complete factor model presented in Figure 6.1 above postulates that benefits, in 

the context of information security misbehaviours is a four factor structure, 

composed of Job Fulfilment, Relief, Altruism and Financial. This model achieved 

reasonably good fit as shown in table 6.14 below. It was decided to pursue all of 

the analysis based on this first order factor model as it facilitates addressing the 

research questions and it is unlikely that a second order factor model would be 

achievable, given the diversity already involved in measuring the benefit dimensions 

across two distinct behaviour types. 
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Absolute Measures   
 CMIN/DF 

 
2.059 † 

GFI 
 

0.904 † 
RMSEA 

 
0.048 † 

 
PCLOSE 0.661 

 
 

HI / LO 0.041  / 0 .055 
 Incremental Fit Measures 
 CFI 

 
0.957 † 

IFI 
 

0.957 † 
NFI 

 
0.920 

 TLI 
 

0.946 
 Parsimony Indices   
 AGFI 

 
0.863 † 

PGFI   0.635 † 
†   Indicators that suggest reasonable fit  

Table 6.14: Benef i t s  CFA Goodness-of-fit statistics 

In keeping with Hair et al.’s (2014) guidance that the thresholds from a minimum 

of one of each of the absolute and incremental fit indices should be met, in 

addition to the chi-square results, the statistics reported above would suggest 

reasonable overall fit. Although the Normed Fit Index and the Tucker Lewis Index 

are below the modern ideal thresholds they are still in excess of the traditional 

thresholds for these indices. While most of these measures have simple thresholds, 

the RMSEA statistic at .048 is not just at an appropriate level, but the HI / LO 

statistic represents a 90% confidence interval. Therefore there is 90% confidence 

that the RMSEA statistic will fall within the bounds of .041 and .055, the upper 

bound being less than the value suggested by many theorists and the probability of 

this close fit being greater than .5 (p = .661), again indicating that the hypothesised 

model fits the data well. 

6.3.2.3 CFA Multi-group assessment 

Before proceeding with any further analysis, and bearing in mind the objective of 

this study, it is necessary to consider the validity of the measurement model in 

context. This is reported in this section at two levels Configural Invariance and Metric 

Invariance. 

Configural Invariance tests whether the factor structure represented in a CFA 

achieves adequate fit when two groups are tested together and without any cross-

group path constraints. This simply involves examining the fit indices for a model 

with two groups and looking at the overall fit indices. All of the results reported in 

the previous section are from such an analysis and given the conclusion that 
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reasonable fit has been achieved, means also that the model has configural 

invariance. 

Metric Invariance can be tested in different ways. The simplest is to perform a chi-

square difference test. This yields the following result: ΔX2
(9) = 27.63. Consulting 

the X2 distribution table this is significant at a probability value of .001 and given 

that the X2 statistic argues for non-invariance may be indicative of a problem. 

However, taking the CFI as an alternative indicator (one that argues for invariance) 

a different picture emerges: ΔCFI has a value of .004, which is less than the 

threshold point of .01 (Cheung and Rensvold 2002), thereby indicating that the 

model is completely invariant. Byrne et al. (2013) argue that faced with these 

competing findings the decision on which one to accept is purely an arbitrary one 

resting solely with each individual researcher. However a more informed opinion 

can be gleaned from an examination of the individual elements of the model to see 

which parameters could be causing any invariance. 

The following paragraphs describe a multi-group moderation test, using the 

regression weights for both groups and the critical ratios for differences, as output 

by the AMOS software. In turn a z-test statistic is calculated using an online 

resource (Gaskin 2013) where the individual items in the model are assessed for 

their statistical differences across the groups. The results are presented in Table 

6.15 below. 

	 	 	 	 	 	 	 	

  
  Malicious  NonMalicious   

      Estimate P Estimate P z-score 
THR3 <--- JFulfil 1.842 *** 1.551 *** -1.421 
STA1 <--- JFulfil 0.969 *** 0.955 *** -0.130 
STA2 <--- JFulfil 1.098 *** 1.037 *** -0.557 
EST2 <--- JFulfil 1.748 *** 1.599 *** -0.709 
THR1 <--- JFulfil 1.549 *** 1.168 *** -2.075** 
EST3 <--- JFulfil 1.398 *** 1.448 *** 0.273 
THR2 <--- JFulfil 1.584 *** 1.319 *** -1.221 
EST1 <--- JFulfil 1.262 *** 1.343 *** 0.433 
REL3 <--- Relief 0.976 *** 0.983 *** 0.103 
REL2 <--- Relief 0.832 *** 0.723 *** -1.340 
ALT3 <--- Altruism 1.467 *** 1.188 *** -1.163 
FIN2 <--- Financial 0.649 *** 1.903 *** 5.484*** 
Notes: *** p-value < 0.01; ** p-value < 0.05; * p-value < 0.10 

Table 6.15: Invariance test results for 2-Group model 
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Reviewing Table 6.15 using the criteria that there should be at least one indicator 

for each factor that is not significantly different between the groups at a (p < .01) 

level, reveals that this is the case for the first three factors. The final factor 

“Financial” only has 2 indicators, one of which was constrained and removed from 

the comparison, with the other second indicator - “FIN2” being statistically 

different between the groups. This could represent invariance in the model across 

the two groups. The measurement model was also examined for Common Method 

Bias (CMB) using a Common Latent Factor (CLF) to capture the common variance 

among all observed variable in the model. There was some evidence of CMB in the 

factor called Job Fulfilment but not in the other factor, leading to the conclusion 

that the new factor may be slightly affected by common method bias.  However, it 

is not intended to compute composite values prior to preparation of a full path 

analysis. Rather, the following sections of the chapter will discuss the preparation 

of a hybrid multi-group SEM path analysis including this measurement model, and 

the factor labelled “Financial” will be kept under review as the estimates for the full 

explanatory model are calculated. 

6.3.3 Summary of Factor Analysis for “Benefits from Offending” 

In much of the prior published literature, the aspect of offending or breaking 

information security rules, has typically been operationalised as some measure of 

time-saving (Vance and Siponen 2012), personal feelings (Bulgurcu et al. 2010) or 

occasionally financial benefit (Hu et al. 2011). In this study, emerging from Stage II 

/ Step 4 of the research process depicted in Figure 5.9 in the previous chapter, was 

a need to examine this phenomenon more comprehensively. Thus the 

operationalisation of the research instrument included 24 items designed to 

measure how a person that offends against the information security policies and 

rules in their organisation may view the benefits, to themselves, of such actions. 

These were initially conceptualised as 8 groups of 3 items, although it is important 

to note that this did not imply any a priori view as to their structure – but was 

merely a means of grouping items together while also incorporating or drawing on 

items from established literature (Bulgurcu et al. 2010; Guo et al. 2011; Hu et al. 

2011; Vance and Siponen 2012). 

Starting from a basis of no a priori view of the structure, an exploratory factor 

analysis (EFA) was conducted which allowed the data to freely suggest its own 

structure. In line with standard practice (Gaskin 2016b; Hair et al. 2014), the 

process was iterated until a clear factor structure emerged with no cross-loadings 

resulting in a 4-factor structure for the construct. Each of the factors was in turn 
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reviewed for face validity (to see did the groupings actually make sense) before 

proceeding to the next stage. 

The final stage of the factor analysis was to confirm the 4-factor structure. In other 

words this final stage did begin with a priori assumptions regarding structure. This 

analysis was tested using the tools that form part of structured equation modelling 

(SEM) and resulted in a conclusion consistent with the EFA. 

Although this phase of the research was conducted first, it was actually motivated 

by the second of the research questions: 

RQ2: What perceptions of benefits does the insider take into account before 

violating policies? 

Having established that such benefits are made up of four dimensions of Job-

Fulfilment, Relief of frustration, Altruism and Financial benefits, the remaining 

objectives of the research needed to be pursued. This is the subject of the following 

sections. 

6.4  STRUCTURED MODELLING  

As previously indicated the approach to this research is guided by the six-stage 

process proposed by Hair et al. (2014). Stages one to four covered the CFA 

process, beginning with the definition of the model constructs through to assessing 

the measurement model validity. Once this measurement model has been deemed 

suitably valid it is appropriate to incorporate it into in a theoretical structural 

model. The specification of this structural model (assigning relationships from one 

construct to another based on what is theorised in the research), is the focus of 

Stage 5 of the Hair et al. (2014) process and the subject of the following 

subsections. 

This section provides findings of the multi-group structural model using the two 

groups of interest to this study namely, respondents who were questioned about 

hypothetical non-malicious rule-breaking behaviour (n=215) and those asked about 

malicious rule-breaking behaviour (n=243). The findings are structured according 

to the research hypotheses as proposed in earlier chapters of this thesis (as 

amended by the findings from the factor analysis), and were examined for both 

groups. While the benefits construct and its dimensions were confirmed in the 

CFA process, the full causal model as proposed in Chapter 4 contains a number of 

additional constructs. Illustrated in Figure 6.2 below, the CFA model for each 

group was incorporated into the larger structural model (a full version of this 

model as output from AMOS is shown in Appendix J, but is not shown here for 
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clarity purposes). In preparing the model, exogenous and endogenous variables 

were identified and correlational paths replaced with structural relationships. Using 

AMOS V.24 a structural model was prepared and assessed.  

 

Figure 6.2: Proposed Structural Model 

6.4.1 Goodness-of-fit 

Although the CFA model had already been assessed for goodness-of-fit, the 

expanded model required a similar assessment before considering the implications 

of its structural associations. 

Consistent with the approach taken in the preparation of the CFA model, a good 

model fit was not achieved at the initial attempt. A number of within-construct 

error variances were co-varied before the model fit statistics described in Table 6.16 

below were achieved. In assessing these statistics the guidance provided by Hair et 

al. (2014) was again adhered to, whereby a minimum of one absolute and one 

incremental fit index is required in addition to the X2 results to determine 

goodness-of-fit.  

While the Tucker Lewis Index is below the modern ideal value of .95, it is still in 

excess of the traditional threshold of .90 and the Hi / Lo statistic from the RMSEA 
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value indicates that there is 90% confidence that the value will be between .044 and 

.053, further indicating reasonable fit. 

 

Absolute Measures   
 CMIN/DF 

 
2.066 † 

GFI 
 

0.868 
 RMSEA 

 
0.048 † 

 
PCLOSE 0.726 

 
 

HI / LO 0.044  / 0 .053 
 Incremental Fit Measures 
 CFI 

 
0.931 † 

IFI 
 

0.933 † 
NFI 

 
0.877 

 TLI 
 

0.907 † 
Parsimony Indices   

 AGFI 
 

0.806 † 
PGFI   0.591 † 
†   Indicators that suggest reasonable fit  

Table 6.16: Overall model Goodness-of-fit statistics 

 

In determining that the overall structural model displays reasonable fit and is valid, 

Hair et al (2014) advise that the final element of analysis is the drawing of 

substantive conclusions from the emerging data. In practical terms this represents 

an analysis of the regression weights as output by the AMOS software, and forms 

the basis of the following section. 

6.4.2 Model Assessment 

In analysing the model’s output path coefficients (standardised), standard error and 

residuals were examined for both groups (malicious and non-malicious), and are 

presented in Tables 6.17 and 6.18 below. In the interests of parsimony and clarity 

of presentation, these tables do not include the regression weights for the initial 

measurement model resulting from the CFA process, which is documented 

elsewhere. 

Exogenous variables included Prior Punishment Experience (t_PPE), the two 

neutralisation techniques known as Denial of the Victim (t_Dov) and Metaphor of 

the ledger (t_MOL), Moral Reasoning (t_MOR), Emotional State (t_EMO) and 

Impulsivity (t_IMP). The effects of these on the rational choice calculus, along 
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with their direct effect on the independent variable is discussed in the next section, 

including where there are comparative differences between the two groups. 

H Structural Relationship Estimate Standardised S.E. Sig 

H7 t_FS <--- t_PPE 0.561 0.058 0.612 ns 
H8 t_IES <--- t_PPE 0.281 0.058 0.308 ns 
H9 t_FS <--- t_DOV -1.919 -0.140 1.192 ns 
H10 t_IES <--- t_DOV -1.401 -0.206 0.600 * 
H19 JFulfil <--- t_DOV 0.140 0.278 0.040 *** 
H20 Relief <--- t_DOV 0.095 0.212 0.032 ** 
H21 Altruism <--- t_DOV 0.126 0.351 0.038 *** 
H22 Financial <--- t_DOV 0.058 0.306 0.019 ** 
H11 t_FS <--- t_MOL -2.667 -0.183 1.446 † 
H12 t_IES <--- t_MOL -0.619 -0.085 0.728 ns 
H23 JFulfil <--- t_MOL 0.126 0.235 0.048 ** 
H24 Relief <--- t_MOL 0.182 0.380 0.039 *** 
H25 Altruism <--- t_MOL 0.097 0.254 0.044 * 
H26 Financial <--- t_MOL -0.011 -0.053 0.022 ns 
H13 t_FS <--- t_MOR 1.150 0.216 0.350 *** 
H14 t_IES <--- t_MOR 0.341 0.129 0.176 † 
H27 JFulfil <--- t_MOR -0.043 -0.218 0.012 *** 
H28 Relief <--- t_MOR -0.033 -0.192 0.009 *** 
H29 Altruism <--- t_MOR -0.005 -0.038 0.010 ns 
H30 Financial <--- t_MOR 0.007 0.095 0.005 ns 
H15 t_FS <--- t_EMO -0.273 -0.050 0.332 ns 
H16 t_IES <--- t_EMO -0.143 -0.052 0.167 ns 
H31 JFulfil <--- t_EMO 0.032 0.156 0.011 ** 
H32 Relief <--- t_EMO 0.015 0.084 0.009 † 
H33 Altruism <--- t_EMO 0.008 0.055 0.010 ns 
H34 Financial <--- t_EMO 0.000 0.006 0.005 ns 
H17 t_FS <--- t_IMP -1.483 -0.124 0.906 ns 
H18 t_IES <--- t_IMP -1.272 -0.214 0.456 ** 
H35 JFulfil <--- t_IMP 0.043 0.097 0.030 ns 
H36 Relief <--- t_IMP 0.060 0.153 0.024 * 
H37 Altruism <--- t_IMP 0.005 0.015 0.027 ns 
H38 Financial <--- t_IMP 0.024 0.144 0.014 † 
H39 DV <--- t_PPE -0.016 -0.028 0.025 ns 
H40 DV <--- t_DOV 0.051 0.064 0.056 ns 
H41 DV <--- t_MOL -0.035 -0.041 0.066 ns 
H42 DV <--- t_MOR -0.036 -0.116 0.016 * 
H43 DV <--- t_EMO -0.018 -0.056 0.014 ns 
H44 DV <--- t_IMP -0.048 -0.068 0.039 ns 
H1 DV <--- t_FS -0.007 -0.123 0.004 † 
H2 DV <--- t_IES 0.016 0.136 0.008 † 
H3 DV <--- JFulfil 0.974 0.615 0.113 *** 
H4 DV <--- Relief 0.532 0.300 0.124 *** 
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H Structural Relationship Estimate Standardised S.E. Sig 

H5 DV <--- Altruism -0.152 -0.069 0.139 ns 
H6 DV <--- Financial 0.044 0.011 0.184 ns 
*** Statistically significant at the .001 level ;    **  at the .01 level 

	*  at the .05 level ; †   at the .1 level 	
	 	

Table 6.17: Structural Model (Non-Malicious Group) 

For the purposes of the following analysis the relationships in these two tables 

marked as being significant at the .1 level, are deemed to be statistically not 

significant, in line with convention (Gaskin 2013; Hair et al. 2014; Tabachnick and 

Fidell 2006). 

H Structural Relationship Estimate Standardised S.E. Sig 

H7 t_FS <--- t_PPE 0.914 0.091 0.609 ns 
H8 t_IES <--- t_PPE 0.653 0.136 0.291 * 
H9 t_FS <--- t_DOV -0.242 -0.020 0.916 ns 
H10 t_IES <--- t_DOV -0.842 -0.146 0.437 † 

H19 JFulfil <--- t_DOV 0.021 0.083 0.019 ns 
H20 Relief <--- t_DOV 0.054 0.139 0.023 * 
H21 Altruism <--- t_DOV 0.103 0.328 0.025 *** 
H22 Financial <--- t_DOV 0.026 0.066 0.033 ns 
H11 t_FS <--- t_MOL -4.172 -0.301 1.059 *** 
H12 t_IES <--- t_MOL -1.828 -0.274 0.505 *** 
H23 JFulfil <--- t_MOL 0.079 0.274 0.023 *** 
H24 Relief <--- t_MOL 0.280 0.627 0.027 *** 
H25 Altruism <--- t_MOL 0.044 0.121 0.028 ns 
H26 Financial <--- t_MOL 0.002 0.005 0.038 ns 
H13 t_FS <--- t_MOR 0.405 0.065 0.402 ns 
H14 t_IES <--- t_MOR 0.050 0.016 0.192 ns 
H27 JFulfil <--- t_MOR -0.020 -0.156 0.008 * 
H28 Relief <--- t_MOR -0.026 -0.127 0.010 * 
H29 Altruism <--- t_MOR 0.008 0.051 0.011 ns 
H30 Financial <--- t_MOR 0.018 0.087 0.015 ns 
H15 t_FS <--- t_EMO 0.249 0.045 0.339 ns 
H16 t_IES <--- t_EMO 0.299 0.113 0.162 † 
H31 JFulfil <--- t_EMO 0.024 0.207 0.007 *** 
H32 Relief <--- t_EMO 0.006 0.031 0.009 ns 
H33 Altruism <--- t_EMO 0.015 0.101 0.009 ns 
H34 Financial <--- t_EMO 0.010 0.052 0.012 ns 
H17 t_FS <--- t_IMP -2.052 -0.149 0.957 * 
H18 t_IES <--- t_IMP -0.563 -0.085 0.457 ns 
H35 JFulfil <--- t_IMP 0.041 0.143 0.020 * 
H36 Relief <--- t_IMP -0.015 -0.034 0.024 ns 
H37 Altruism <--- t_IMP -0.033 -0.092 0.025 ns 
H38 Financial <--- t_IMP 0.067 0.145 0.034 † 
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H Structural Relationship Estimate Standardised S.E. Sig 

H39 DV <--- t_PPE -0.015 -0.030 0.027 ns 
H40 DV <--- t_DOV 0.138 0.234 0.043 *** 
H41 DV <--- t_MOL -0.016 -0.023 0.062 ns 
H42 DV <--- t_MOR -0.045 -0.145 0.018 * 
H43 DV <--- t_EMO 0.014 0.051 0.016 ns 
H44 DV <--- t_IMP -0.108 -0.159 0.043 * 
H1 DV <--- t_FS 0.003 0.060 0.005 ns 
H2 DV <--- t_IES 0.002 0.015 0.010 ns 
H3 DV <--- JFulfil 0.928 0.389 0.173 *** 
H4 DV <--- Relief 0.309 0.201 0.130 * 
H5 DV <--- Altruism -0.062 -0.033 0.106 ns 
H6 DV <--- Financial 0.002 0.001 0.077 ns 
*** Statistically significant at the .001 level;    **  at the .01 level 

	*  at the .05 level; †   at the .1 level 	
	 	

Table 6.18: Structural Model (Malicious Group) 

Taken together Tables 6.17 and 6.18 illustrate that there are a number of 

differences in the significant relationships between the malicious and non-malicious 

groups. These differences are shown in a side-by-side comparison of the results in 

Table 6.19 below. 

6.4.3 Hypothesis Testing 

The following sections present the results of the hypothesis testing, structured not 

in order of hypothesis number, but rather mirroring the shape of the research 

model. 

6.4.3.1 Costs / Sanctions 

Hypothesis 1: Formal Sanctions reduce the likelihood of intentional rule violation 

Hypothesis 2: Informal Sanctions reduce the likelihood of intentional rule violation 

The relationship between formal sanctions and the dependent variable (intentional 

IS Rule Violation) was found to be insignificant: P=-.123 (p > 0.05) in the case of 

non malicious acts and was also found to be insignificant and inversely related in 

the case of malicious acts: P= .060 (p > 0.05). In the case of Informal Sanctions 

both the non-malicious group and malicious group showed insignificant 

relationships that were in opposite directions to what had been hypothesised with 

values of P= .136 (p > 0.05) and P= .015 (p > 0.05) respectively. Accordingly 

Hypotheses 1 and 2 were rejected for both groups. In a further analysis, sanctions 

were modelled as containing Sanction Severity and Sanction Certainty dimensions 
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rather than Formal and Informal dimensions. The results for this analysis also 

indicated non-significance, as did the model when Sanctions were modelled as a 

unitary construct. 

6.4.3.2 Benefits 

The benefits from offending have been the subject of a considerable part of this 

research, developed through the Exploratory Factor Analysis (EFA) and 

subsequently confirmed in the CFA process. This was in response to RQ2: What 

perceptions of benefits does the insider take into account before violating policies? 

However, emanating from that are a number of hypotheses exploring the 

relationship with the dependent variable; 

Hypothesis 3: Perceptions of job fulfilment from offending will lead to intentional rule violation 

Hypothesis 4: Perceptions of frustration relief from offending will lead to intentional rule violation 

Hypothesis 5: Perceptions of altruism from offending will lead to intentional rule violation 

Hypothesis 6: Financial benefits from offending will lead to intentional rule violation 

In relation to Job Fulfilment from offending this was found to be highly significant 

in the case of the non-malicious group: P= .615 (p < 0.001) and the malicious 

group: P= .389 (p < 0.001). Similarly, for Frustration relief this was also found to 

be extremely significantly related to the dependent variable for the non-malicious 

group: P= .300 (p < 0.001), although where this was examined in relation to 

malicious offences the significance was not as high: P= .201 (p < 0.05). Examining 

the Altruism factor, the direction of the relationship is not as anticipated and is not 

significant in relation to both groups with values of P= -.069 (p > 0.05) and P= -

.033 (p > 0.05) respectively. While the Financial dimension does show a 

relationship that is in the direction anticipated, it is statistically weak in the context 

of non-malicious acts: P=. 011(p > 0.05) and even more so in the context of 

malicious acts P=.001 (p > 0.05). 

Therefore, in relation to benefits while Hypotheses 5 and 6 are rejected, strong 

support is found for both Hypotheses 3 and 4, indicating that Job Fulfilment and 

Relief from Frustration are two benefits from offending that have a strong bearing 

on the intention to commit intentional IS rule violations, and that this applies to 

both malicious and non-malicious acts. 
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6.4.3.3 Prior Punishment Experience 

Prior Punishment Experience (PPE) was conceptualised as a construct that would 

have an effect on the overall sanction aspect of the rational choice process and thus 

is hypothesised to only have an effect on that aspect of the model (as well as the 

dependent variable) 

Hypothesis 7: Prior Punishment Experience will increase the perceived effect of Formal Sanctions 

Hypothesis 8: Prior Punishment Experience will increase the perceived effect of Informal Sanctions 

Hypothesis 39: Prior Punishment Experience reduce the possibility of intentional rule violation 

Although the relationship between PPE and formal Sanctions was in the 

anticipated direction it was not found to be significant for either the non-malicious 

group: P=.058  (p > 0.05) or the malicious group P=.091  (p > 0.05). The same 

result obtained for informal sanctions in the non-malicious group, but by contrast 

the malicious group did show some significance P=.136  (p < 0.05). In terms of the 

effect on the dependent variable, neither the non-malicious or malicious groups 

showed any significances with the relationship actually being in the opposite 

direction to that hypothesised P=-.028  (p > 0.05) and P=-.030  (p > 0.05) 

respectively. 

Therefore, while Hypothesis 7 and Hypothesis 39 are rejected, Hypothesis 8 offers 

mixed results. In relation to non-malicious behaviour the hypothesis is rejected but 

in relation to malicious behaviour there is support for the idea that PPE may have 

an effect on the impact of Informal Sanctions. 

6.4.3.4 Denial of the Victim 

Denial of the Victim is a neutralisation technique whereby a person does not 

consider the victim of an act to be a victim at all. It was therefore hypothesised that 

the neutralisation would have an effect on the impact of sanctions, an opposite 

effect on the impact of benefits with a similar effect on the dependent variable. 

Taking each of these in turn the following picture emerges: 

Hypothesis 9: Denial of the victim will reduce the perceived effect of Formal Sanctions 

Hypothesis 10: Denial of the victim will reduce the perceived effect of Informal Sanctions 

In relation to the impact of Formal Sanctions there is nothing in the data to suggest 

that the Denial of the Victim neutralisation has any contributing effect in the case 

of non-malicious P=-.140  (p > 0.05) or malicious P=-.020  (p > 0.05) rule breaking. 
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However, in the case of Informal Sanctions, while the malicious behaviours 

continue to show insignificance P=-.146  (p > 0.05) the opposite is true of non-

malicious behaviours P=-.206  (p < 0.05). 

Therefore while Hypothesis 9 is rejected and Hypothesis 10 is also rejected in the 

context of malicious behaviour, there is some support for the idea, that in the case 

of non-malicious behaviour the denial of the victim neutralisation may have an 

impact on perceptions of informal sanctions. 

In relation to the benefits side of the rational choice decision the following 

hypotheses were proposed: 

Hypothesis 19: Denial of the victim will have a positive effect on perceived job fulfilment from 

offending 

Hypothesis 20: Denial of the victim will have a positive effect on the perceived frustration relief 

from offending 

Hypothesis 21: Denial of the victim will have a positive effect on the perceived altruism effect of 

offending 

Hypothesis 22: Denial of the victim will have a positive effect on the acceptability of gaining 

financially from offending 

In relation to the effect on job fulfilment this was found to be highly significant for 

the non-malicious group P= .278  (p < 0.001) and non-significant for the malicious 

group P= .083  (p > 0.05). In relation to the effect on frustration relief significance 

extended to both groups, although not at the same level – non-malicious being 

P=.212  (p < 0.01) and malicious being P=.139  (p < 0.05). The effect on the 

Altruism benefit is highly significant for both non-malicious and malicious 

behaviours with values of P= .351  (p < 0.001) and P= .328  (p < 0.001) 

respectively. In the context of the acceptability of gaining financial benefits the 

situation is in line with the job fulfilment situation with the non-malicious group 

showing significance P= .306  (p < 0.01) and the malicious group not showing 

significance P= .066  (p > 0.05). 

Therefore while the Hypotheses 19 and 22 are rejected in the context of malicious 

behaviour, there is strong support for all of the hypothesis above (H19 to H22) in 

the context of non-malicious rule breaking. 

Considering the effect of Denial of the Victim on the dependent variable the 

following hypothesis was put forward: 
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Hypothesis 40: Denial of the victim will increase the possibility of intentional rule violation 

This was not supported for non-malicious behaviour P= .064  (p > 0.05) and is 

thereby rejected. However, in a contrasting position it received strong support for 

malicious behaviour P= .234  (p < 0.001) suggesting that denial of the victim would 

increase the possibility of intentional rule violation in the case of malicious 

behaviours. 

6.4.3.5 Metaphor of the Ledger 

As another technique of neutralisation it was anticipated that Metaphor of the 

Ledger would have a similar effect to the Denial of the victim and thus the pattern 

of hypotheses proposed followed a similar path. Beginning with the effect on 

Sanctions the following were posited: 

Hypothesis 11: Metaphor of the ledger will reduce the perceived effect of Formal Sanctions 

Hypothesis 12: Metaphor of the ledger will reduce the perceived effect of Informal Sanctions 

In regard to both of these hypotheses there is a difference between the two groups 

insofar as both are found to be insignificant for the non-malicious group, but are 

highly significant for the malicious group. For the non-malicious group the effect 

on formal sanctions is: P= -.183  (p > 0.05) and the effect on informal sanctions is: 

P= -.085  (p > 0.05). However, the picture in relation to Malicious acts is very 

different with both the effect on formal sanctions P= -.301  (p < 0.001) and 

informal sanctions P= -.301  (p < 0.001) indicating strong support for hypotheses 

11 and 12 in the case of malicious acts and rejecting them for non-malicious acts. 

Regarding the effect on benefits from offending the following hypotheses were 

proposed: 

Hypothesis 23: Metaphor of the ledger will have a positive effect on perceived job fulfilment from 

offending 

Hypothesis 24: Metaphor of the ledger will have a positive effect on the perceived frustration relief 

from offending 

Hypothesis 25: Metaphor of the ledger will have a positive effect on the perceived altruism effect of 

offending 

Hypothesis 26: Metaphor of the ledger will have a positive effect on the acceptability of gaining 

financially from offending 
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In relation to the effect on job fulfilment this was found to be very significant for 

the non-malicious group P= .235  (p < 0.01) and even more so for the malicious 

group P= .274  (p < 0.001). In relation to the effect on frustration relief both 

groups exhibited high significance, – non-malicious being P=.380  (p < 0.001) and 

malicious being P=.627  (p < 0.001). The effect on the Altruism benefit only shows 

significance for the non-malicious group P= .254  (p < 0.05) with the effect on the 

malicious group being insignificant P= .121  (p > 0.05). In the context of the 

acceptability of gaining financial benefits, neither the non-malicious nor malicious 

groups showed any significance.  

Thus H23 and H24 are supported and H26 is rejected, while H25 is rejected in the 

case of malicious acts but finds support in the case of non-malicious acts. 

Considering the effect of Metaphor of the Ledger on the dependent variable the 

following hypothesis was put forward: 

Hypothesis 41: Metaphor of the ledger will increase the possibility of intentional rule violation 

In the case of the non-malicious behaviour this was not only insignificant but was 

in the opposite direction to that anticipated P= -.041  (p > 0.05). There was a 

similar result for the malicious group P= -.023  (p > 0.05) and so there was no 

support found for Hypothesis 41 across either group, and it is therefore rejected. 

6.4.3.6 Moral Reasoning 

Moral reasoning was also posited to have an effect on costs, benefits and the 

dependent variable and thus the following hypotheses were put forward. 

Hypothesis 13: Increases in levels of moral reasoning increase the perceived effect of Formal 

Sanctions 

Hypothesis 14: Increases in levels of moral reasoning increase the perceived effect of Informal 

Sanctions 

Moral reasoning was found to have a highly significant effect on the perceptions of 

formal sanctions in the case of non-malicious acts P=.216  (p < 0.001). However, 

the opposite was found in relation to malicious acts P=.065  (p > 0.05). This lack of 

significance also manifested itself in relation to Informal Sanctions with both non-

malicious acts P=.129  (p > 0.05) and malicious acts P=.016  (p > 0.05) failing to 

exhibit any significance. Thus hypothesis 14 is rejected and hypothesis 13 is only 

supported in the context of non-malicious acts. 
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Regarding the effect on benefits from offending the following hypotheses were 

proposed: 

Hypothesis 27: Increases in levels of moral reasoning reduce the perceptions of job fulfilment from 

offending 

Hypothesis 28: Increases in moral reasoning reduce the perceptions of frustration relief from 

offending 

Hypothesis 29: Increases in moral reasoning reduce the perceptions of altruism effect of offending 

Hypothesis 30: Increases in moral reasoning reduce the acceptability of gaining financially from 

offending 

In relation to the effect on job fulfilment this was found to be highly significant for 

the non-malicious group P= -.218  (p < 0.001) but slightly less so for the malicious 

group P= -.156  (p < 0.05). In relation to the effect on frustration relief, the picture 

was quite similar, – non-malicious being P= -.192  (p < 0.001) and malicious being 

P=-.127  (p < 0.05). The effect on the Altruism benefit does not show any 

significance for the non-malicious group P= -.038  (p > 0.05) or for the malicious 

group P= .051  (p > 0.05). In the context of the acceptability of gaining financial 

benefits, neither the non-malicious nor malicious groups showed any significance.  

Thus H27 and H28 are supported and H29 and H30 are rejected.  

Considering the effect on the dependent variable the following hypothesis was put 

forward: 

Hypothesis 42: Increases in moral reasoning reduce the possibility of intentional rule violation 

This hypothesis found support in both groups: non-malicious P=-.116  (p < 0.05) 

and malicious P=-.145  (p < 0.05) indicating that levels of moral reasoning have a 

direct impact on the intention to break information security rules. 

6.4.3.7 Emotional State 

Emotional state, operationalised as a mixture of anger and annoyance, was viewed 

as having an impact on both sides of the rational choice equation as well as the 

dependent variable, giving rise to the following hypotheses: 

Hypothesis 15: Increases in emotional state lead to a reduction in the perceptions of Formal 

Sanctions 
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Hypothesis 16: Increases in emotional state lead to a reduction in the perceptions of Informal 

Sanctions  

The results show that for hypothesis 15 emotional state does not show any 

significance for the non-malicious group P=-.050  (p > 0.05) or the malicious group 

P=.045  (p > 0.05). A similar situation persists with hypothesis 16 for both the non-

malicious P=-.052  (p > 0.05) and malicious groups P=.113  (p > 0.05). Accordingly 

Hypothesis 15 and 16 are both rejected. 

Regarding the effect on benefits from offending the following hypotheses were 

proposed: 

Hypothesis 31: Increases in emotional state increase the perceived job fulfilment from offending 

Hypothesis 32: Increases in emotional state increase the perceived frustration relief from offending 

Hypothesis 33: Increases in emotional state increase the perceived altruism effect of offending 

Hypothesis 34: Increases in emotional state increase the acceptability of gaining financially from 

offending 

In relation to the effect on job fulfilment this was found to be significant for the 

non-malicious group P= .156  (p < 0.01) and even more so for the malicious group 

P= .207  (p < 0.001). In relation the Frustration Relief benefit, no significance was 

found for the non-malicious group P= .084  (p > 0.05) or for the malicious group 

P= .031  (p > 0.05). A similar result was found for the Altruism dimension - the 

non-malicious group reading P= .055  (p > 0.05) and the malicious group P= .101  

(p > 0.05). In the context of the acceptability of gaining financial benefits, both the 

non-malicious and malicious groups showed even smaller estimates.  

Therefore hypotheses 32 to 34 are rejected but strong support was found for 

hypothesis 31 (for both groups). 

Considering the effect on the dependent variable the following hypothesis was put 

forward: 

Hypothesis 43: Increases in emotional state increases the possibility of intentional rule violation 

This hypothesis did not find support in either group: non-malicious P=-.056  (p > 

0.05) and malicious P=.051  (p > 0.05). 
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6.4.3.8 Impulsivity 

As a personality trait, Impulsivity was also considered to have an impact on both 

sides of the rational choice equation as well as the dependent variable, giving rise to 

the following hypotheses: 

Hypothesis 17: Impulsivity reduces the perceived effect of Formal Sanctions 

Hypothesis 18: Impulsivity reduces the perceived effect of Informal Sanctions 

In relation to Formal Sanctions, Impulsivity was found to not be significant in the 

case of non-malicious acts P=-.124  (p > 0.05) but was found to be significant in 

the case of malicious acts P=-.149  (p < 0.05).  However, this pattern was reversed 

when the effect on Informal Sanctions was considered where significance was 

found in the case of non-malicious acts P=-.214  (p < 0.01) but not for malicious 

acts P=-.085  (p > 0.05). As a result both Hypothesis 17 and 18 are partially 

accepted in the case of malicious and non-malicious acts respectively. 

Regarding the effect on benefits from offending the following hypotheses were 

proposed: 

Hypothesis 35: Impulsivity increases the perceived job fulfilment from offending 

Hypothesis 36: Impulsivity increases the perceived frustration relief from offending 

Hypothesis 37: Impulsivity increases the perceived altruism effect of offending 

Hypothesis 38: Impulsivity increases the acceptability of gaining financially from offending 

In relation to the effect on job fulfilment this was found to be non-significant for 

the non-malicious group P= .097  (p > 0.05) but was found to be significant for the 

malicious group P= .143  (p < 0.05). In relation the Frustration Relief benefit, the 

significances were reversed with the non-malicious group P= .153  (p < 0.05) 

showing some significance and the malicious group P= -.034  (p > 0.05) being non 

significant. For Altruism - the non-malicious group reading P= .015  (p > 0.05) and 

the malicious group P= -.092  (p > 0.05) also showed non-significance. In the 

context of the acceptability of gaining financial benefits, both the non-malicious P= 

.144  (p > 0.05) and malicious group P= .145  (p > 0.05) showed a tendency 

towards significance, but are nonetheless considered insignificant. 

Therefore, Hypothesis 35 is partially rejected, but only in relation to non-malicious 

acts, with the opposite being true for Hypothesis 36. Both Hypothesis 37 and 38 

are rejected. 
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Considering the effect on the dependent variable the following hypothesis was put 

forward: 

Hypothesis 44: Impulsivity increases the possibility of intentional rule violation  

This hypothesis did not find support in the non-malicious group P=-.068  (p > 

0.05). However in the case of malicious acts a significant relationship was found, 

albeit it in the opposite direction to that hypothesised P=-.159  (p < 0.05). 

Accordingly Hypothesis 44 is rejected, although the implication of the finding of 

significance in relation to malicious acts will be discussed in the next chapter. 

6.4.3.9 Summary of Hypothesis Testing 

The following table 6.19 provides a summary of the results of the hypothesis 

testing, which provide the basis for the discussion in the next chapter. 

		

Hypothesis	

Non	

Malicious	 Malicious	

		 		 		 		
H1 Formal Sanctions reduce the likelihood of 

intentional rule violation 
- - 

H2 Informal Sanctions reduce the likelihood of 
intentional rule violation 

- - 

H3 Perceptions of job fulfilment from offending 
will lead to intentional rule violation 

accept accept 

H4 Perceptions of frustration relief from 
offending will lead to intentional rule 
violation 

accept accept 

H5 Perceptions of altruism from offending will 
lead to intentional rule violation 

- - 

H6 Financial benefits from offending will lead to 
intentional rule violation 

- - 

H7 Prior Punishment Experience will increase 
the perceived effect of Formal Sanctions 

- - 

H8 Prior Punishment Experience will increase 
the perceived effect of Informal Sanctions 

- accept 

H9 Denial of the victim will reduce the perceived 
effect of Formal Sanctions 

- - 

H10 Denial of the victim will reduce the perceived 
effect of Informal Sanctions 

accept - 

H11 Metaphor of the ledger will reduce the 
perceived effect of Formal Sanctions 

- accept 

H12 Metaphor of the ledger will reduce the 
perceived effect of Informal Sanctions 

- accept 

H13 Increases in levels of moral reasoning increase 
the perceived effect of Formal Sanctions 

accept - 
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Hypothesis	

Non	

Malicious	 Malicious	
H14 Increases in levels of moral reasoning increase 

the perceived effect of Informal Sanctions 
- - 

H15 Increases in emotional state lead to a reduction 
in the perceptions of Formal Sanctions 

- - 

H16 Increases in emotional state lead to a reduction 
in the perceptions of Informal Sanctions 

- - 

H17 Impulsivity reduces the perceived effect of 
Formal Sanctions 

- accept 

H18 Impulsivity reduces the perceived effect of 
Informal Sanctions 

accept - 

H19 Denial of the victim will have a positive effect 
on perceived job fulfilment from offending 

accept - 

H20 Denial of the victim will have a positive effect 
on the perceived frustration relief from 
offending 

accept accept 

H21 Denial of the victim will have a positive effect 
on the perceived altruism effect of offending 

accept accept 

H22 Denial of the victim willhave a positive effect 
on the acceptability of gaining financially 
from offending 

accept accept 

H23 Metaphor of the ledger will have a positive 
effect on perceived job fulfilment from 
offending 

accept accept 

H24 Metaphor of the ledger will have a positive 
effect on the perceived frustration relief from 
offending 

accept accept 

H25 Metaphor of the ledger will have a positive 
effect on the perceived altruism effect of 
offending 

accept - 

H26 Metaphor of the ledger will have a positive 
effect on the acceptability of gaining 
financially from offending 

- - 

H27 Increases in levels of moral reasoning reduce 
the perceptions of job fulfilment from 
offending 

accept accept 

H28 Increases in moral reasoning reduce the 
perceptions of frustration relief from 
offending 

accept accept 

H29 Increases in moral reasoning reduce the 
perceptions of altruism effect of offending 

- - 

H30 Increases in moral reasoning reduce the 
acceptability of gaining financially from 
offending 

- - 

H31 Increases in emotional state increase the 
perceived job fulfilment from offending 

accept accept 

H32 Increases in emotional state increase the 
perceived frustration relief from offending 

- - 
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Hypothesis	

Non	

Malicious	 Malicious	
H33 Increases in emotional state increase the 

perceived altruism effect of offending 
- - 

H34 Increases in emotional state increase the 
acceptability of gaining financially from 
offending 

- - 

H35 Impulsivity increases the perceived job 
fulfilment from offending 

- accept 

H36 Impulsivity increases the perceived frustration 
relief from offending 

accept - 

H37 Impulsivity increases the perceived altruism 
effect of offending 

- - 

H38 Impulsivity increases the acceptability of 
gaining financially from offending 

- - 

H39 Prior Punishment Experience reduce the 
possibility of intentional rule violation 

- - 

H40 Denial of the victim will increase the 
possibility of intentional rule violation 

- accept 

H41 Metaphor of the ledger will increase the 
possibility of intentional rule violation 

- - 

H42 Increases in moral reasoning reduce the 
possibility of intentional rule violation 

accept accept 

H43 Increases in emotional state increases the 
possibility of intentional rule violation  

- - 

H44 Impulsivity increases the possibility of 
intentional rule violation  

- accept 

Table 6.19: Summary of Hypotheses Tests 

6.5   SUMMARY OF CHAPTER 

This chapter presented findings related to the research objectives of the study. 

Firstly findings were presented as a final stage of the construct methodology that 

emerged as a by-product of the main study. The chapter detailed the statistical 

techniques carried out on the extended survey sample, in particular the exploratory 

and confirmatory factor analyses, performed in order to rationalise and develop the 

dimensions of the Benefits construct. This was in direct response to RQ2: What 

perceptions of benefits does the insider take into account before violating policies?  

Secondly, the chapter describes the process involved in developing a multi-group 

structural equation model designed to examine the research hypotheses presented 

in earlier chapters in furtherance of the other two research questions: RQ1: Does 

rational choice work in the same way for malicious and non-malicious intentional 

violations? and RQ3: What antecedent factors affect the rational choice decision to 
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violate information security policies? The chapter also goes on to present the 

results of the hypotheses testing.  

The following chapter presents a discussion of the findings stemming from these 

results and also details how this study contributes to knowledge, and its 

implications for both research and practice. 
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7 Chapter 7 – Discussion and Conclusions 
 

Discussion and Conclusions 
 

 

 

7.1 INTRODUCTION 

This final chapter discusses and summarises the main findings of this dissertation 

while outlining the primary contributions. Initially, the research rationale and 

objectives of the study are represented. There then follows a discussion that 

includes: 

(i) The construct development aspect of the study.  

(ii) Presentation of the main contributions of the study vis-à-vis the extant 

body of literature.  

(iii) Implications for theory and practice.  

(iv) Methodological implications for future research of this type.  

(v) Limitations of the study followed by a summary conclusion. 

7.2 RESEARCH RATIONALE AND OBJECTIVES 

This purpose of this study was to expand our knowledge and get a better 

understanding of what goes on in the mind of people who intentionally break the 

information security rules in their organisation. The importance of such an 

understanding is not in dispute - academic writings consider the insider threat as 

not only a major concern, but also one that is persistent and with the potential for 

great losses to organisations (D'Arcy and Devaraj 2012; D'Arcy and Hovav 2009; 

D'Arcy et al. 2009; Siponen and Vance 2010; Vance et al. 2013; Warkentin and 

Willison 2009; Willison and Warkentin 2013). A similar sentiment is also reflected 

in industry publications (FBI and DHS 2014; SANS Institute 2015; Trendmicro 

2014; Vorometric 2015) and so it is not the importance of the insider threat that is 

under question. Rather, it is the types of insider threat, the influences on the behaviour 

and the research artefacts and methodologies used to study them, that offer scope for 

novelty in studies such as the current one. 

Thus: 

1. In addressing the types of insider threat, this study responds to the need 

expressed by Willison and Warkentin (2013) that studies into computer 

security policy violations that are intentional, demand greater research 

emphasis than heretofore.  



Chapter 7: Discussion and Conclusions    
           

209 

2. The influences on such behaviour are explored by drawing, as recommended, 

from other cognitive and behavioural sciences including psychology, ethics 

and criminology (Warkentin and Willison 2009). Specifically, but not 

exclusively, this includes the adoption of key recommendations from a 

major review and consideration of the disparate findings from prior 

research (D'Arcy and Herath 2011), that advocates for the inclusion of 

constructs such as moral beliefs and self-control and critically, the 

perceived benefits from the behaviour. This latter aspect has been 

somewhat neglected in research up to this point, a failing that is redressed 

in this study.   

3. With a specific focus on contextual relevance the methodology used in this 

study explicitly adopted the guidelines proposed by Siponen and Vance 

(2014) – which had not been seen in previous research. Drawing on 

practitioner-led opinion to determine the operationalisation of the 

dependent variable provides both context and relevance, and while not 

unique is approached in a manner that was not evident in the literature 

reviewed. 

Due to the fact that the perceived benefits from intentional violation of 

information security rules have been largely neglected in research in this area, this 

study also includes the development of measures to assess this phenomenon – 

measures that are themselves empirically developed in the current context. Previous 

studies have either stated that evidence has shown “time saving” to be a major 

incentive to violate policies and then used it as a proxy for the overall benefits 

construct (Vance and Siponen 2012) or alternatively drawn directly on the 

criminology work of authors like Paternoster and Simpson (1996) to operationalise 

the construct (Bulgurcu et al. 2010; Hu et al. 2011).  

The problem with this approach is that not all deviant acts are comparable (cf. 

Exum’s (2002) conceptualisation of benefits in the context of physical violence 

contrasting with Paternoster’s (2010) view of differing benefits from theft, drug use 

and general criminality). Owing to the emphasis on contextual relevance in this 

study, it was decided to develop measures of perceived benefits that are specific to 

breaking information security rules by insiders. The resulting measures were then 

tested for their relevance and significance in the explanation of offending.  

Previous studies on information security behaviour have tended to coalesce around 

one of two types – studies about information security policy compliance or studies 

of computer abuse, misbehaviour or non-compliance (Appendix A1 and A2 

provide details of the studies reviewed in this regard). Of the latter type, a number 
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focus on software piracy (Gopal and Sanders 1997; Higgins et al. 2005), other 

malicious acts (Harrington 1996) or acts that are intentional but non-malicious 

(Guo et al. 2011; Siponen and Vance 2010). There are also a number of studies that 

consider a mix of malicious and non-malicious behaviours (D'Arcy and Hovav 

2007; D'Arcy and Hovav 2009; D'Arcy et al. 2009; Hu et al. 2011) but then go on 

to conceptualise these as a single construct. This indicates a gap, which the current 

study sought to remedy by conducting a comparative study of malicious and non-

malicious information security behaviours. 

Through the use of rational choice theory (an extension of deterrence theory, 

which is the most widely used approach to examining such behaviours), the 

research questions were as follows: 

1. Does rational choice work in the same way for malicious and non-malicious 

intentional violations? 

2. What perceptions of benefits does the insider take into account before 

violating policies? 

3. What antecedent factors affect the rational choice decision to violate 

information security policies? 

The potential for contribution to knowledge emanates from the fact that the first 

of these questions – specifically the comparative of malicious and non-malicious 

acts - does not appear to have been asked in prior literature. Equally the second 

question has received scant attention and the empirical development of measures 

to respond to the question provides similar potential for knowledge development.  

The final question offers novelty in a number of ways. Examining the link between 

emotion and deterrence is new and necessary according to Willison and Warkentin 

(2013) and contributes to a more sophisticated understanding of the situation. 

Similarly, the neutralisation technique, known as Denial of the Victim, which forms 

part of the original work by Sykes and Matza (1957) seems to have been forgotten 

in studies of this type and its inclusion in the current work should therefore add to 

the understanding of the subject matter. 

7.3 RESEARCH FINDINGS 

This section provides a discussion on the research findings. This is structured in 

line with the research questions as posed at the beginning of the dissertation. Given 

that the study was a comparative study across different offence types, which is the 

subject of Research Question 1, this forms the basis for the next section, although 

by necessity the research questions were answered in a chronologically different 

order.  
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7.3.1 Non-malicious vs Malicious Acts – Research Question 1 

In assessing whether rational choice works in the same way for malicious and non-

malicious intentional violations one simple approach is to review the extent to 

which the hypotheses put forward in this study are supported across the behaviour 

types.  

7.3.1.1 Introduction 

The statistical analysis shows that a group of 6 hypotheses are supported 

exclusively in the context of non-malicious behaviours (see Table 7.1). 

 Table 7.1: Hypotheses only supported for non-malicious behaviours  

Furthermore there also exists a group of 7 hypotheses that are supported 

exclusively in the context of malicious behaviours.  

H40 Denial of the victim will increase the possibility of intentional rule 
violation 

H17 Impulsivity reduces the perceived effect of Formal Sanctions 
H35 Impulsivity increases the perceived job fulfilment from offending 
H44 Impulsivity increases the possibility of intentional rule violation  

H11 Metaphor of the ledger will reduce the perceived effect of Formal 
Sanctions 

H12 Metaphor of the ledger will reduce the perceived effect of 
Informal Sanctions 

H8 Prior Punishment Experience will increase the perceived effect of 
Informal Sanctions 

Table 7.2: Hypotheses only supported for malicious behaviours 

Critically, of these seven hypotheses two relate to the dependent variable 

“intentional rule violation”. Additionally, given the fact that there are a total of 

twenty-four hypotheses supported and tables 7.1 and 7.2 contain a total of thirteen 

H10 Denial of the victim will reduce the perceived effect of Informal 
Sanctions 

H19 Denial of the victim will have a positive effect on perceived job 
fulfilment from offending 

H18 Impulsivity reduces the perceived effect of Informal Sanctions 
H36 Impulsivity increases the perceived frustration relief from 

offending 
H25 Metaphor of the ledger will have a positive effect on the perceived 

altruism effect of offending 
H13 Increases in levels of moral reasoning increase the perceived effect 

of Formal Sanctions 
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hypotheses broken into two mutually exclusive groups, then by deduction there are 

eleven hypotheses supported for both offence types. Therefore, there are more of 

the supported hypotheses that differ across the two types of offences than are 

common to them, providing initial evidence that rational choice differs across 

malicious and non-malicious behaviours. 

7.3.1.2 Costs 

The costs side of the rational choice equation has been modelled in the current 

study using the twin concepts of formal and informal sanctions. No significance 

was found between these constructs and the dependent variable in either the case 

of malicious or non-malicious acts. This is not without precedent (Guo et al. 2011; 

Pahnila et al. 2007; Siponen and Vance 2010; Skinner and Fream 1997), yet it may 

be somewhat surprising given the number of studies that do show significance. 

One possible reason for this disparity in findings in previous studies that may 

illuminate the current study’s finding is that the majority of studies that have found 

sanctions to be significant, are ones that focus on compliance behaviours whereas 

several of those that have failed to find significance are centred around non-

compliant behaviour. 

With a finding that is consistent with the current study’s findings, Siponen and 

Vance (2010) showed that sanctions could be shown to be significant, but only 

when the neutralisation constructs in their study were not present. A similar post-

hoc exercise conducted for the current study also indicated the significance of 

formal sanctions where neutralisation and the other pre-kinetic factors were absent, 

albeit only in the case of non-malicious acts. This may indicate that sanctions and 

traditional deterrences do have a part to play, but that the thought processes of 

those likely to engage in malicious acts is beyond the traditional effects of sanctions 

– formal or informal. 

Therefore, while this study finds that sanctions are not a significant deterrent, it 

would probably be unwise to entirely dismiss the notion of sanctions as deterrent, 

as they have previously been found to be effective in many studies (Gopal and 

Sanders 1997; Herath and Rao 2009a; Herath and Rao 2009b; Hu et al. 2011; 

Siponen et al. 2007; Straub and Nance 1990). 

D’Arcy and Herath (2011) argue that the disparity in findings across studies can be 

for a variety of reasons – some methodological – and suggest that sanctions 

measures should be ‘self-referenced’ in order to produce results that are supportive 

of deterrence theory. Even though this approach was adopted in the current work 

the outcome was not as anticipated. One possibility is that this is related to the 
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sample profile. If we consider for example, the theory of moral development 

(Kohlberg 1969; Rest 1979), we discover that there are stages at which only 

sanctions and punishment serve as a deterrent (usually younger age groups) and so 

with a different, younger and less professional sample, the results might be 

different. 

Nevertheless, the sample for this study has already been deemed to be appropriate 

for the subject under review and critically, within this sample, when pre-kinetic 

factors are removed, formal sanctions are shown to be a significant predictor of 

behaviour. The fact that this dynamic is different for non-malicious and malicious 

behaviour, while not representing a full finding from this study, is certainly 

indicative of a difference in the way rational choice operates across the offence 

types, and as such represents potential for future study.  

7.3.1.3 Benefits 

The findings from this study display a striking similarity in the way perceived 

benefits from offending affect the dependent variable for the different offence 

types. This is likely to be a feature of the fact that the dimensions of benefits were 

developed initially from a common base – there was no separation of offence types 

through the exploratory and confirmatory factor analysis phases. This represented a 

deliberate approach to develop a set of measures that could be used for both 

offence types and so the effect of those measures in the causal model is 

unsurprisingly similar. 

Two of the four dimensions of benefits were found to be non-significant for both 

malicious and non-malicious behaviour. This was somewhat surprising as the two 

dimensions in question were ‘altruism’ and financial’ and it was anticipated that 

they would have proven significant for malicious behaviours, at a minimum.  

Where material rewards (a.k.a. financial benefits) have been explored in past 

research they have either been dropped from the research entirely (Siponen et al. 

2014) or been incorporated into an overall measure of benefits in a causal model 

(Hu et al. 2011), and so while the lack of significance of the perceived financial 

benefits from offending may be a little surprising, neither is it at odds with prior 

literature.  

It is also possible that the effect of  ‘altruism’ dimension may have been diluted 

somewhat by the ‘denial of the victim’ neutralisation discussed in section 7.3.3.2 

below. Characterised as representing a situation where the organisation is not 

considered to be a victim or more correctly that the organisations deserved, in 
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some way, to suffer the offence the denial of the victim neutralisation in effect 

portrays the organisation as a type of corporate ‘bad-guy’. The operationalisation of 

the Altruism dimension connotes something similar and as such there could be a 

form of conflict within the research instrument, which might partly explain the lack 

of effect in relation to altruism. 

In two new findings, the effects on the dependent variable of the ‘job-fulfilment’ 

and ‘frustration-relief’ benefits are significant across the offence types. In the case 

of the former this is highly significant in both cases, indicating that whether the 

offences are deliberate non-malicious or malicious that for those who engage in 

them, job-fulfilment is an important benefit or side-effect of the action. The 

situation with regard to frustration relief is a little more subtle. For non-malicious 

acts the effect is highly significant, putting it on a par with the job-fulfilment 

benefits. However, when it comes to malicious acts, although this dimension of 

benefits remains significant it is not quite as significant, suggesting that for those 

likely to engage in malicious acts, there exists a hierarchy of benefits with 

frustration-relief being a secondary benefit to the main one revolving around status, 

esteem and thrill. 

7.3.1.4 Overall differences across offence types     

In response to RQ1 - whether rational choice works in the same way for malicious 

and non-malicious acts the answer is clearly that it is not the same process. 

Different aspects feed into the decision and the decision is likely more 

fundamentally skewed in favour of the effect of benefits in the case of malicious 

acts rather than non-malicious acts. 

Taken at an overall level, where the decision process is simply viewed as an 

assessment of costs and benefits, there does not appear to be any real difference 

across the offence types – two dimensions of benefits are considered significant 

and costs (in the shape of formal and informal sanctions) are considered to be 

insignificant. However, post-hoc analysis indicated that this may not always be the 

case and in the absence of the various pre-kinetic factors, that only do costs 

become significant but that significance varies across the offence types.  

Equally, the perceived benefits from offending display a similar, if opposite, effect. 

Both of the dimensions of benefits that show significance do so for both offence 

types, however it is in the degree of significance that distinctiveness is achieved. 

For these reasons, it is legitimate to say that there are differences in the way rational 

choice works for the different offence types. 
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However, rational choice does not happen in a vacuum. There are a whole host of 

factors involved, which have been modelled in the current study grouped under 

‘pre-kinetic factors’. It is in this area that the real differences between the offence 

types takes place. In particular ‘impulsivity’ and ‘ denial of the victim’ emerge as 

having a significant effect on only one of the two types of behaviour studied 

(malicious acts). This represents an important discovery and contribution to the 

field and serves to highlight that ignoring aspects of the rational choice calculus 

that do not fit neatly into categories of ‘costs’ and ‘benefits, would be myopic. 

7.3.2 Perceived Benefits from Offending – Research Question 2 

A valid, reliable, and context specific measure of Perceived Benefits from 

Offending was produced by this study. Beginning from a base of twenty four items, 

the study revealed a construct composed of sixteen items, divided into four distinct 

factors; Job Fulfilment, Relief From Frustration, Altruism and Financial Benefits. 

Statistical tests indicated that these dimensions displayed appropriate reliability, 

convergent and discriminant validity. 

7.3.2.1 Perceived Benefits Development 

The idea of developing measures of benefits with appropriate content validity as 

recommended by Straub et al. (2004) was not seen in the literature reviewed, and 

given the relative dearth of studies examining benefits of offending, it seemed 

axiomatic that such an approach should be adopted in the current work. 

The CFA undertaken in this study confirmed the stability of the four-factor 

structure. Subsequent statistical tests indicated that this four-factor structure was 

applicable to both the cohort who responded to the questionnaire framed with 

malicious rule breaking and the cohort with non-malicious framing in their 

questionnaires. Thus these findings provide a better understanding of the multi-

dimensional nature of the perceptions that insiders can have of the benefits from 

offending, as defined in Table 7.3 below.    

Measure Definition 
Job Fulfilment Experiencing a sense of thrill, excitement, 

leadership and self-worth, reflective of 
others’ opinions, from actions performed in 
the workplace 

Frustration Relief Relief from frustrating aspects of work 
Altruism 

 

A form of social justice - exposing 
wrongdoing 

Financial 
 

A financial benefit for oneself 

Table 7.3: Perception of Benefits from offending  
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The findings indicate that the proposed set of measures is a good representation of 

how people perceive the benefits from offending (explaining 75% of the variance 

in response from our sample). This, added to the fact that the measures were 

developed using specific rule-breaking behaviours, contributes to their validity and 

by association their usefulness in the study of the phenomenon.  

Of importance, is that the sampling strategy employed also suggests a level of 

universality and generalisability in the perception of benefits. It is worth noting that 

convenience would have led to the use of a student-based population. However, 

this approach was discounted because research indicates that students and younger 

people in general are less ethically developed (Kohlberg 1969) so the sample used 

in this study was more diverse (95.5% of the sample are between the ages of 21 and 

59), and reflects a “working age”, which is appropriate considering that the subject 

is entirely about employees breaking information security rules in the workplace. 

What gives this conceptualisation of perceived benefits uniqueness however, is the 

fact that it represents a comprehensive set of dimensions for the context, as against 

the relatively arbitrary selection of dimensions seen in the literature reviewed. 

7.3.2.2 Perceived Benefits – Dimension Assessment 

Job Fulfilment also emerged in this study as a distinct dimension of benefits. 

Described in management literature as comprising several elements such as esteem 

(both self-esteem and regard by others), feelings of autonomy and self-actualisation 

including feelings of worthwhile accomplishment (Costello and Lee 1974), the 

concept is somewhat difficult to define. Categorised by Costello and Lee (1974) as 

a higher order need, the satisfaction of this need by breaking information security 

rules is somewhat counter-intuitive.  

In this current study it was not originally anticipated that job-fulfilment would 

necessarily form part of the benefits construct. Rather an approach was taken to 

examine potential dimensions such as status, thrill and esteem. The latter element, 

esteem, was loosely based on prior information systems research (Bulgurcu et al. 

2010; Hu et al. 2011) but the other two categories were influenced primarily by the 

workplace deviance literature (Crino 1994; Harris and Ogbonna 2006; Harris and 

Ogbonna 2009; Robinson and O'Leary-Kelly 1998). Initial consideration of such 

measures was not spurious however. Criminology literature indicates that thrill and 

excitement are reasons for committing crime (Carmichael and Piquero 2004; 

Piquero and Tibbetts 1996) with Paternoster and Simpson (1996) additionally 

arguing that status of the organisation can be an influencing factor. Information 

security literature has also seen the intrinsic benefits of compliance operationalised 



Chapter 7: Discussion and Conclusions    
           

217 

as feelings of contentment and accomplishment (Bulgurcu et al. 2010) with intrinsic 

benefits of theft described in similar terms (Hu et al. 2011). 

The uniqueness in this study is the combination of elements, originally considered 

to be somewhat separate into a holistic dimension, which can be described as job-

fulfilment. That all of the items, were asked of respondents by specifically 

referencing the activity described in the scenario – thereby asking each respondent 

to consider these items twice – and by using the same approach in both the surveys 

of malicious and non-malicious behaviours serves to highlight its significance in the 

overall scheme of understanding benefits.  

Following directly from the elimination of Time as a dimension, and possibly 

qualifying that elimination, is the dimension of benefits described in the current 

study as ‘Relief’. A more complete title for the dimension is ‘Frustration Relief’ or 

as defined in Table 7.3 above “relief from frustrating aspects of work”. In their 

conceptualisation of motivations for sabotage Ambrose et al. (2002) list two 

motivations that are somewhat analogous - powerlessness and organisational 

frustration, the former stemming from a lack of freedom or autonomy and the 

latter being an emotional state about impediments or lack of resources to do a job. 

This distinction is collapsed in the current study where ‘frustration relief’ is 

conceptualised as relating directly to frustration, bureaucracy, and levels of patience 

but critically is operationalised in terms of information security rules.  

The approach to the initial development of the dimension is therefore unique. It is 

not the same as the ‘time’ dimension, although the consequences may be the 

similar. It is also differentiated from Bulgurcu et al.’s (2010) ‘work impediment’ 

construct, in that it represents an assessment of the information security rules by 

the employee rather than an assessment of the outcome for complying with them, 

or indeed breaking them (Guo et al. 2011). Part of the reason that this was possible 

is likely due to the fact that the traditional conceptualisation of benefits as being 

either intrinsic or extrinsic was dropped in the reconceptualisation of the benefits 

construct, allowing the freedom to select items from external literature and 

anecdotal knowledge, without the restriction of categorisations. 

The finding that this represents a distinct dimension of the benefits construct, 

determining this fact empirically, and doing so while operationalising the construct 

using language that specifically refers to information security rules, represents an 

important contribution to the field. The fact that this was found to be the case in 

relation to both malicious and non-malicious behaviours adds to its appeal as a 
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contribution (the significance of its effect is discussed in subsequent sections 

below). 

The financial benefit from offending is regularly seen in studies of this type, albeit 

normally in studies of malicious behaviour. That it emerged as a dimension of 

benefits, common to both malicious and non-malicious behaviour is a significant 

finding. In testing the structural model, it will be seen in later sections of this 

chapter, that it does not display a significant relationship with the dependent 

variable as conceived in this study, yet as a confirmed dimension of benefits, it has 

potential for exploration in future studies in the field.  

The final dimension of benefits found in the current study  - altruism – was 

designed to encompass information security violations that occurred for reasons 

that could be attributed to the “greater good”. Crino (1994) describes these 

behaviours as ‘making a statement’ or ‘sending a message’ with language that is 

analogous to “whistleblowing”. Such feelings of organisational injustice have 

previously been discussed in the information systems literature (Warkentin and 

Willison 2009; Willison and Warkentin 2013) and so the finding that they form part 

of the benefits construct is not surprising. This represents a further addition to be 

used in studies in this area in the future. 

This discussion would not be complete without consideration of the Time 

dimension of benefits and that fact that it did not form part of the benefits 

construct in this study, given its relative ubiquity in prior studies. It plays a central 

(and sometimes singular) role in several studies (Boss et al. 2009; Vance and 

Siponen 2012; Vance et al. 2012), characterised either as an apathetic attitude 

towards security or more explicitly as savings in work time. However, in looking at 

the genesis of these measures we see that in one case (Boss et al. 2009) they are 

simply drawn from indications in commercial training literature and in others are 

identified as an appropriate measure, based on the findings of a series of interviews 

from a piece of prior research (Puhakainen 2006).  Others draw their measures 

primarily from the criminology literature (Hu et al. 2011) or from information 

systems adoption literature (Guo et al. 2011). 

Due to its previous use in the operationalisation of the benefits construct, ‘time 

saving’ was also considered as one of the benefits of offending in the current study. 

It has been indicated that routine rule violations take place for time saving reasons 

that range from saving work time (Predd et al. 2008) to saving personal time (Li et 

al. 2010), although in the case of the latter study this was considered alongside 

measures about personal expense, convenience and work life balance.  
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However, the real question becomes whether ‘time saving’ is actually a perceived 

benefit that is considered before an action is taken or whether it is a consequence 

of an action that is taken based on beliefs about some outcome, and then whether 

these beliefs represent a relevant item for this type of study. Such a distinction is 

drawn by Bulgurcu et al. (2010), who distinguish between these two concepts; 

beliefs about outcomes and beliefs about overall assessment of consequences and 

consider ‘cost of compliance’ to be a consequence of a belief about an outcome 

described as ‘work impediment’. In turn this is resonant of time saving in its 

operationalisation. This is further reason to suggest that some relationship to a 

phenomenon such as ‘time saving’ could form part of the “benefits” construct.  

The fact remains though that the current study did not find ‘time’, in its traditional 

form, to be part of such a construct when bundled with the other concepts 

considered – despite having relatively high internal alpha values (α = .778). 

 In their review D’Arcy and Herath (2011) say that time saving presumably has a 

strong influence on the benefit side of a cost-benefit assessment of security policy 

compliance, which is considered by this study to extend to security policy violation. 

It is possible that this presumption is valid, in cases where time saving is considered 

alone as a sole proxy for extrinsic benefits (Vance and Siponen 2012; Vance et al. 

2012), or combined with ostensibly synonymous terms about being “too busy” 

(Boss et al. 2009) or that are synonymous by implication (Bulgurcu et al. 2010). 

However, preliminary analysis for the current study, drawn from the sabotage field, 

suggests that one benefit or motivation for sabotage centres around the idea of 

facilitation of work (Ambrose et al. 2002). This is essentially where the goal of the 

sabotage is to make the work easier to accomplish. An example of such behaviour 

is described in detail in Bensman and Gerver (1963) where the behaviour is not 

only against the rules, but is illegal and potentially dangerous. The point however, is 

that it is not a simple consideration of time but rather an overall means of reducing 

the work effort, complexity and cost.  

It is possible therefore, in finding that time did not form one of the dimensions of 

benefits from offending, in the current study, that it is not so much to do with the 

relevance of time, but more to do with the idea that employees consider benefits to 

be characterised in terms that represent beliefs about outcomes rather than beliefs 

about consequences, with time being a manifestation of the latter rather than the 

former. 

7.3.2.3 Perceived Benefits - Summary 

The overall approach of this study was to attempt to establish a construct that dealt 

with the benefits from breaking the information security rules, which could be used 
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to counterbalance the costs of offending, as recommended in prior literature. It was 

assumed at the outset that this would involve a greater breadth conceptually than 

seen heretofore in the literature and in order to facilitate this development the 

labelling constraints of intrinsic versus intrinsic benefits were set aside. The 

proposed elements resulted in a four-factor structure for the construct, which has 

been discussed in the previous paragraphs. This is unique and more expansive than 

seen in any single piece of literature reviewed as part of this study.  

However, as with all such exercises, items were dropped resulting in the removal of 

a number of concepts from consideration. One of these was a benefit described as 

‘career’ or ‘career advancement’ and the other was the ‘time’ benefit from 

offending. It is possible that these concepts did not fit together with the four other 

dimensions because of the approach taken to devise a construct that was applicable 

to both malicious and non-malicious behaviours. Therefore, the findings of this 

study do not suggest that these two concepts should be discarded entirely. Rather it 

questions their applicability to a universal measure of benefits for all types of 

information security related offences. 

Nevertheless, the response to research question 2 is that there are a series of 

benefits that an insider may consider before breaking the information security rules 

and these ‘benefits’ are new to the field, as developed for this study. 

7.3.3 Rational Choice Antecedents – Research Question 3 

In developing the explanatory model for this research a number of so-called “pre-

kinetic” factors were identified, with the use of the term “pre-kinetic” giving a 

sense of their temporal nature - occurring prior (immediately prior) to the 

evaluation of costs and benefits. All of these constructs are based on prior literature 

but most have not been seen or are only rarely seen in the information systems 

security literature. 

For example, Prior Punishment Experience is an entirely new construct in this 

context, but is drawn from empirical work in the criminology field (Nagin and 

Pogarsky 2001; Pogarsky and Piquero 2004). Emotional State is also comprised of 

new measurement items and owes its genesis to the same field (Carmichael and 

Piquero 2004), and while Moral Reasoning and Impulsivity have formed part of 

some recent studies in this space, the former is constituted in this study as an 

amalgam of what is contained in other work. Finally, although Neutralisation has 

been examined in prior studies, it is derived from a classic in the sociology field 

(Sykes and Matza 1957) made up of a number of techniques. To date, information 
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security studies have managed to omit a particular type of neutralisation – Denial of 

the Victim – a fact that is remedied in this current work. 

The following paragraphs discuss the findings that relate to these constructs, 

drawing some conclusions as to their importance. 

7.3.3.1 Pre-Kinetic 1: Prior Punishment Experience (PPE)  

The effect of PPE on the sanctioning process was found to be significant in the 

case of informal sanctions but only in relation to malicious behaviours. Considering 

past research involving this construct (Pogarsky and Piquero 2004) this is not 

entirely unexpected. This earlier criminological study found that an individual’s 

prior punishment experience moderated the operation of formal and informal 

sanctions depending on the gravity of the contemplated offence.  

The fact the findings from the current study do not show any statistically 

significant effect on either sanction type for non-malicious behaviour may relate to 

the type of behaviour involved. The earlier study was of police misconduct, and 

one possible explanation is that non-malicious security policy violations may be 

viewed as relatively benign by comparison and consequently not receptive to the 

influence of PPE. 

The significant effect on informal sanctions for malicious acts would indicate that it 

might factor into the equation, although the complete lack of effect on formal 

sanctions is likely related to the lack of impact of sanctions on the dependent 

variable itself. As a result, it seems reasonable to conclude that, where or if, 

sanctions are found to have a significant relationship with intention to break rules, 

then PPE may have a role in that relationship – and so should not be dismissed, 

but where this is not the case then the effect of PPE is of minor significance.  

7.3.3.2  Pre-Kinetic 2 and 3: Neutralisations  

The findings of the current study suggest that statements like “research on 

neutralization in IS security has shown that results are consistent regardless of 

which type of neutralisation is considered” (Barlow et al. 2013) can no longer be 

taken as read. Metaphor of the Ledger and Denial of the Victim show quite 

different profiles to one another in their impact on the various constructs around 

them, with the former featuring more in relation to malicious acts rather than non-

malicious acts. The opposite is true of the neutralisation called ‘denial of the victim’ 

and of particular importance is the finding that it has a highly significant effect on 

the intention to maliciously break information security rules. 
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This neutralisation technique which forms part of the original theory from 1957 

has not been studied in prior studies of information security, so therefore this study 

provides novelty in its findings in this regard, and may indeed allow us to propose a 

new assertion - that not all neutralisation types are homogeneous. 

One of the difficulties with introducing neutralisation techniques into a study of 

this sort is the sheer number of labels that accompany the techniques. Originally 

proposed by Sykes and Matza (1957), the amenability of the phenomenon to 

labelling has led to a plethora of “additional” neutralisations (c.f for an example 

consider the amount of new terminology from different fields as seen in (Coleman 

2005; Evans and Porche 2005; Liddick 2013; Minor 1981; Shigihara 2013)). It is 

questionable however whether these are actually additional neutralisations or 

whether they represent labelling convenience and it is for this reason that the 

approach in the current work is to revert to the original seminal work by Sykes and 

Matza and the subsequent work by Klockars (1974). 

In probably the most influential paper to date looking at neutralisations in the 

context of information security violations, Siponen and Vance (2010) draw 

primarily on the Sykes and Matza  paper (1957) adding  two neutralisations from 

other sources (Klockars 1974; Minor 1981). However, this approach was not 

feasible for the current study (there were too many other variables under 

consideration) and instead the study followed the approach advocated in Barlow et 

al. (2013), where the authors chose, for simplicity of design, to focus on a selection 

of neutralisation types.  

7.3.3.3 Pre-Kinetic 4: Moral Reasoning  

The findings from this study show that moral reasoning has a highly significant 

impact on Formal Sanctions in the case of non-malicious acts but crucially not in 

relation to malicious acts. In an overall context, where no distinction is drawn 

between malicious and non-malicious, this is consistent with prior literature 

(D'Arcy et al. 2009). However, because of the lack of studies in prior literature that 

separate malicious and non-malicious behaviours, then by definition the distinction 

between the importance and unimportance of moral beliefs in relation to non-

malicious and malicious acts respectively, is a new finding for the field, and may 

suggest that employees thinking of a malicious act have reached a point that is 

beyond moral assessment of the act.  

Not all prior studies take this approach and some consider Sanctions and Morality 

to be separate and almost unrelated, although still finding that moral beliefs have a 

significant effect on intention to break the information security rules (Siponen et al. 
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2012). In the case of this latter study, the findings also display a consistency with 

the current work, which is made more interesting because of the inclusion of 

neutralisation constructs as well as moral beliefs in both studies. In a critical point 

of difference though, the Sipponen et al. (2012) study is focussed on one specific 

offence – that of software piracy in the workplace – whereas the current work takes 

a more holistic view. Therefore the finding in relation to the effect on intention to 

break rules, when considering malicious acts is new to the field. 

Additional originality occurs in relation to the effect of moral beliefs on benefits 

from offending. As outlined in the previous section, the development of a 

comprehensive set of dimensions that is context specific to information security 

rule-breaking, represents a contribution to knowledge and research. Marrying this 

with measures of moral beliefs and assessing their impact in these perceptions of 

benefits therefore, also represents something new. In their assessment of the field 

D’Arcy and Herath (2011) argue that two of the critical omissions of prior research, 

and contributory factors in the disparity of findings, is the failure to measure 

perceived benefits and assess moral beliefs. In correcting this omission the current 

study makes an immediate contribution and doing so by comparing the effects 

across non-malicious and malicious types of behaviour further adds to its novelty. 

The two dimensions of benefits that are significantly affected by moral beliefs are 

Job Fulfilment and Frustration Relief. What is important, is not just that they are 

significantly related but the fact that this significance is different for non-malicious 

and malicious behaviours, with the former showing a higher level of significance 

than the latter. When coupled with the effects on sanctions, a picture emerges that 

moral beliefs have a much more significant impact when it comes to non-malicious 

rule-breaking than malicious acts (where the effect on sanctions is actually non-

significant). This would seem to indicate that for malicious acts, moral 

considerations are not automatically part of the decision making process and may 

be relegated in their importance by the severity of the action. This is in keeping 

with the idea that thoughtful and reflective decision making, as an individual 

approach, can vary according to the subject matter (Paternoster and Pogarsky 

2009). This difference, though subtle is an important and new distinction. 

7.3.3.4 Pre-Kinetic 5: Emotional State  

Contrary to the notion that emotion could ‘crowd out’ all other factors such in the 

model for the current study, the findings from the statistical analysis are subtler. 

Emotional state was not found to have any direct impact on the intention to break 

information security rules, for either type of offence - malicious or non-malicious. 

nor on any aspect of costs in the rational choice equation. Where significance was 
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achieved however, was in relation to benefits and specifically the new dimension of 

job-fulfilment. 

Willison and Warkentin (2013) advocate strongly for research in this area, because 

emotions have previously been seen to have an impact on behaviours generally and 

deviant behaviours in particular (Exum 2002; Frazier and Meisenbelder 1985; 

Nagin and Paternoster 1993; Piquero and Tibbetts 1996). However, the findings of 

the current study may indicate that emotionality does not have a significant impact 

in relation to the particular behaviour of information systems policy non-

compliance. Rather it has an amplifying effect on the perception of benefits which 

themselves affect the behaviour – a finding which is also new in this field. 

In this study, emotional state has been characterised as a form of anger or 

annoyance, and was considered relevant due to the fact that its visceral aspect can 

mean that it ‘crowds out’ virtually all other considerations (Bouffard 2002; 

Loewenstein 1996; Loewenstein et al. 1997) and can result in a person ignoring the 

rational choice calculus (McCarthy 2002). Although its use in information systems 

studies is pretty scarce the finding of Beaudry and Pinsonneault (2010) that 

emotion of anger was positively related to seeking social support (which in itself 

was related to their dependent variable), is not dissimilar to the findings from the 

current study. 

In Table 7.3 above the definition of Job Fulfilment is: experiencing a sense of thrill, 

excitement, leadership and self-worth, reflective of others’ opinions, from actions performed in the 

workplace. The strong significant relationship found to exist between anger and this 

dimension, coupled with the operationalisation of the research instrument, 

effectively indicates that if a person is angered by a work situation then this will 

heighten any feelings of thrill, excitement and esteem that they perceive will result 

from breaking the rules to deal with that situation. The fact that this applies to both 

malicious and non-malicious behaviours may be somewhat surprising, given that 

anger is traditionally seen in the information systems context as a precursor to 

revenge (Posey et al. 2014), rather than the more malign factors affecting non-

malicious behaviour.  

7.3.3.5 Pre-Kinetic 6: Impulsivity  

Findings indicate that impulsivity has a significant effect on informal sanctions and 

frustration relief, but only in the case of non-malicious behaviours. This would 

seem to explain the phenomenon whereby employees who are frustrated by rules 

and bureaucracy may see a benefit in breaking these rules, if they are of an 

impulsive nature, while showing a reduced concern for the disapproval of others 
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that might result from their actions. However, there does not seem to be any 

significance shown in relation to the actual act of rule-breaking described in the 

scenarios, leading to a conclusion that impulsivity is a relatively benign construct 

when it comes to non-malicious behaviour.  

When it comes to malicious behaviour the picture is quite different. Impulsivity has 

a significant effect on both the dependent variable and the new benefit dimension 

described as job-fulfilment. This indicates that impulsive individuals will show a 

greater propensity to commit offences such as those described in the scenarios and 

will perceive job fulfilment as a benefit from such actions. The finding that 

impulsivity also leads to a reduction in the perception of formal sanctions is 

consistent with prior studies, although its overall importance may be diminished 

because of the lack of impact of formal sanctions on intention to violate rules. 

These findings, particularly those in relation to perceived benefits, are by definition 

new to the field and the differences shown between malicious and non-malicious 

behaviours represent an additional nuance to this newness. 

It is worth noting that impulsivity as a construct is sometimes conflated with the 

notion of self-control, which is erroneous, and not the approach taken in this 

study. It is, however a constituent of self-control and its analogous term ‘present-

orientation’ has been described as a “well known criminological concept” (Nagin 

and Pogarsky 2001). In putting forward the idea that it is a factor in criminal 

behaviour, Nagin and Paternoster (1993) caution about drawing conclusions that 

focus on complete indifference to future events but then subsequently Nagin and 

another colleague Pogarsky (2001) actually find that the influence of sanction 

severity diminished with a person’s present orientation. That they found this in a 

study of severely harmful behaviour (drink-driving) may be reflective of the notion 

that impulsivity may be more of a factor in situations where thoughtfully reflective 

decision making (Paternoster and Pogarsky 2009) is absent. In other words, in the 

case of aberrant behaviour, impulsivity may be more of a factor depending on the 

severity of the offence, an idea that is mirrored in the disparate findings of the 

current study for the different offence types.  

Additionally, the approach in the current study of completely adopting the four-

item Grasmick et al. (1993) scale, while previously seen in criminology (Pogarsky 

and Piquero 2004) is new to the information security field and thus presents an 

opportunity for some new findings. 
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7.3.3.6  Pre-Kinetic Factors - Summary 

There are a considerable number of contributions to knowledge made from the 

findings of the current work in relation to the so-called ‘pre-kinetic’ factors in the 

model. 

While Prior Punishment Experience did not show the effects anticipated, there is 

some evidence that it could provide illumination in studies that consider it 

worthwhile exploring informal sanctions. As a new scale with high reliability 

indicators, it therefore represents a contribution that should not be arbitrarily 

dismissed. The findings on Neutralisations also provide a contribution, not least 

because they highlight a previously ignored aspect of a classical theory of behaviour 

and the findings in relation to the other pre-kinetic factors contribute something 

new to the field, because they are tested using different behaviour types. 

Thus in reply to research question 3, the antecedent factors affecting the rational 

choice decision to violate information security policies include neutralisation 

techniques, moral beliefs, emotional state, impulsivity and potentially prior 

punishment experience, However the significance of these effects is contingent on 

the severity / type of violation, an issue that is dealt with in the next section.  

7.4 CONTRIBUTIONS OF THIS RESEARCH 

The conduct of this research provides a number of contributions to the field of 

information systems security behaviour, in three important aspects: theoretical, 

methodological and practical. This section is structured in accordance with those 

areas with the first considering the implications that this research has for the 

furtherance of academic research in this area, and the following sections outlining 

the implications for the methodology of future similar studies and the insight to be 

offered in practical terms. 

7.4.1 Theoretical Contributions 

There are a number of distinct theoretical contributions that stem from this 

research, through the development of a new construct, and the introduction of 

established constructs from other disciplines.  

The central question about how insiders consider breaking information security 

rules is often posited to involve a trade-off between perceived costs of offending 

and perceived benefits. However, while the information security field is well served 

by measures designed to determine the perceived costs, the same cannot be said 

about perceptions of benefits. Typically, such measures involve either a single item 
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or a relatively arbitrary selection of items by researchers, sometimes drawn directly 

from the criminology literature. The current study makes an important contribution 

to the field by specifically addressing this issue in an empirical fashion. The 

development of the resulting scale is an important contribution providing a 

psychometrically sound measurement for future theoretical advancement. 

To capture a comprehensive sense of what lies behind the intention to contravene 

information security rules, requires exploration of dispositional and experiential 

antecedents of the behaviour and consequently a number of new measures were 

either devised or incorporated into this study.  For instance, impulsivity is a 

personality trait and has been shown to be capable of independent measurement 

(Grasmick et al. 1993) but does not appear to have been previously been 

incorporated in studies of information security behaviour, except when included as 

part of an overall measure of self-control. Including the construct in the current 

model, where it is shown to have an impact represents a pathway to be adopted in 

future studies and as such represents an additional contribution to the field. A 

similar point can be made about the construct labelled ‘emotional state’ which not 

only represents a theoretical contribution, but does so in response to calls in the 

literature (Willison and Warkentin 2013). 

In an attempt to better understand the effect of sanctions on the rational choice 

process, a construct described as ‘prior punishment experience’ was developed 

specifically for this study. The impact of the construct was found to be minimal 

and indirect and so does not represent a particularly major contribution. However, 

it was found to have some impact and given that it has a theoretical underpinning 

(emanating in the criminology field), its inclusion in this study nevertheless 

represents a contribution – one which may yield greater significance in studies 

where sanctions are found to be significant.  

Finally, an important theoretical contribution is made because of the inclusion of 

the neutralisation technique known as ‘denial of the victim’. Often misunderstood 

as a rationalisation for an offence where there is no real victim, this neutralisation 

forms part of the original theory proposed by Sykes and Matza (1957). However, its 

meaning is about the nature of the victim and in effect explains a situation where 

the perpetrator of an offence does not regard the victim of the offence as a victim 

or considers the victim to deserve suffering the offence. Studies that have 

employed neutralisation theory have overlooked this particular technique (although 

some studies have purported to have discovered several “new” types of 

neutralisations). In reverting to the original theory and operationalising the 

construct, this study makes an important contribution to the field. The findings, in 
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relation to its impact on the dependent variable are critical – the fact that it is 

significant in relation to malicious acts alone, may indicate a reason why it has gone 

unexamined heretofore, because comparative studies of this type have not been 

seen. 

At a global level, the findings from the research provide a theoretical foundation 

and rationale for refocusing similar studies more towards the ‘benefits’ side of the 

equation. This is an important conclusion in a field dominated by theories that have 

focussed primarily on deterrence and the ‘costs’ of offending to the offender, with 

‘benefits’ not receiving equal billing. 

Considering the overall research model this study synthesises aspects from 

criminology and psychology, by combining Neutralisation Theory and Rational 

Choice Theory. However, the rational choice perspective cannot exist in a vacuum 

and in conceptualising it, researchers need to acknowledge that it has temporal 

antecedents – a point put forward in a recent research essay (Willison and Lowry 

2017). The current study acknowledges this approach and in conceptualising a 

series of factors as “pre-kinetic” provides a new multi-stage view of the cognitive 

and affective processes involved when considering whether to intentionally break 

information security rules. This is an important contribution and may open up new 

avenues for future research. 

7.4.2 Methodological Contributions 

The research process that has evolved during the course of this research offers to 

the field a methodology for combining explanatory research with measure 

development, particularly in connection with behaviours that may be ethically 

questionable. 

Firstly, the overall approach, illustrated in Figure 5.9 provides a unique framework 

guiding the methodology used, born from a combination of Lewis at al. (2005) and 

Mackenzie et al. (2011) to guide the scale development aspect of the research. 

Although, both of these sources are themselves based on many years of research 

and investigation, taking their inspiration as they do from Churchill (1979), the 

uniqueness in the current research is achieved not simply by melding the ideas of 

these sources into one. Rather, it is in adding a further methodology that addresses 

the on-going debate, about the relative importance of rigour and relevance in IS 

research, that this is achieved. 

In addressing this debate with particular reference to information security 

behaviours, Siponen and Vance (2014) offer five guidelines designed to aid the 
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contextual relevance of such studies, commenting that no previous study had 

incorporated more than three of these guidelines. Adopting all five guidelines as 

part of the methodology for the current study automatically creates novelty. 

However, it is by blending this approach with the construct development 

approaches described above that uniqueness is achieved and made available for use 

in further studies. 

Secondly, this research appears to be alone in hypothetical scenario-based studies 

of information security behaviour, in relation to its comparative nature. A large 

section of the extant literature is devoted to studies of compliant rather than non-

compliant behaviour. Of the latter type, those that look at malicious acts of insiders 

such as Hu et al. (2011) are rare and potentially mono-cultural (the Hu et al. study 

was conducted exclusively in 5 organisations in China and produced a response rate 

of nearly 100%). Other studies contain a mix of malicious and non-malicious acts 

but do not attempt to compare and contrast the two types, while more studies 

choose to focus exclusively on non-malicious security violations (Guo et al. 2011). 

In constructing  a design for this study that looks to develop measures that can be 

used to provide a comparison between malicious and non-malicious security 

behaviour, the current study makes a methodological contribution that at once 

seems both sensible and obvious. 

A further contribution is made through the creation of the vignettes for this study. 

Although research on malicious behaviour by disgruntled employees has previously 

been called for (Crossler et al. 2013; Willison and Warkentin 2013) this study is 

probably the first to develop vignettes on this subject matter through empirical 

work. Additionally, this study clearly shows that behaviours examined in much of 

the prior literature (looking at passwords, sharing logins, sending inappropriate 

email etc) are no longer alone at the forefront in terms of importance. They have 

been replaced by behaviours concerning remote login, creation of personal wi-fi 

networks and circumventing browser controls. Given the argument in Siponen and 

Vance (2014) that studies in this area must measure specific behaviours then 

developing vignettes that deal with these issues represents advancement in research 

artefact development – an effective contribution to the field. 

Finally, the research developed a sampling strategy that proved effective for 

contacting respondents with appropriate backgrounds for this particular study. By 

utilising the Linkedin business-networking site, and confining the population to the 

contacts of those involved in this study, it was possible to ensure that all 

respondents had sufficient employment experience to respond to the questionnaire 
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and thereby avoid the potential pitfalls seen in studies which use alternative 

convenience sampling methods. 

7.4.3 Practical Contributions 

There are a number of serious implications for practice, implicit in the findings of 

the study. Chief among these is the general finding that the balance between 

sanctions and benefits, as factors in the decision process, clearly favours the latter. 

The clear implication for practice is that efforts to affect change in behaviours 

should be re-balanced and simply focussing on continually strengthening deterrents 

and sanctions may have an effect that is opposite to what is desired (Posey et al. 

2011). Instead, focussing on altering the perceptions of benefits is potentially a 

better way forward. 

Specifically, the two dimensions of benefits that have the greatest impact on the 

intention to break the rules are job-fulfilment and frustration relief. With regard to 

the first of these – job-fulfilment – it would seem sensible for management in 

organisations to conduct programs that attempt to negate these thoughts. This 

could be done through negative re-enforcement (in effect demonising the aberrant 

acts) so that employees would be less likely to perceive a thrill or sense of self-

worth from breaking the rules. An alternative approach would be to take those 

same perceptions of benefits and develop SETA programs that are designed to 

reward positive behaviour – in effect using a carrot rather than a stick approach to 

information security. 

In a related point, perceptions of frustration relief that result from infringing an 

organisation’s information security rules, can and should be addressed by the 

design of information security processes and procedures. One possibility is the 

greater use of techniques like gamification (Ophoff and Janowski 2015) which seek 

to increase user engagement by applying game-like elements to an activity. Another 

possibility is the redesign of security practices to make them less burdensome on 

employees, but whatever the solution, what the current study clearly implies is that 

there needs to be a shift in the mind-set of organisations in order to effect a shift in 

the mind-set of employees towards the organisation. 

The previous paragraphs discuss the cost/benefit balance. In a similar fashion the 

impact of moral beliefs has been shown to have a significant impact on both 

malicious and non-malicious behaviours. Therefore, introducing a specific element 

of moral or ethical training into SETA programs could have a beneficial effect. The 

current study has shown that there is variation in what people consider to be 
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morally acceptable, so therefore efforts to influence these views should prove 

beneficial. 

The comparative results of this study also suggest consequences for practice. In 

relation to malicious acts in particular, impulsivity has a significant effect. This 

measure is drawn from a well-established personality scale and while the study does 

not advocate wholesale psychometric testing of employees, it might be prudent to 

include this measure in general psychometric testing of potential employees. 

Organisations could then act on this information i.e. where potential employees are 

found to score high on an impulsivity scale, these employees may be positioned in 

roles where the potential to cause malicious damage is reduced. 

The finding in relation to the ‘denial of the victim’ neutralisation is particularly 

pertinent, and offers organisations another developmental opportunity for training. 

Considering that employees are more likely to engage in malicious rule-breaking 

when they consider that the organisation ‘deserves it’ should cause organisations to 

stop and make efforts to redress that situation. If an employee is not disgruntled or 

indeed if an employee sees their organisation behaving in a moral and just manner, 

then the ability to rationalise misbehaviour as being deserved is removed, and in 

turn so will the behaviour. 

In summary, the implications for practice from this research go beyond the IT 

department or even the Information Security Officer and instead suggest a much 

greater role for General Management in safeguarding the organisation’s 

information systems.    

7.5 IMPLICATIONS AND FUTURE RESEARCH AREAS 

There are significant implications for the field arising from the findings of this study. 

Most prominent among them are those arising from the new conceptualisation of 

what is meant in this context by benefits from offending. The implications for future 

research in this regard are further extended by virtue of the fact that this definition of 

‘benefits’ is developed from a comparative study, and the comparative nature of the 

study between two different types of behaviour, suggests its own consequence for 

future research. 

The reality in the field, of which the current study forms part, is that most, if not all, 

studies either look at compliance behaviour or non-malicious non-compliance with a 

minority of studies examining malicious behaviour. A certain number of studies 

group malicious and non-malicious behaviours together and do not distinguish 

between them, simply considering the aggregate as non-compliance. In the current 
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work the initial research, and by consequence the development of the ‘benefits’ 

construct sought to develop variables that apply to both types of behaviour, while 

recognising that they are very much separate behaviours. This represents a significant 

departure from the literature and provides a basis with which to study both malicious 

and non-malicious behaviours, in other settings – geographical and cultural. 

An alternative approach, and one which provides opportunity for further research, is 

to develop a ‘benefits’ construct for malicious rule-breaking and then separately to 

develop a ‘benefits’ construct that applies to non-malicious rule-breaking. This was 

not done as part of the current study as it would not have lent itself to answering the 

first research question. However, preliminary post-hoc analysis of the data indicates 

that some different dimensions of benefits would emerge for rule-breaking at 

different ends of the spectrum, if considered individually. Pursuing this line of 

analysis could in turn lead to greater explanatory power in any individual model 

developed using these dimensions of benefits. An additional strength to this analysis 

would be achieved through the preparation of a second order factor model of 

benefits. It was not possible to do this in the current study, because of the study 

design – being across two separate types of offending. Clearly, conceptualising 

benefits in ‘net’ terms for malicious rule breaking (and separately for non-malicious 

rule-breaking) would add value to the field and build on the work already done in this 

study. 

Overall, while the dimensions of benefits as developed for this study represent 

something that can be examined in other studies in the field, it is important to note 

that this usefulness may extend beyond information security. Inspired as they were 

by workplace deviance literature (c.f. (Ambrose et al. 2002; Bennett and Robinson 

2000; Harris and Ogbonna 2006; Harris and Ogbonna 2009; Harris and Ogbonna 

2012)), it is reasonable to assume that these dimensions of benefits could be used or 

adapted to any study of workplace deviance, or at least to studies of a so-called 

“white-collar’ nature. 

The addition of Prior Punishment Experience as a construct is, as already outlined, a 

new departure for studies of this type. It also represents a contribution in presenting 

a scale that can be retested in different settings. However, while it was disappointing 

to find that it had an insignificant effect when it came to non-malicious behaviour, its 

significant relationship with the Formal Sanction construct is consistent with studies 

from the criminology field. This would indicate that there is merit in continuing to 

examine the construct in future research, particularly in situations where it is likely 

that formal sanctions are likely to be significant. 
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An additional avenue that was omitted from the current study was the effect of Prior 

Punishment Experience (PPE) on the ‘benefits’ dimensions as developed. This 

occurred because the current work sought to imitate how PPE has been explored in 

criminology when introducing it into the information systems literature for the first 

time. Consequently this involved exploring its impact on deterrence measures alone 

(Pogarsky and Piquero 2003; Pogarsky and Piquero 2004). However, an additional 

step, which could yield interesting results, would be to examine how PPE impacts on 

the perception of benefits of offending, so therefore this represents an immediate 

avenue for future research to explore. 

There are certain ramifications for the field resulting from the findings of this study 

in relation to neutralisation Theory. In the first instance, the number of neutralisation 

techniques has increased dramatically since the theory was first proposed by Sykes 

and Matza (1957). However, one technique from the original theory that has been 

largely ignored in perceptual studies of this kind is Denial of the Victim, and 

introducing it in this study addresses what may be an oversight, and provides a 

workable construct for use in future studies. Of greater significance, are the different 

findings that occur when considering this particular neutralisation across the different 

offence types. The directly significant affect on the dependent variable when the 

offence is of a malicious nature, contrasts with the lack of effect for a non-malicious 

act, implying that the construct is more suited to studies at former end of the 

spectrum. The other significant implication for future work arises from the 

differences in findings across the two neutralisation types examined in this study. 

Extant research suggests that research findings about neutralisations are consistent 

irrespective of which neutralisation type is considered (Barlow et al. 2013). The 

current research offers the opposite conclusion, that not only is this not true, but that 

it absolutely does not hold when the rule-breaking moves along the spectrum toward 

maliciousness. Therefore, future research should consider a greater range of 

neutralisations c(Siponen and Vance 2010) or should examine what particular 

neutralisations apply to specific types of offences (c.f. (Willison and Warkentin 2013) 

for further discussion on this point). 

It has already been pointed out that Moral Beliefs, or some morality based construct, 

should be included in all behavioural studies of information security misbehaviour 

(D'Arcy and Herath 2011). The findings of the current study, in adopting this 

recommendation, confirm that this should be the case and while much of the 

conclusions to be drawn from the study relate to the differences between malicious 

and non-malicious acts, the clear indication with regard to morality is that it needs to 

be included as a construct in explanatory models irrespective of whether the 

misbehaviour is malicious or not. Therefore, there is merit in developing this further 
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in future research by expanding the scope of morality-based constructs. While there 

is some evidence in prior literature of this being done in relation to compliance 

behaviour in Myyry et al. (2009), it remains an omission in relation to malicious acts 

and the evidence from the current study suggests that this gap should be closed in 

future work. 

A similar conclusion becomes apparent when reviewing the impact of the impulsivity 

construct on the model. Clearly an omission from prior literature, the relative effect 

on the model is more pronounced for malicious acts, having a direct effect on the 

intention to break rules. An obvious implication therefore is that impulsivity as a 

construct should be included in all models of intentional rule violation in the future 

whether they relate to malicious or non-malicious behaviours. Contrasting with this 

is the conclusion from the findings related to the construct labelled ‘emotional state’. 

The findings from the current study indicate that emotions only have a significant 

relationship with benefits from offending. This is despite the assertion in some areas 

of literature that emotionality; particularly anger and anxiety should form part of all 

attempts to explain criminal or deviant behaviour (Beaudry and Pinsonneault 2010). 

Therefore, a more plausible explanation is that the issue is one of measurement, and 

a suggestion for future research is that it should explore whether a suitable perceptual 

and reportable measure of anger and anxiety can even be developed. Alternatively, 

future research could explore the notion of introducing some form of 

experimentation where emotion is operationalised as a stimulus rather than a self-

reported measure, as is seen in rational choice-based studies from other disciplines 

(Bouffard 2002; Loewenstein et al. 1997) 

Methodologically, this study provides a research framework, which can be used to 

replicate the study in other settings, and of equal significance is the fact that the 

methodology, and the associates scales and vignettes, can be used to conduct studies 

of either the malicious or non-malicious type. Taken together, the findings definitely 

imply that no longer should malicious and non-malicious acts be grouped together. 

The clear conclusion from the answer to the first research question is that they 

should be studied separately. Non-malicious rule violations should be studied as 

heretofore but if we are to regard malicious rule violations as a crime, albeit a white-

collar crime, then they are likely to be influenced by a separate suite of factors, even 

if those factors overlap with those related to the softer type of rule-breaking.  

7.6 LIMITATIONS 

Unfortunately, nearly all studies have limitations, many of which are 

methodological, which themselves come in two forms – limitations due to the 

methodologies used and limitations resulting from how they were used. Although 
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every effort was made in the current study to eliminate or minimise known 

limitations, there are inevitably still some that emerge and become apparent on 

review of the overall project. The following paragraphs attempt to address such 

issues as they pertain to this research. 

Survey questionnaires were the principal research tool used to gather the data on 

which the conclusions of this research are based (other data gathering techniques 

served largely to inform and develop these questionnaires). As such, there are 

several associated limitations.  

The wording and framing of questions and the order in which questions are 

presented can have an impact on whether their meaning is shared by a majority of 

respondents and whether respondents are likely to understand the phenomenon 

under investigation in roughly similar ways (Hufnagel and Conca 1994).  

Throughout the course of this research, every effort was made to ameliorate the 

effect of potential issues in this area. For example, during the design of the 

questionnaire a pre-test was conducted with the express purpose of determining 

“difficult” or ambiguous items. Similarly, being conscious of the fact that the 

questionnaire was comprised of items that were new and drawn from literature 

based in a number of different regions (U.S., Europe, and China) extensive time 

was spent reviewing and re-writing items so that they achieved homogeneity of 

tone and tenor. In particular, colloquial terms which are ordinarily inappropriate for 

a generally applicable questionnaire (Grant and Davis 1997) were sought out and 

removed. Nevertheless, there are undoubtedly some issues around language that 

remain and although these are thought unlikely to have prejudiced the results of the 

study (nearly 82% of respondents are based in Ireland), they still represent a 

limitation of the study, and would be important for future users of the constructs 

to take into account. 

A further limitation from the chosen methodology stems from the approach to 

selecting the sampling frame. Although the administration of the various surveys 

was totally random, the selection of the overall panel employed a convenience 

sampling strategy with purposive criteria. Conventional wisdom would suggest that 

for findings to be generalizable the sampling frame should be random, although 

others would argue that nothing is ever truly generalizable and all that we can strive 

for is to generalise to a similar population as sampled (Lee and Baskerville 2003). In 

the current study the chosen approach was designed to address a particular cohort 

of respondents, namely people who worked or had worked with information 

systems in organisations. This strategy has served to provide a sample that suits the 

subject matter and while listed as a limitation could equally be regarded as a virtue, 
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contributing in part to the relevance and applicability of the findings of the 

research. 

An assessment of completion rates reveals a number of limitations in design. 

Although it was observed during the pre-test phase that the instrument was quite 

long, it was decided to proceed to the pilot stage without significant adjustment. At 

that point dropout rates of approximately 20% suggested that the instrument 

required amendment. However, analysis of these dropout rates showed that over 

87% of those that dropped out did so either after completion of the initial 

demographics or after answering items about one of the two scenarios. In order to 

meaningfully redress this effect, the adjustment to the instrument item would have 

had to be radical, which would in turn have precluded the extension of the survey 

to the larger combined dataset. Thus, mirroring the subject of the study, an 

assessment of the costs and benefits of radically revising the instrument led to the 

conclusion that while length could be seen as a a limitation, it was deemed to be a 

necessary one for this study. 

A consequent limitation of the use of the vignette methodology is that in some 

respects the findings could be viewed as only applying to the specific situations 

described in the vignettes. The purpose of vignettes is to describe situations with 

precision and relevance (Alexander and Becker 1978) that are clear and specific 

about what they describe (Weber 1992), and in the current research every effort 

was made to ensure that the content of the vignettes was appropriate to the subject 

under review through the various stages of belief elicitation, content validation and 

pre-testing. Nevertheless, there exists a methodological quid-pro-quo, that the 

specific nature of the vignettes could present an unintended narrow conclusion. 

Similarly, because of the nature of this research, where findings are influenced by a 

multitude of complex and interlinked factors, the cross-sectional approach presents 

limitations in assessing the findings. For example, the acceptability of certain 

neutralisations and moral judgements undoubtedly changes over time – some of 

what is deemed acceptable from a moral or ethical standpoint currently would have 

been anathema to some previous generations, so it would be naïve to think that all 

behaviours that are considered unacceptable now will remain so, ad infinitum, 

therefore this is acknowledged as a limitation of the study. 

In related reasoning, it is likely that there may be a number of factors that were 

never considered to be part of the model for this research. Chapters 2 and 3 of this 

thesis illustrate that human behaviour is an extremely complex phenomenon, 

impacted by personal, situational and cognitive events. As such, to attempt to 



Chapter 7: Discussion and Conclusions    
           

237 

create a model that incorporated all possible factors would have been impractical 

and impossible. Therefore, editorial decisions have to be made in the preparation 

of the model, taking note of prior literature and the opinions of experts, which can 

result in the inadvertent omission of something, which would further illuminate the 

subject under review. Although this is more than likely a limitation of all social 

science studies, it is mentioned here as a potential limitation for the current work. 

A further limitation is specifically related to SEM modelling, and in particular the 

presence of significant X2 results, which have been thought to indicate poor model 

fit.  In acknowledging this as a limitation, it is important to point out that more 

recent views would suggest that use of the chi-square statistic is problematic and so 

the current study employs the use of alternative indices as recommended (Byrne 

2013; Hair et al. 2014). It is for this reason, notwithstanding the aforementioned 

limitation, that there is confidence in assessing that the model fit is in fact good. 

Finally, this study contains a measure of perceived benefits from breaking 

information security rules, which is empirically validated and developed specifically 

for this study. In addition it introduces a number of “new” constructs to the topic 

for the first time. Consequently, there are a number of measures that offer up 

significant findings, while at the same time suffering from the fact that they cannot 

avail of the benefit of maturity – being refined and developed over several similar 

studies. Thus while this is a limitation, it is by definition a necessary one and one 

which can be remedied as future studies attempt to replicate the findings of this 

one. 

7.7 CONCLUSIONS 

This dissertation responds to the need to understand why some insiders in 

organisations break information security rules. The challenge itself becomes ever 

more complex and evolutionary as technology advances and becomes more 

pervasive, coupled with the culture of “convenient, ‘always on’ access to 

information” (Schalow et al. 2013). Differences in expectations with regard to work 

outcomes on the part of employees and the blurring of work and personal life 

boundaries mean that gaining an understanding of the phenomenon, often dubbed 

“insider attacks”, is a complex and multi-layered issue. Somewhat paradoxically, 

this is the case while at the same time the field in which the study exits is relatively 

immature. Early efforts at understanding the phenomenon focussed on deterrents 

(Straub 1990), which were subsequently followed by studies of the rational 

individual (also focussing primarily on deterrents and sanctions), and later on 

rational choice theory itself – examining both the costs and benefits of behaviours 

– although the bulk of these concerned compliant rather than non-compliant 
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behaviours. In recent years additional factors have been added to the theoretical 

mix such as; neutralisation (Siponen and Vance 2010), self-control (Hu et al. 2015), 

moral reasoning (Myyry et al. 2009) and more, yet it is in reverting to the original 

view of rational choice theory that this study makes some of its most important 

contributions. 

Clearly, in understanding the rational choice dynamic it is necessary to have a 

reliable means of assessing perceptions of both costs and benefits. In the years 

since the behavioural infosec field began (circa 1990), there have been many 

studies, yielding established cost and sanction measures. This is simply not the case 

with the benefits side of the equation. Of the studies that do address benefits, the 

perception measures seem arbitrarily selected and certainly are not empirically 

determined. Finding that relief from frustration is a significant predictor of 

intentional rule violation in both malicious and non-malicious contexts has 

significant implications for management, not least in relation to job design. 

Similarly, concluding that job fulfilment is also a predictor, has significant 

implications. If increasing costs and sanctions was once seen as a means of 

reducing the risk of insider offending, then reducing the benefit, or perceived 

benefit, from offending should achieve the same end. Therefore organisations 

should strive to ensure that this type of behaviour should not generate cues that 

foster these feelings of job-fulfilment.    

This research was structured around three overall research questions, one of which 

was what perceptions of benefits an insider takes into account before violating 

policies. Because of its newness, a rigorous construct development process was 

conducted, in accordance with the stage model proposed by Churchill (1979) and 

followed by (Lewis et al. 2005) and (MacKenzie et al. 2011). Through various 

stages of content validation, pre-testing, and two sets of survey respondents 

totalling 232 and 226 “insiders” respectively, a four-factor structure for perception 

of benefits emerged. Confirmatory psychometric evidence suggests that the 

measures are reliable and valid, and explain a significant portion of the variance in 

intention to violate policies. Therefore, this particular result from the current 

research can be used with confidence by academics and practitioners in future 

studies. 

Implicit in the detail of the benefits construct is the fact that human behaviour is a 

complex issue and the perception of benefits emanating from this research reflect a 

multi-layered view of what is desirous to an insider, covering more than purely 

utilitarian or one-dimensional motivations. Recognising this fact, Chapter 2 of this 

thesis explores some of the background concepts underlying behaviour from fields 
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like psychology, philosophy and sociology – fields that are far more developed than 

the information security field – in order to elucidate the choice process further. 

This in turn gives rise to another of the research questions for this study: what 

antecedent factors affect the rational choice decision to violate policies. Clearly, the 

answer to this question could have resulted in a virtual smorgasbord of factors, but 

careful consideration of the literature and in particular the criminology literature 

resulted in a series of factors – deemed ‘pre-kinetic factors’ for the purposes of the 

current study.  

The impact of these factors cannot be underestimated, and in particular the impact 

of moral beliefs and impulsivity present findings, which not only inform the 

understanding of the topic under review, but also provide future researchers with 

additional constructs and avenues to explore.  Of particular interest is the finding in 

relation to the ‘denial of the victim’ neutralisation. Displaying a highly significant 

effect on the intention to commit malicious acts, it illustrates a situation whereby 

an insider may consider his / her aberrant actions, as redressing organisational 

justice issues. Posey et al. (2014) discuss this idea as ‘balancing the scales of justice’ 

- not to be confused with the neutralisation known as ‘metaphor of the ledger’ – 

whereby disgruntlement may cause an individual adjust their perception of an 

organisation’s fairness. Although not an explicit measure for organisational injustice 

the introduction of, and conclusions about, ‘denial of the victim’ in the current 

research, suggest a stream for future researchers to explore in relation to 

organisational justice. 

Finally, the conduct of this research was heavily guided by a philosophy of 

“contextual relevance”. Consequently, the approach was to base the foundation of 

the study among experts in the field and resulting from that approach, rather than 

any pre-conception, was the simple fact that information security offences are 

many and varied and that considering the dependent variable as a unitary construct 

is erroneous. Equally, this necessarily gives rise to a further research question: does 

rational choice work in the same way for non-malicious and malicious acts? 

Findings indicate that the answer to this question is negative, that there are 

differences between the two types of acts – differences and findings that are 

important for research and practice. However, the real conclusion from the 

research in this regard is actually conducting separate analyses, and it is respectfully 

suggested at this time that future studies of insider behaviour should either contain 

a comparative element or explicitly state that their subject matter involves either 

malicious or non-malicious behaviour. 



Bibliography   
           

240 

REFERENCES 
 
 

Ajzen, I. 1991. "The Theory of Planned Behavior," Organizational Behavior and Human 
Decision Processes (50:2), Dec, pp. 179-211. 

Ajzen, I. 2002. "Perceived Behavioral Control, Self-Efficacy, Locus of Control, and 
the Theory of Planned Behavior," Journal of Applied Social Psychology (32:4), Apr, pp. 
665-683. 

Al-Natour, S., and Benbasat, I. 2009. "The Adoption and Use of IT Artifacts: A New 
Interaction-Centric Model for the Study of User-Artifact Relationships," Journal of 
the Association for Information Systems (10:9), pp. 661-685. 

Aladwani, A.M., and Palvia, P.C. 2002. "Developing and Validating an Instrument 
for Measuring User-Perceived Web Quality," Information & Management (39:6), May, 
pp. 467-476. 

Alexander, C.S., and Becker, H.J. 1978. "The Use of Vignettes in Survey Research," 
The Public Opinion Quarterly (42:1), pp. 93-104. 

Allen, J. 2003. "Guest Blog: The Combat Operator."   Retrieved 26 Nov 2014, 2014, 
from http://defensetech.org/2009/03/23/guest-blog-the-combat-operator/ 

Alvarez, A. 1997. "Adjusting to Genocide - the Techniques of Neutralization and the 
Holocaust," Social Science History (21:2), Sum, pp. 139-178. 

Ambrose, M.L., Seabright, M.A., and Schminke, M. 2002. "Sabotage in the 
Workplace: The Role of Organizational Injustice," Organizational Behavior and Human 
Decision Processes (89:1), Sep, pp. 947-965. 

Anderson, C.L., and Agarwal, R. 2010. "Practicing Safe Computing: A Multimethod 
Empirical Examination of Home Computer User Security Behavioral Intentions," 
MIS Quarterly (34:3), Sep, pp. 613-643. 

Anderson, J.C., and Gerbing, D.W. 1988. "Structural Equation Modeling in Practice - 
a Review and Recommended 2-Step Approach," Psychological Bulletin (103:3), May, 
pp. 411-423. 

Ang, S., and Slaughter, S.A. 2001. "Work Outcomes and Job Design for Contract 
Versus Permanent Information Systems Professionals on Software Development 
Teams," MIS Quarterly (25:3), Sep, pp. 321-350. 

Antia, K.D., Bergen, M.E., Dutta, S., and Fisher, R.J. 2006. "How Does 
Enforcement Deter Gray Market Incidence?," Journal of Marketing (70:1), Jan, pp. 
92-106. 

Armitage, C.J., and Conner, M. 1999a. "Distinguishing Perceptions of Control from 
Self-Efficacy: Predicting Consumption of a Low-Fat Diet Using the Theory of 
Planned Behavior," Journal of Applied Social Psychology (29:1), Jan, pp. 72-90. 



Bibliography   
           

241 

Armitage, C.J., and Conner, M. 1999b. "The Theory of Planned Behaviour: 
Assessment of Predictive Validity and 'Perceived Control'," British Journal of Social 
Psychology (38), Mar, pp. 35-54. 

Bachman, R., Paternoster, R., and Ward, S. 1992. "The Rationality of Sexual 
Offending - Testing a Deterrence Rational Choice Conception of Sexual Assault," 
Law & Society Review (26:2), pp. 343-372. 

Bagozzi, R.P. 1982. "A Field Investigation of Causal Relations among Cognitions, 
Affect, Intentions, and Behavior," Journal of Marketing Research (19:4), pp. 562-583. 

Bagozzi, R.P. 2011. "Measurement and Meaning in Information Systems and 
Organizational Research: Methodological and Philosophical Foundations," MIS 
Quarterly (35:2), Jun, pp. 261-292. 

Bagozzi, R.P., Tybout, A.M., Craig, C.S., and Sternthal, B. 1979. "Construct-Validity 
of the Tripartite Classification of Attitudes," Journal of Marketing Research (16:1), pp. 
88-95. 

Bandura, A. 1971. Social Learning Theory. New York: General Learning Press. 

Bandura, A. 1977. "Self-Efficacy - toward a Unifying Theory of Behavioral Change," 
Psychological Review (84:2), pp. 191-215. 

Bandura, A. 1989. "Human Agency in Social Cognitive Theory," American Psychologist 
(44:9), Sep, pp. 1175-1184. 

Bandura, A., Barbaranelli, C., Caprara, G.V., and Pastorelli, C. 1996. "Mechanisms of 
Moral Disengagement in the Exercise of Moral Agency," Journal of personality and 
social psychology (71:2), p. 364. 

Bandura, A., and Cervone, D. 1983. "Self-Evaluative and Self-Efficacy Mechanisms 
Governing the Motivational Effects of Goal Systems," Journal of Personality and Social 
Psychology (45:5), pp. 1017-1028. 

Bandura, A., and Wood, R. 1989. "Effect of Perceived Controllability and 
Performance Standards on Self-Regulation of Complex Decision-Making," Journal of 
Personality and Social Psychology (56:5), May, pp. 805-814. 

Bapna, R., Gupta, A., Rice, S., and Sundararajan, A. 2017. "Trust and the Strength of 
Ties in Online Social Networks: An Exploratory Field Experiment," MIS Quarterly 
(41:1), Mar, pp. 115-130. 

Barlow, J.B., Warkentin, M., Ormond, D., and Dennis, A.R. 2013. "Don't Make 
Excuses! Discouraging Neutralization to Reduce IT Policy Violation," Computers & 
Security (39:Part B), Nov, pp. 145-159. 

Baroudi, J.J., Olson, M.H., and Ives, B. 1986. "An Empirical-Study of the Impact of 
User Involvement on System Usage and Information Satisfaction," Communications 
of the ACM (29:3), Mar, pp. 232-238. 



Bibliography   
           

242 

Barriga, A.Q., and Gibbs, J.C. 1996. "Measuring Cognitive Distortion in Antisocial 
Youth: Development and Preliminary Validation of the ''How I Think'' 
Questionnaire," Aggressive Behavior (22:5), pp. 333-343. 

Beaudry, A., and Pinsonneault, A. 2010. "The Other Side of Acceptance: Studying 
the Direct and Indirect Effects of Emotions on Information Technology Use," 
MIS Quarterly (34:4), Dec, pp. 689-710. 

Becerra-Fernandez Irma, and Sabherwal, R. 2001. "Organizational Knowledge 
Management: A Contingency Perspective," Journal of management information systems 
(18:1), pp. 23-55. 

Benbasat, I., Goldstein, D.K., and Mead, M. 1987. "The Case Research Strategy in 
Studies of Information-Systems," MIS Quarterly (11:3), Sep, pp. 369-386. 

Bennett, R.J., and Robinson, S.L. 2000. "Development of a Measure of Workplace 
Deviance," Journal of Applied Psychology (85:3), Jun, pp. 349-360. 

Bensman, J., and Gerver, I. 1963. "Crime and Punishment in the Factory: The 
Function of Deviancy in Maintaining the Social System," American Sociological Review 
(28:4), pp. 588-598. 

Bentler, P.M., and Chou, C.P. 1987. "Practical Issues in Structural Modeling," 
Sociological Methods & Research (16:1), Aug, pp. 78-117. 

Bhattacherjee, A., and Premkumar, G. 2004. "Understanding Changes in Belief and 
Attitude toward Information Technology Usage: A Theoretical Model and 
Longitudinal Test," MIS Quarterly (28:2), Jun, pp. 229-254. 

Bidan, M., Rowe, F., and Truex, D. 2012. "An Empirical Study of IS Architectures in 
French SMEs: Integration Approaches," European Journal of Information Systems (21:3), 
May, pp. 287-302. 

Bird, B., Schjoedt, L., and Baum, J.R. 2012. "Entrepreneurs' Behavior: Elucidation 
and Measurement Introduction," Entrepreneurship Theory and Practice (36:5), Sep, pp. 
889-913. 

Bishop, D.M. 1984. "Legal and Extralegal Barriers to Delinquency - a Panel 
Analysis," Criminology (22:3), pp. 403-419. 

Boell, S.K., and Cecez-Kecmanovic, D. 2014. "A Hermeneutic Approach for 
Conducting Literature Reviews and Literature Searches," Communications of the 
Association for Information Systems (34:1), pp. 257-286. 

Boockholdt, J.L. 1989. "Implementing Security and Integrity in Micro-Mainframe 
Networks," MIS Quarterly (13:2), Jun, pp. 135-144. 

Borrego, M., Douglas, E.P., and Amelink, C.T. 2009. "Quantitative, Qualitative, and 
Mixed Research Methods in Engineering Education," Journal of Engineering Education 
(98:1), Jan, pp. 53-66. 



Bibliography   
           

243 

Boss, S.R., Galletta, D.F., Lowry, P.B., Moody, G.D., and Polak, P. 2015. "What Do 
Systems Users Have to Fear? Using Fear Appeals to Engender Threats and Fear 
That Motivate Protective Security Behaviors," MIS Quarterly (39:4), Dec, pp. 837-
U461. 

Boss, S.R., Kirsch, L.J., Angermeier, I., Shingler, R.A., and Boss, R.W. 2009. "If 
Someone Is Watching, I'll Do What I'm Asked: Mandatoriness, Control, and 
Information Security," European Journal of Information Systems (18:2), Apr, pp. 151-
164. 

Boudreau, M.C., Gefen, D., and Straub, D.W. 2001. "Validation in Information 
Systems Research: A State-of-the-Art Assessment," MIS Quarterly (25:1), Mar, pp. 
1-16. 

Bouffard, J.A. 2002. "The Influence of Emotion on Rational Decision Making in 
Sexual Aggression," Journal of Criminal Justice (30:2), Mar-Apr, pp. 121-134. 

Bridges, G.S., and Stone, J.A. 1986. "Effects of Criminal Punishment on Perceived 
Threat of Punishment: Toward an Understanding of Specific Deterrence," Journal of 
Research in Crime and Delinquency (23:3), pp. 207-239. 

Briggs, S.R., and Cheek, J.M. 1986. "The Role of Factor-Analysis in the Development 
and Evaluation of Personality-Scales," Journal of Personality (54:1), Mar, pp. 106-148. 

Brouwers, M.C., and Sorrentino, R.M. 1993. "Uncertainty Orientation and Protection 
Motivation Theory - the Role of Individual-Differences in Health Compliance," 
Journal of Personality and Social Psychology (65:1), Jul, pp. 102-112. 

Bulgurcu, B., Cavusoglu, H., and Benbasat, I. 2010. "Information Security Policy 
Compliance: An Empirical Study of Rationality-Based Beliefs and Information 
Security Awareness," MIS Quarterly (34:3), Sep, pp. 523-548. 

Burke, P.J. 1980. "The Self: Measurement Requirements from an Interactionist 
Perspective," Social Psychology Quarterly (43:1), pp. 18-29. 

Burrell, G., and Morgan, G. 1979. Sociological Paradigms and Organisational Analysis. 
london: Heinemann. 

Buss, M.D.J., and Salerno, L.M. 1984. "Commonsense and Computer Security," 
Harvard Business Review (62:2), pp. 112-121. 

Byers, B.D., and Crider, B.W. 2002. "Hate Crimes against the Amish: A Qualitative 
Analysis of Bias Motivation Using Routine Activities Theory," Deviant Behavior 
(23:2), Mar-Apr, pp. 115-148. 

Byrd, T.A., and Turner, D.E. 2000. "Measuring the Flexibility of Information 
Technology Infrastructure: Exploratory Analysis of a Construct," Journal of 
Management Information Systems (17:1), Sum, pp. 167-208. 

Byrne, B.M. 2013. Structural Equation Modeling with Amos: Basic Concepts, Applications, 
and Programming, (Second Edition ed.). New York: Routledge. 



Bibliography   
           

244 

Cacioppo, J.T., Gardner, W.L., and Berntson, G.G. 1999. "The Affect System Has 
Parallel and Integrative Processing Components: Form Follows Function," Journal 
of Personality and Social Psychology (76:5), May, pp. 839-855. 

Cacioppo, J.T., and Petty, R.E. 1982. "The Need for Cognition," Journal of Personality 
and Social Psychology (42:1), pp. 116-131. 

Cacioppo, J.T., Petty, R.E., Feinstein, J.A., Blair, W., and Jarvis, G. 1996. 
"Dispositional Differences in Cognitive Motivation: The Life and Times of 
Individuals Varying in Need for Cognition," Psychological Bulletin (119:2), Mar, pp. 
197-253. 

Carmichael, S., and Piquero, A.R. 2004. "Sanctions, Perceived Anger, and Criminal 
Offending," Journal of Quantitative Criminology (20:4), Dec, pp. 371-393. 

Carver, C.S., and White, T.L. 1994. "Behavioral-Inhibition, Behavioral Activation, 
and Affective Responses to Impending Reward and Punishment - the BIS BAS 
Scales," Journal of Personality and Social Psychology (67:2), Aug, pp. 319-333. 

Cavaye, A.L.M. 1996. "Case Study Research: A Multi-Faceted Research Approach for 
IS," Information Systems Journal (6:3), Jul, pp. 227-242. 

Cavusoglu, H., Mishra, B., and Raghunathan, S. 2005. "The Value of Intrusion 
Detection Systems in Information Technology Security Architecture," Information 
Systems Research (16:1), Mar, pp. 28-46. 

Cavusoglu, H., Raghunathan, S., and Cavusoglu, H. 2009. "Configuration of and 
Interaction between Information Security Technologies: The Case of Firewalls and 
Intrusion Detection Systems," Information Systems Research (20:2), Jun, pp. 198-217. 

Chang, H.H. 2006. "Technical and Management Perceptions of Enterprise 
Information System Importance, Implementation and Benefits," Information Systems 
Journal (16:3), Jul, pp. 263-292. 

Chapple, C.L., McQuillan, J.A., and Berdahl, T.A. 2005. "Gender, Social Bonds, and 
Delinquency: A Comparison of Boys' and Girls' Models," Social Science Research 
(34:2), Jun, pp. 357-383. 

Charng, H.W., Piliavin, J.A., and Callero, P.L. 1988. "Role-Identity and Reasoned 
Action in the Prediction of Repeated Behavior," Social Psychology Quarterly (51:4), 
Dec, pp. 303-317. 

Chen, W.S., and Hirschheim, R. 2004. "A Paradigmatic and Methodological 
Examination of Information Systems Research from 1991 to 2001," Information 
Systems Journal (14:3), Jul, pp. 197-235. 

Chen, Y., Ramamurthy, K., and Wen, K.W. 2012. "Organizations' Information 
Security Policy Compliance: Stick or Carrot Approach?," Journal of Management 
Information Systems (29:3), Win, pp. 157-188. 



Bibliography   
           

245 

Chen, Y., and Zahedi, F.M. 2016. "Individuals' Internet Security Perceptions and 
Behaviors: Polycontextual Contrasts between the United States and China," MIS 
Quarterly (40:1), Mar, pp. 205-+. 

Chen, Y.J., and Tang, T.L.P. 2006. "Attitude toward and Propensity to Engage in 
Unethical Behavior: Measurement Invariance across Major among University 
Students," Journal of Business Ethics (69:1), Nov, pp. 77-93. 

Cheng, L.J., Li, W.L., Zhai, Q.G., and Smyth, R. 2014. "Understanding Personal Use 
of the Internet at Work: An Integrated Model of Neutralization Techniques and 
General Deterrence Theory," Computers in Human Behavior (38), Sep, pp. 220-228. 

Cheng, L.J., Li, Y., Li, W.L., Holm, E., and Zhai, Q.G. 2013. "Understanding the 
Violation of IS Security Policy in Organizations: An Integrated Model Based on 
Social Control and Deterrence Theory," Computers & Security (39:Part B), Nov, pp. 
447-459. 

Cheung, G.W., and Rensvold, R.B. 2002. "Evaluating Goodness-of-Fit Indexes for 
Testing Measurement Invariance," Structural Equation Modeling (9:2), pp. 233-255. 

Chin, W.W. 1998. "Issues and Opinion on Structural Equation Modeling," MIS 
Quarterly (22:1), Mar, pp. VII-XVI. 

Chin, W.W., and Todd, P.A. 1995. "On the Use, Usefulness, and Ease of Use of 
Structural Equation Modeling in MIS Research - a Note of Caution," MIS Quarterly 
(19:2), Jun, pp. 237-246. 

Chua, W.F. 1986. "Radical Developments in Accounting Thought," Accounting Review 
(61:4), Oct, pp. 601-632. 

Chua, Y.T., and Holt, T.J. 2016. "A Cross-National Examination of the Techniques 
of Neutralization to Account for Hacking Behaviors," Victims & Offenders (11:4), 
pp. 534-555. 

Churchill, G.A. 1979. "A Paradigm for Developing Better Measures of Marketing 
Constructs," Journal of Marketing Research (JMR) (16:1), pp. 64-73. 

Cochran, J.K., Chamlin, M.B., Wood, P.B., and Sellers, C.S. 1999. "Shame, 
Embarrassment, and Formal Sanction Threats: Extending the Deterrence Rational 
Choice Model to Academic Dishonesty," Sociological Inquiry (69:1), Win, pp. 91-105. 

Coleman, J.W. 2005. The Criminal Elite: Understanding White-Collar Crime. Worth 
Publishers. 

Compeau, D.R., and Higgins, C.A. 1995. "Computer Self-Efficacy - Development of 
a Measure and Initial Test," MIS Quarterly (19:2), Jun, pp. 189-211. 

Cooper, D.R., and Emory, W. 1991. Business Research Methods, (4th ed.). Irwin. 

Copes, H. 2003. "Societal Attachments, Offending Frequency, and Techniques of 
Neutralization," Deviant Behavior (24:2), Mar-Apr, pp. 101-127. 



Bibliography   
           

246 

Cossette, P., and Audet, M. 1992. "Mapping of an Idiosyncratic Schema," Journal of 
Management Studies (29:3), May, pp. 325-347. 

Costello, J.M., and Lee, S.M. 1974. "Needs Fulfillment and Job Satisfaction of 
Professionals," Public Personnel Management (3:5), pp. 454-461. 

Creswell, J.W. 2014. Research Design: Qualitative, Quantitative, and Mixed Methods 
Approaches, (4th ed.). Sage publications. 

Creswell, J.W., and Plano Clark , V.L. 2007. Designing and Conducting Mixed Methods 
Research. Thousand Oaks, CA: SAGE Publications. 

Creswell, J.W., and Plano Clark , V.L. 2011. Designing and Conducting Mixed Methods 
Research, (2nd ed.). Thousand Oaks, CA: SAGE Publications. 

Crino, M.D. 1994. "Employee Sabotage: A Random or Preventable Phenomenon?," 
Journal of Managerial Issues), pp. 311-330. 

Crossler, R.E., Johnston, A.C., Lowry, P.B., Hu, Q., Warkentin, M., and Baskerville, 
R. 2013. "Future Directions for Behavioral Information Security Research," 
Computers & Security (32), Feb, pp. 90-101. 

Crotty, M. 1998. The Foundations of Social Research: Meaning and Perspective in the Research 
Process. Sage. 

Culnan, M.J. 1986. "The Intellectual-Development of Management-Information-
Systems, 1972-1982 - a Cocitation Analysis," Management Science (32:2), Feb, pp. 156-
172. 

Culnan, M.J. 1987. "Mapping the Intellectual Structure of MIS, 1980-1985 - a 
Cocitation Analysis," MIS Quarterly (11:3), Sep, pp. 341-353. 

Culnan, M.J., and Swanson, E.B. 1986. "Research in Management-Information-
Systems, 1980-1984 - Points of Work and Reference," MIS Quarterly (10:3), Sep, pp. 
289-302. 

Cwiakowski, P., Giergiczny, M., and Krawczk, M. 2016. "Pirates in the Lab: Using 
Incentivized Choice Experiments to Explore Preference for (Un) Authorized 
Content," MIS Quarterly (40:3), Sep, pp. 709-+. 

D'Arcy, J., and Devaraj, S. 2012. "Employee Misuse of Information Technology 
Resources: Testing a Contemporary Deterrence Model," Decision Sciences (43:6), Dec, 
pp. 1091-1124. 

D'Arcy, J., and Herath, T. 2011. "A Review and Analysis of Deterrence Theory in the 
IS Security Literature: Making Sense of the Disparate Findings," European Journal of 
Information Systems (20:6), Nov, pp. 643-658. 

D'Arcy, J., Herath, T., and Shoss, M.K. 2014. "Understanding Employee Responses 
to Stressful Information Security Requirements: A Coping Perspective," Journal of 
Management Information Systems (31:2), Fal, pp. 285-318. 



Bibliography   
           

247 

D'Arcy, J., and Hovav, A. 2007. "Deterring Internal Information Systems Misuse," 
Communications of the ACM (50:10), Oct, pp. 113-117. 

D'Arcy, J., and Hovav, A. 2009. "Does One Size Fit All? Examining the Differential 
Effects of IS Security Countermeasures," Journal of Business Ethics (89:1), May, pp. 
59-71. 

D'Arcy, J., Hovav, A., and Galletta, D. 2009. "User Awareness of Security 
Countermeasures and Its Impact on Information Systems Misuse: A Deterrence 
Approach," Information Systems Research (20:1), Mar, pp. 79-98. 

D'Arcy, J., and Lowry, P.B. 2017. "Cognitive-Affective Drivers of Employees' Daily 
Compliance with Information Security Policies: A Multilevel, Longitudinal Study," 
Information Systems Journal). 

Danziger, J.N., and Kraemer, K.L. 1985. "Computerized Data-Based Systems and 
Productivity among Professional Workers: The Case of Detectives," Public 
Administration Review (45:1), pp. 196-209. 

Darke, P., Shanks, G., and Broadbent, M. 1998. "Successfully Completing Case Study 
Research: Combining Rigour, Relevance and Pragmatism," Information Systems Journal 
(8:4), Oct, pp. 273-289. 

Davis, F.D. 1989. "Perceived Usefulness, Perceived Ease of Use, and User 
Acceptance of Information Technology," MIS Quarterly (13:3), Sep, pp. 319-340. 

Davis, F.G.F., and Gantenbein, R.E. 1987. "Recovering from a Computer Virus 
Attack," Journal of Systems and Software (7:4), Dec, pp. 253-258. 

Davison, R.M., and Martinsons, M.G. 2011. "Methodological Practice and Policy for 
Organisationally and Socially Relevant IS Research: An Inclusive-Exclusive 
Perspective," Journal of Information Technology (26:4), Dec, pp. 288-293. 

De Villiers, M. 2005. "Three Approaches as Pillars for Interpretive Information 
Systems Research: Development Research, Action Research and Grounded 
Theory," Proceedings of the 2005 annual research conference of the South African institute of 
computer scientists and information technologists on IT research in developing countries: South 
African Institute for Computer Scientists and Information Technologists, pp. 142-
151. 

DeCarlo, L.T. 1997. "On the Meaning and Use of Kurtosis," Psychological methods (2:3), 
p. 292. 

DeLone, W.H., and McLean, E.R. 2003. "The Delone and Mclean Model of 
Information Systems Success: A Ten-Year Update," Journal of Management Information 
Systems (19:4), Spr, pp. 9-30. 

Dennis, A.R., and Garfield, M.J. 2003. "The Adoption and Use of Gss in Project 
Teams: Toward More Participative Processes and Outcomes," MIS Quarterly (27:2), 
Jun, pp. 289-323. 



Bibliography   
           

248 

Denzin, N.K., and Lincoln, Y.S. 1995. "Transforming Qualitative Research Methods 
- IS IT a Revolution," Journal of Contemporary Ethnography (24:3), Oct, pp. 349-358. 

Denzin, N.K., and Lincoln, Y.S. 2005. "The Sage Handbook of Qualitative 
Research,"). 

Dhillon, G., and Backhouse, J. 2001. "Current Directions in IS Security Research: 
Towards Socio-Organizational Perspectives," Information Systems Journal (11:2), Apr, 
pp. 127-153. 

Dickson, G.W., Senn, J.A., and Chervany, N.L. 1977. "Research in Management 
Information-Systems - Minnesota Experiments," Management Science (23:9), pp. 913-
923. 

Dillman, D.A. 2011. Mail and Internet Surveys: The Tailored Design Method--2007 Update 
with New Internet, Visual, and Mixed-Mode Guide. John Wiley & Sons. 

Dillon, W.R., Kumar, A., and Mulani, N. 1987. "Offending Estimates in Covariance 
Structure-Analysis - Comments on the Causes of and Solutions to Heywood 
Cases," Psychological Bulletin (101:1), Jan, pp. 126-135. 

Doolin, B. 1996. "Alternative Views of Case Research in Information Systems," 
Australasian Journal of Information Systems (3:2). 

Dube, L., and Pare, G. 2003. "Rigor in Information Systems Positivist Case Research: 
Current Practices, Trends, and Recommendations," MIS Quarterly (27:4), Dec, pp. 
597-635. 

Dugo, T. 2007. "The Insider Threat to Organizational Information Security: A 
Structural Model and Empirical Test." 

Eisenhardt, K.M. 1989. "Building Theories from Case-Study Research," Academy of 
Management Review (14:4), Oct, pp. 532-550. 

Eliason, S.L., and Dodder, R.A. 1999. "Techniques of Neutralization Used by Deer 
Poachers in the Western United States: A Research Note," Deviant Behavior (20:3), 
Jul-Sep, pp. 233-252. 

Elliot, A.J., and Church, M.A. 1997. "A Hierarchical Model of Approach and 
Avoidance Achievement Motivation," Journal of Personality and Social Psychology (72:1), 
Jan, pp. 218-232. 

Elliot, A.J., and Covington, M.V. 2001. "Approach and Avoidance Motivation," 
Educational Psychology Review (13:2), 06//, pp. 73-92. 

Epstein, S., Pacini, R., DenesRaj, V., and Heier, H. 1996. "Individual Differences in 
Intuitive-Experiential and Analytical-Rational Thinking Styles," Journal of Personality 
and Social Psychology (71:2), Aug, pp. 390-405. 

Evans, R.D., and Porche, D.A. 2005. "The Nature and Frequency of 
Medicare/Medicaid Fraud and Neutralization Techniques among Speech, 



Bibliography   
           

249 

Occupational, and Physical Therapists," Deviant Behavior (26:3), May-Jun, pp. 253-
270. 

Exum, M.L. 2002. "The Application and Robustness of the Rational Choice 
Perspective in the Study of Intoxicated and Angry Intentions to Aggress," 
Criminology (40:4), Nov, pp. 933-966. 

FBI, and DHS. 2014. "Increase in Insider Threat Cases Highlight Significant Risks to 
Business Networks and Proprietary Information."   Retrieved 22 Nov 2015, 2015, 
from http://www.ic3.gov/media/2014/140923.aspx 

Fishbein, M., and Ajzen, I. 1975. Belief, Attitude, Intention, and Behaviour: An Introduction 
to Theory and Research. Reading, MA: Addison-Wesley. 

Fitzgerald, B., and Howcroft, D. 1998. "Competing Dichotomies in IS Research and 
Possible Strategies for Resolution," Proceedings of the international conference on 
Information systems: Association for Information Systems, pp. 155-164. 

Flyvbjerg, B. 2011. "Case Study," in The Sage Handbook of Qualitative Research, N.K. 
Denzin and Y.S. Lincoln (eds.). London: SAGE, pp. 301-306. 

Folkman, S., and Lazarus, R.S. 1980. "An Analysis of Coping in a Middle-Aged 
Community Sample," Journal of Health and Social Behavior (21:3), 1980, pp. 219-239. 

Fornell, C., and Bookstein, F.L. 1982. "2 Structural Equation Models - Lisrel and Pls 
Applied to Consumer Exit-Voice Theory," Journal of Marketing Research (19:4), pp. 
440-452. 

Foth, M. 2016. "Factors Influencing the Intention to Comply with Data Protection 
Regulations in Hospitals: Based on Gender Differences in Behaviour and 
Deterrence," European Journal of Information Systems (25:2), Mar, pp. 91-109. 

Fowler Jr, F.J. 2013. Survey Research Methods. Sage publications. 

Frayne, C.A., and Latham, G.P. 1987. "Application of Social-Learning Theory to 
Employee Self-Management of Attendance," Journal of Applied Psychology (72:3), Aug, 
pp. 387-392. 

Frazier, C.E., and Meisenbelder, T. 1985. "Exploratory Notes on Criminality and 
Emotional Ambivalence," Qualitative Sociology (8:3), Fall85, pp. 266-284. 

Galliers, R.D. 1993. "Research Issues in Information-Systems," Journal of Information 
Technology (8:2), Jun, pp. 92-98. 

Galliers, R.D., and Land, F.F. 1987. "Choosing Appropriate Information-Systems 
Research Methodologies," Communications of the ACM (30:11), Nov, pp. 900-902. 

Gaskin, J. 2013. "SEM Series Part 5a: Confirmatory Factor Analysis." Gaskination 
Statistics   Retrieved 01 Aug, 2017, from 
https://http://www.youtube.com/watch?v=MCYmyzRZnIY&index=6&list=PL
nMJlbz3sefLdYnz7TysHKrMBby7igpV9 



Bibliography   
           

250 

Gaskin, J. 2016a. "CFA." Gaskination's StatWiki   Retrieved 11 Aug, 2017, from 
http://statwiki.kolobkreations.com/index.php?title=Confirmatory_Factor_Analys
is 

Gaskin, J. 2016b. "EFA." Gaskination's StatWiki   Retrieved 11 Aug, 2017, from 
http://statwiki.kolobkreations.com/index.php?title=Exploratory_Factor_Analysis 

Gattiker, U.E., and Kelley, H. 1999. "Morality and Computers: Attitudes and 
Differences in Moral Judgments," Information Systems Research (10:3), Sep, pp. 233-
254. 

Geertz, C. 1973. The Interpretation of Cultures : Selected Essays. New York : Basic Books, 
[1973] ©1973. 

Gerbing, D.W., and Anderson, J.C. 1988. "An Updated Paradigm for Scale 
Development Incorporating Unidimensionality and Its Assessment," Journal of 
Marketing Research (25:2), May, pp. 186-192. 

Germonprez, M. 2011. "Pluralism Is Not About Me, It Is About Us," Journal of 
Information Technology (26:4), Dec, pp. 304-305. 

Gibbs, J.P. 1975. Crime, Punishment, and Deterrence. Elsevier New York. 

Giles, W.F.F.H.S. 1978. "Effects of Amount, Format, and Location of Demographic 
Information on Questionnaire Return Rate and Response Bias of Sensitive and 
Nonsensitive Items," Personnel Psychology (31:3), 09//, pp. 549-559. 

Goldberg, L.R. 1999. "A Broad-Bandwidth, Public Domain, Personality Inventory 
Measuring the Lower-Level Facets of Several Five-Factor Models," Personality 
psychology in Europe (7:1), pp. 7-28. 

Gopal, R.D., and Sanders, G.L. 1997. "Preventive and Deterrent Controls for 
Software Piracy," Journal of Management Information Systems (13:4), pp. 29-47. 

Gottfredson, M.R., and Hirschi, T. 1990. A General Theory of Crime. Stanford 
University Press. 

Graham, S., Hudley, C., and Williams, E. 1992. "Attributional and Emotional 
Determinants of Aggression among African-American and Latino Young 
Adolescents," Developmental Psychology (28:4), Jul, pp. 731-740. 

Grant, J.S., and Davis, L.L. 1997. "Selection and Use of Content Experts for 
Instrument Development," Research in Nursing & Health (20:3), Jun, pp. 269-274. 

Grasmick, H.G., and Bursik, R.J. 1990. "Conscience, Significant Others, and Rational 
Choice - Extending the Deterrence Model," Law & Society Review (24:3), pp. 837-
861. 

Grasmick, H.G., Tittle, C.R., Bursik, R.J., and Arneklev, B.J. 1993. "Testing the Core 
Empirical Implications of Gottfredson and Hirschi General-Theory of Crime," 
Journal of Research in Crime and Delinquency (30:1), Feb, pp. 5-29. 



Bibliography   
           

251 

Green, R.G., Murphy, K.D., and Snyder, S.M. 2000. "Should Demographics Be 
Placed at the End or at the Beginning of Mailed Questionnaires? An Empirical 
Answer to a Persistent Methodological Question," Social Work Research (24:4), Dec, 
pp. 237-241. 

Grimsley, M., and Meehan, A. 2007. "E-Government Information Systems: 
Evaluation-Led Design for Public Value and Client Trust," European Journal of 
Information Systems (16:2), Apr, pp. 134-148. 

Guo, K.H. 2013. "Security-Related Behavior in Using Information Systems in the 
Workplace: A Review and Synthesis," Computers & Security (32), Feb, pp. 242-251. 

Guo, K.H., Yuan, Y.F., Archer, N.P., and Connelly, C.E. 2011. "Understanding 
Nonmalicious Security Violations in the Workplace: A Composite Behavior 
Model," Journal of Management Information Systems (28:2), Fal, pp. 203-236. 

Haag, S., and Eckhardt, A. 2015. "Justifying Shadow IT Usage," in: Pacific Asia 
Conference on Information Systems (PACIS). 

Hackney, R., Jones, S., and Losch, A. 2007. "Towards an E-Government Efficiency 
Agenda: The Impact of Information and Communication Behaviour on E-Reverse 
Auctions in Public Sector Procurement," European Journal of Information Systems 
(16:2), Apr, pp. 178-191. 

Haidt, J. 2001. "The Emotional Dog and Its Rational Tail: A Social Intuitionist 
Approach to Moral Judgment," Psychological Review (108:4), Oct, pp. 814-834. 

Hair, J., Black, W., Babin, B., and Anderson, R. 2014. Multivariate Data Analysis, (7th 
New International ed.). Harlow, Essex.: Pearson Education Limited. 

Hamilton, S., and Ives, B. 1982. "MIS Research Strategies," Information & Management 
(5:6), 1982/01/01, pp. 339-347. 

Han, W.C., Ada, S., Sharman, R., and Rao, H.R. 2015. "Campus Emergency 
Notification Systems: An Examination of Factors Affecting Compliance with 
Alerts," MIS Quarterly (39:4), Dec, pp. 909-+. 

Hansen, J.V., and Hill, N.C. 1989. "Control and Audit of Electronic Data 
Interchange," MIS Quarterly (13:4), Dec, pp. 403-413. 

Hanson, W.E., Creswell, J.W., Clark, V.L.P., Petska, K.S., and Creswell, J.D. 2005. 
"Mixed Methods Research Designs in Counseling Psychology," Journal of Counseling 
Psychology (52:2), Apr, pp. 224-235. 

Harrington, S.J. 1996. "The Effect of Codes of Ethics and Personal Denial of 
Responsibility on Computer Abuse Judgments and Intentions," MIS Quarterly 
(20:3), Sep, pp. 257-278. 

Harris, L.C., and Ogbonna, E. 2006. "Service Sabotage: A Study of Antecedents and 
Consequences," Journal of the Academy of Marketing Science (34:4), Fal, pp. 543-558. 



Bibliography   
           

252 

Harris, L.C., and Ogbonna, E. 2009. "Service Sabotage: The Dark Side of Service 
Dynamics," Business Horizons (52:4), Jul-Aug, pp. 325-335. 

Harris, L.C., and Ogbonna, E. 2012. "Motives for Service Sabotage: An Empirical 
Study of Front-Line Workers," Service Industries Journal (32:13), pp. 2027-2046. 

Harris, M.A. 2012. "Managing Corporate Computer Crime and the Insider Threat: 
The Role of Cognitive Distortion Theory," Journal of Information Systems Security (8:2), 
pp. 19-41. 

Harrison, D.A., Mykytyn, P.P., and Riemenschneider, C.K. 1997. "Executive 
Decisions About Adoption of Information Technology in Small Business: Theory 
and Empirical Tests," Information Systems Research (8:2), Jun, pp. 171-195. 

Haynes, S.N., Richard, D.C.S., and Kubany, E.S. 1995. "Content Validity in 
Psychological Assessment: A Functional Approach to Concepts and Methods," 
Psychological Assessment (7:3), Sep, pp. 238-247. 

Heinze, N., and Hu, Q. 2009. "Why College Undergraduates Choose IT: A Multi-
Theoretical Perspective," European Journal of Information Systems (18:5), Oct, pp. 462-
475. 

Herath, T., and Rao, H.R. 2009a. "Encouraging Information Security Behaviors in 
Organizations: Role of Penalties, Pressures and Perceived Effectiveness," Decision 
Support Systems (47:2), May, pp. 154-165. 

Herath, T., and Rao, H.R. 2009b. "Protection Motivation and Deterrence: A 
Framework for Security Policy Compliance in Organisations," European Journal of 
Information Systems (18:2), Apr, pp. 106-125. 

Higgins, G.E., Fell, B.D., and Wilson, A.L. 2006. "Digital Piracy: Assessing the 
Contributions of an Integrated Self-Control Theory and Social Learning Theory 
Using Structural Equation Modeling," Criminal Justice Studies (19:1), 2006/03/01, pp. 
3-22. 

Higgins, G.E., Wilson, A.L., and Fell, B.D. 2005. "An Application of Deterrence 
Theory to Software Piracy," Journal of Criminal Justice and Popular Culture (12:3), pp. 
166-184. 

Hinkin, T.R. 1995. "A Review of Scale Development Practices in the Study of 
Organizations," Journal of Management (21:5), pp. 967-988. 

Hirschheim, R. 1985. "Information Systems Epistemology: An Historical 
Perspective," Research methods in information systems), pp. 13-35. 

Hirschheim, R., and Klein, H.K. 1989. "Four Paradigms of Information Systems 
Development," Communications of the ACM (32:10), pp. 1199-1216. 

Ho, V.T., Ang, S., and Straub, D. 2003. "When Subordinates Become IT 
Contractors: Persistent Managerial Expectations in IT Outsourcing," Information 
Systems Research (14:1), Mar, pp. 66-86. 



Bibliography   
           

253 

Hovav, A., and D'Arcy, J. 2012. "Applying an Extended Model of Deterrence across 
Cultures: An Investigation of Information Systems Misuse in the Us and South 
Korea," Information & Management (49:2), Mar, pp. 99-110. 

Hsieh, J., Rai, A., and Keil, M. 2008. "Understanding Digital Inequality: Comparing 
Continued Use Behavioral Models of the Socio-Economically Advantaged and 
Disadvantaged," MIS Quarterly (32:1), Mar, pp. 97-126. 

Hsu, J.S.C., Shih, S.P., Hung, Y.W., and Lowry, P.B. 2015. "The Role of Extra-Role 
Behaviors and Social Controls in Information Security Policy Effectiveness," 
Information Systems Research (26:2), Jun, pp. 282-300. 

Hu, Q., West, R., and Smarandescu, L. 2015. "The Role of Self-Control in 
Information Security Violations: Insights from a Cognitive Neuroscience 
Perspective," Journal of Management Information Systems (31:4), Spr, pp. 6-48. 

Hu, Q., Xu, Z., Dinev, T., and Ling, H. 2011. "Does Deterrence Work in Reducing 
Information Security Policy Abuse by Employees?," Communications of the ACM 
(54:6), pp. 54-60. 

Hufnagel, E.M., and Conca, C. 1994. "User Response Data - the Potential for Errors 
and Biases," Information Systems Research (5:1), Mar, pp. 48-73. 

Ifinedo, P. 2012. "Understanding Information Systems Security Policy Compliance: 
An Integration of the Theory of Planned Behavior and the Protection Motivation 
Theory," Computers & Security (31:1), Feb, pp. 83-95. 

Ifinedo, P. 2014. "Information Systems Security Policy Compliance: An Empirical 
Study of the Effects of Socialisation, Influence, and Cognition," Information & 
Management (51:1), Jan, pp. 69-79. 

Jarvenpaa, S.L., Dickson, G.W., and Desanctis, G. 1985. "Methodological Issues in 
Experimental IS Research - Experiences and Recommendations," MIS Quarterly 
(9:2), pp. 141-156. 

Johnson, P., Buehring, A., Cassell, C., and Symon, G. 2007. "Defining Qualitative 
Management Research: An Empirical Investigation," Qualitative research in 
organizations and management: an international journal (2:1), pp. 23-42. 

Johnson, R.B., and Onwuegbuzie, A.J. 2004. "Mixed Methods Research: A Research 
Paradigm Whose Time Has Come," Educational researcher (33:7), pp. 14-26. 

Johnston, A.C., and Warkentin, M. 2010. "Fear Appeals and Information Security 
Behaviors: An Empirical Study," MIS Quarterly (34:3), Sep, pp. 549-566. 

Johnston, A.C., Warkentin, M., McBride, M., and Carter, L. 2016. "Dispositional and 
Situational Factors: Influences on Information Security Policy Violations," European 
Journal of Information Systems (25:3), May, pp. 231-251. 

Johnston, A.C., Warkentin, M., and Siponen, M. 2015. "An Enhanced Fear Appeal 
Rhetorical Framework: Leveraging Threats to the Human Asset through 
Sanctioning Rhetoric," MIS Quarterly (39:1), Mar, pp. 113-134. 



Bibliography   
           

254 

Joshi, K. 1989. "The Measurement of Fairness or Equity Perceptions of Management 
Information-Systems Users," MIS Quarterly (13:3), Sep, pp. 343-358. 

Junglas, I.A., Johnson, N.A., and Spitzmuller, C. 2008. "Personality Traits and 
Concern for Privacy: An Empirical Study in the Context of Location-Based 
Services," European Journal of Information Systems (17:4), Aug, pp. 387-402. 

Kajtazi, M., Bulgurcu, B., Cavusoglu, H., and Benbasat, I. 2014. "Assessing Sunk 
Cost Effect on Employees' Intentions to Violate Information Security Policies in 
Organizations," in 2014 47th Hawaii International Conference on System Sciences, R.H. 
Sprague (ed.). New York: Ieee, pp. 3169-3177. 

Kankanhalli, A., Teo, H.H., Tan, B.C.Y., and Wei, K.K. 2003. "An Integrative Study 
of Information Systems Security Effectiveness," International Journal of Information 
Management (23:2), Apr, pp. 139-154. 

Kaplan, B., and Duchon, D. 1988. "Combining Qualitative and Quantitative 
Methods in Information-Systems Research - a Case-Study," MIS Quarterly (12:4), 
Dec, pp. 571-586. 

Keen, P.G. 1980. "MIS Research: Reference Disciplines and a Cumulative 
Tradition," in: International Conference of Information Systems. 

Keil, M., Im, G.P., and Mahring, M. 2007. "Reporting Bad News on Software 
Projects: The Effects of Culturally Constituted Views of Face-Saving," Information 
Systems Journal (17:1), Jan, pp. 59-87. 

Kelman, H.C. 2006. "Interests, Relationships, Identities: Three Central Issues for 
Individuals and Groups in Negotiating Their Social Environment," in Annual Review 
of Psychology.  pp. 1-26. 

Kim, J., Park, E.H., and Baskerville, R.L. 2016. "A Model of Emotion and Computer 
Abuse," Information & Management (53:1), Jan, pp. 91-108. 

Klein, H.K., and Myers, M.D. 1999. "A Set of Principles for Conducting and 
Evaluating Interpretive Field Studies in Information Systems," MIS Quarterly (23:1), 
Mar, pp. 67-93. 

Kline, R.B. 2011. Principles and Practice of Structural Equation Modeling, (3rd ed.). 
Guilford publications. 

Klockars, C.B. 1974. The Professional Fence. Free Press New York. 

Koh, C., Ang, S., and Straub, D.W. 2004. "IT Outsourcing Success: A Psychological 
Contract Perspective," Information Systems Research (15:4), Dec, pp. 356-373. 

Kohlberg, L. 1969. Stage and Sequence: The Cognitive-Developmental Approach to 
Socialization. Rand McNally. 

Kotulic, A.G., and Clark, J.G. 2004. "Why There Aren't More Information Security 
Research Studies," Information & Management (41:5), May, pp. 597-607. 



Bibliography   
           

255 

Kuhn, T.S. 1962. "The Structure of Scientific Revolutions." The University of 
Chicago Press, p. 121. 

Landry, M., and Banville, C. 1992. "A Disciplined Methodological Pluralism for MIS 
Research," Accounting, management and information technologies (2:2), pp. 77-97. 

Lazarus, R.S. 1982. "Thoughts on the Relations between Emotion and Cognition," 
American Psychologist (37:9), 1982, pp. 1019-1024. 

Lazarus, R.S. 1984. "On the Primacy of Cognition," American Psychologist (39:2), 1984, 
pp. 124-129. 

Lazarus, R.S. 1993. "Coping Theory and Research - Past, Present, and Future," 
Psychosomatic Medicine (55:3), May-Jun, pp. 234-247. 

Lazarus, R.S., and McCleary, R.A. 1951. "Autonomic Discrimination without 
Awareness - a Study of Subception," Psychological Review (58:2), 1951, pp. 113-122. 

Lee, A.S. 1989. "A Scientific Methodology for MIS Case Studies," MIS Quarterly 
(13:1), Mar, pp. 33-50. 

Lee, A.S. 1991. "Integrating Positivist and Interpretive Approaches to Organizational 
Research," Organization Science (2:4), Nov, pp. 342-365. 

Lee, A.S., and Baskerville, R.L. 2003. "Generalizing Generalizability in Information 
Systems Research," Information Systems Research (14:3), Sep, pp. 221-243. 

Lee, A.S., and Dennis, A.R. 2012. "A Hermeneutic Interpretation of a Controlled 
Laboratory Experiment: A Case Study of Decision-Making with a Group Support 
System," Information Systems Journal (22:1), Jan, pp. 3-27. 

Lee, A.S., and Liebenau, J. 1997. Information Systems and Qualitative Research. London: 
Chapman & Hall. 

Lee, J., and Rao, H.R. 2012. "Service Source and Channel Choice in G2c Service 
Environments: A Model Comparison in the Anti/Counter-Terrorism Domain," 
Information Systems Journal (22:4), Jul, pp. 313-341. 

Lee, S.M., Lee, S.G., and Yoo, S. 2004. "An Integrative Model of Computer Abuse 
Based on Social Control and General Deterrence Theories," Information & 
Management (41:6), Jul, pp. 707-718. 

Lee, Y., and Larsen, K.R. 2009. "Threat or Coping Appraisal: Determinants of SMB 
Executives' Decision to Adopt Anti-Malware Software," European Journal of 
Information Systems (18:2), Apr, pp. 177-187. 

Leventhal, H., Singer, R., and Jones, S. 1965. "Effects of Fear and Specificity of 
Recommendation Upon Attitudes and Behavior," Journal of Personality and Social 
Psychology (2:1), pp. 20-29. 



Bibliography   
           

256 

Levy, Y., and Ellis, T.J. 2006. "A Systems Approach to Conduct an Effective 
Literature Review in Support of Information Systems Research," Informing Science 
(9). 

Lewis, B.R., Snyder, C.A., and Rainer Jr, R.K. 1995. "An Empirical Assessment of 
the Information Resource Management Construct," Journal of Management Information 
Systems (12:1), pp. 199-223. 

Lewis, B.R., Templeton, G.F., and Byrd, T.A. 2005. "A Methodology for Construct 
Development in MIS Research," European Journal of Information Systems (14:4), Dec, 
pp. 388-400. 

Li, H., Zhang, J., and Sarathy, R. 2010. "Understanding Compliance with Internet 
Use Policy from the Perspective of Rational Choice Theory," Decision Support Systems 
(48:4), Mar, pp. 635-645. 

Liang, H., and Xue, Y. 2009. "Avoidance of Information Technology Threats: A 
Theoretical Perspective," MIS Quarterly (33:1), Mar, pp. 71-90. 

Liang, H., and Xue, Y. 2010. "Understanding Security Behaviors in Personal 
Computer Usage: A Threat Avoidance Perspective," Journal of the Association for 
Information Systems (11:7), 2010, pp. 394-413. 

Liao, Q.Y., Luo, X., Gurung, A., and Li, L. 2009. "Workplace Management and 
Employee Misuse: Does Punishment Matter?," Journal of Computer Information Systems 
(50:2), Win, pp. 49-59. 

Liddick, D. 2013. "Techniques of Neutralization and Animal Rights Activists," 
Deviant Behavior (34:8), Aug, pp. 618-634. 

Lim, V.K.G. 2002. "The IT Way of Loafing on the Job: Cyberloafing, Neutralizing 
and Organizational Justice," Journal of Organizational Behavior (23:5), Aug, pp. 675-
694. 

Limayem, M., and Hirt, S.G. 2003. "Force of Habit and Information Systems Usage: 
Theory and Initial Validation," Journal of the Association for Information Systems (4:1), 
pp. 65-97. 

Lincoln, Y.S., and Guba, E.G. 2000. " 'Paradigmatic Controversies, Contradictions, 
and Emerging Confluences' In: Handbook of Qualitative Research," in The Sage 
Handbook of Qualitative Research, N.K. Denzin and Y.S. Lincoln (eds.). London: 
SAGE, pp. 163-189. 

Lind, G. 1995. "The Meaning and Measurement of Moral Competence Revisited - a 
Dual-Aspect Model," Moral Development and Education SIG, annual meeting of the 
American Educational Research Association (AERA),, San Francisco. 

Loch, K.D., Carr, H.H., and Warkentin, M.E. 1992. "Threats to Information-Systems 
- Todays Reality, Yesterdays Understanding," MIS Quarterly (16:2), Jun, pp. 173-186. 

Loewenstein, G. 1996. "Out of Control: Visceral Influences on Behavior," 
Organizational Behavior and Human Decision Processes (65:3), Mar, pp. 272-292. 



Bibliography   
           

257 

Loewenstein, G., Nagin, D., and Paternoster, R. 1997. "The Effect of Sexual Arousal 
on Expectations of Sexual Forcefulness," Journal of Research in Crime and Delinquency 
(34:4), Nov, pp. 443-473. 

Lowry, P.B., Posey, C., Bennett, R.J., and Roberts, T.L. 2015. "Leveraging Fairness 
and Reactance Theories to Deter Reactive Computer Abuse Following Enhanced 
Organisational Information Security Policies: An Empirical Study of the Influence 
of Counterfactual Reasoning and Organisational Trust," Information Systems Journal 
(25:3), May, pp. 193-230. 

Lowry, P.B., Zhang, J., Wang, C., and Siponen, M. 2016. "Why Do Adults Engage in 
Cyberbullying on Social Media? An Integration of Online Disinhibition and 
Deindividuation Effects with the Social Structure and Social Learning Model," 
Information Systems Research (27:4), Dec, pp. 962-986. 

Lucas Jr, H.C. 1991. "Methodological Issues in Information Systems Survey 
Research," in The Information Systems Challenge: Survey Research Methods; Harvard 
University Press: Location, Uk.  pp. 273-287. 

Lynn, M.R. 1986. "Determination and Quantification of Content Validity," Nursing 
Research (35:6), Nov-Dec, pp. 382-385. 

MacKenzie, S.B., Podsakoff, P.M., and Podsakoff, N.P. 2011. "Construct 
Measurement and Validation Procedures in MIS and Behavioral Research: 
Integrating New and Existing Techniques," MIS Quarterly (35:2), Jun, pp. 293-334. 

Macredie, R.D., and Mijinyawa, K. 2011. "A Theory-Grounded Framework of Open 
Source Software Adoption in SMEs," European Journal of Information Systems (20:2), 
Mar, pp. 237-250. 

Madnick, S.E. 1978. "Management Policies and Procedures Needed for Effective 
Computer Security," Sloan Management Review (20:1), pp. 61-74. 

Magklaras, G.B., and Furnell, S.M. 2005. "A Preliminary Model of End User 
Sophistication for Insider Threat Prediction in IT Systems," Computers & Security 
(24:5), Aug, pp. 371-380. 

Mahmood, M.A., Siponen, M., Straub, D., Rao, H.R., and Raghu, T.S. 2010. "Moving 
toward Black Hat Research in Information Systems Security: An Editorial 
Introduction to the Special Issue," MIS Quarterly (34:3), Sep, pp. 431-433. 

Malhotra, M.K., and Grover, V. 1998. "An Assessment of Survey Research in Pom: 
From Constructs to Theory," Journal of Operations Management (16:4), 7//, pp. 407-
425. 

Manstead, A.S.R., and van Eekelen, S.A.M. 1998. "Distinguishing between Perceived 
Behavioral Control and Self-Efficacy in the Domain of Academic Achievement 
Intentions and Behaviors," Journal of Applied Social Psychology (28:15), Aug, pp. 1375-
1392. 

Markus, M.L. 1994. "Electronic Mail as the Medium of Managerial Choice," 
Organization Science (5:4), Nov, pp. 502-527. 



Bibliography   
           

258 

Markus, M.L., and Robey, D. 1988. "Information Technology and Organizational 
Change: Causal Structure in Theory and Research," Management science (34:5), pp. 
583-598. 

McCarthy, B. 2002. "New Economics of Sociological Criminology," Annual Review of 
Sociology (28:1), pp. 417-442. 

McCrae, R.R. 1984. "Situational Determinants of Coping Responses - Loss, Threat, 
and Challenge," Journal of Personality and Social Psychology (46:4), pp. 919-928. 

McGrath, J.E. 1981. "Dilemmatics," American Behavioral Scientist (25:2), pp. 179-210. 

McMath, B.F., and Prentice-Dunn, S. 2005. "Protection Motivation Theory and Skin 
Cancer Risk: The Role of Individual Differences in Responses to Persuasive 
Appeals," Journal of Applied Social Psychology (35:3), Mar, pp. 621-643. 

Meier, R.F., and Johnson, W.T. 1977. "Deterrence as Social Control: The Legal and 
Extralegal Production of Conformity," American Sociological Review), pp. 292-304. 

Mendes, S.M. 2004. "Certainty, Severity, and Their Relative Deterrent Effects: 
Questioning the Implications of the Role of Risk in Criminal Deterrence Policy," 
Policy Studies Journal (32:1), pp. 59-74. 

Merriam-Webster. 2017. "Merriam-Webster Online."   Retrieved 24 April, 2017, 
from https://http://www.merriam-webster.com/dictionary/experience 

 
https://http://www.merriam-webster.com/dictionary/case study 

Milne, S., Sheeran, P., and Orbell, S. 2000. "Prediction and Intervention in Health-
Related Behavior: A Meta-Analytic Review of Protection Motivation Theory," 
Journal of Applied Social Psychology (30:1), Jan, pp. 106-143. 

Mingers, J. 2001. "Combining IS Research Methods: Towards a Pluralist 
Methodology," Information Systems Research (12:3), Sep, pp. 240-259. 

Minor, W.W. 1981. "Techniques of Neutralization - a Reconceptualization and 
Empirical-Examination," Journal of Research in Crime and Delinquency (18:2), pp. 295-
318. 

Moore, G.C., and Benbasat, I. 1991. "Development of an Instrument to Measure the 
Perceptions of Adopting an Information Technology Innovation," Information 
systems research (2:3), pp. 192-222. 

Moore, R., and McMullan, E.C. 2009. "Neutralizations and Rationalizations of 
Digital Piracy: A Qualitative Analysis of University Students," International Journal of 
Cyber Criminology (3:1), pp. 441-451. 

Morgan, G., and Smircich, L. 1980. "The Case for Qualitative Research," The Academy 
of Management Review (5:4), pp. 491-500. 

Morris, R., and Thompson, K. 1979. "Password Security - Case History," 
Communications of the ACM (22:11), pp. 594-597. 



Bibliography   
           

259 

Myers, M.D. 1997. "Qualitative Research in Information Systems," MIS Quarterly 
(21:2), Jun, pp. 241-242. 

Myers, M.D. 2009. Qualitative Research in Business & Management. Los Angeles; London: 
Sage. 

Myers, M.D., and Walsham, G. 1998. "Exemplifying Interpretive Research in 
Information Systems: An Overview," Journal of Information Technology (13:4), Dec, pp. 
233-234. 

Myyry, L., Siponen, M., Pahnila, S., Vartiainen, T., and Vance, A. 2009. "What Levels 
of Moral Reasoning and Values Explain Adherence to Information Security Rules? 
An Empirical Study," European Journal of Information Systems (18:2), Apr, pp. 126-139. 

Nagin, D.S., and Paternoster, R. 1993. "Enduring Individual-Differences and 
Rational Choice Theories of Crime," Law & Society Review (27:3), pp. 467-496. 

Nagin, D.S., and Pogarsky, G. 2001. "Integrating Celerity, Impulsivity, and Extra-
Legal Sanction Threats into a Model of General Deterrence: Theory and 
Evidence," Criminology (39:4), Nov, pp. 865-891. 

Neisser, U. 1967. Cognitive Pyschology. New York: Appleton-Century-Crofts. 

Nikolai, P.J. 1984. "Computer Security Vs Ethics," Communications of the ACM (27:2), 
pp. 87-87. 

OED. 2017. "Oxford English Dictionary."   Retrieved 28 Jan 2017, 2017, from 
https://en.oxforddictionaries.com/ 

Oh, S., Ahn, J., and Kim, B. 2003. "Adoption of Broadband Internet in Korea: The 
Role of Experience in Building Attitudes," Journal of Information Technology (18:4), 
Dec, pp. 267-280. 

Okoli, C., and Pawlowski, S.D. 2004. "The Delphi Method as a Research Tool: An 
Example, Design Considerations and Applications," Information & Management 
(42:1), Dec, pp. 15-29. 

Onwudiwe, I., Odo, J., and Onyeozili, E. 2005. "Deterrence Theory," Encyclopedia of 
prisons & correctional facilities), pp. 234-238. 

Ophoff, J., and Janowski, M. 2015. "Gamification as a Driver of Individual 
Information Security Behavior," IFIP 8.11/11.13 Dewald Roode Information Security 
Research Workshop, Newark, Delaware, USA. 

Orlikowski, W.J., and Baroudi, J.J. 1991. "Studying Information Technology in 
Organizations: Research Approaches and Assumptions," Information Systems Research 
(2:1), Mar, pp. 1-28. 

Pahnila, S., Siponen, M., and Mahmood, A. 2007. "Employees' Behavior Towards IS 
Security Policy Compliance," in: 40th Annual Hawaii International Conference on System 
Sciences., R.H. Sprague Jr. (ed.). Waikoloa, Big Island, Hawaii: IEEE, p. 156. 



Bibliography   
           

260 

Pallant, J. 2013. SPSS Survival Manual, (5th Edition ed.). Berkshire, England: 
McGraw-Hill. 

Palvia, P., Mao, E., Salam, A., and Soliman, K.S. 2003. "Management Information 
Systems Research: What's There in a Methodology?," Communications of the 
Association for Information Systems (11:1), p. 16. 

Palvia, P., Pinjani, P., and Sibley, E.H. 2007. "A Profile of Information Systems 
Research Published in Information & Management," Information & Management 
(44:1), Jan, pp. 1-11. 

Paternoster, R. 2010. "How Much Do We Really Know About Criminal 
Deterrence?," Journal of Criminal Law & Criminology (100:3), Sum, pp. 765-823. 

Paternoster, R., and Piquero, A. 1995. "Reconceptualizing Deterrence - an Empirical-
Test of Personal and Vicarious Experiences," Journal of Research in Crime and 
Delinquency (32:3), Aug, pp. 251-286. 

Paternoster, R., and Pogarsky, G. 2009. "Rational Choice, Agency and Thoughtfully 
Reflective Decision Making: The Short and Long-Term Consequences of Making 
Good Choices," Journal of Quantitative Criminology (25:2), Jun, pp. 103-127. 

Paternoster, R., and Simpson, S. 1996. "Sanction Threats and Appeals to Morality: 
Testing a Rational Choice Model of Corporate Crime," Law & Society Review (30:3), 
pp. 549-583. 

Pavlou, P.A., and Fygenson, M. 2006. "Understanding and Predicting Electronic 
Commerce Adoption: An Extension of the Theory of Planned Behavior," MIS 
Quarterly (30:1), Mar, pp. 115-143. 

Peace, A.G., Galletta, D.F., and Thong, J.Y.L. 2003. "Software Piracy in the 
Workplace: A Model and Empirical Test," Journal of Management Information Systems 
(20:1), Sum, pp. 153-177. 

Pearlin, L.I., and Schooler, C. 1978. "Structure of Coping," Journal of Health and Social 
Behavior (19:1), pp. 2-21. 

Pershing, J.L. 2003. "To Snitch or Not to Snitch? Applying the Concept of 
Neutralization Techniques to the Enforcement of Occupational Misconduct," 
Sociological Perspectives (46:2), Sum, pp. 149-178. 

Petter, S., Straub, D., and Rai, A. 2007. "Specifying Formative Constructs in 
Information Systems Research," MIS Quarterly (31:4), Dec, pp. 623-656. 

Piaget, J. 1965. The Moral Judgment of the Child (1932). New York: The Free Press. 

Piccoli, G., and Ives, B. 2003. "Trust and the Unintended Effects of Behavior 
Control in Virtual Teams," MIS Quarterly (27:3), Sep, pp. 365-395. 

Piliavin, I., Gartner, R., Thornton, C., and Matsueda, R.L. 1986. "Crime, Deterrence, 
and Rational Choice," American Sociological Review (51:1), Feb, pp. 101-119. 



Bibliography   
           

261 

Pinsonneault, A., and Kraemer, K. 1993. "Survey Research Methodology in 
Management Information Systems: An Assessment," Journal of management information 
systems (10:2), pp. 75-105. 

Piquero, A., and Paternoster, R. 1998. "An Application of Stafford and Warr's 
Reconceptualization of Deterrence to Drinking and Driving," Journal of Research in 
Crime and Delinquency (35:1), Feb, pp. 3-39. 

Piquero, A., and Tibbetts, S. 1996. "Specifying the Direct and Indirect Effects of 
Low Self-Control and Situational Factors in Offenders' Decision Making: Toward a 
More Complete Model of Rational Offending," Justice quarterly (13:3), pp. 481-510. 

Piquero, A.R., and Pogarsky, G. 2002. "Beyond Stafford and Warr's 
Reconceptualization of Deterrence: Personal and Vicarious Experiences, 
Impulsivity, and Offending Behavior," Journal of Research in Crime and Delinquency 
(39:2), May, pp. 153-186. 

Piquero, N.L., Tibbetts, S.G., and Blankenship, M.B. 2005. "Examining the Role of 
Differential Association and Techniques of Neutralization in Explaining Corporate 
Crime," Deviant Behavior (26:2), Mar-Apr, pp. 159-188. 

Pogarsky, G., and Piquero, A.R. 2003. "Can Punishment Encourage Offending? 
Investigating the "Resetting" Effect," Journal of Research in Crime and Delinquency 
(40:1), Feb, pp. 95-120. 

Pogarsky, G., and Piquero, A.R. 2004. "Studying the Reach of Deterrence: Can 
Deterrence Theory Help Explain Police Misconduct?," Journal of Criminal Justice 
(32:4), Jul-Aug, pp. 371-386. 

Polites, G.L., and Karahanna, E. 2013. "The Embeddedness of Information Systems 
Habits in Organizational and Individual Level Routines: Development and 
Disruption," MIS Quarterly (37:1), Mar, pp. 221-+. 

Pomazal, R.J., and Jaccard, J.J. 1976. "Informational Approach to Altruistic 
Behavior," Journal of Personality and Social Psychology (33:3), pp. 317-326. 

Posey, C., Bennett, R.J., and Roberts, T.L. 2011. "Understanding the Mindset of the 
Abusive Insider: An Examination of Insiders' Causal Reasoning Following Internal 
Security Changes," Computers & Security (30:6-7), Sep-Oct, pp. 486-497. 

Posey, C., Roberts, T.L., and Lowry, P.B. 2015. "The Impact of Organizational 
Commitment on Insiders' Motivation to Protect Organizational Information 
Assets," Journal of Management Information Systems (32:4), pp. 179-214. 

Posey, C., Roberts, T.L., Lowry, P.B., Bennett, R.J., and Courtney, J.F. 2013. 
"Insiders' Protection of Organizational Information Assets: Development of a 
Systematics-Based Taxonomy and Theory of Diversity for Protection-Motivated 
Behaviors," MIS Quarterly (37:4), Dec, pp. 1189-+. 

Posey, C., Roberts, T.L., Lowry, P.B., and Hightower, R.T. 2014. "Bridging the 
Divide: A Qualitative Comparison of Information Security Thought Patterns 



Bibliography   
           

262 

between Information Security Professionals and Ordinary Organizational Insiders," 
Information & Management (51:5), Jul, pp. 551-567. 

Post, G.V., and Kagan, A. 2007. "Evaluating Information Security Tradeoffs: 
Restricting Access Can Interfere with User Tasks," Computers & Security (26:3), May, 
pp. 229-237. 

Pratt, T.C., Cullen, F.T., Blevins, K.R., Daigle, L.E., and Madensen, T.D. 2006. "The 
Empirical Status of Deterrence Theory: A Meta-Analysis," in Taking Stock: The 
Status of Criminological Theory, F.T. Cullen, J.P. Wright and K.R. Blevins (eds.). 
Piscataway, NJ:  pp. 367-396. 

Predd, J., Pfleeger, S.L., Hunker, J., and Bulford, C. 2008. "Insiders Behaving Badly," 
IEEE Security & Privacy (6:4). 

Preston, A.M. 1991. "The “Problem” in and of Management Information Systems," 
Accounting, Management and Information Technologies (1:1), 1991/01/01, pp. 43-69. 

Prichard, J., Watters, P.A., and Spiranovic, C. 2011. "Internet Subcultures and 
Pathways to the Use of Child Pornography," Computer Law & Security Review (27:6), 
Dec, pp. 585-600. 

Puhakainen, P. 2006. "Design Theory for Information Security Awareness," in: 
Faculty of Science. University of Oulu, p. 156. 

Rest, J. 1979. Development in Judging Moral Issues. Minneapolis: University of Minnesota 
Press. 

Rest, J., Thoma, S., and Edwards, L. 1997. "Designing and Validating a Measure of 
Moral Judgment: Stage Preference and Stage Consistency Approaches," Journal of 
Educational Psychology (89:1), Mar, pp. 5-28. 

Ribeaud, D., and Eisner, M. 2010. "Are Moral Disengagement, Neutralization 
Techniques, and Self-Serving Cognitive Distortions the Same? Developing a 
Unified Scale of Moral Neutralization of Aggression," International Journal of Conflict 
and Violence (4:2), pp. 298-315. 

Rippetoe, P.A., and Rogers, R.W. 1987. "Effects of Components of Protection-
Motivation Theory on Adaptive and Maladaptive Coping with a Health Threat," 
Journal of Personality and Social Psychology (52:3), Mar, pp. 596-604. 

Ritchie, J., Lewis, J., Nicholls, C.M., and Ormston, R. 2013. Qualitative Research 
Practice: A Guide for Social Science Students and Researchers. Sage. 

Robey, D. 2003. "Identity, Legitimacy and the Dominant Research Paradigm: An 
Alternative Prescription for the IS Discipline: A Response to Benbasat and Zmud's 
Call for Returning to the IT Artifact," Journal of the Association for Information Systems 
(4:1), p. 15. 

Robinson, S.L., and O'Leary-Kelly, A.M. 1998. "Monkey See, Monkey Do: The 
Influence of Work Groups on the Antisocial Behavior of Employees," Academy of 
Management Journal (41:6), Dec, pp. 658-672. 



Bibliography   
           

263 

Rogers, J.W., and Buffalo, M.D. 1974. "Neutralization Techniques - toward a 
Simplified Measurement Scale," Pacific Sociological Review (17:3), pp. 313-331. 

Rogers, R.W. 1975. "Protection Motivation Theory of Fear Appeals and Attitude-
Change," Journal of Psychology (91:1), 1975, pp. 93-114. 

Rosenstock, I.M., Strecher, V.J., and Becker, M.H. 1988. "Social-Learning Theory 
and the Health Belief Model," Health Education Quarterly (15:2), Sum, pp. 175-183. 

Rotter, J.B. 1954. Social Learning and Clinical Psychology. New York: Prentice Hall. 

Rotter, J.B. 1975. "Some Problems and Misconceptions Related to Construct of 
Internal Versus External Control of Reinforcement," Journal of Consulting and Clinical 
Psychology (43:1), pp. 56-67. 

Ryan, R.M., and Deci, E.L. 2000. "Intrinsic and Extrinsic Motivations: Classic 
Definitions and New Directions," Contemp Educ Psychol (25:1), Jan, pp. 54-67. 

Sadler-Smith, E., and Shefy, E. 2004. "The Intuitive Executive: Understanding and 
Applying 'Gut Feel' in Decision-Making," Academy of Management Executive (18:4), 
Nov, pp. 76-91. 

SANS Institute. 2015. "Insider Threats and the Need for Fast and Directed 
Response."   Retrieved 22 Nov 2015, 2015, from 
https://http://www.sans.org/reading-room/whitepapers/analyst/insider-threats-
fast-directed-response-35892 

Sarker, S., Xiao, X., and Beaulieu, T. 2013. "Qualitative Studies in Information 
Systems: A Critical Review and Some Guiding Principles," MIS Quarterly (37:4), 
Dec, pp. III-XVIII. 

Sasse, M.A., Brostoff, S., and Weirich, D. 2001. "Transforming the ‘Weakest Link’—
a Human/Computer Interaction Approach to Usable and Effective Security," BT 
technology journal (19:3), pp. 122-131. 

Satorra, A., and Bentler, P.M. 2001. "A Scaled Difference Chi-Square Test Statistic 
for Moment Structure Analysis," Psychometrika (66:4), pp. 507-514. 

Saunders, M., Lewis, P., and Thornhill, A. 2012. Research Methods for Business Students. 
Essex, England: Pearson. 

Scandura, T.A., and Williams, E.A. 2000. "Research Methodology in Management: 
Current Practices, Trends, and Implications for Future Research," Academy of 
Management Journal (43:6), Dec, pp. 1248-1264. 

Schalow, P.R., Winkler, T.J., Repschlaeger, J., and Zarnekow, R. 2013. "The Blurring 
Boundaries of Work-Related and Personal Media Use: A Grounded Theory Study 
on the Employee's Perspective," ECIS, p. 212. 

Scheier, M.F., Weintraub, J.K., and Carver, C.S. 1986. "Coping with Stress: Divergent 
Strategies of Optimists and Pessimists," Journal of personality and social psychology (51:6), 
p. 1257. 



Bibliography   
           

264 

Schell-Busey, N., Simpson, S.S., Rorie, M., and Alper, M. 2016. "What Works? A 
Systematic Review of Corporate Crime Deterrence," Criminology & Public Policy 
(15:2), May, pp. 387-416. 

Schuchter, A., and Levi, M. 2016. "The Fraud Triangle Revisited," Security Journal 
(29:2), Apr, pp. 107-121. 

Schwandt, T.A. 2000. "'Three Epistemological Stances for Qualitative Inquiry: 
Interpretivism, Hermeneutics and Social Constructivism' In: Handbook of 
Qualitative Research," in The Handbook of Qualitative Research, N.K. Denzin and Y.S. 
Lincoln (eds.). London: SAGE, pp. 189-213. 

Schwartz, S.H. 1992. "Universals in the Content and Structure of Values - 
Theoretical Advances and Empirical Tests in 20 Countries," Advances in 
Experimental Social Psychology (25:1), pp. 1-65. 

Schwartz, S.H., and Tessler, R.C. 1972. "Test of a Model for Reducing Measured 
Attitude-Behavior Discrepancies," Journal of Personality and Social Psychology (24:2), pp. 
225-236. 

Scott, M., DeLone, W., and Golden, W. 2016. "Measuring Egovernment Success: A 
Public Value Approach," European Journal of Information Systems (25:3), May, pp. 187-
208. 

Segars, A.H. 1997. "Assessing the Unidimensionality of Measurement: A Paradigm 
and Illustration within the Context of Information Systems Research," Omega-
International Journal of Management Science (25:1), Feb, pp. 107-121. 

Segars, A.H., and Grover, V. 1998. "Strategic Information Systems Planning Success: 
An Investigation of the Construct and Its Measurement," MIS Quarterly (22:2), Jun, 
pp. 139-163. 

Sethi, V., and King, W.R. 1991. "Construct Measurement in Information-Systems 
Research - an Illustration in Strategic Systems," Decision Sciences (22:3), Jul-Aug, pp. 
455-472. 

Sethi, V., and King, W.R. 1994. "Development of Measures to Assess the Extent to 
Which an Information Technology Application Provides Competitive Advantage," 
Management Science (40:12), Dec, pp. 1601-1627. 

Sharma, R. 2011. "Research Methods and the Relevance of the IS Discipline: A 
Critical Analysis of the Role of Methodological Pluralism," Journal of Information 
Technology (26:4), Dec, pp. 306-312. 

Sherman, S.J., and Fazio, R.H. 1983. "Parallels between Attitudes and Traits as 
Predictors of Behavior," Journal of Personality (51:3), 1983, pp. 308-345. 

Shigihara, A.M. 2013. "It's Only Stealing a Little a Lot: Techniques of Neutralization 
for Theft among Restaurant Workers," Deviant Behavior (34:6), Jun, pp. 494-512. 

Silic, M., and Back, A. 2014. "Shadow IT - a View from Behind the Curtain," 
Computers & Security (45), Sep, pp. 274-283. 



Bibliography   
           

265 

Simpson, S., Piquero, N., and Paternoster, R. 2002. "Rationality and Corporate 
Offending Decisions," Rational choice and criminal behavior: Recent research and future 
challenges (32), pp. 25-39. 

Siponen, M., and Iivari, J. 2006. "Six Design Theories for IS Security Policies and 
Guidelines," Journal of the Association for Information Systems (7:7), Jul, pp. 445-472. 

Siponen, M., Mahmood, M.A., and Pahnila, S. 2014. "Employees' Adherence to 
Information Security Policies: An Exploratory Field Study," Information & 
Management (52:2), Mar, pp. 217-224. 

Siponen, M., Pahnila, S., and Mahmood, A. 2007. "Employees’ Adherence to 
Information Security Policies: An Empirical Study," IFIP International Information 
Security Conference: Springer, pp. 133-144. 

Siponen, M., Pahnila, S., and Mahmood, M.A. 2010. "Compliance with Information 
Security Policies: An Empirical Investigation," Computer (43:2), Feb, pp. 64-71. 

Siponen, M., and Vance, A. 2010. "Neutralization: New Insights into the Problem of 
Employee Information Systems Security Policy Violations," MIS Quarterly (34:3), 
Sep, pp. 487-502. 

Siponen, M., and Vance, A. 2014. "Guidelines for Improving the Contextual 
Relevance of Field Surveys: The Case of Information Security Policy Violations," 
European Journal of Information Systems (23:3), May, pp. 289-305. 

Siponen, M., Vance, A., and Willison, R. 2012. "New Insights into the Problem of 
Software Piracy: The Effects of Neutralization, Shame, and Moral Beliefs," 
Information & Management (49:7-8), Nov-Dec, pp. 334-341. 

Skinner, W.F., and Fream, A.M. 1997. "A Social Learning Theory Analysis of 
Computer Crime among College Students," Journal of Research in Crime and 
Delinquency (34:4), Nov, pp. 495-518. 

Soffer, P., and Hadar, I. 2007. "Applying Ontology-Based Rules to Conceptual 
Modeling: A Reflection on Modeling Decision Making," European Journal of 
Information Systems (16:5), Oct, pp. 599-611. 

Sojer, M., Alexy, O., Kleinknecht, S., and Henkel, J. 2014. "Understanding the 
Drivers of Unethical Programming Behavior: The Inappropriate Reuse of Internet-
Accessible Code," Journal of Management Information Systems (31:3), Win, pp. 287-325. 

Sommestad, T. 2015. "Social Groupings and Information Security Obedience within 
Organizations," in Ict Systems Security and Privacy Protection, H. Federrath and D. 
Gollmann (eds.). Berlin: Springer-Verlag Berlin, pp. 325-338. 

Sommestad, T., and Hallberg, J. 2013. "A Review of the Theory of Planned 
Behaviour in the Context of Information Security Policy Compliance," in Security 
and Privacy Protection in Information Processing Systems, L.J. Janczewski, H.B. Wolfe and 
S. Shenoi (eds.). Berlin: Springer-Verlag Berlin, pp. 257-271. 



Bibliography   
           

266 

Son, J.Y. 2011. "Out of Fear or Desire? Toward a Better Understanding of 
Employees' Motivation to Follow IS Security Policies," Information & Management 
(48:7), Oct, pp. 296-302. 

Sparks, P., Guthrie, C.A., and Shepherd, R. 1997. "The Dimensional Structure of the 
Perceived Behavioral Control Construct," Journal of Applied Social Psychology (27:5), 
Mar, pp. 418-438. 

Stafford, M.C., and Warr, M. 1993. "A Reconceptualization of General and Specific 
Deterrence," Journal of Research in Crime and Delinquency (30:2), May, pp. 123-135. 

Stake, R.E. 2005. "Qualitative Case Studies," in The Sage Handbook of Qualitative 
Research, N.K. Denzin and Y.S. Lincoln (eds.). London: SAGE, pp. 443 - 466. 

Stanton, J.M., Stam, K.R., Mastrangelo, P., and Jolton, J. 2005. "Analysis of End User 
Security Behaviors," Computers & Security (24:2), Mar, pp. 124-133. 

Stoll, C. 1988. "Stalking the Wily Hacker," Communications of the ACM (31:5), May, pp. 
484-487. 

Straub, D., Boudreau, M.-C., and Gefen, D. 2004. "Validation Guidelines for IS 
Positivist Research," The Communications of the Association for Information Systems (13:1), 
p. 63. 

Straub, D.W. 1989. "Validating Instruments in MIS Research," MIS Quarterly (13:2), 
Jun, pp. 147-169. 

Straub, D.W. 1990. "Effective IS Security: An Empirical Study," Information Systems 
Research (1:3), pp. 255-276. 

Straub, D.W., and Nance, W.D. 1990. "Discovering and Disciplining Computer 
Abuse in Organizations - a Field-Study," MIS Quarterly (14:1), Mar, pp. 45-60. 

Stryker, S. 1968. "Identity Salience and Role Performance: The Relevance of 
Symbolic Interaction Theory for Family Research," Journal of Marriage and Family 
(30:4), pp. 558-564. 

Stryker, S., and Burke, P.J. 2000. "The Past, Present, and Future of an Identity 
Theory," Social Psychology Quarterly (63:4), Dec, pp. 284-297. 

Sykes, G.M., and Matza, D. 1957. "Techniques of Neutralization - a Theory of 
Delinquency," American Sociological Review (22:6), pp. 664-670. 

Tabachnick, B.G., and Fidell, L.S. 2006. Using Multivariate Statistics (5th Edition). Allyn 
and Bacon, Inc. 

Tashakkori, A., and Teddlie, C. 2003. Sage Handbook of Mixed Methods in Social & 
Behavioral Research. Thousand Oaks, CA: SAGE Publications. 

Tashakkori, A., and Teddlie, C. 2010. Sage Handbook of Mixed Methods in Social & 
Behavioral Research, (2nd ed.). Thousand Oaks, CA: SAGE Publications. 



Bibliography   
           

267 

Taylor, S., and Todd, P.A. 1995. "Understanding Information Technology Usage - a 
Test of Competing Models," Information Systems Research (6:2), Jun, pp. 144-176. 

Teclaw, R., Price, M.C., and Osatuke, K. 2012. "Demographic Question Placement: 
Effect on Item Response Rates and Means of a Veterans Health Administration 
Survey," Journal of Business and Psychology (27:3), Sep, pp. 281-290. 

Teddlie, C., and Tashakkori, A. 2009. Foundation of Mixed Methods Research: Integrating 
Quantitative and Qualitative Approaches in the Social and Behavioral Sciences. Thousand 
Oaks, CA: SAGE Publications. 

Templeton, G.F., Lewis, B.R., and Snyder, C.A. 2002. "Development of a Measure 
for the Organizational Learning Construct," Journal of Management Information Systems 
(19:2), Fal, pp. 175-218. 

Theoharidou, M., Kokolakis, S., Karyda, M., and Kiountouzis, E. 2005. "The Insider 
Threat to Information Systems and the Effectiveness of Iso17799," Computers & 
Security (24:6), Sep, pp. 472-484. 

Thurman, Q.C. 1984. "Deviance and the Neutralization of Moral Commitment - an 
Empirical-Analysis," Deviant Behavior (5:1-4), pp. 291-304. 

Tijssen, R.J.W. 2010. "Discarding the 'Basic Science/Applied Science' Dichotomy: A 
Knowledge Utilization Triangle Classification System of Research Journals," Journal 
of the American Society for Information Science and Technology (61:9), Sep, pp. 1842-1852. 

Tilden, V.P., Nelson, C.A., and May, B.A. 1990. "Use of Qualitative Methods to 
Enhance Content Validity," Nursing Research (39:3), May-Jun, pp. 172-175. 

Tittle, C.R. 1969. "Crime Rates and Legal Sanctions," Social Problems (16:4), pp. 409-
423. 

Tittle, C.R. 1977. "Sanction Fear and the Maintenance of Social Order," Social Forces), 
pp. 579-596. 

Tittle, C.R., Botchkovar, E.V., and Antonaccio, O. 2011. "Criminal Contemplation, 
National Context, and Deterrence," Journal of Quantitative Criminology (27:2), Jun, pp. 
225-249. 

Tojib, D.R., Sugianto, L.F., and Sendjaya, S. 2008. "User Satisfaction with Business-
to-Employee Portals: Conceptualization and Scale Development," European Journal 
of Information Systems (17:6), Dec, pp. 649-667. 

Tomiuk, D., and Pinsonneault, A. 2009. "Applying Relationship Theories to Web 
Site Design: Development and Validation of a Site-Communality Scale," Information 
Systems Journal (19:4), Jul, pp. 413-435. 

Torkzadeh, G., and van Dyke, T.P. 2001. "Development and Validation of an 
Internet Self-Efficacy Scale," Behaviour & Information Technology (20:4), Jul, pp. 275-
280. 



Bibliography   
           

268 

Tracy, S.J. 2012. Qualitative Research Methods: Collecting Evidence, Crafting Analysis, 
Communicating Impact. John Wiley & Sons. 

Trendmicro. 2014. "The Insider Threat: How Much Should Enterprises Worry 
About Its Impact on Cybersecurity?"   Retrieved 22 Nov 2015, 2015, from 
http://blog.trendmicro.com/insider-threat-much-enterprises-worry-impact-
cybersecurity/ 

Trevino, L.K., Weaver, G.R., and Reynolds, S.J. 2006. "Behavioral Ethics in 
Organizations: A Review," Journal of Management (32:6), Dec, pp. 951-990. 

Tryon, R.C. 1957. "Reliability and Behavior Domain Validity - Reformulation and 
Historical Critique," Psychological Bulletin (54:3), pp. 229-249. 

Tullock, G. 1974. "Does Punishment Deter Crime," Public Interest:36), pp. 103-111. 

Turel, O. 2016. "Untangling the Complex Role of Guilt in Rational Decisions to 
Discontinue the Use of a Hedonic Information System," European Journal of 
Information Systems (25:5), Sep, pp. 432-447. 

Turner, R.H. 1978. "The Role and the Person," American Journal of Sociology (84:1), pp. 
1-23. 

van der Heijden, H., and Verhagen, T. 2004. "Online Store Image: Conceptual 
Foundations and Empirical Measurement," Information & Management (41:5), May, 
pp. 609-617. 

van Kessel, P., and Allan, K. 2014. "Get Ahead of Cybercrime - EY's Global 
Information Security Survey."   Retrieved 22 Nov 2015, 2015, from 
http://www.ey.com/GL/en/Services/Advisory/EY-global-information-security-
survey-2014 

Vance, A., Lowry, P.B., and Eggett, D. 2013. "Using Accountability to Reduce 
Access Policy Violations in Information Systems," Journal of Management Information 
Systems (29:4), Spr, pp. 263-289. 

Vance, A., and Siponen, M. 2012. "IS Security Policy Violations: A Rational Choice 
Perspective," Journal of Organizational and End User Computing (24:1), Jan-Mar, pp. 21-
41. 

Vance, A., Siponen, M., and Pahnila, S. 2012. "Motivating IS Security Compliance: 
Insights from Habit and Protection Motivation Theory," Information & Management 
(49:3-4), May, pp. 190-198. 

Vance, C.M., Groves, K.S., Paik, Y.S., and Kindler, H. 2007. "Understanding and 
Measuring Linear-Nonlinear Thinking Style for Enhanced Management Education 
and Professional Practice," Academy of Management Learning & Education (6:2), Jun, 
pp. 167-185. 

Venkatesh, A., and Vitalari, N.P. 1991. "Longitudinal Surveys in Information 
Systems Research: An Examination of Issues, Methods, and Applications," in The 



Bibliography   
           

269 

Information Systems Challenge: Survey Research Methods; Harvard University Press: Location, 
Uk.  pp. 115-144. 

Venkatesh, V., Brown, S.A., and Bala, H. 2013. "Bridging the Qualitative-
Quantitative Divide: Guidelines for Conducting Mixed Methods Research in 
Information Systems," MIS Quarterly (37:1), Mar, pp. 21-54. 

Venkatesh, V., Davis, F.D., and Morris, M.G. 2007. "Dead or Alive? The 
Development, Trajectory and Future of Technology Adoption Research," Journal of 
the Association for Information Systems (8:4), Apr, pp. 267-286. 

Venkatesh, V., Morris, M.G., Davis, G.B., and Davis, F.D. 2003. "User Acceptance 
of Information Technology: Toward a Unified View," MIS Quarterly (27:3), Sep, pp. 
425-478. 

Venkatraman, N., and Grant, J.H. 1986. "Construct Measurement in Organizational 
Strategy Research - a Critique and Proposal," Academy of Management Review (11:1), 
Jan, pp. 71-87. 

Vogel, D.R., and Wetherbe, J.C. 1984. "MIS Research: A Profile of Leading Journals 
and Universities," ACM SIGMIS Database (16:1), pp. 3-14. 

vom Brocke, J., Simons, A., Riemer, K., Niehaves, B., Plattfaut, R., and Cleven, A. 
2015. "Standing on the Shoulders of Giants: Challenges and Recommendations of 
Literature Search in Information Systems Research," Communications of the Association 
for Information Systems (37:9), pp. 205-224. 

Vorometric. 2015. "Vorometric Insider Threat Report."   Retrieved 22 Nov 2015, 
2015, from http://enterprise-
encryption.vormetric.com/rs/vormetric/images/CW_GlobalReport_2015_Insider
_threat_Vormetric_Single_Pages_010915.pdf 

Wall, J.D., Lowry, P.B., and Barlow, J.B. 2016. "Organizational Violations of 
Externally Governed Privacy and Security Rules: Explaining and Predicting 
Selective Violations under Conditions of Strain and Excess," Journal of the Association 
for Information Systems (17:1), Feb, pp. 39-76. 

Walsham, G. 1995a. "The Emergence of Interpretivism in IS Research," Information 
Systems Research (6:4), Dec, pp. 376-394. 

Walsham, G. 1995b. "Interpretive Case-Studies in IS Research - Nature and 
Method," European Journal of Information Systems (4:2), May, pp. 74-81. 

Walsham, G. 2006. "Doing Interpretive Research," European Journal of Information 
Systems (15:3), Jun, pp. 320-330. 

Walsham, G. 2014. "Empiricism in Interpretive IS Research: A Response to Stahl," 
European Journal of Information Systems (23:1), Jan, pp. 12-16. 

Wang, J.G., Gupta, M., and Rao, H.R. 2015. "Insider Threats in a Financial 
Institution: Analysis of Attack-Proneness of Information Systems Applications," 
MIS Quarterly (39:1), Mar, pp. 91-U491. 



Bibliography   
           

270 

Wang, J.G., Yang, Z.Y., and Bhattacharjee, S. 2011. "Same Coin, Different Sides: 
Differential Impact of Social Learning on Two Facets of Music Piracy," Journal of 
Management Information Systems (28:3), Win, pp. 343-384. 

Wang, Y.S., Lin, H.H., and Luarn, P. 2006. "Predicting Consumer Intention to Use 
Mobile Service," Information Systems Journal (16:2), Apr, pp. 157-179. 

Warkentin, M., and Willison, R. 2009. "Behavioral and Policy Issues in Information 
Systems Security: The Insider Threat," European Journal of Information Systems (18:2), 
Apr, pp. 101-105. 

Wason, K.D., Polonsky, M.J., and Hyman, M.R. 2002. "Designing Vignette Studies in 
Marketing," Australasian Marketing Journal (AMJ) (10:3), pp. 41-58. 

Wasserman, J.J. 1969. "Plugging Leaks in Computer Security - Quality Control, 
Tighter Safeguards, and New Auditing Methods Make Computer Systems More 
Reliable," Harvard Business Review (47:5), pp. 119-+. 

Weber, J. 1991. "Adapting Kohlberg to Enhance the Assessment of Managers' Moral 
Reasoning," Business Ethics Quarterly (1:3), pp. 293-318. 

Weber, J. 1992. "Scenarios in Business Ethics Research: Review, Critical Assessment, 
and Recommendations," Business Ethics Quarterly (2:2), pp. 137-160. 

Weber, R. 2004. "The Rhetoric of Positivism Versus Interpretivism: A Personal 
View," MIS Quarterly (28:1), Mar, pp. III-XII. 

Webster, J., and Watson, R.T. 2002. "Analyzing the Past to Prepare for the Future: 
Writing A," MIS Quarterly (26:2). 

West, S.G., Finch, J.F., and Curran, P.J. 1995. "Structural Equation Models with 
Nonnormal Variables: Problems and Remedies," in Structural Equation Modeling: 
Concepts, Issues, and Applications, R.H. Hoyle (ed.). Thousand Oaks: Sage. 

Wheaton, B., Muthen, B., Alwin, D.F., and Summers, G.F. 1977. "Assessing 
Reliability and Stability in Panel Models," Sociological methodology (8), pp. 84-136. 

Williams, K.R., and Hawkins, R. 1986. "Perceptual Research on General Deterrence - 
a Critical-Review," Law & Society Review (20:4), pp. 545-572. 

Willison, R., and Backhouse, J. 2006. "Opportunities for Computer Crime: 
Considering Systems Risk from a Criminological Perspective," European Journal of 
Information Systems (15:4), Aug, pp. 403-414. 

Willison, R., and Lowry, P.B. 2017. "Disentangling the Motivations for 
Organizational Insider Computer Abuse through the Rational Choice and Life 
Course Perspectives," DATA BASE for Advances in Information Systems, 2017. 
Available at SSRN: https://ssrn.com/abstract=3097635), Oct 17, 2017. 

Willison, R., and Warkentin, M. 2013. "Beyond Deterrence: An Expanded View of 
Employee Computer Abuse," MIS Quarterly (37:1), Mar, pp. 1-20. 



Bibliography   
           

271 

Willison, R., Warkentin, M., and Johnston, A.C. 2018. "Examining Employee 
Computer Abuse Intentions: Insights from Justice, Deterrence and Neutralization 
Perspectives," Information Systems Journal (28:2), Mar, pp. 266-293. 

Woon, I., Tan, G.-W., and Low, R. 2005. "A Protection Motivation Theory 
Approach to Home Wireless Security," ICIS 2005 Proceedings), p. 31. 

Woon, I.M.Y., and Kankanhalli, A. 2007. "Investigation of IS Professionals' 
Intention to Practise Secure Development of Applications," International Journal of 
Human-Computer Studies (65:1), Jan, pp. 29-41. 

Workman, M., Bommer, W.H., and Straub, D. 2008. "Security Lapses and the 
Omission of Information Security Measures: A Threat Control Model and 
Empirical Test," Computers in Human Behavior (24:6), Sep, pp. 2799-2816. 

Workman, M., and Gathegi, J. 2007. "Punishment and Ethics Deterrents: A Study of 
Insider Security Contravention," Journal of the American Society for Information Science 
and Technology (58:2), Jan, pp. 212-222. 

Wurtele, S.K., and Maddux, J.E. 1987. "Relative Contributions of Protection 
Motivation Theory Components in Predicting Exercise Intentions and Behavior," 
Health Psychology (6:5), pp. 453-466. 

Wynn, D., and Williams, C.K. 2012. "Principles for Conducting Critical Realist Case 
Study Research in Information Systems," MIS Quarterly (36:3), Sep, pp. 787-810. 

Xu, Z.C., Hu, Q., and Zhang, C.H. 2013. "Why Computer Talents Become 
Computer Hackers," Communications of the ACM (56:4), Apr, pp. 64-74. 

Yang, Z.L., Cai, S.H., Zhou, Z., and Zhou, N. 2005. "Development and Validation 
of an Instrument to Measure User Perceived Service Quality of Information 
Presenting Web Portals," Information & Management (42:4), May, pp. 575-589. 

Yin, R.K. 1994. Case Study Research: Design and Methods. Sage Publications. 

Yue, W.T., and Cakanyildirim, M. 2007. "Intrusion Prevention in Information 
Systems: Reactive and Proactive Responses," Journal of Management Information Systems 
(24:1), Sum, pp. 329-353. 

Zahedi, F.M., Abbasi, A., and Chen, Y. 2015. "Fake-Website Detection Tools: 
Identifying Elements That Promote Individuals' Use and Enhance Their 
Performance," Journal of the Association for Information Systems (16:6), Jun, pp. 448-484. 

Zahedi, F.M., Walia, N., and Jain, H. 2016. "Augmented Virtual Doctor Office: 
Theory-Based Design and Assessment," Journal of Management Information Systems 
(33:3), 2016, pp. 776-808. 

Zajonc, R.B. 1980. "Feeling and Thinking - Preferences Need No Inferences," 
American Psychologist (35:2), 1980, pp. 151-175. 

Zajonc, R.B. 1984. "On the Primacy of Affect," American Psychologist (39:2), 1984, pp. 
117-123. 



Bibliography   
           

272 

Zajonc, R.B., and Markus, H. 1982. "Affective and Cognitive-Factors in 
Preferences," Journal of Consumer Research (9:2), 1982, pp. 123-131. 

Zhang, L., Smith, W.W., and McDowell, W.C. 2009. "Examining Digital Piracy: Self-
Control, Punishment, and Self-Efficacy," Information Resources Management Journal 
(IRMJ) (22:1), pp. 24-44. 

Zhang, S.X., Yu, L., Wakefield, R.L., and Leidner, D.E. 2016. "Friend or Foe: 
Cyberbullying in Social Network Sites," Data Base for Advances in Information Systems 
(47:1), Feb, pp. 51-71. 

Zimmermann, S., and Rentrop, C. 2014. "On the Emergence of Shadow IT-a 
Transaction Cost-Based Approach,"). 

Zoghbi-Manrique-de-Lara, P. 2010. "Do Unfair Procedures Predict Employees' 
Ethical Behavior by Deactivating Formal Regulations?," Journal of Business Ethics 
(94:3), Jul, pp. 411-425. 

Zuboff, S. 1988. In the Age of the Smart Machine: The Future of Work and Power. Basic 
books.



Appendix A : Literature Review    
           

273 

Appendix A: Literature Review 
Appendix A1: Systematic Search Procedure 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

Keyword Selection 
These are generally roots of words 
rather than complete words e.g. “Devi” 
covers Deviance, Deviant and Devious 
and “Misbehavi” covers both the UK 
and US spellings 
 

Key Paper Selection 
Typically seminal papers from earlier 
searches such as (Sykes and Matza 1957) 
or (Ajzen 1991) 
 

Use ISI 
Web of 
Knowledge 
search of 
Titles and 
Topics 

Use ISI 
Web of 
Knowledge 
to list 
papers 
referencing 
this key 
paper 

Results Downloaded / Exported to MS Excel 
(includes abstracts) 

Read abstracts and titles and mark for suitability 

Download Full Pdfs of marked papers 
• Using: Web of Knowledge 

Scopus 
Google Scholar etc 
SSRN (for pre-prints) 

 

Mine resulting pdfs for further keywords or key 
papers through reading 

Note: The systematic approach outline in the figure above is also augmented by 
serendipitous additional literature findings.  
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Appendix A2: Studies with DV expressed as a “Negative” Behaviour 
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Year Reference Empirical DV Instrument	Type Vignettes Theories	 Other	variables

1997
Skinner	and	
Fream	(1997)

Yes Computer	Crime Questionnaire No
Social	Learning	Theory
Deterrence	Theory

-	Certainty	of	Apprehension
-	Severity	of	Punishment
-	Differential	Association
-	Negative	Definitions
-	Neutralising	Definitions
-	Sources	of	imitation

2003
Peace	et	al.	
2003

Yes
Software	Piracy	
Intention

Questionnaire No
Deterrence	Theory
Expected	Utility	Theory
TPB

-	Punishment	Certainty
-	Punishment	Severity
-	Software	Cost
-	Attitude
-	Subjective	Norms
-	Perceived	Behavioural	Control

2004
(Lee	et	al.	
2004)

Yes Computer	Abuse Questionnaire No
General	Deterrence	Theory
Social	Control	Theory
TPB

-	Self	Defence	Intention	(SDI)
			-	Security	Policy
			-	Security	Awareness
			-	Security	System
-	Induction	Control	Intention
			-	Attachment
			-	Commitment
			-	Involvement
			-	Norm

2004
(Pogarsky	and	
Piquero,	2004)

Yes Police	Misconduct Questionnaire Yes	-	2	different	ones Deterrence	Theory

-	Certainty	of	Punishment
-	Severity	of	Punishment
-	Celerity	of	Punishment
-	Extralegal	Sanctions
-	Impulsivity
Control:	Prior	Disciplinary	Experience
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Appendix A3: Studies with DV expressed as a “Positive” Behaviour 
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Appendix B 
Appendix B1: Initial e-mail invitation to participate 
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Appendix B: Interview Process 
Appendix B2: Outline Interview Protocol 
 
Introduction 
 
I suppose really _______________, what I’m looking at is generally described as “the insider 
threat”. And specifically I’m looking at it from perspective of deliberate acts of employees and 
contractors. I know that they don’t always happen with malicious intent but the important bit is 
deliberate acts or actions.  I know that there are some traditional ones that you see, like sharing 
passwords and credentials at one end of the spectrum and then at the other end you get the pure 
malicious stuff.  And maybe all of that stuff still happens or is relevant, but in order to test for it, 
what I’m trying to do at the moment is to get and idea from guys like yourself, of what is topical, 
and where you see the insider threat coming from and what kind of concrete things people do or 
at least concern you. 
 
So if I could launch straight in … 
 

1) Do you have specific policies or standards or rules that are targeted specifically at 
employees? 
  
o Are there specific prohibitions in these policies / behaviours / norms 
o Other members of the family using devices 
o Leaving back company devices while going on hols 
o Are these policies updated for new technologies, new trends etc ? 

 
2) What kind of employee behaviour worries you from a security point of view? 

(this can be hypothetical, if you like) 
 
o If you were writing or revising the policy tomorrow what would you be your key 

things that you’d want to have in there? 
o Which of these would you consider the most worrying ? 
o Have new trends and technologies led to different threats from employees in your 

experience? 
 

3) Have you ever had incidents involving employees ? Could you give me a flavour of 
some of those as to what kind of things go wrong? What were the consequences? 
 
o Is there a specific violation that you can remember [repeat to seek out more 

violations] 
o What happened to the people concerned ? 
o Were sanctions imposed ? What ? How severe ? 
o Would any of these people have been known to have previously broken the rules 

 
4) Why do  YOU think employees break rules even when they know the rules exist? 

 
§ Financial Gain 
§ To save time 
§ To be more efficient in their day to day work 
§ Revenge or disgruntlement or spite ? 
§ Thrill / excitement ? 
§  

 



Appendix B : Interview Process     
           

289 

5) How do employees who have been caught try and justify their actions? 
 

o a moment of weakness ? 
o Did they not see any harm in it (no one being hurt) 
o Do they blame someone else 
o Did they feel they were entitled to do what they did irrespective of what the rules say. 
o Were they upset about something at the time 
o Do they have a different way of looking at things 

 
6) Finally, can I ask if there are any screening measures related to security that the 

company uses when hiring new employees.  
a) what are you be looking out for 
b) Is there any additional things you would like to do 
c) Like what – examples? 

o Psychometric tests ??? 
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Appendix C: Flash Survey 
 
Appendix C1: Posting on ISACA Ireland Linkedin Page (screenshot) 
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Appendix C2: Flash Survey (screenshots) 
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Appendix D: Vignettes – Text & consistency check 
 

1. Remote Login (employees / contractors installing software to enable their own 

unauthorised remote login) 

Mike is a manager in a medium sized company and although not from an IT background, 

he considers himself to be reasonably up to date with modern technology and trends. 

Because of the demands of his job Mike would like to have remote access to the 

company’s servers so that he could work from home in the evenings. He has submitted an 

application to the IT department to be granted this access using the company’s virtual 

private network, but he hasn’t heard back from the IT department in six months. While 

browsing the web Mike discovers a website offering free remote control of any computer 

over the internet and decides to investigate. He knows that it is against the rules in his 

organisation to load any software on company computers without authorisation but is re-

assured by glowing testimonials on the website, so Mike goes ahead and downloads the 

software to both his work and home computer giving himself remote access.  

 

Paragraph Does the vignette have a sentence that says the act was performed by the character ? 

Paragraph Is it explicitly stated that the act is against company rules ? 

Paragraph Is the motivation for the act non-malicious ?          * See definition of non-malicious below 

Impatience Is there a manipulation in the story ? 

Four Is the character’s name mentioned a set number of times ? 

160 Wordcount 

* Definition of Non-Malicious 
According to Guo (2011), Non Malicious Security Violations are characterised as being: (a) intentional – 

differentiating them from accidental violations; (b) self-benefitting without malicious intent – or not intending to 

harm the company or indeed personally profit at the company’s expense; (c) voluntary – end users know 

they are breaking the rules; (d) Have the potential to cause damage or present a security risk 
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2. Wi-Fi (employees / contractors creating their own unsecured wi-fi networks);  

Peter is a branch manager in busy company with branches nationwide. Recently the 

branch has expanded and Peter hired some new clerical staff, but has had difficulty 

arranging appropriate accommodation. Head-office supplied the branch with a ‘portable’ 

office unit but he is frustrated by the inaction of the Head-Office IT department in 

installing the necessary wiring and connections for the computers in the new office. He 

knows that it is against company rules for anyone other than IT department personnel to 

install computer-networking equipment but he is worried about the upcoming end-of-year 

reporting requirements. Previously Peter successfully set up his own home Wi-Fi network, 

so he buys the equipment necessary from the local computer store to extend the network 

wirelessly into the new office.  Peter then proceeds to install the Wi-Fi network extension 

during his lunchtime neglecting to change the default password. He is pleased to inform 

the staff after lunch that they are now connected in their new office. 

 

Paragraph Does the vignette have a sentence that says the act was performed by the character ? 

Paragraph Is it explicitly stated that the act is against company rules ? 

Paragraph Is the motivation for the act non-malicious ?          * See definition of non-malicious below 

Impatience Is there a manipulation in the story ? 

Five Is the character’s name mentioned a set number of times ? 

160 Wordcount 

* Definition of Non-Malicious 

According to Guo (2011), Non Malicious Security Violations are characterised as being: (a) intentional – 

differentiating them from accidental violations; (b) self-benefitting without malicious intent – or not intending to 

harm the company or indeed personally profit at the company’s expense; (c) voluntary – end users know they 

are breaking the rules; (d) Have the potential to cause damage or present a security risk  
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3. Disgruntlement 

John has worked for Buildco plc for the past 25 years preparing bids for major 

construction projects. Despite being central to the success of the company, John is 

annoyed that he remains in middle management while several people he mentored are 

senior managers. He has been approached by a rival company to join their senior 

management and has secretly accepted their offer. Buildco plc has strict rules around 

confidentiality whereby only senior management make the final adjustments to bids which 

are then not seen by anybody else. However, John’s current boss regularly asks him to 

help her finalise her bids. During a recent meeting, when his boss was called from the 

office for a private call, John, who is aware of the company’s strict policy on 

confidentiality, emailed the file that they were working on, from her computer to his 

contact in the rival construction company (and deleted the email), so his new prospective 

new employers could win the contract.  

 

Paragraph Does the vignette have a sentence that says the act was performed by the character ? 

Paragraph Is it explicitly stated that the act is against company rules ? 

Paragraph Is the motivation for the act malicious ?          * See definition of malicious below 

Annoyance Is there a manipulation in the story ? 

Four Is the character’s name mentioned a set number of times ? 

160 Wordcount 

* Definition of Malicious 

Guo’s (2011), characterisation of Non Malicious Security Violations can also be used to frame Malicious 

Violations by substituting “with malicious intent” for “without malicious intent” in part (b) of the definition and so 

are characterised here as: (a) intentional; (b) self-benefitting with malicious intent; (c) voluntary; (d) Have the potential to 

cause damage or present a security risk . 

In defining “with malicious intent” we take note of the fact that Guo (2011) excluded from his definition of 

non-malicious acts, those acts that are unethical and benefit the end user at the organisation’s expense, and 

so they are included in the definition of malicious security violations. 

Similarly, the Merriam-Webster dictionary defines malicious as “having or showing a desire to cause harm to 

another person” and assuming the company or organization can be construed as the “person” in this case, 

this desire on the part of the offender to commit harm to the company is included in our conceptualisation 

of the term. 
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4. Disgruntlement II 

Tom has worked in the accounts department of the same company since he left school. 

However, despite being excellent at his job Tom hasn’t progressed significantly, 

continually being passed over by others with professional qualifications. Early on in his 

career Tom developed a habit of bringing work home in his briefcase and recently he has 

taken to uploading the details of most of his daily work to a shared cloud storage drive. 

Although he knows that this is against the company rules, his boss has a habit of ringing 

him outside of office hours and demanding answers to questions so he feels that this rule 

violation is necessary. Recently, a rival company has approached Tom with a job offer, 

which he has accepted. However, before handing in his notice, he downloads all the 

information from the cloud storage drive to his personal laptop, thinking that being armed 

with this information might help him to get ahead in his new job. 

 

Paragraph Does the vignette have a sentence that says the act was performed by the character ? 

Paragraph Is it explicitly stated that the act is against company rules ? 

Paragraph Is the motivation for the act malicious ?          * See definition of malicious below 

Annoyance Is there a manipulation in the story ? 

Four Is the character’s name mentioned a set number of times ? 

160 Wordcount 

* Definition of Malicious 

Guo’s (2011), characterisation of Non Malicious Security Violations can also be used to frame Malicious 

Violations by substituting “with malicious intent” for “without malicious intent” in part (b) of the definition and so 

are characterised here as: (a) intentional; (b) self-benefitting with malicious intent; (c) voluntary; (d) Have the potential to 

cause damage or present a security risk . 

In defining “with malicious intent” we take note of the fact that Guo (2011) excluded from his definition of 

non-malicious acts, those acts that are unethical and benefit the end user at the organisation’s expense, and 

so they are included in the definition of malicious security violations. 

Similarly, the Merriam-Webster dictionary defines malicious as “having or showing a desire to cause harm to 

another person” and assuming the company or organization can be construed as the “person” in this case, 

this desire on the part of the offender to commit harm to the company is included in our conceptualisation 

of the term. 
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Appendix E: Content Validation 
Appendix E1: Social Scientist Panel Composition 
 
 

The “selection” of the panel involved a convenience approach and had at its core the requirement 

that panel members would be senior lecturers in social science disciplines. 

Identifier 
Code 

Discipline Institution * 

A&F1 Accounting & Finance  NUIG 

BIS1 Business Information Systems NUIG 

PSY1 Psychology  NUIG 

ISDUB Information Systems UCD 

MGT1 Management NUIG 

BIS2 BIS NUIG 

MKT1 Marketing  NUIG 

 * NUIG denotes National University of Ireland, Galway 
    UCD denotes University College Dublin 
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Appendix E2: Participation e-mail 
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Appendix E3: Briefing Protocol and notation instrument  
 
 
 
BRIEFING PAGE (discussed with each respondent before going through the individual constructs) 
 
 

• Research Idea: To explore what is going on in the mind of someone as they break 
rules, in relation to information security. 

 
• People: Specifically we are concerned with insiders - employees, contractors etc 

 
• Dependent Variable:. The type of rule breaking we are looking at is intentional, be that 

malicious or non-malicious but not accidents. 
 

• Methodology: We are using a vignette or scenario based research instrument, because 
it has been shown to work in these kind of studies.  
 

• Constructs: I have a few constructs that I’d like to sense check. Some of them are new 
and others are a little unusual in that they are split by type i.e. where some items refer 
to the character in the scenario and the remainder to respondent’s own thoughts.  
 

 
[after discussing the points briefly with the subjects each of the following pages a) to f) should be presented 
to them individually for their comments, views etc]  
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a) Neutralisation: Denial of the Victim 
 

Explanation: Neutralisations in layman’s terms are about making excuses and a 
measure for ‘Denial of the Victim’ is designed to assess where a person actually 
acknowledges that they have done something wrong but considers it a rightful 
retaliation or punishment i.e. that the victim deserved it and should not be considered 
as a victim.  

 
Items: 

1. I would consider it alright to break the information security rules if I had been treated 
badly by a company 

2. I would consider it legitimate to break the information security rules if I had been 
unfairly treated by a company 

3. I would consider it acceptable to break the information security rules in a company that 
habitually disregards the general rule of law 

 
 
 
 
 
  



Appendix E: Content Validation     
           

301 

 
b) Moral Reasoning 
 

Explanation: Moral reasoning is kind of self explanatory and seeks to assess 
respondent’s  moral compass in relation to breaking information security rules  

 
Items: 

1. I feel that [the scenario character] acted unethically by breaking the information 
security rules. 

2. It is morally unacceptable to do what [the scenario character] did 
3. How morally wrong is it to break information security rules in the workplace ? 
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c) Emotional State 
 

Explanation: Emotional state is a state of mind and in this particular study what we 
are attempting to examine is the notion of anger or annoyance at some stimulus. 

 
Items: 

1. I would feel angry if I had a similar experience to [the character in the scenario] 
2. It irritates me to see people treated by their company like the character in the scenario 

was 
3. If most of my colleagues were placed in the same situation as the character in the 

scenario they would feel annoyed 
  



Appendix E: Content Validation     
           

303 

 
d) Prior Punishment Experience 
 

Explanation: This variable is designed to assess the effect of a person’s awareness 
and knowledge of punishment and punishment consequences. 

 
Items: 

1. I would caution [the character in the scenario] against doing what he did, if I had 
known of someone who had been disciplined for breaking information security rules. 

2. If I had previously been disciplined for breaking information security rules, I would 
make sure to comply with them in the future 

3. I would adhere to all information security rules if I knew somebody who had been 
disciplined for breaking them in the past 
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e) Computer Self Efficacy 
 

Explanation: This variable is intended to measure the extent to which respondents 
believe that they have the ability or expertise to break information security rules  

 
Items: 

1. I would be able to do what the [scenario character] did. 
2. I am knowledgeable enough to do what the [scenario character] did 
3. I have the skills required to work around the information security rules, if I want to 
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f) Extrinsic Benefit (Type 2) 
 

Explanation: Most extrinsic benefits in this type of study are conceptualised as 
benefits around time and time saving. This additional item is intended to measure 
respondents’ view of personal benefit. 

 
Items: 

1. If I broke information security rules at work it could lead to a financial benefit 
2. By breaking information security rules at work I could make more money 
3. Breaking information security rules at work could benefit my career overall 
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Appendix E4: Results and conclusions from expert panel review  
 
Construct: Neutralisation: Denial of the Victim 
 
Original: 
 
 
 
 
 

 
 
Result: 
 
 
 
 
 

1. I would consider it alright to break the information security rules if I had been treated badly by a 
company 

2. I would consider it legitimate to break the information security rules if I had been unfairly treated 
by a company 

3. I would consider it acceptable to break the information security rules in a company that habitually 
disregards the general rule of law 

 
Findings: 
A&F1:  Did not really have anything to add to the existing wording of the items 
BIS1: In general, comments were around the hypothetical nature of the item. Although this is seen in several 
other constructs, in this one it seems more pronounced and the items are asking the respondent to do too much 
work to answer the question. An example is in the first item when using an expression like “treated badly” and 
leaving it undefined. This means that respondents have to define it for themselves before responding to the item. In 
addition he had a difficulty with the ‘general rule of law’ clause in the third item. 
PSY1: In a general comment - observed that the construct referred to a victim and suggested that the questions 
should be framed in such a way that any respondent could not think that the victim was anything but a company or 
organisation as distinct from an individual. He did not necessarily offer adjudication on the current items in this 
regard, just that it should be borne in mind 
ISDUB: Highlighted the choice of language, across the three items. Pointing out that ‘alright’, ‘legitimate’ and 
‘acceptable’ are variants on a theme this can also be said about being treated ‘badly’ or ‘unfairly’. However the third 
item is different. In addition the first two items are about the person but the third item is about the routinized norms 
of a company. This does not make it invalid but it is still worth considering. 
MGT1: Thought that maybe the use of the term ‘a company’ was not appropriate. Was confused as to the level of 
analysis - person or company. When this was clarified she suggested inserting the pronoun ‘my’ so that respondents 
were responding about something less abstract i.e. the company that they were working for. Further discussions lead 
to the suggestion that the word ‘company’ should be replaced with ‘organisation’ in all items. Also had a problem 
with the ‘general rule of law’ phraseology. Suggested that it was asking too much of respondents and that maybe 
some better wording might be found using some construction of ‘that behaves unethically’ or 'that has ‘low ethical 
standards’ or something similar. 
BIS2: Did not really have anything to add to the existing wording of the items but did query if the three items 
were a little bit the same 
MKT1: While the first two items are quite similar the use of words like ‘alright’ and ‘legitimate’ may cause them to 
measure a different thing. The first is a judgement of myself whereas the second is more a normative judgement. 
This might still be okay but needs to be taken under consideration. The third item was judged as being a bit different 
for two reasons. The most obvious one is the ‘rule of law’ clause, which is a general population item whereas the 
other two have conditions that refer to the self. The other more subtle difference is the use of the word ‘acceptable’. 
Does this mean acceptable to me or acceptable to society as a whole particularly given the final clause? This wording 
may therefore need some more thought. 
 
Conclusion: Most of the difficulties around this construct are about the variation in judgements from ‘alright’ to 
‘legitimate’ to ‘acceptable’ and the clause in the third item about ‘general rule of law’. In this regard it seems sensible 
to bring the wording in line with the other Neutralisation constructs and so ‘alright’ will be used in all items. It also 
seems sensible to drop the ‘I would consider’ opening to each item in the interests of brevity and to take on board 
the suggestions with regard to replacing ‘company’ with ‘organisation’ and adding a possessive pronoun. The need to 
add an additional item as referred to in the earlier section also seems to make sense so below are the new items. 
 

1. It is alright to break information security rules if you have been treated badly by your organisation 
2. It is alright to break information security rules if you have been unfairly treated by your 

organisation 
3. It is alright to break information security rules if your organisation regularly displays low ethical 

standards 
4. It is alright to break the information security rules if your organisation abuses employee rights.  
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Construct: Moral Reasoning 
 
Original: 
 
 
 
 
 

 
 
Result: 
 
 
 
 
 

1. I feel that [the scenario character] acted unethically by breaking the information security rules. 
2. It is morally unacceptable to do what [the scenario character] did 
3. How morally wrong is it to break information security rules in the workplace ? 
 

Findings: 
 
A&F1:  Did not really have anything to add to the existing wording of the items 
BIS1: Did not really have anything to add to the existing wording of the items 
PSY1: Did not really have anything to add to the existing wording of the items – “probably fine” 
ISDUB: Even though the third item comes from prior literature she poses the question as to whether it is valid to 
ask respondents to quantify on a Likert scale i.e. Likert items are not intended to be ordinals but categoricals hence 
the question. This may be worth considering. 
MGT1: Suggestion was that the “I feel” bit should be removed from the first item. The argument for this is that if 
it is being rated on a scale of agreement then not phrasing it as a straight statement might be adding an element of 
qualification into it that doesn’t have to be there. On the third item again the suggestion is to turn this into a 
statement. 
BIS2: Raised the issue that items 1 & 2 for this construct are statements and item 3 is a question. He then 
wondered if it would be better to make them consistent 
MKT1: Raised exactly the same issue as several previous subjects - that there are two statements and one question. 
Also suggested the same remedy that they be made consistent but not before making the point that because they are 
in this format that they necessarily need different rating anchors. Mixing anchors is something that it was 
suggested is dangerous and therefore the rest of the questionnaire needs to be checked to see if this is 
happening elsewhere.  
 

Conclusion: It seems obvious when reviewing the comments above that these items need some adjustment. All of 
the points made above are to be implemented. The ‘I feel’ opening is to be removed from the first item, all are to be 
phrased as statements and all are to be rated on a strongly agree / strongly disagree rating scale. The need to add an 
item as referred to in the earlier section also seems to make sense so below is the new list, including a fourth item 
adapted from (Hu et al. 2011) 
 

1. [The scenario character] acted unethically by breaking the information security rules. 
2. It is morally unacceptable to do what [the scenario character] did 
3. It is morally wrong to break information security rules in the workplace  
4. I would find it morally wrong to do what [the scenario character] did, if I found myself in the same 

situation. 
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Construct: Emotional State 
 
Original: 
 
 
 
 
 

 
Result: 
 
 
 
 

1. I would feel angry if I had a similar experience to [the character in the scenario] 
2. It irritates me to see people treated by their company like the character in the scenario was 
3. If most of my colleagues were placed in the same situation as the character in the scenario they 

would feel annoyed 
 

Findings: 
 
A&F1:  Did not really have anything to add to the existing wording of the items 
BIS1: Did not really have anything to add to the existing wording of the items 
PSY1: Did not really have anything to add to the existing wording of the items – “probably fine” 
ISDUB: Did not really have anything to add to the existing wording of the items 
MGT1: Thought that the three items in this construct were measuring three different things - anger, irritation and 
annoyance. Suggestion was to stick to one of them. My thoughts on this at the time of the conversation was that this 
argument is exactly the polar opposite argument that has been raised about the operationalisation of other constructs 
being too similar?  
BIS2: Did not really have anything to add – liked the construct 
MKT1: Did not really have much to add – did suggest that for item 3 the choice of expression “most of my 
colleagues” might narrow responses and that maybe a better wording might be “most people”. At the time of the 
discussion I did recollect seeing advice given in some paper advocating for the wording that I had used but this point 
is again worth considering. 
 

Conclusion: Of the seven people that this construct was discussed with, five did not really have anything to add to 
the wording and found that it represented the construct adequately. The observation by MGT1 that anger, irritation 
and annoyance are three different things is noted but not fully agreed with. However, it is worth noting that in the 
original conceptualisation of this construct for this study the three items used the words, angry, angry and annoy 
(effectively making the assumption that anger and annoyance are synonyms of one another). Having conducted this 
latest exercise, it is possible that ‘irritate’ is somewhat of a weaker synonym and so it seems sensible to refer to 
something closer to the original wording. The final point by MKT1 about narrowing respondents will be taken on 
board. Because this is a new construct a fourth item has also been added and given the concerns expressed above, 
this new item refers to annoyance as well.  
 

1. I would feel angry if I had a similar experience to [the character in the scenario] 
2. It angers me to see people treated by their organisation like [the character in the scenario] was 
3. Most people would feel annoyed if they were placed in the same situation as [the character in the 

scenario].  
4. I would be very annoyed if I was [the character in the scenario] 
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Construct: Prior Punishment Experience 
 
Original: 
 
 
 
 
 

 
Result: 
 
 
 
 
 
 
 

1. I would caution [the character in the scenario] against doing what he did, if I had known of 
someone who had been disciplined for breaking information security rules. 

2. If I had previously been disciplined for breaking information security rules, I would make sure to 
comply with them in the future 

3. I would adhere to all information security rules if I knew somebody who had been disciplined for 
breaking them in the past 

 
Findings: 
 
A&F1:  Need to look at the second and third items and their wording. They seemed a bit similar (although they are 
actually different regarding who was disciplined - this seemed to be missed!). Probably looks a little like the order of 
the clauses item 2 was reversed and the rest was lost.  
BIS1: Some of the wording in the items in this construct seemed a little bit clumsy. In particular with regard to 
the second item the use of language like “make sure” is too leading if we are ranking it subsequently on a Likert scale 
then maybe using some variation of “be more likely” might work better 
PSY1: The panel member suggested that maybe the wording of the item was too much to take in. Didn’t like the 
use of the word “caution”. The language needs to be simplified, as it is too unwieldy, with too much relationally 
going on in the item - effectively with two external characters i.e. the guy in the scenario and the person who might 
have been punished in the past. On item 2 the suggestion was that it is slightly different in that it is about more than 
just knowledge. The essence of it is “I straighten myself out” and speaks to the character of the respondent and 
responding to punishment (again maybe too much going on). For the third item he described it as “classic 
modelling”. Comes from social learning theory and he opined that it may not fit in with prior punishment. 
ISDUB: Made the point in relation to this construct that not all information security rules are created equal and that 
a criticism / accusation might be that the responses are an artefact of the scenario rather than the constructs. This 
could probably be applied to any / all of the constructs and is one reason why there are two scenarios per 
questionnaire and also why the vignettes will be used as a control variable to measure the relative effect that they 
have on relationships in the model. 
MGT1: Felt that there was two different variables being looked at here i.e. does punishment occur when it should, 
is the respondent aware of it and then would the respondent react in a particular way. 
BIS2: Did not really have anything to add 
MKT1: Did not really have much to add but did suggest with regard to item 2 that it might be an idea to swing the 
sentence around a bit so that it is consistent with the other two items with the action coming first and the condition 
coming second 
 

Conclusion: There are two points that came across from the review of these items. One was that some of the 
language, such as ‘caution’ and ‘make sure’ were inappropriate and the other was that there was no good reason to 
place the conditional clause at the beginning of the first item and the end of the other two. In addition, because this 
is a new construct, the need to add at least one more item is recognised and has been done. The final list of items 
below is the result of taking these points on board and a series of writing and re-writing the items until they ‘felt’ 
right, given the comments above 

1. I would advise [the character in the scenario] not to do what he did, if I was aware of another 
person who had been punished for breaking information security rules. 

2. I would be more likely to comply with the information security rules if I had previously been 
disciplined for breaking them 

3. I would adhere to all information security rules if I knew somebody who had been disciplined for 
breaking them. 

4. I would be wary of breaking information security rules if I had previously been disciplined for 
breaking them 
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Construct: Computer Self-Efficacy 
 
Original: 
 
 
 
 
 

 
Result: 
 
 
 
 
 
 

1. I would be able to do what the [scenario character] did. 
2. I am knowledgeable enough to do what the [scenario character] did 
3. I have the skills required to work around the information security rules, if I want to 
 

Findings: 
 
A&F1:  Couldn’t quite see what is going on with the third item. In particular, had a bit of difficulty with the last 
clause in the sentence - specifically asked what does “if I want to” actually mean 
BIS1: Did not have anything to add  
PSY1: Did not have much to add except a brief query about what “able” means in this context 
ISDUB: Did not have anything to add. 
MGT1: The only issue with this item is the sense of what is meant by “able” 
BIS2: Liked the construct but thought that it appealed in a different way. The other constructs look at peoples 
emotions / opinions etc but he felt that this appealed on a different - slightly more technical – level (particularly the 
first item !!!!).  
MKT1: Did not have anything to add – looks ok 
 

Conclusion: There only real point of significance with these items was the use of the word “able” in the first item. 
The confusion arose from the fact that if this item is placed anywhere near any of the other items that require some 
measure of moral or ethical judgement then the word able might be construed as “moral ability”. For this reason, the 
revised items make this more explicit. The comment about “if I want to” was a little bit confusing but on reflection 
probably does not need replacing, but could be omitted entirely. The same logic and argumentation as with previous 
constructs also applies to adding an additional item. 
 
Note: This construct was ultimately discarded as incongruous to the model.  
 

1. have the technical ability to do what [the scenario character] did. 
2. I am knowledgeable enough to do what the [scenario character] did 
3. I have the skills required to work around many of the information security rules at work 
4. Breaking information security rules would be relatively easy for me to do 
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Construct: Extrinsic Benefit (Type 2) 
 
Original: 
 
 
 
 
 

 
 
Result: 
 
 
 
 

1. If I broke information security rules at work it could lead to a financial benefit 
2. By breaking information security rules at work I could make more money 
3. Breaking information security rules at work could benefit my career overall 
 

Findings: 
 
A&F1:  Did not have anything to add  
BIS1: This was where the greatest discussion took place. At the time of discussion there are three types of 
benefits in the model. The first is intrinsic and the remaining two are related to time and this one to financial gain for 
self. Suggesting that a potential route forward is to look at benefits differently an idea was put forward that Benefits 
in-total be looked at as possibly Emotive, Time, Financial, Career Advancement etc and maybe some more. This 
could also mean a redefining of the way that benefits are described by getting rid of the simple twins of intrinsic and 
extrinsic and re-categorising them 
PSY1: The only comment on this construct is that it is a 3 item measure yet 2 of the items refer to money and the 
third to career. Not sure then that these necessarily sit together although no problem with any of them individually 
ISDUB: In relation to extrinsic benefits the point was made that there are many types: Time, Money, and Status. 
While maybe missing the point in the description of the construct, the comment was that financial benefits are 
measured twice but that we do not look at status really (except maybe with the third item). Recommendation: to also 
look at status. 
MGT1: The question that was raised regarding item 1 was simply - whom does the financial benefit accrue to. It is 
not clear from the item wording - it may be implied but not clear. Regarding the second and third items it was 
questioned as to whether they were in fact measuring two different things i.e. career & money. 
BIS2: Liked the construct but thought that the second item was a little bit stark in its wording and possibly also a 
little bit close to the first item 
MKT1: Liked the construct but this developed into a discussion on Benefits generally. Subject suggested that other 
items to consider would be Group Cohesion, Status, Self Esteem and even Wellbeing. 
 

Conclusion: There are a number of conclusions to be drawn from the discussions that took place around this 
construct. Most notably, while A&F1 did not have anything to add, three of the remaining six panel members (BIS1, 
ISDUB and MKT1) suggested that it might be wise to look at other types of benefits as well. However, that is not to 
say that this construct itself is not valid and with regard to the comments of the remaining three panel members 
(PSY1, MGT1 and BIS2), the majority opinion was that the three items in this construct are not measuring the same 
thing (i.e. career and money). Acknowledging this latter point, and concentrating on the money aspect (for the 
moment), the following items were arrived at. 
 

1. If I broke information security rules at work it could lead to a financial benefit for me 
2. By breaking information security rules at work I could make more money 
3. Making extra money would motivate me to break the information security rules 
 



Appendix F: Questionnaire     
           

312 

Appendix F: Questionnaire 
Appendix F1: Complete Questionnaire annotated with variable names 
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Appendix F2: Questionnaire Items and lineage 
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Appendix G: Pilot Analysis 
 
Appendix G1: Overall Summary 
 
Procedure 
 
The procedure is best illustrated by reference to the simplified version of the research model 
shown in the figure below. Based on rational choice theory, the proposition is that an employee 
looks at both costs and benefits of an offence before offending.  
 

 
 
This applies to both non-malicious and malicious behaviours and with two separate datasets 
collected in the pilot study, the two resulting files were maintained as separate and exactly the 
same steps were taken in the analysis of both files, albeit with expected different results. The 
following steps were undertaken with regard to each file. 
 
 

i. Items in the questionnaire that included an “other” category were re-coded to fit in with 
existing codes or in one case a new code 

ii. Various fields deemed unnecessary were removed from the file  
iii. Variables that were measured twice (2 scenarios) per respondent were “transformed” by 

adding their scores to give a composite score 
iv. Because BENEFITS (see figure above) was comprised of 8 separate factors, many of 

them new items (although inspired by literature) an Exploratory Factor Analysis was 
performed, on each of the two datasets 

v. Tests on the results of the EFA were performed for Adequacy, Convergent Validity and 
Discriminant Validity 

vi. Reliability of the factors (Cronbach’s Alpha) from the EFA was checked 
vii. Similarly reliability of all other constructs was then checked 
viii. Summated scores were then calculated for each construct 
ix. A second EFA analysis was performed on the PRE-KINETIC (see figure above) 

variables. 
x. Tests on the results of this second EFA were performed for Adequacy, Convergent 

Validity and Discriminant Validity 
xi. Reliability of the factors from this EFA was checked 
xii. Summated scores were then calculated for the resulting constructs 
xiii. A series of regression analyses was then performed on each file, to try and capture ‘most’ 

of the relationships in the model (16 regressions in the case of the non-malicious file and 
14 for the malicious file)  

Intentional 
IS Rule 
Violation 

COSTS 

BENEFITS 
(8 factors) 

PRE- 
KINETIC 
(6 factors) 



Appendix G: Pilot Analysis     
           

331 

xiv. The file was then split 3 different ways according to Respondent Job Level, Organisation 
Type, People Not Involved in IS Security. This resulted in six separate levels on which 
the same groups of regressions were performed and analysed. 
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Appendix G1: Overall Summary 
 
Exploratory Factor Analysis 
 

i. The EFA on BENEFITS conducted on the non-Malicious file resulted in a 3-factor 
structure. This was done using a Promax rotation and performed the extraction based on 
Eigenvalues. The factors were named Promotion Prospects, Frustration Relief and Time 
Saving. 

ii. Some items were dropped from the Promotion Prospects factor, as they did not fit 
conceptually. 

iii. These items were added back in and the factor was reconsidered and renamed as Career 
Vitalising, with regressions being performed using both this construct and the 
aforementioned Promotion Prospects. 

iv. The EFA performed on the Malicious file resulted in a five factor structure. This would 
seem to indicate that the structure of the data is affected by the catalyst for the dependent 
variable i.e. the vignette 

v. The five factors in the second vile were named Visceral, Frustration Relief (the only one 
totally common to both malicious and non-malicious files), Prestige, Social Responsibility 
and Financial. 

vi. Separately on the non-Malicious file, an EFA performed on the PRE-KINETIC section 
of the file resulted in a 5-factor structure. Initially there were 6 elements, but both types 
of Neutralisation loaded together. One observed item was dropped from both PPE and 
IMP but apart from that the factors remained as originally conceptualised. (This was again 
done using a Promax rotation and based on Eigen Values) 

vii. Subsequently the same EFA was performed on the Malicious file, the rotation was again 
Promax, except this time rather than basing it on Eigen Values, the extraction was 
performed by specifying a fixed number of factors (5). The resulting factors were the 
same as with the non-malicious file although in relation to Impulsivity the observed 
variable that was dropped was a different one to that dropped in the other file 
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Appendix G1: Overall Summary 
 
Regression Analysis – General Findings 
 

i. The number of significant relationships that were found in the Malicious file were not 
nearly as many as were found in the non-Malicious file. 

ii. Probably the most significant finding was the fact that Sanctions (both formal and 
informal) did not seem to have any bearing when it comes to the Malicious offences, 
suggesting that people weigh up the costs and benefits of offending at the less serious end 
of the scale but when considering a more serious action that they do not.  

iii. The only difference in structure of the two files is the scenarios, which are characterised 
by a manipulation of “impatience” in the non-malicious versus “annoyance” in the 
malicious.  

iv. The demographics of the two files are broadly consistent with one another. 
v. As this was an exercise to see if the model needed to be rationalised, two constructs were 

identified as being candidates to be dropped from any future model - Prior Punishment 
Experience (PPE) and Emotional State (EMO). This initially seemed to be the case for 
both Malicious and non-Malicious files. However, in the subsequent analysis of particular 
demographic segments of the files, for Large Private Sector companies, PPE began to 
show a significant relationship as hypothesised.  

vi. When looking at the various demographic sections / splits within the files, a number of 
different conclusions seem to appear when considering the different constructs. Overall 
however, analysis suggests that non-Senior Management would be likely to yield more 
“interesting” results. The same point about interesting results would also seem to apply to 
the Large Private Sector companies. 

vii. There seems to be some similarities between Public Sector Organisations and Small 
Companies (or at least the respondents from those organisations), so this would not 
necessarily yield anything useful, if used as a basis for purposive sampling. 

viii. More considered conclusions / comments are written into the more detailed descriptions 
of the regressions in the following pages (indicated by bold i ta l i c s) 

 
Additional clarification of data manipulations 
 

i. All of the manipulation of observed variables into latent variables is done using addition 
i.e. (MOR1 = MOR1a + MOR1b) and (MOR2 = MOR2a + MOR2b) and (MOR4 = 
MOR4a + MOR4b). In order to do regression analysis an overall measure t_MOR is 
calculated as (MOR1 + MOR2 + MOR3 + MOR4).  

ii. Sanctions are considered as a multiplicative construct, made up of severity and certainty. 
This is in line with prior literature.  

iii. In designing the survey, and considering point (ii) above, it was decided to collect data 
from respondents about their view of the importance of each of the benefits that were 
put to them in the questionnaire. This has not been used in the following analysis. The 
reason for this is that it would have led to unknown territory regarding the Exploratory 
Factor Analysis. Then subsequent to the EFA, it was impossible to do because those 
“importance” scores were no longer “symmetrical” with the Benefits factors. 
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Appendix G2: Detailed Regression Analysis – NON- MALICIOUS file 
 
FULL FILE REGRESSIONS 
 
All of the constructs discussed in sections below are discussed in the context of forming part of 
regression models that produce an R2 value that are significant such that p < .001 (in one case it is 
at a level of p < .01). It is their place as individual constructs within those models that is discussed 
below. 
 

i. Prior Punishment Experience (PPE) 
 
− When included in a regression model (for the full file) along with the other five influencing 

factors – two neutralisations, moral reasoning, emotional state and impulsivity – PPE does 
not have a significant relationship with the dependent variable. Neither does it have a 
significant relationship with either formal sanctions or informal sanctions. 

− When the two neutralisation sub-constructs are grouped into one overall neutralisation 
construct the same conclusions apply. 

− Although not hypothesised, PPE was also included in the regressions on each of the three 
“Benefits” sub-constructs.  In the one case PPE is slightly significantly positively linked to 
Time Saving (β = .163, p < .1), but in all other cases no significance is found. 

− When the same test was performed using, in turn, a summated total benefits construct, a 
different Factor 1 benefit (from a reinterpretation of the EFA), and total benefits recalculated 
using this new Factor, the lack of significance persisted. 

− When the Senior Management demographic is examined no significance is found linking it to 
either costs or benefits (9 relationships in total). The same is true for Non- Senior 
Management 

− This is replicated across the analysis performed using the different organisation types and 
those not actively involved in information security with two small exceptions. When the Large 
Private Sector demographic is segregated out PPE is again found to be somewhat significantly 
and positively linked to both of the summated Benefit constructs (β = .204, p < .1 for 
t_BENEFITS; β = .196, p < .1 for t_BENEFITS_V2). 

− As a final analysis PPE was checked in Regression on its own against the constructs as 
hypothesised (the DV and the two types of sanctions). In all of these cases no significance 
was found. 

 
Conclusion 

Because the significance in relationships involving this construct is only slight at best and is in 
relation to constructs not hypothesised, it probably makes sense to omit the construct from 
subsequent iterations of the questionnaire. It may merit some mention in a commentary, but 
in any event a positive relationship between PPE and BENEFITS does not seem to really 
indicate anything logical, and may be co-incidental i.e. the more you are aware of people 
being punished in the past, the more you are likely to perceive a time saving benefit in 
offending, does not add to any understanding. è OMIT . 
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ii. Neutralisation: Denial of the Victim (DOV) 
 

− As a new construct this was initially included in a regression on the full file along with the 
other five influencing factors. When measured against the dependent variable it showed a 
significant positive relationship (β = .312, p < .01).  

− The relationship with both formal and informal sanctions however appears to be 
insignificant. 

− This construct was not examined for a relationship with BENEFITS on its own, but 
rather was included as part of an overall Neutralisation construct following the 
Exploratory Factor Analysis (see below)  

 
 
iii. Neutralisation: Metaphor of the Ledger (MOL) 

 
− A previously established construct this was hypothesised to have a positive effect on the 

dependent variable and a negative effect on sanctions.  In this case, while there is a 
significant positive correlation with the dependent variable this significance did not follow 
through in the regression analysis.  

− However when the construct is examined in isolation, the relationship with the 
Dependent Variable is highly significant (β = .507, p < .001).  This could mean that one 
or more of the other variables in the mix is measuring the same thing and suppressing the 
significance – in this case both neutralisation types are highly correlated (Pearson’s r = 
.741). It could also be because one or more of the variables in the mix is actually 
mediating the relationship with the dependent variable in a way that was not foreseen. For 
example when the model is stripped back to both Neutralisations and Moral Reasoning, 
MOL is still not significant, but when Moral Reasoning is removed, MOL becomes 
significant again (p < .05). 

− In examining the relationship with Informal Sanctions the correlation significance again 
does not follow through in the regression. 

− However, some significance is shown in the negative relationship with Formal Sanctions 
(β = -.313, p < .05) 

− This construct was also not examined for a relationship with BENEFITS on its own, but 
rather was included as part of an overall Neutralisation construct following the 
Exploratory Factor Analysis (see below)  
 
 

iv. Neutralisation (NEUTRAL) 
− (Resulting from the Exploratory Factor Analysis this is a summated scale of all of the 

NEUDOV and NEUMOL items) 
 

− When included in a regression model (for the full file) along with the other four 
influencing factors it shows significant positive links to the dependent variable (β = .427, 
P < .001). 

− Similarly, significant negative links, as anticipated, are found with both formal and 
informal sanctions, although at different significance levels (β = -.329, p < .01 for Formal 
Sanctions; β = -.218 , p < .05 for Informal Sanctions).  

− NEUTRAL also shows strong positive significant links with all of the benefits factors 
resulting from the EFA.  In the case of PROM (Promotion Prospects which stems from 
the initial interpretation of the EFA analysis) the predictive relationship is very significant 
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(β = .554 , p < .001).  The same is also true of the other Benefits Factors (β = .334, p < 
.001 for Time Saving; β = .510, p < .001 for Frustration Relief). 

− The same pattern continues for the summated benefits construct (β = .589, p < .001) and 
for CAVIT (Career Vitalisation which is an alternative to Promotion Prospects from re-
interpreting the EFA) with (β = .525, p < .001) and for the second summated benefits 
construct  (β = .556, p < .001). 

 
Conclusion 

It would seem that it makes sense to consider Neutralisation as a construct with two sub-
constructs Denial of the Victim and Metaphor of the Ledger. If one of them has to be 
dropped because they are deemed to be measuring the same thing, then it should be the 
second one, as this is the first time) that the first one – Denial of the Victim – will have 
found its way into the IS literature. è CONCATENATE 2 SUB-CONSTRUCTS 
AND RETAIN OR ALTERNATIVELY OMIT METAPHOR OF THE 
LEDGER. 

 
 
 

v. Moral Reasoning (MOR) 
 

− When included in a regression model (for the full file) along with the other four 
influencing factors it shows significant negative links to the dependent variable (β = -.313, 
p < .001), as anticipated. 

− Similarly it shows significant positive links to the Sanction constructs, although not as 
significant (β = .272, p < .01 for Formal Sanctions; β = .209, p < .05 for Informal 
Sanctions). 

− There is also some level of significance for each of the individual Benefits factors 
(including both the initial conceptualisation of Factor 1 and the subsequent one). These 
are as predicted negative in direction (β = -.138, p < .1 for Promotion Prospects; β = -
.226, p < .05 for Time Saving; β = -.268, p < .001 for Frustration Relief; β = -.178, p < 
.05 for Career Vitalisation) 

− When the Benefit Factors are summated this link is of varying strength with (β = -.220, p 
< .001 for t_BENEFITS; β = -.224, p < .01 for t_BENEFITS_V2). 

 
Conclusion  

Because of the strongly significant links to both costs and benefits and the dependent 
variable it seems sensible to continue exploring the effects of MOR. In addition the previous 
operationalisation of it had included 3 items, which has been extended to four in this study 
and the fourth adds significantly to its reliability as measured by the α value.  è RETAIN 
& EXPLORE HOW OR IF IT MEDIATES OTHER RELATIONSHIPS. 
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vi. Emotional State (EMO) 
 

− It was anticipated that Emotional State i.e. “ANGER” / “ANNOYANCE” would have a 
significant effect on the dependent variable and both costs and benefits. This does not 
appear to be the case and in fact with the exception of two relationships EMO does not 
appear to be significantly linked to any other variables. 

− The exceptions to this at present are its association with Frustration Relief and the 
reconceptualised total Benefits construct although both of these are of weak significance 
(β = .110, p< .1 for Frustration Relief; β = .111, p < .1 for Benefits_V2) 

 
Conclusion  

In the absence of any further findings that indicate anything else of significance, then this 
construct is a likely candidate to be dropped from future iterations of the questionnaire. è 
OMIT . 

 
 
 
 
vii. Impulsivity (IMP) 
 

− In these tests Impulsivity is measured using a 3-item scale, which stems from the EFA 
previously conducted (1 item was dropped).  The construct then proves to be somewhat 
of an anomaly. In terms of correlations all of the relationships (bar the one with Formal 
Sanctions) with both the dependent and independent variables are highly significant and 
with the expected directionality (p < .001). However, when it comes to the Regressions 
the picture is not as straightforward. 

− There is no significant relationship with the DV, Formal Sanctions, Promotion Prospects, 
Time Saving or Career Vitality. 

− There is however marginal significance in the relationships with the two summated “total 
Benefits” constructs (β = .136, p< .1 for t_BENEFITS; β = .130, p < .1 for 
t_BENEFITS_V2). 

− With regard to informal sanctions there is a significant negative relationship (β = -.212, p 
< .05). 

− With regard to Frustration Relief there is even more significance in the positive 
relationship (β = .222, p < .01). 

− However the fact that this construct has high correlations with all other variables – 
dependent and independent – would suggest that simple regressions involving it alone on 
these variables would also be highly significant.  

− The fact that it is not, when grouped with other variables would indicate that maybe some 
of these other variables are either suppressing / distracting from its predicting ability. This 
is probably unlikely because the correlations between it and the other independent 
variables are not excessive (highest is Pearson’s r = .534). 

− The other possibility is that there is some unanticipated mediation going on.  When 
NEUTRAL, MOR and IMP_V2 are put in a regression model with the Dependent 
Variable then IMP_V2 remains insignificant (β = .024 , p > .1). Removing MOR does 
nothing to improve the significance of it (β = .001 , p > .1). However, removing 
NEUTRAL and re-instating MOR yields a significance to IMP_V2 (β = .238, p < .01).  
This would suggest that Neutralisation is mediating the effect of Impulsivity on the 
dependent variable (and maybe the other relationships also) 
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Conclusion  
The fact that Impulsivity has not previously made its way into studies of this type means that 
the finding about the significant positive relationship between it and Frustration Relief is 
interesting. The other points above also indicate that it may have other significance to the 
study. è RETAIN & EXPLORE HOW OR IF IT MEDIATES OTHER 
RELATIONSHIPS. 

 
 
viii. Formal Sanctions (FS) 
 

− Formal Sanctions are negatively correlated with the DV in a statistically significant way, 
which when placed in a simple regression yields an R2 value of .145 (β = -.381 , p < .001). 
This is as hypothesised. 

 
ix. Informal Sanctions (IES) 

 
− Informal Sanctions are also negatively correlated with the DV but in a slightly less 

statistically significant way than Formal Sanctions. When placed in a simple regression this 
yields an R2 value of .070 (β = -.266 , p < .01). This is as hypothesised. 

 
x. Sanctions Overall 

 
− A summated scale for overall sanctions was not created initially, although there was no 

reason for this, it was just an omission and further analysis had taken place before it was 
considered. Instead, both Formal and Informal Sanctions were included as independent 
variables in a regression model with the dependent variable. 

− In this case, the model was again significant (R2 = .151) but the significance of the two 
types of sanctions differed (β = -.487, p < .01 for Formal Sanctions; β = .130, ns for 
Informal Sanctions).  This change of directionality for Informal Sanctions could be a 
result of multicollinearity, which is further indicated by the fact that Formal and Informal 
Sanctions show a Pearson Correlation coefficient of .813. 

− The immediate consequence from the previous point above was to compute and test for a 
composite Sanctions construct involving the summation of the four formal sanction items 
and the two informal sanction items.  In the first instance this yielded a Cronbach’s α 
value of .934 for the six-item scale. The resulting regression was very significant (R2 = 
.128, p < .001) 

 
Conclusion  

While Sanctions both Formal and Informal are probably mandatory in this type of model, the 
acceptability of combining formal and informal sanctions as a single factor is worth 
considering.è RETAIN BUT CHECK THE MANIPULATIONS. 
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xi. Promotion Prospects (PROM) 

 
− This construct was developed from the EFA conducted on all of the benefits items. 

However, it was not taken directly from the EFA, because a number of the items from 
that analysis were initially adjudicated as not measuring the same thing using ‘face validity’ 
reasoning. 

− When incorporated in a model with the other two factors from the EFA it remains highly 
significantly related to the DV (β = .497, P < .001). 

 
 
xii. Frustration Relief (FREL) 
 

− This construct also comes out of the EFA but is actually as originally conceptualised.  
− Again when incorporated in a model with the other two factors from the EFA it remains 

highly significantly related to the DV (β = .440, P < .001). 
 
 
xiii. Time Saving (TIM) 
 

− This construct also comes out of the EFA. However, the EFA produced a 4-item measure 
but one of these had to be dropped because it clearly was intended to measure something 
different 

− When incorporated in a model with the other two factors from the EFA it is not 
significant even changing directionality. This is despite the fact that it has a highly 
significant correlation with the dependent variable (Pearson’s R = .340, p < .001). 

− However, this construct has proven significant in prior literature and so cannot be 
discounted. 

 
 
xiv. Overall Benefits (BENEFITS) 
 

− Combining the three sub-constructs (or factors) from the EFA generated the scores for 
this construct and checking the reliability of the 12 items together gives a Cronbach’s α of 
.917 

− The regression model with this and the DV is highly significant (R2 = .505, p < .001). 
 
 
xv. Alternative View of Benefits (CAVIT & BENEFITS_V2) 

 
− In revisiting the EFA it was decided to allow the analysis to lead the factor determination. 

Instead of PROM (as explained above) the first factor became known as Career 
Vitalisation (CAVIT) made up of 10 rather than six items with a Cronbach’s α of .949. 

− Using the same approach as outlined in the sections above above, everything was to some 
degree significant. With the three items together R2 = .599 , p < .001; (β = .543, p < .001 
for CAVIT; β = .411, p < .001 for FREL; β = -.148, p < .05). In this case the negative 
sign in relation to the Time Saving Construct is curious and will merit further investigation 
(the correlation is positive so it is unlikely to be a reverse-coding issue) 
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− The regression using the revised overall BENEFITS construct is also highly significant 
(R2 = .519, p < .001) 

 
 
Conclusion  

It is possible, for example that the benefits may need to be combined in a different way. 
However, this exercise is primarily about seeing where there are significant relationships, with 
a view to determining if items / constructs should be dropped from a subsequent issue of the 
primary research instrument. 
è DON’T OMIT ANYTHING FOR NOW, BUT CHECK THE 
MANIPULATIONS . 
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DEMOGRAPHIC ANALYSIS 
 
All of the regressions described above were also recorded for a series of sub-sections of the file. 
There may be issues arising from the number of responses within each section but the analysis 
was intended to be indicative, and was performed to examine indications that a more targeted 
approach to sampling might be worthwhile. 
 
As such the subsections are (i) Senior Staff,/ Non-Senior Staff, (ii)Public Sector Companies/ 
Large Private Sector Companies / Small Companies and (iii) People not directly involved in 
information security. These subsections were then compared for variability in the significance of 
the regressions, and while all of the detailed figures were recorded, it is only the comparison with 
the earlier analysis that is discussed below. 
 
 
i. SENIOR MANAGEMENT / NON-SENIOR MANAGEMENT 
 

PPE:  

There is no evidence in the analysis to show that the conclusion already reached in relation to 
Prior Punishment Experience (PPE) should be altered. In fact each of the regressions that 
were previously performed were repeated for both of these cohorts and in all cases showed 
non-significant beta coefficients.  

NEUTRAL:  

There is some variability in the relative significances of this construct for the subdivided 
sample versus the original population. Some of this may be due to the sizes of the subdivided 
section of the file. However, of the 9 regressions, 7 originally were significant at the p < .001 
level. Of these, 6 remain significant at the same level for the ‘NON-SENIOR’ management 
with 1 dropping slightly in significance (β = .336, p < .01 for Time Saving).  However, when 
looking at the ‘SENIOR’ Management group (a self-reported measure), there are a number of 
differences in the significance level. What is most notable is that the relationship between the 
construct and the dependent variable becomes non-significant. This could either be a finding 
or an initial indication that excluding ‘SENIOR’ management from the population might yield 
more “interesting” results. 

On the flipside of this however, is the relationship with the construct and the two types of 
sanctions. Significance reduces in the relationship with formal sanctions for ‘NON-SENIOR’ 
management and even more for ‘SENIOR’ management, but in the case of Informal Sanctions 
it is a different situation. It actually becomes more significant for ‘SENIOR’ managers and 
non-significant for ‘NON-SENIOR’ managers.  This coupled with the point above would 
therefore begin to suggest that (in relation to Neutralisation) there are differences in the 
priorities of the different types of management. 

MOR:  

In general the significance levels for Moral Reasoning drops for both types of management. 
Among the changes the most significant are probably in relation to ‘SENIOR’ Management, 
where 3 of the relationships become non-significant (IES, PROM & CAVIT).  In the case of 
Time Saving, the significance of this becomes insignificant for ‘NON-SENIOR’ people but 
actually increases from the p < .05 level to p < .01 for ‘SENIOR’ management. Again this is 
probably a finding rather than a justification for purpose sampling, indicating the relative 
importance of time saving to more senior management. It is also worth noting that the 
relationship between moral reasoning and the dependent variable decreases from p < .001 for 
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the overall sample to p < .01 for NON-SENIOR’ Management and p < .05 for ‘SENIOR’ 
Management. 

EMO:   

The overall result from the earlier analysis of the relationships involving this construct was 
that everything was either non significant or barely significant.  This remains the case for 
‘SENIOR’ management. However, for ‘NON-SENIOR’ management there are some 
significances at the p < .05 level for the relationships with the overall Benefits Construct and 
the Career Vitalisation Construct (β = .218, p < .05). Whether this is enough of a justification 
for reversing the earlier decision to omit the construct from any further data gathering 
exercise will depend on what the deciding factors are with regard to the latter. 

IMP: 

Impulsivity had not shown up in the overall regressions with much significance. However, in 
regard to ‘NON-SENIOR’ managers, apart from some minor significant relationships in 
relation to some of the Benefits constructs (at the p < .1 and p < .05 levels) the most 
interesting result is the relationship between Impulsivity and Informal Sanctions among this 
same cohort (β = -.370, p < .01). This is made a little confusing though when looking at the 
‘SENIOR’ Management cohort where a relationship in the opposite direction exists between 
Impulsivity and Formal Sanctions (β = .371, p < .05). This indicates that there may still be 
something to find using this construct, and so it needs to be retained. 

FORMAL SANCTIONS (FS):  

The relationship between this construct and the DV becomes very interesting when we look 
at the different sections of the file. In a simple regression for ‘SENIOR’ Management the 
relationship is weak (R2 = .097, p = < .1). However this changes dramatically for ‘NON-
SENIOR’ Management  (R2 = .171, p = < .001). This would seem to indicate that Formal 
Sanctions are of far less importance for Senior Management, and may indicate a different 
profile of respondents. 

INFORMAL SANCTIONS (IES):  

Something similar, although not as dramatic happens for this construct as Formal Sanctions. 
In the case of ‘SENIOR’ Management significance is minimal (R2 = .093, p < .1), whereas 
for ‘NON-SENIOR’ management we get  (R2 = .062, p < .05). 

SANCTIONS OVERALL:  

What is more significant than either the individual findings for formal or informal sanctions 
above, is when both formal and informal sanctions are placed in a multiple regression with 
the dependent variable. In the case of ‘SENIOR’ Management the result is non-significant 
(R2 = .109, ns) but is very significant for ‘NON-SENIOR’ management (R2 = .205, p < .001). 
If Sanctions continue to be a part of this model (which they probably have to be) then 
seeking a cohort that excludes ‘SENIOR’ Management may give “interesting” results … 
otherwise this may become a finding. 

BENEFITS:  

Nearly all of the Benefits constructs continue with same results from regression analysis on 
the two segments of the file as they did on the entire file. However, the most notable change 
is in relation to Frustration Relief (FREL).  On the complete file its relationship to the 
Dependent Variable was highly significant (β = .440, p < .001). This continues for the 
‘NON-SENIOR’ cohort (β = .523, p < .001) but the ‘SENIOR’ Management shows only a 
marginally significant relationship (β = .261, p < .1).  Again this may motivate a decision to 
conduct sampling among ‘NON-SENIOR’ personnel (or may just be a finding) 
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àConclusion 

There may be some justification for situating this study among non-senior management i.e. 
low and middle management in organisations. However, the conclusions in this regard need 
to be viewed against the fact that the sample size actually becomes relatively small for the two 
groupings (in this particular case) with n = 36 for Senior Management and n = 78 for Non 
Senior Management. 

Additionally, there is another factor to consider and that is the age profile of respondents.  
Through total accident, but probably as a consequence of the sampling procedure employed 
there are no respondents in the categories for < 17 yrs or 18-20 yrs, with only 16% (n = 18) 
in the 21-29 yrs age group. Therefore 81% of this particular sample is in the age range 30-60 
yrs of age (n = 92) which may be skewing the results in a particular direction. 
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ii. PUBLIC SECTOR / LARGE PRIVATE / SMALL COMPANIES 
 

PPE:  

There is no evidence in the analysis to show that the conclusion already reached in relation to 
Prior Punishment Experience (PPE) should be altered. With the exception of the relationship 
between PPE and TIM (β = .303, p < .05) for ‘LARGE PRIVATE SECTOR’ companies 
only, all other relationships involving this construct are not significant. 

NEUTRAL:  

The pattern of significances with this construct is somewhat consistent across ‘PUBLIC 
SECTOR’ and ‘LARGE PRIVATE SECTOR’ companies, but much less significance is 
involved in the relationships with ‘SMALL’ companies. There are one or two notable 
exceptions however. With Frustration Relief the significance is at the p < .001 level for 
‘SMALL’ companies, as distinct from the other two types. However, what is of greater 
interest is the fact that the relationship between this construct and the dependent variable is 
non-significant in ‘PUBLIC SECTOR’ companies in our sample.  

MOR:  

In general the only significant relationships with this construct occur in relation to ‘LARGE 
PRIVATE SECTOR’ Companies. No significance at all is shown in ‘SMALL’ companies and 
in ‘PUBLIC SECTOR’ companies the only real significance is in relation to Frustration Relief 
(β = -.347, p < .01). More importantly the only significant relationship with the DV is in the 
‘LARGE PRIVATE SECTOR’ companies (β = -.413, p < .01). Again this would seem to 
indicate that if a decision to rationalise the sample is to be taken in regard to organisation 
type that it should lean in favour of Large Private Sector companies. 

EMO:  

Again there is nothing here to justify any re-evaluation of this construct from the conclusions 
arrived at in the previous pages. 

IMP:  

Impulsivity had not shown up in the overall regressions with much significance. This is also 
the case in relation to both the ‘PUBLIC SECTOR’ Companies and ‘SMALL’ companies 
where no significance is found. In the case of the ‘LARGE PRIVATE SECTOR’ companies 
a marginal significance is found in the relationship with Informal Sanctions (β = -.263, p < 
.1) and a major significance in the relationship with Frustration Relief (β = .371, p < .001).  
This indicates that there may still be something to find using this construct, and so it needs to 
be retained, and also that if a decision to rationalise the sample is to be taken in regard to 
organisation type that it should lean in favour of Large Private Sector companies. 

FORMAL SANCTIONS:  

The results for this construct are somewhat mixed – showing no significance in the ‘LARGE 
PRIVATE SECTOR’ companies, some in ‘SMALL’ companies (R2 = .122, p < .05) and the 
greatest amount in ‘PUBLIC SECTOR’ Companies (R2 = .262, p < .01).  Using this as a 
yardstick to decide on a sampling strategy would lead to a conclusion contrary to the ones in 
the preceding paragraphs above. 

INFORMAL SANCTIONS:  

The position changes with regard to Informal Sanctions with no significance attaching to the 
relationship with the dependent variable in either ‘PUBLIC SECTOR’ or ‘LARGE 
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PRIVATE SECTOR’ firms, with only a small significance in ‘SMALL’ firms (R2 = .168, p < 
.05). 

SANCTIONS OVERALL: 

As a multiple regression on the DV using both Formal and Informal Sanctions as IVs, no 
significance is shown in ‘LARGE PRIVATE SECTOR’ companies and only at the p < .1 
level in ‘SMALL’ companies. However in ‘PUBLIC SECTOR’ companies there is substantial 
significance (R2 = .480, p < .001).  This could possibly indicate a reason to examine Public 
Sector companies, or alternatively might just represent a finding. 

BENEFITS: 

Nearly all of the Benefits constructs continue with same results from regression analysis on 
these three segments of the file as they did on the entire file. However, Time Saving is non 
significant across all three organisation types.  Promotion Prospects and Career Vitalisation (2 
versions of a similar construct) are highly significant everywhere except in the ‘PUBLIC 
SECTOR’ companies where there are only marginally significant (p < .1). The relationship of 
Frustration Relief to the DV, in contrast is highly significant in the case of ‘PUBLIC 
SECTOR’ Companies, but not so much in both ‘LARGE PRIVATE SECTOR’ and 
‘SMALL’ Companies (p < .05). The problem with this is that the initial points would indicate 
that a focus on the Public Sector would be less “interesting”, whereas the last point would 
indicate the opposite. 

 

àConclusion 

While some of the findings above would suggest that there is more interest (variability and 
significance) in the various sectors, it is likely that concentrating on one or other sector may 
be like borrowing from Peter to pay Paul. It is possible that this is because the model looks at 
both sides of an equation comprising Costs and Benefits and the relative importance of one 
versus the other may differ across organisation types.  

Therefore the current view is that so long as this study remains one that attempts to address a 
comprehensive set of constructs, it is unlikely that any “statistical” advantage is to be gained 
by focussing on a particular organisation size.  

  



Appendix G: Pilot Analysis     
           

346 

iii. PEOPLE NOT DIRECTLY INVOLVED WITH RULES etc 
 
 

PPE:  

There is no evidence in the analysis to show that the conclusion already reached in relation to 
Prior Punishment Experience (PPE) should be altered. No relationships in this demographic 
involving this construct were found to be significant 

NEUTRAL:  

The pattern of significances with this construct is somewhat consistent with the overall 
sample population for this particular demographic. 

MOR:  

The pattern of significances with this construct is also somewhat consistent with the overall 
sample population for this particular demographic. In fact there is a little less variability. 

EMO:  

Again there is nothing here to justify any re-evaluation of this construct from the conclusions 
arrived at in the previous pages. No significant relationships were found. 

IMP:  

Impulsivity had not shown up in the overall regressions with much significance. This is also 
the case here. Small significances are found in the relationship with Informal Sanctions (β = -
.278 p < .05) and Frustration Relief (β = .223, p < .05) with a marginal significance in the 
case of Time Saving (β = .228, p < .1).  This indicates that there may still be something to 
find using this construct, and so it needs to be retained.  

FORMAL SANCTIONS:  

The results for this construct are highly significant (R2 = .132, p < .001). 

INFORMAL SANCTIONS:  

The results for this construct are not as significant as for Formal Sanctions (R2 = .064, p < 
.05). 

SANCTIONS OVERALL:  

As a multiple regression on the DV using both Formal and Informal Sanctions as IVs, there 
is a reasonable degree of significance in the results (R2 = .135, p < .01). 

BENEFITS:  

Nearly all of the Benefits constructs continue with same results from regression analysis on 
this segment of the file as they did on the entire file. The one exception is, Time Saving 
which when combined with the factors from the second interpretation of the EFA is slightly 
significant for the sample as whole (β = -.148, p < .05) but becomes non-significant for this 
particular segment of the file. 

 
àConclusion 

Examining a particular demographic such as people not directly involved in IS rules and 
procedures may provide interesting analysis but based on existing data does not seem to form 
a worthwhile basis for purposive sampling.  In any event such a proposition may prove 
impossible to action, and instead may only make sense in analysis terms. 
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Appendix G3: Detailed Regression Analysis – MALICIOUS file 
 
FULL FILE REGRESSIONS 
 
In contrast to the “non-malicious” survey, the significances at an overall level when a number of 
regressions (# = 14) were performed were not as strong.  Typically, all but one of the regressions 
in the “non-malicious” file produced R2 values that were significant at the p < .001 level. In the 
case of this “malicious” file, the relationship between Sanctions and the Dependent Variable was 
found to be not significant overall. This accounts for 3 of the 14 regressions. Of the remaining 11, 
one was only marginally significant (p < .1), one at the p < .05 level, two at the p < .01 level and 
the remaining seven at the p < .001 level. 
 
The discussion below relates to individual constructs and their place within those regression 
models. 

 
i. Prior Punishment Experience (PPE) 

 
− When included in a regression model (for the full file) along with the other four 

influencing factors PPE does not have a significant relationship with the dependent 
variable. Neither does it have a significant relationship with either formal sanctions or 
informal sanctions. These are the relationships that were hypothesised to exist at the 
outset. 

− Again in line with the analysis performed on the “non-malicious” file, the relationship 
between PPE and the Benefits constructs that emerged from the EFA exercise were 
examined (in this survey a five factor structure of Benefits emerged rather than the 
three in the earlier survey). 

− In the case of three of the Benefits (VISCERAL, PRESTIGE and FINANCIAL), no 
significance was found. 

− However, in the case of the overall BENEFITS construct, some marginal significance 
was found (β = .132, p < .1) 

− There were two significant relationships found in relation to Frustration Relief and 
Social Responsibility (β = .156, p < .05 for t_FREL; β = .193, p < .05 for t_SOC).  

− As a final analysis PPE was checked in a regression model on its own against the 
constructs as hypothesised (the DV and the two types of Sanctions – separately and 
together). In the case of all of these no significant relationship was found. 

 
Conclusion 

It would seem that this construct is not lending anything to our understanding. The 
relationships as hypothesised have not proven to be significant. The relationships that are 
significant may be spurious or co-incidental i.e. they are positive relationships with benefits 
and as such (an increase in our awareness of prior punishment would lead to an increase in our perception of 
the level of frustration relief from offending) does not appear to make any sense. à  OMIT 
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ii. Neutralisation (NEUTRAL) 
 

− Unlike in the case of the earlier analysis of the non-malicious file, the neutralisation 
construct was only examined at the aggregate level (i.e. being a summation of Denial 
of the Victim and Metaphor of the Ledger). In general there are a lot of significant 
links between neutralisation and the other variables in the model – significances that 
are increased if the construct is regressed on its own (in other words it shares its 
explanatory power with other “pre-kinetic” variables) 

− In the case of the dependent variable the significance is moderate (β = .265, p < .05), 
but is a positive relationship, as hypothesised.  

− In the case of the two measured of sanctions the relationship is also as hypothesised, 
in that it is negative, and is somewhat stronger (β = -.269, p < .01 for t_FS; β = -.334, 
p < .01 for t_IES). 

− There are also positive relationships of significance with the Benefits constructs. In 
the case of the overall Benefits construct this is very significant (β = .439, p < .001) 
with the affects on the sub-constructs being somewhat mixed. For example the 
relationship with the Financial aspect is non-significant and the Social Responsibility 
element is only marginally significant (p < .1). 

− However, the relationship with the Visceral Benefits shows some significance (β = 
.241, p < .05) as does the relationship with Prestige (β = .272, p < .01). 

− The most significant of the sub-constructs however is Frustration Relief with β = .572 
at a p < .001 significance level. 

 
 
Conclusion 

This construct seems to work at the aggregate level.à  RETAIN  
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iii. Moral Reasoning (MORAL) 
 

− Although not showing the same significance with this survey as with the non-
malicious survey, this construct still shows some negative significance with the 
dependent variable when included in a regression model along with the other four 
influencing factors (β = -.216, p < .05).  

− Importantly, it does not appear to have significance in relation to either of the 
sanction constructs (in contrast to the other study) 

− Equally, it does not have any significance with regard to the benefits of Social 
Responsibility (surprising) and Financial benefits. 

− On the other hand there is some significance shown in relation to the other three 
benefit sub-constructs (β = -.270, p < .01 for t_VISC; β = -.192, p < .01 for t_FREL; 
β = -.238, p < .01 for t_PRES) and all of these are negative in direction, as expected. 

− With regard to the overall Benefits measure the relationship is highly significant (β = -
.256, p < .001). 

  
Conclusion 

This construct needs to be retained. However, the fact that it does not appear to hold any 
significance, within a regression model involving other constructs, for the Sanctions side of 
the equation is somewhat worrying. This may be for several reasons – the demographic 
profile of the sample versus the other survey or possiblyin response to the scenario / 
vignette. à  RETAIN AND EXPLORE HOW OR IF IT MEDIATES OTHER 
RELATIONSHIPS 

 
 
 
 

 
iv. Emotional State (EMO) 

 
− The findings for this construct are no less disappointing than they were for the non-

malicious study as it does not appear to be significantly related to either the DV or the 
Costs constructs 

− In fact the relationship to the Benefits constructs is also quite sparse.  It is marginally 
significant in relation to Financial Benefits (β = .182, p < .1) and slightly more 
significant in relation to t_VISC (β = .191, p < .05). 

− The relationship with overall Benefits is also only moderate (β = .169, p < .05). 
 

Conclusion 
This previous file indicated that this construct should be dropped and in the absence of 
finding anything else of significance, this file is essentially indicating the same thing à  
SOFT OMIT   
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v. Impulsivity (IMP) 
 

− There is very little to report in relation to this construct, as it does not appear to have 
much significance in relation to the DV, Sanctions or most of the Benefits constructs. 

− There is a marginal significance in relation to Formal Sanctions (β = -.186, p < .1). 
− There is some significance in relation to Prestige (β = .198, p < .05), but that is where 

the significance ends. 
− However, in much the same way as happened with the non-malicious survey, the 

construct displays a range of fairly significant correlations with both the individual 
Costs and Benefits items, suggesting that it is when it is grouped with the other “pre-
kinetic” variables that some masking is occurring. This is not inconsistent with the 
conclusion arrived at in the non-malicious study, that in fact Impulsivity may be an 
earlier stage construct and that it may be being mediated by something like 
Neutralisation 

 
Conclusion 

The fact that this has not been included in studies of this type is motivation (even if the 
indications are not overly significant) to retain it in the model for the moment – particularly if 
re-sampling. à  RETAIN & EXPLORE IT FURTHER   
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vi. Formal Sanctions (FS) 
 

− In contrast to the non-malicious survey (which showed strong significance), this study 
shows no significance at all in the relationship between formal sanctions and the 
dependent variable..  

 
vii. Informal Sanctions (IES) 
 

− Exactly the same result and conclusions apply to this construct as apply to Formal 
Sanctions (above) 

 
viii. Sanctions Overall 
 

− The initial regression of formal and informal sanctions on the dependent variable did 
not produce anything significant (as neither of the individual elements had even 
produced a significant Pearson’s r correlation) 

− A similar finding resulted from the regression analysis performed using the overall 
composite Sanctions construct which again produced no significance 

 
Conclusion  

As commented on in relation to the non-malicious survey Sanctions both Formal and 
Informal are probably mandatory in this type of model. è RETAIN BUT CHECK 
THE MANIPULATIONS. 
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ix. Visceral (VISC) 
 

− This sub-construct emerged from the EFA (may need renaming) but is made up of 
the items relating to “feelings” etc. Originally this was conceptualised as “Esteem” 
with one other item added in from the original “Thrill” scale. 

− Its shows a little significance in its relationship with the DV (β = .245, p < .05), 
although it also has a strong correlation with the DV (Pearson’s r = .428, p < .001). 
This would seem to indicate that, on its own, it has a high predictive ability, but when 
coupled with some of the other benefits this is diminished. However, it is not 
excessively highly correlated with any other benefit sub-construct so this remains a 
point to be clarified. 

 
 

x. Frustration Relief (FREL) 
 

− This sub-construct emerged from the EFA and actually is as originally conceptualised 
(Relief). However, in contrast to the non-malicious study it does not appear to be 
significantly related to the DV, when grouped with the other benefits.  

− This item too displays a strong correlation with the DV, indicating a similar 
conclusion to the one above 

 
 
xi. Prestige (PRES) 

 
− Coming from the EFA this sub-construct is made up of the previously conceptualised 

Status sub-construct and one item from the Financial sub-construct.  
− Again displaying a very strong correlation with the DV, the regression also indicates a 

significant relationship (β = .288, p < .01). 
 
 
xii. Social Responsibility (SOC) 
 

− Coming from the EFA this 2-item sub-construct comes from the previously 
conceptualised Altruism sub-construct shows neither a strong correlation relationship 
or strong result from the regression in relation to the DV 

 
 
xiii. Financial (FIN) 
 

− Coming from the EFA this 2-item sub-construct comes from the previously 
conceptualised Financial sub-construct and also shows neither a strong correlation 
relationship or strong result from the regression in relation to the DV 
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xiv. Overall Benefits (BENEFITS) 
 

− The overall benefits construct shows a strong relationship with the dependent variable 
(β = .434, p < .001). 

 
 
 
Conclusion  

Initial impressions would indicate that FREL, SOC & FIN should be removed from the 
model. However, the first of these FREL has already proven significant in the non-malicious 
context and may prove significant in one or more of the subdivisions of the file analysed in 
the pages below. In addition, it may be worth exploring the relationships using the same factor structure for 
this study as the non-malicious study rather than using the factor structure from a fresh EFA as performed in 
this analysis. è RETAIN FOR NOW.  
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DEMOGRAPHIC ANALYSIS 
 
In mirroring the approach taken with the non-malicious survey, all of the regressions described 
above were also recorded for a series of sub-sections of the file. There may be resulting issues 
related to the number of responses within each section but the analysis was intended to be 
indicative and was done for the same reasons as with the earlier file. 
 
As such the subsections are (i) Senior Staff / Non-Senior Staff, (ii) Public Sector Companies / 
Large Private Sector Companies / Small Companies and (iii) People not directly involved in 
information security. These subsections were then compared for variability in the significance of 
the regressions, and while all of the detailed figures were recorded, it is only the comparison with 
the earlier analysis that is discussed below. 
 
 
i. SENIOR MANAGEMENT / NON-SENIOR MANAGEMENT 
 

PPE:  
There is not much evidence in the analysis to show that the conclusion already reached in 
relation to Prior Punishment Experience (PPE) should be altered – in the case of ‘NON-
SENIOR’ management no significances were observed. In relation to ‘SENIOR’ 
management there are a number of significances found (mostly minor).  However, these are 
not as hypothesised with the relationship with the DV being positive rather than negative 
(and only at the p < .1 level).  The other significances occur with two of the Benefits sub-
constructs (VISC and FREL) and with the overall Benefits construct, which although 
significant (β = .298, p < .05) is positive rather than negative. The conclusion seems to be 
that either the construct has no relevance, or is not working, as it is currently operationalised. 

NEUTRAL:  
There is quite a dramatic difference in this construct between the ‘SENIOR’ and ‘NON-
SENIOR’ cohorts.  For the first time we see a cohort in ‘SENIOR’ management that shows 
no significance at all except for Frustration Relief (β = .337, p < .05). Incidentally, this same 
relationship in the bigger cohort of ‘NON-SENIOR’ management is much more significant 
(β = .592, p < .001). The remainder of the relationships examined are broadly in line with the 
overall population surveyed, with the overall Benefits construct remaining at a high level (β = 
.469, p < .001). The conclusion is that concentrating on non-senior management might be 
more interesting. 

MORAL:  
Of the relationships (4) that were found to be non-significant in the overall sample surveyed, 
they largely remain non-significant for both ‘SENIOR’ and ‘NON-SENIOR’ management. 
The exceptions are in the ‘SENIOR’ management cohort; the relationship with Social 
Responsibility becomes significant at the p < .05 level. Among ‘NON-SENIOR’ 
management the relationship with Formal Sanctions becomes ever so slightly significant at 
the p < .1 level. With regard to the relationships that showed significance in the population as 
a whole, these are generally weaker but still showing significance, mostly at the p < .05 level, 
for the ‘NON-SENIOR’ management cohort. However, this significance virtually disappears 
for several of the relationships where ‘SENIOR’ management are concerned. Like the 
previous point this might encourage concentrating on non-senior management for a future 
sampling. 

EMO:  
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The splitting of the file seems to do nothing to increase variability in relation to this 
construct. In the overall sample three relationships showed a little significance t_VISC, 
t_FIN and the overall benefits construct. When the file is split, these also separate and so the 
only significant relationship concerning ‘SENIOR’ managers is the one about Financial gain 
and the Visceral item only has significance where ‘NON-SENIOR’ management are 
concerned (both at the p < .05 level). This actually may be a finding, although it is weak. 

IMP:  
This construct yielded very little of interest in terms of the overall population. However, 
when the sample is split, there seems (on the face of it) to be an interesting finding. For 
‘NON-SENIOR’ Management all of the significance seems to be with regard to benefits (β = 
.441, p < .05 for t_VISC; β = .450, p < .05 for t_PRES; β = .447, p < .01 for t_FREL; β = 
.491, p < .01 for t_BENEFITS).  Two more of the benefits (t_SOC  and t_FIN) show no 
significance. However, when it comes to the ‘SENIOR’ Management there is a complete 
difference. None of the relationships with Benefits show any significance but both the DV 
and Informal Sanctions appear to be significantly related with beta values of -.254 and -.232 
respectively, at the p < .05 level. The real difference however is in relation to Formal 
sanctions, which is highly significant (β = -.359, p < .001). Initially the point was made that 
this construct had not been included in studies of this type. This latter finding that 
impulsivity may be important in determining our view of formal sanctions may be important. 

FORMAL SANCTIONS (FS):  
Unfortunately the potential importance of the previous paragraph is negated because there is 
no significance at all in the relationship between formal sanctions and the dependent variable 
for either the ‘SENIOR’ or ‘NON-SENIOR’ a cohort. This is either a problem with the 
operationalisation of the construct or is a significant finding. 

INFORMAL SANCTIONS(IES):  
Exactly the same result and conclusions apply to this construct as apply to Formal Sanctions 
(above) 

SANCTIONS OVERALL:  
When placed together the non-significance persists. 

BENEFITS:  
When the five Benefits factors are placed together, only two of the individual elements show 
significant relationships with the dependent variable (t_VISC and t_PRES).  This continues 
when looking at a split of this sample except the consistency does not apply to both cohorts. 
The significance of the relationship of t_VISC to the DV changes from the p < .05 level for 
the sample as a whole and for the ‘SENIOR’ management portion of the sample to a more 
modest p < .1 level for ‘NON-SENIOR’ people. Conversely, the relationship with of 
t_PRES becomes non significant for ‘SENIOR’ management, but is quite significant for 
‘NON-SENIOR’people (β = .344, p < .01). In all cases the overall Benefits construct is 
highly significantly related to the DV 
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ii. PUBLIC SECTOR / LARGE PRIVATE / SMALL COMPANIES 

PPE:  
There are no significances for this variable in either the ‘PUBLIC SECTOR’ or ‘SMALL’ 
Companies cohorts. However, of slight significance is the fact that it shows a significant 
relationship with the DV in ‘LARGE PRIVATE SECTOR’ companies (β = -.305, p < .05). 
Only one other relationship (t_SOC) shows any signs of significance and that is at the p < .1 
level. The relationship with the DV is the first example found where this newly developed 
construct has shown significance as hypothesised. This may be a reason to not dispose of it. 

NEUTRAL:  
The segmented file shows a mixed variance across the various sections for this variable. 
Overall the only relationship that was non-significant for the full file was with t_FIN and this 
remains the case for ‘LARGE PRIVATE SECTOR’ & ‘SMALL’ companies (‘PUBLIC 
SECTOR’ companies show a marginal significance = p < .1). Of the relationships that were 
found in the overall sample to be at the p < .05 level, there is no consistency across the three 
segments and they nearly all become less significant.  The same reduction in significance 
exists for those relationships previously found to be at the p < .01 level (with no significance 
at all existing among the ‘PUBLIC SECTOR’ companies).  The relationship between the 
construct and Frustration Relief remains highly significant (p < .001) for both ‘PUBLIC 
SECTOR’ and ‘SMALL’ companies, but drops to (p < .05) for ‘LARGE PRIVATE 
SECTOR’ companies. The overall Benefits construct, while existing at the p < .001 level for 
the entire sample drops a level in significance for all three subdivisions of the file. It is 
difficult to come to any conclusion here. 

MORAL:  
The relationships with this construct are reduced when the file is considered in separate 
sections. No significances are found in ‘PUBLIC SECTOR’ organisations. If we exclude 
significances at the p < .1 level there are no significances in the other two sections relating to 
either the DV or any sanctions. In ‘LARGE PRIVATE SECTOR’ companies the 
significances with some (3) sub-constructs of Benefits are at the P < .05 level whereas in 
‘SMALL’ Companies the relationships with t_PRES, t_SOC and the Overall Benefits are at 
the p < .01 level. It is also difficult to come to any conclusion here. 

EMO:  
There are no significant relationships in either the ‘PUBLIC SECTOR’ or ‘SMALL’ 
companies’ sections of the data. However, there are a few interesting significances in 
‘LARGE PRIVATE SECTOR’ companies (β = .285, p < .05 for t_FS; β = .361, p < .01 for 
t_IES; β = .366, p < .01 for t_VISC). The overall Benefits construct also forms part of a 
significant relationship at the p < .05 level. This may be interesting, but the fact that 
relationships with both costs and benefits are positive seems both counterintuitive and may 
cause difficulties.  

IMP:  
The significance discovered in relation to this construct in the previous section has not been 
mirrored here. In the ‘PUBLIC SECTOR’ there is only one relationship of significance – 
with t_IES – and that is at the p < .-5 level. In ‘LARGE PRIVATE SECTOR’ companies the 
situation is even less significant with the only relationship of note being with t_SOC which 
exists at the P < .1 level. A somewhat similar picture emerges with regard to ‘SMALL’ 
companies, with the exception of the relationship with t_PRES (β = .402, p < .01). 

FORMAL SANCTIONS (FS):  
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Unfortunately there is no significance at all in the relationship between Formal sanctions and 
the dependent variable for any of the sections. This is either a problem with the 
operationalisation of the construct or is a significant finding. 

INFORMAL SANCTIONS (IES):  
Exactly the same result and conclusions apply to this construct as apply to Formal Sanctions 
(above) 

SANCTIONS OVERALL:  
When placed together the non-significance persists. 

BENEFITS:  
Again the split of the file presents a mixed bag in relation to this construct. In the overall 
analysis there were three relationships that were non-significant. This continues to be the case 
for the ‘LARGE PRIVATE SECTOR’ companies, and while ‘PUBLIC SECTOR’ companies 
show some significance for two of them, this is only at the p < .1 level. In relation to t_FREL 
however the significance rises to the p < .05 level. The relationship with the DV, which was 
at a level of p < .05 (t_VISC) overall continues for ‘SMALL’ companies but is non-significant 
for the other two sections. The only relationship with a significance at the p < .01 level 
(t_PRES) remains for ‘PUBLIC SECTOR’ companies, drops a level for ‘LARGE PRIVATE 
SECTOR’ companies and becomes non-significant for ‘SMALL’ companies. Overall, the 
total Benefits construct had a relationship with the DV at the p < .001 level. This remains the 
case for ‘SMALL’ companies, but drops a level for ‘PUBLIC SECTOR’ companies and a 
further level for ‘LARGE PRIVATE SECTOR’ companies.  
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iii. PEOPLE NOT DIRECTLY INVOLVED WITH RULES etc 

 

PPE:  
This breakdown of the files results in a loss of whatever significances were there for this 
construct, save for one at the p < .1 level 

NEUTRAL:  
There are several weak significances in relationships with this construct in this particular 
section of the data. Most are reductions from the overall sample results with 3 disappearing 
altogether. However the strongest relationships are with t_FREL (β = .613, p < .001) and the 
total Benefits (β = .464, p < .001). 

MORAL:  
This breakdown of the file results in a loss of whatever significances were there for this 
construct 

EMO:  
This breakdown of the file also results in a loss of whatever significances were there for this 
construct – all becoming non-significant 

IMP:  
This breakdown of the files also results in a loss of the two significances were there for this 
construct, save for one at the p < .1 level 

FORMAL SANCTIONS (FS):  
There is no significance at all in the relationship between Formal sanctions and the 
dependent variable for any of the sections. This is either a problem with the 
operationalisation of the construct or is a significant finding. 

INFORMAL SANCTIONS (IES):  
Exactly the same result and conclusions apply to this construct as apply to Formal Sanctions 
(above) 

SANCTIONS OVERALL:  
When placed together the non-significance persists. 

BENEFITS:  
Again this cohort results in a lot of non-significant relationships. The most significant benefit 
in the overall sample is the only one of significance among this cohort – and that is at a 
reduced level (β = .355, p < .05 for t_PRES).  The total Benefits construct also remains 
significantly related to the DV but also at a reduced level (β = .335, p < .01). 
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Appendix H: Data Screening 
Appendix H1: Reliability Assessment 

 

 

Construct Initial	Items

Cronbach's	
α

Comment Decision

Resulting
Cronbach's	

α
Items	now	
in	scale

Variable	
name	in	
Model

Matrix:	All	
Items	+ve

Range	.2	to	.4
(Briggs	&	

Cheek	(1986))

Corrected	Item-
Total	

Correlation	>.3
Is	Item	Deleted	
Greater

Prior	Punishment	
Experience

PPE1
PPE2
PPE3
PPE4

0.644
Might	be	a	little	
low	(okay	for	
exploratory)

Yes No:	.415 No:	.230	for	
PPE2

Yes	-	for	PPE2 Remove	PPE2	
and	re-run

0.713
PPE1
PPE3
PPE4

t_PPE

Denial	of	the	
Victim

NEUDOV1
NEUDOV2
NEUDOV3
NEUDOV4

0.787 Very	Good Yes Yes Yes No Stet 0.787

NEUDOV1
NEUDOV2
NEUDOV3
NEUDOV4

t_DOV

Metaphor	of	the	
Ledger

NEUMOL1
NEUMOL2
NEUMOL3

0.827 Very	Good Yes No	=	.182 Yes Yes	for	
NEUMOL1

Stet
(Briggs	&	

Cheek	only	an	
alternative	to	
α	and	already	
more	than	
adequate)

0.827
NEUMOL1
NEUMOL2
NEUMOL3

t_MOL

Moral	Reasoning

MOR1
MOR2
MOR3
MOR4

0.753 Very	Good Yes Yes Yes Yes	for	MOR3

Stet	(removal	
of	MOR3	only	
changes	value	
from	.753	to	

.755)

0.753

MOR1
MOR2
MOR3
MOR4

t_MOR

Emotional	State

EMO1
EMO2
EMO3
EMO4

0.858 Very	Good Yes Yes Yes No Stet 0.858

EMO1
EMO2
EMO3
EMO4

t_EMO

Impulsivity

IMP1
IMP2
IMP3
IMP4

0.682
Acceptable	(but	
marginal) Yes No	=	.149 Yes No

Stet
(α	closer	to	.7	
than	.6	so		

still	
acceptable)

0.682

IMP1
IMP2
IMP3
IMP4

t_IMP

Formal	Sanctions

FS1
FS2
FS3
FS4

0.923 Very	Good Yes No	=	.142 Yes No

Stet
(Briggs	&	

Cheek	only	an	
alternative	to	

α)

0.923

FS1
FS2
FS3
FS4

t_FS

Informal	Sanctions IES1
IES2

0.707 Acceptable Yes N/A	(only	2	
items)

Yes N/A	(only	2	
items)

Stet 0.707 IES1
IES2

t_IES

Individual	"BENEFITS"	Items
(from	Initial	Survey)

Status
STA1
STA2
STA3

0.908 Very	Good Yes No	=	.061 Yes No

Stet
(Briggs	&	

Cheek	only	an	
alternative	to	

α)

0.908
STA1
STA2
STA3

Thrill
THR1
THR2
THR3

0.854 Very	Good Yes No	=	.087 Yes No

Stet
(Briggs	&	

Cheek	only	an	
alternative	to	

α)

0.854
THR1
THR2
THR3

Esteem
EST1
EST2
EST3

0.893 Very	Good Yes No	=	.108 Yes No

Stet
(Briggs	&	

Cheek	only	an	
alternative	to	

α)

0.893
EST1
EST2
EST3

Relief
REL1
REL2
REL3

0.886 Very	Good Yes Yes Yes Yes:	.923	for	
REL2

Stet
(α	already	
more	than	
adequate)

0.886
REL1
REL2
REL3

Financial
FIN1
FIN2
FIN3

0.621
Might	be	a	little	
low	(okay	for	
exploratory)

Yes No	=	.459
No:	.205	for	

FIN3
Yes:	.761	if	
remove	FIN3

Stet	-	but	
review	after	

EFA
0.621

FIN1
FIN2
FIN3

Altruism
ALT1
ALT2
ALT3

0.627
Might	be	a	little	
low	(okay	for	
exploratory)

Yes No	=	.469
No:	.231	for	

ALT1
Yes:	.772	if	
remove	ALT1

Stet	-	but	
review	after	

EFA
0.627

ALT1
ALT2
ALT3

Time
TIM1
TIM2
TIM3

0.778 Very	Good Yes No	=	.189 Yes Yes:	.802	if	
remove	TIM1

Stet
(α	already	
more	than	
adequate)

0.778
TIM1
TIM2
TIM3

Career
CAR1
CAR2
CAR3

0.814 Very	Good Yes No	=	.099 Yes No

Stet
(Briggs	&	

Cheek	only	an	
alternative	to	

α)

0.814
CAR1
CAR2
CAR3

Considerations

Inter	item	Correlation	 Item	Total	Statistics
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Appendix H2: Multi-collinearity Assessment 

 

 

 
 

(a) (d)
Tolerance VIF Tolerance VIF

(Constant) (Constant)
t_PPE 0.928 1.078 t_MOR 0.898 1.114
t_DOV 0.568 1.760 t_EMO 0.959 1.043
t_MOL 0.528 1.895 t_IMP 0.721 1.388
t_MOR 0.868 1.153 t_PPE 0.917 1.091
t_EMO 0.960 1.041 t_DOV 0.746 1.341
Dependent	Variable: 	t_IMP Dependent	Variable: 	t_MOL

(b) (e)
Tolerance VIF Tolerance VIF

(Constant) (Constant)
t_DOV 0.544 1.839 t_EMO 0.970 1.031
t_MOL 0.494 2.022 t_IMP 0.677 1.478
t_MOR 0.874 1.144 t_PPE 0.926 1.080
t_EMO 0.970 1.031 t_DOV 0.544 1.839
t_IMP 0.683 1.464 t_MOL 0.513 1.949
Dependent	Variable:	t_PPE Dependent	Variable: 	t_MOR

(c) (f)
Tolerance VIF Tolerance VIF

(Constant) (Constant)
t_MOL 0.671 1.491 t_IMP 0.669 1.495
t_MOR 0.856 1.168 t_PPE 0.918 1.090
t_EMO 0.964 1.037 t_DOV 0.547 1.828
t_IMP 0.698 1.433 t_MOL 0.489 2.044
t_PPE 0.907 1.103 t_MOR 0.867 1.154
Dependent	Variable: 	t_DOV Dependent	Variable: 	t_EMO

Collinearity	Statistics

Collinearity	Statistics

Collinearity	Statistics

Collinearity	Statistics

Collinearity	Statistics

Collinearity	Statistics
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Resulting	from		Run	1

Pattern	Matrix	a

Component

1 2 3 4 5

THR3 0.923

STA3 0.922

STA1 0.906

STA2 0.897

EST2 0.857

EST3 0.802

THR1 0.779

THR2 0.754

EST1 0.647 0.386

CAR3 0.450 0.380

CAR1 0.398 0.325

REL1 0.888

REL3 0.872

FIN3 0.677 -0.348

REL2 0.677

TIM1 0.701

TIM3 0.672

TIM2 0.665

ALT1 0.499 0.443

FIN2 0.931

FIN1 0.905

ALT2 0.887

ALT3 0.830

CAR2 0.310 0.420

Extraction	Method:	Principal	Component	Analysis.	

	Rotation	Method:	Promax	with	Kaiser	Normalization.

a	Rotation	converged	in	7	iterations.

Decision

On	the	basis	that	CAR1	has	the	lowest	main	loading,	and	is	split	almost	evenly	

across	two	factors	this	is	removed	for	the	next	iteration
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Resulting	from		Run	2

Pattern	Matrixa

Component

1 2 3 4 5

STA3 0.914

THR3 0.890

STA2 0.889

STA1 0.885

EST2 0.825

EST3 0.777

THR1 0.766

THR2 0.739

EST1 0.640 0.387

CAR3 0.513 0.352

REL1 0.845

REL3 0.828

FIN3 0.682 -0.455

REL2 0.637 0.302

TIM1 0.747

TIM3 0.694

TIM2 0.685

ALT1 0.502 0.414

FIN2 0.902

FIN1 0.879

ALT2 0.877

ALT3 0.817

CAR2 0.369 0.378

Extraction	Method:	Principal	Component	Analysis.	

	Rotation	Method:	Promax	with	Kaiser	Normalization.

a	Rotation	converged	in	8	iterations.

Decision

On	the	basis	that	CAR2	has	a	communality	value	greater	than	.5	and	also	is	split	

very	evenly	across	2	factors,	it	is	next	to	be	eliminated
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Resulting	from		Run	3

Pattern	Matrixa

Component

1 2 3 4 5

STA3 0.921

STA1 0.891

STA2 0.890

THR3 0.880

EST2 0.808

THR1 0.773

EST3 0.767

THR2 0.736

EST1 0.633 0.381

CAR3 0.527 0.308

REL1 0.882

REL3 0.865

REL2 0.672

FIN3 0.628 -0.469 0.306

TIM1 0.737

TIM3 0.664

TIM2 0.664

ALT1 0.481 0.409

FIN2 0.894

FIN1 0.877

ALT2 0.890

ALT3 0.810

Extraction	Method:	Principal	Component	Analysis.	

	Rotation	Method:	Promax	with	Kaiser	Normalization.

a	Rotation	converged	in	8	iterations.

Decision

On	the	basis	that	ALT1	is	splitting	very	evenly	across	2	factors	then	it	is	eliminated	

next
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Resulting	from		Run	4

Pattern	Matrixa

Component

1 2 3 4 5

STA3 0.933

STA1 0.900

STA2 0.894

THR3 0.885

EST2 0.807

THR1 0.773

EST3 0.769

THR2 0.741

EST1 0.636 0.371

CAR3 0.523

REL1 0.903

REL3 0.886

REL2 0.705

FIN3 0.586 -0.472

TIM1 0.718

TIM2 0.652

TIM3 0.612

FIN1 0.906

FIN2 0.894

ALT2 0.908

ALT3 0.819

Extraction	Method:	Principal	Component	Analysis.	

	Rotation	Method:	Promax	with	Kaiser	Normalization.

a	Rotation	converged	in	7	iterations.

Decision
On	the	basis	that	FIN3	has	the	lower	main	loading	this	should	be	eliminated	next
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Resulting	from		Run	5

Pattern	Matrixa
Component

1 2 3 4
STA3 0.912
THR3 0.881
STA1 0.880
STA2 0.875
EST2 0.809
THR1 0.801
EST3 0.787
THR2 0.732
EST1 0.683
CAR3 0.546 0.302
REL1 0.908
REL3 0.892
REL2 0.812
TIM3 0.657 0.304
TIM2 0.603 0.417
TIM1 0.545
FIN2 0.887
FIN1 0.877
ALT2 0.910
ALT3 0.825
Extraction	Method:	Principal	Component	Analysis.	
	Rotation	Method:	Promax	with	Kaiser	Normalization.
a	Rotation	converged	in	6	iterations.

Decision
All	of	the	TIM	variables	seem	to	be	problematic	-	two	have	cross	loadings	and	the	
third	has	a	low	communality	value.	However,	taking	cross	loading	first	and	on	the	
basis	that	TIM2		loads	on	a	second	factor	more	highly	than	any	other,	then	this	
will	be	eliminated	next.
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Resulting	from		Run	6

Pattern	Matrixa
Component

1 2 3 4
STA3 0.913
THR3 0.891
STA1 0.879
STA2 0.873
EST2 0.822
THR1 0.804
EST3 0.788
THR2 0.739
EST1 0.674
CAR3 0.530
REL1 0.934
REL3 0.919
REL2 0.825
TIM3 0.602
TIM1 0.474
FIN2 0.911
FIN1 0.892
ALT2 0.909
ALT3 0.841
Extraction	Method:	Principal	Component	Analysis.	
	Rotation	Method:	Promax	with	Kaiser	Normalization.
a	Rotation	converged	in	6	iterations.

Decision
Even	though	pattern	matrix	is	clean,	TIM1	has	a	loading	of	just	.474	(less	than	.5)	
as	well	as	a	communality	value	less	than	.5	so	should	be	eliminated.
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Resulting	from		Run	7

Pattern	Matrixa
Component

1 2 3 4
STA3 0.914
THR3 0.894
STA1 0.882
STA2 0.874
EST2 0.824
THR1 0.798
EST3 0.788
THR2 0.743
EST1 0.670
CAR3 0.532
REL1 0.937
REL3 0.922
REL2 0.820
TIM3 0.565 0.302
FIN2 0.912
FIN1 0.892
ALT2 0.914
ALT3 0.846
Extraction	Method:	Principal	Component	Analysis.	
	Rotation	Method:	Promax	with	Kaiser	Normalization.
a	Rotation	converged	in	6	iterations.

Decision
Because	pattern	matrix	is	not	entirely	clean	i.e.	TIM3	loading	on	two	factors	-	
eliminate	TIM3
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Resulting	from		Run	8

Pattern	Matrixa
Component

1 2 3 4
STA3 0.920
THR3 0.885
STA1 0.884
STA2 0.881
EST2 0.813
THR1 0.792
EST3 0.780
THR2 0.751
EST1 0.655
CAR3 0.522
REL1 0.933
REL3 0.919
REL2 0.794
ALT2 0.905
ALT3 0.844
FIN1 0.908
FIN2 0.897
Extraction	Method:	Principal	Component	Analysis.	
	Rotation	Method:	Promax	with	Kaiser	Normalization.
a	Rotation	converged	in	6	iterations.

Decision
Leave	alone	OR

HOWEVER:	If		CAR3	is	eliminated	which	has	a	comparatively	low	loading	at	.522,	
then	the	pattern	matrix	still	stays	clear,	but	the	cumulative	variance	explained	
goes	up	to	74.7%
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Resulting	from		Run	9

Pattern	Matrixa
Component

1 2 3 4
STA3 0.899
THR3 0.893
STA1 0.874
STA2 0.868
EST2 0.821
THR1 0.796
EST3 0.785
THR2 0.762
EST1 0.654
REL1 0.941
REL3 0.928
REL2 0.807
ALT2 0.910
ALT3 0.859
FIN1 0.902
FIN2 0.892
Extraction	Method:	Principal	Component	Analysis.	
	Rotation	Method:	Promax	with	Kaiser	Normalization.
a	Rotation	converged	in	6	iterations.

Decision
Complete
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Appendix J1: Malicious Group  
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Appendix J: AMOS –Structured Models 
 
Appendix J2: Non-Malicious Group  
 

 


